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About us
• Security Researchers at Aqua Security

• Perform research on supply chain vulnerabilities

• Previously Red teamers
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Our Research Mindset
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IDE Phase
Visual Studio Code Extensions

IDE RuntimeArtifactsRegistry CI/CDSCM
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Code editors & IDE 
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Most popular IDE
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VSCode Extensions



#BHASIA @BlackHatEvents

VSCode Marketplace
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VSCode Marketplace
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npm Packages
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Malicious  npm Packages
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Malicious VSCode Extensions
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Vulnerable ≠ Malicious



#BHASIA @BlackHatEvents

What can a VSCode extension do?
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Impersonation of Popular Extensions
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The Comparison
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The exact same repository information

Original Impersonating
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Searching Prettier
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The POC
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"Verified"
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Verified on the Marketplace
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Before publication
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Present
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The Verified Prettier
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Your First Extension
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Malicious VSCode Extensions 
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Malicious VSCode Extensions 
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Malicious VSCode Extensions 
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Secret Scanning
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Vulnerability in “UnityQuickDocs”
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Find the Vulnerability
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Mitigation And Recommendations
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• First Things First - The publishers and platform’s responsibility

‒ Verify the credibility of publishers before installing VS Code 

extensions

• Depending on your role as a security researcher or developer - scan 

IDE extensions for vulnerabilities, secrets, and malicious activity

• IDE – “Shift left-left” 

‒ What about other attack vectors - such as JetBrains, Postman 

Collections, Burp Suite extension etc?



#BHASIA @BlackHatEvents

SCM Phase
Repojacking
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What is Repojacking
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https://github.com/MyOrganization/myRepo
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https://github.com/NewOrganization/myRepo
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• Restriction
100 clones the week before rename
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Restrictions and bypasses
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• Restriction
100 clones the week before rename

• There were many bypasses and probably will be so a redirect with 
available username counts as vulnerable!

• Nevertheless, the examples we show here are fully exploitable
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Exploitation Scenarios
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• Link in the code to the previous name

‒ Direct link to hijackable repository

‒ Hijackable modules - Go,Swift etc

• Installation guide references

• Hijackable link in posts across the internet

‒ Stack overflow answer

‒ Blog with recommended tools
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Example – Installation guide
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Example – Link in the code
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Example – VSCode Extension
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https://github.com/old_org/repo_name/releases/download/0.0.1/extension.vsix
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The Dataset
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Scanning
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1%

125M

June 2019

36983
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Mitigation And Recommendations
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• Check all the GitHub links, both in your own code and in the code of 

others

‒ Update any links that redirect to old organizations to point to the 

correct ones

‒ Perform these checks periodically

• Want to change your organization name? keep it!

• Bug hunter? There is a high possibility of finding potential organizations 

when one company acquires or merges with another
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Registry Phase
Package Planting

IDE RuntimeArtifactsRegistry CI/CDSCM
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What is Package Planting? 
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Invite other users via npm CLI
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Are You Maintaining Poisoned Packages?
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The old mechanism
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2FA enumeration
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The patch: Confirmation mechanism
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Mitigation And Recommendations
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• Ensure that all packages listed under your scope belong to you

• Always be suspicious of your dependency owners

‒ Evaluate open-source packages before choosing them by using various 

sources, such as Deps.dev and Socket.dev.

‒ Overlay browser extension (WIP) - https://github.com/os-scar/overlay
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CI/CD Phase
Public CI/CD Logs

IDE RuntimeArtifactsRegistry CI/CDSCM
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Eureka moment
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Fetching the logs  - Method 1
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Fetching the logs – Method 2
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Accessing restricted logs
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Method 1 Method 2
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The Harvesting
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Testing API Keys
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https://github.com/streaak/keyhacks
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Token variations
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Connect the dots
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• Ease of Access

• Incomplete censoring

• Accessing “restricted” logs

• Large number of potentially exposed logs

• Weak process for rate limiting
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Disclosure
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Mitigation And Recommendations
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• Maintain a clean infrastructure and search for legacy components

• Rotate secrets on a regular basis

• Apply the least-privilege principle to tokens

• Detect any sensitive data that might be revealed by scanning 
public logs with a secret scanning tools

‒ To improve secret scanning, use a combination of entropy, 
pattern recognition, and variations of popular token names
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Artifacts Phase
Timing Attack

IDE RuntimeArtifactsRegistry CI/CDSCM
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private package
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Timing Attack: What is it?
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https://www.simplethread.com/great-scott-timing-attack-demo/
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Executing a timing attack on npm
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Response time in Millisecond
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Executing a timing attack on npm
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A possible package name list
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• Guessing attack

• Patterns in the organization’s public packages 

• @contso/contso-*

• @contso/cnt-*
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How attackers can merge everything to an attack
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• It is still possible!
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Mitigation And Recommendations
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• It is still possible!

‒ Consider creating public packages as placeholders to prevent such 
attacks

‒ Read the following npm blog “Avoiding npm substitution attacks”

• Look for timing issues on other platforms
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Summary
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• Simple vectors, High damage

IDE

SCM Registry CI/CD Artifacts

Runtime
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• If you are a security researcher in this field, watch your step!
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Summary
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• Ensure security at each development stage

10
0

IDE

SCM Registry CI/CD Artifacts
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Summary
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• This was only the tip of the iceberg

Package Managers by libraries.io
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Thank you
@GoldmanIlay

@YakirKad


