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Motivation

• Popular Remote Access Solution

• Legacy and Longevity

• And more?

https://www.shodan.io/search?query=port%3A%223389%22
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Motivation
• Few vulnerabilities in RDP in the past year (01/2022-09/2023)

https://msrc.microsoft.com/report/vulnerability
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Introduction 
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RDP Overview

• RDP contains the following features 
• Clipboard
• Printer
• Storage Device
• Smart Card
• Audio IN/OUT
• …



# BHASIA @BlackHatEvents

RDP Client Attack

• Victims connect malicious server using mstsc.exe



# BHASIA @BlackHatEvents

RDP Server Attack

• Attackers take control of the RDP Server using mstsc.exe



# BHASIA @BlackHatEvents

Client or Server ?
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Focus on Microsoft RDP Client

• Why MS RDP Client？
• Clarity (mstscax.dll, etc.)

• Operability (Public APIs)

• Simplicity (Compared to RDP Server)

• Quickly (Learn from previous works)
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Previous Works
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RDP Virtual Channel

• Virtual Channel
• Static Virtual Channel
• Dynamic Virtual Channel

https://www.blackhat.com/eu-19/briefings/schedule/#fuzzing-and-exploiting-virtual-channels-in-microsoft-remote-desktop-protocol-for-fun-and-profit-17789

https://www.sstic.org/media/SSTIC2022/SSTIC-actes/fuzzing_microsofts_rdp_client_using_virtual_channe/SSTIC2022-Article-fuzzing_microsofts_rdp_client_using_virtual_channels-ricotta.pdf



# BHASIA @BlackHatEvents

RDP Virtual Channel
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RDP Virtual Channel

RDPSND RDPDR

TSMF …
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Virtual Channel API
• WTS API

• Open Server
• Open Virtual Channel
• Write / Read Virtual Channel
• Close Virtual Channel
• Close Server
• …

https://learn.microsoft.com/en-us/windows/win32/api/wtsapi32/
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Fuzzing 
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Open Source RDP Fuzzer

rdpfuzz
• https://github.com/cyberark/rdpfuzz

WinAFL-RDP
• https://github.com/Team-BT5/WinAFL-RDP

https://github.com/cyberark/rdpfuzz
https://github.com/Team-BT5/WinAFL-RDP
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Fuzzing Architecture #1

https://github.com/Team-BT5/WinAFL-RDP

• Loop
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Fuzzing Architecture #2

• Proxy

https://github.com/cyberark/rdpfuzz
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Choose Fuzzer

https://github.com/Team-BT5/WinAFL-RDP
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Before Fuzzing

• Target

• Seeds

Regular Expr: .*::OnDataReceived
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Environment Preparation

• 2 Virtual Machines

• 1 Virtual Machines + RDPWrap
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Start Fuzzing
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Batch Deploy

• 2 Virtual Machines

• 1 Virtual Machines + RDPWrap
• Others?
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RDS (Remote Desktop Service)
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Start Fuzzing
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Guideboard: An Old Unfixed OOBR

Same bug with: https://blog.thalium.re/posts/fuzzing-microsoft-rdp-client-using-virtual-channels/#out-of-bounds-read-in-rdpsnd
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Enhancing Fuzzing

• WinAFL
• Transplant the mutation strategy of honggfuzz
• Coverage visualization & statistics
• Fuzzer arch #1 to #2 (Loop -> Proxy)

• Reversing
• RTFM
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Dream Start: A New NPD (Won’t Fix)
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Check & Doubt
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Eureka: Race Condition

https://i.blackhat.com/BH-US-23/Presentations/US-23-YukiChen-Diving-into-Windows-Remote-Access.pdf
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New Fuzzer

• Developed a simple Fuzzer
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New World

• Got a few crashes in days

• Manual auditing



# BHASIA @BlackHatEvents

Case Study 
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Case 01 - Normal Printer UAF
0:060> k
# Child-SP          RetAddr Call Site
00 000000ad`318ff6a8 00007ffb`0f21f21d     msvcrt!memcpy+0x17
01 000000ad`318ff6b0 00007ffb`0f231b99     WINSPOOL!PrivateWritePrinter+0x435
02 000000ad`318ffbe0 00007ffa`4c1c8c40     WINSPOOL!WritePrinter+0x9
03 000000ad`318ffc20 00007ffa`4c1c1fea     mstscax!W32DrAutoPrn::AsyncWriteIOFunc+0x3d0

……

WINSPOOL!Ordinal361+0x182:
00007ffc`5080a942 83bfb000000002  cmp dword ptr [rdi+0B0h],2 ds:0000024d`1e422fa0=????????
0:029> k
# Child-SP          RetAddr Call Site
00 00000063`ea1ffa70 00007ffc`507fe72b     WINSPOOL!Ordinal361+0x182
01 00000063`ea1ffab0 00007ffc`5080d6e4     WINSPOOL!StartDocDlgW+0x67b
02 00000063`ea1ffdb0 00007ffc`10d89770     WINSPOOL!StartDocPrinterW+0xe4
03 00000063`ea1ffe00 00007ffc`10d82cea     mstscax!W32DrAutoPrn::AsyncWriteIOFunc+0x200
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Case 01 - Normal Printer UAF
Thread 1 – Worker thread

W32DrAutoPrn::AsyncWriteIOFunc
{
// ...

if (bUseXpsMode) CALL W32DrAutoPrn::StartXPSJob;

CALL OpenPrinterW; // 1. Get the printer handle

// ... Race window ...

CALL WritePrinter; // 3. Use the printer handle

// ...

}

Thread 2 – Close Printer Thread

W32DrAutoPrn::ClosePrinter
{
// ...

if (bUseXpsMode) CALL W32DrAutoPrn::CloseXPSJob;

CALL EndPagePrinter;

CALL EndDocPrinter;

CALL ClosePrinter; // 2. Free the printer handle

// ...

}



# BHASIA @BlackHatEvents

Case 02 - XPS Printer UAF
• Are there any other points? 

• CreateThread() function

• Free and Use
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Case 02 - XPS Printer UAF
• Variant analysis

• Targeted test
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Case 02 - XPS Printer UAF
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Case 02 - XPS Printer UAF
Thread 1 – Send Creat PDU To Load xpsprint.dll

W32DrAutoPrn::StartXPSJob()
{
CXPSPrintJob2::Initialize
{
// Load xpsprint.dll
library = LoadLibraryExW(L"xpsprint.dll",0,0x800u);

}

CXPSPrintJob2::Open(pXPSJob)
{
if (CXPSPrintJob2::XPSDataStreamIsOpen(this) )
{
return 0x8007139;

}

// ... Race window ...

// Use some pointer in xpsprint.dll and crash !
TempFile = StartXpsPrintJob();

}
}

Thread 2 – Send Close PDU To Free xpsprint.dll

CXPSPrintJob2::Close()
{
if ( !CXPSPrintJob2::XPSDataStreamIsOpen(this) )
{

return 0x8007139;   
}
CXPSPrintJob2::~CXPSPrintJob2
{
CXPSPrintJob2::Terminate(pXPSJob)
{
// Unload xpsprint.dll !
FreeLibrary(xpsprint.dll);

}
}

}
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Patches

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21307
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Patches
Patches – CVE-2024-21307 #1

W32DrAutoPrn::StartXPSJob
{

+CALL EnterCriticalSection;

// ...

CALL Create_CXPSPrintJob(&_ptrXPSJob, ...);

CALL _ptrXPSJob->Open(_ptrXPSJob, ...); 

// ...

+CALL LeaveCriticalSection;

}

Patches – CVE-2024-21307 #2

W32DrAutoPrn::CloseXPSJob
{

// ...

+CALL EnterCriticalSection;

// ...

+CALL LeaveCriticalSection;

// ...

}
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Future
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Future Work

RDP Server More Channels

More Protocols …
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Black Hat Sound Bytes

• We have shared some skills on fuzzing Windows RDP components

• We have shared our latest research on Windows RDP Client vulnerability

• We have showed the significance of race condition in vulnerability discovery
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Thanks!
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