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Motivation

* Popular Remote Access Solution 4,538,827

* Legacy and Longevity

e And more?

China 1,558,257
v [MS-RDSOD]: Remote Desktop Services Protocols United States 1,206,437
. 1/31/2013 2.0 None
Overview Germany 200,409
4 . i 10/25/2012 2.0 Major
[MS-RDSOD]: Remote Desktop Services Protocols /25/ j Netherlands 119,855
Overview 7/12/2012 1.0 N
i one
> 1 Introduction Japan 115,314
3/30/2012 1.0 Ne
> 2 Functional Architecture 3/30/ W More...

https://www.shodan.io/search?query=port%3A%223389%22
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Motivation
* Few vulnerabilities in RDP in the past year (01/2022-09/2023)

Release date Acknowledged For Reference

202271/ Remote Desktop Protocol Remote Code Execution Vulnerability CVE-2022-21893
2022/3/8 Remote Desktop Client Remote Code Execution Vulnerability CVE-2022-23285
2022/3/8 Remote Desktop Protocol Client Information Disclosure Vulnerability CVE-2022-24503
2022/4/12 Remote Desktop Protocol Remote Code Execution Vulnerability CVE-2022-24533
2022/5/10 Remote Desktop Protocol Client Information Disclosure Vulnerability CVE-2022-26940
2022/5/10 Windows Remote Desktop Protocol (RDP) Information Disclosure Vulnerability CVE-2022-22015
2022/5/10 Remote Desktop Client Remote Code Execution Vulnerability CVE-2022-22017
2023/4/M Remote Desktop Protocol Client Information Disclosure Vulnerability CVE-2023-28267
2023/5/9 Microsoft Remote Desktop app for Windows Information Disclosure Vulnerability CVE-2023-28290
2023/5/9 Remote Desktop Client Remote Code Execution Vulnerability CVE-2023-24905
2023/6/13 Windows Remote Desktop Security Feature Bypass Vulnerability CVE-2023-29352
2023/6/13 Remote Desktop Client Remote Code Execution Vulnerability CVE-2023-29362
2023/7/M Windows Remote Desktop Security Feature Bypass Vulnerability CVE-2023-32043
2023/7/11 Windows Remote Desktop Protocol Security Feature Bypass CVE-2023-35332
2023/7/M Windows Remote Desktop Security Feature Bypass Vulnerability CVE-2023-35352

https://msrc.microsoft.com/report/vulnerability
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RDP Overview

 RDP contains the following features

& Remote Desktop Connection — X
o =
Clipboard L‘ Remote Desktop
: ~»¢ Connection
* Printer
Computer: lExample: computer.fabrikam.com v

« Storage Device

Username: None specified

® S m a rt C a rd ;lfgri:émputer name field is blank. Enter a full remote computer
¢ Au d 10 I NIO U T ¥ Show Options Connect Help
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RDP Client Attack

* Victims connect malicious server using mstsc.exe

Remote Desktop
w >¢) Connection

Malicious RDP Server

&

i QE

Internal Network
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RDP Server Attack

» Attackers take control of the RDP Server using mstsc.exe

L_ Remote Desktop
"¢ Connection

Internal Network
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Client or Server ?
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»| mstscax.dll Properties

¢ Why MS RDP Cl|ent ? GE' Secuity gurity Details Pre

Type offile:

mstscax.dll

« Clarity (mstscax.dll, etc.)
« Operability (Public APls)
« Simplicity (Compared to RDP Server)

Opens with: U

~hange...

Application extens’

Location: C:\Window:
Size: 8.80 MB (9.232.384 bytes)

Size ondisk:  8.80 MB (9.232,384 bytes)

o QUiCkIy (Learn from preV|OUS Works) Created: Thursday. March 14, 2024, 11:56:42 AM

Modified: Thursday, March 14, 2024, 11:56:42 AM

Accessed: Friday. March 22, 2024, 9:17:22 AM

Attributes: (JRead-only [ _JHidden Advanced...

0K Cancel
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Previous Works

blgt’:k hat

EURORPE 2019 HITB

DECEMBER 2-5, 2013 SECCONF

EXCeL LONDON, UK

Fuzzmg:and Epr0|t|ng Virtual Channels H0|d|ng the StIC |<

ProtocolforFun o

I At Both Ends ] THALIUM

Or Ben-Porath & Shaked Reiner

Fuzzing RDPEGFX
with what the fuzz

Colas Le Guernic, Jérémy Rubert,
and Tomme of Normandy

October 15th, 2022 IFIEXACON/
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 Virtual Channel blSak hat

EURO0OPE 2013

o Static Virtual Channel Applying the RDP Client Fuzzer
] ] * Fuzzing mstsc.exe On Windows With WinAFL via Virtual Channels in RDP
* Dynamic Virtual Channel + First target : ROPSND

* A channel enabled by default by mstsc.exe
* One-way communication as audio playback is run by server and played in the client
* Very simple protocol

* Note: other channels (Clipboard, etc.) are two-way channels

In conclusion, both types of channels are great targets for fuzzing. Each
channel behaves independently, has a different protocol parser, different
logic, lots of different structures, and can hide many bugs. What is more,
channels that are open by default are an even more interesting target ISHEU YOBLACK HAT EVENTS
risk-wise, because any vulnerability found in these will directly impact
most clients.

https://www.blackhat.com/eu-19/briefings/schedule/#fuzzing-and-exploiting-virtual-channels-in-microsoft-remote-desktop-protocol-for-fun-and-profit-17789

https://www.sstic.org/media/SSTIC2022/SSTIC-actes/fuzzing_microsofts_rdp_client_using_virtual_channe/SSTIC2022-Article-fuzzing_microsofts_rdp_client_using_virtual_channels-ricotta.pdf



O

black hat
ASIA 2024

RDP Virtual Channel

[MS-RDPEDYC] tunnels the following protocols:

XPS Printing Virtual Channel Extension [MS-RDPEXPS]

Plug and Play Devices Virtual Channel Extension [MS-RDPEPNP]

Video Virtual Channel Extension [MS-RDPEV
Audio Input Virtual Channel Extension [MS-RDPEAI]:
Composited Remoting V2 Extension [MS-RDPCR2

USB Devices Virtual Channel Extension [MS-RDPEUSB]

Graphics Pipeline Extension [MS-RDPEGFX]
Input Virtual Channel Extension [MS-RDPEI

Video Optimized Remoting Virtual Channel Extension [MS-RDPEVOR]

Virtual Channel Echo Extension [MS-RDPEECO]

Geometry Tracking Virtual Channel Protocol Extension [MS-RDPEGT

Display Control Virtual Channel Extension [MS-RDPEDISP]:

The following protocols are tunneled within an [MS-RDPBCGR] static virtual channel:

Multiparty Virtual Channel Extension [MS-RDPEMC]

Clipboard Virtual Channel Extension [MS-RDPECLIP]

Audio Output Virtual Channel Extension [MS-RDPEA]:

Remote Programs Virtual Channel Extension [MS-RDPERP]:

Dynamic Channel Virtual Channel Extension [MS-RDPEDYC]:

File System Virtual Channel Extension [MS-RDPEFS]:

Serial Port Virtual Channel Extension [MS-RDPESP]

Print Virtual Channel Extension [MS-RDPEPC

Smart Card Virtual Channel Extension [MS-RDPESC]
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RDP Virtual Channel

4 A - B
RDPSND RDPDR

N y N Y

4 B 4 B
TSMF
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Virtual Channel API

- WTS API

Open Server

Open Virtual Channel

Write / Read Virtual Channel
Close Virtual Channel

Close Server

WTSVirtualChannelClose

Closes an open virtual channel handle.

WTSVirtualChannelOpen

Opens a handle to the server end of a specified virtual channel.

WTSVirtualChannelOpenEx

Creates a virtual channel in a manner similar to WTSVirtualChannelOpen.

WTSVirtualChannelQuery

Returns information about a specified virtual channel.

WTSVirtualChannelRead

Reads data from the server end of a virtual channel.

WTSVirtualChannelWrite

Writes data to the server end of a virtual channel.

https://learn.microsoft.com/en-us/windows/win32/api/wtsapi32/
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Open Source RDP Fuzzer

rdpfuzz WHEN | STARTED TRYING TO READ
P THE FUZZER SOURGE THAT WIIIII(S IIH WINDOWS

o https://github.com/cyberark/rdpfuzz

WIinAFL-RDP

o https://github.com/Team-BT5/WinAFL-RDP

» |_ .':' %
SRS

1 V'

g,: 4


https://github.com/cyberark/rdpfuzz
https://github.com/Team-BT5/WinAFL-RDP
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Fuzzing Architecture #1

Client Host Server Host

* Loop | | ,

afl-fuzz.exe l

l winafl.d1ll — I
Execute Send Mutation |
Coverage +
l mstsc.exe | once l
l I l
mstscax.dll « S

I / ~ | |

Target Function

r
Start ¢ Send Normal Message

l Loop L l
End l

— — - — —

https://github.com/Team-BT5/WinAFL-RDP
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| Client Host _l | _ o -7
) Proxy | | Server Host
afl-fuzz.exe Send Mutation !
I 4 I I y
» winafl.dll WTS Sender
[
Execute
| ¥ | . .
Coverage | WTSVirtualChannelWrite
mstsc.exe l
| ‘
I mstscax.dll '<4¢——Send Mutation back to Client Host RD Services
I

https://github.com/cyberark/rdpfuzz
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Choose Fuzzer

Client Host Server Host

afl-fuzz.exe |

4

| winafl.dll Trigger |
Execute Send Mutation |
Coverage *
| mstsc.exe bnce |
l l

h
—

mstscax.dll

RD Services

. — |

Target Function

Stqu__r l Send Normal Message

|| ] |
End |

e S

https://github.com/Team-BT5/WinAFL-RDP
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Before Fuzzing

4 Protocol Examples
* Target
4.1 Annotated Initialization Sequence
The following is an annotated dump of an initialization sequence using virtual channels for data
® Seeds transfer, as specified in section 1.3.2.1.
4.1.1 Server Audio Formats and Version PDU
\Z NamedPipeClientChannel:: OnnataReceived(u‘Long'Uchar\ %) The fO”OWing is an annotated dump of a Server Audio Formats and Version PDU.
7] RdpDisplayControlChannel:: OnDataReceived(ulong,uchar %) o S
7] csndInputChannelCallback :: OnDataReceived(ulong, uchar *) 00000010 00 00 05 00 ££ 05 00 00 01 00 02 00 22 56 00 00 «rrrrnenrssooV. s
7] CurbDrPlugin :: OnDataReceived(ulong, uchar *) 0000050 50 00 44 oo 08 00 55 00 05 05 06 05 07 08 ba ao e
Juuuuusvy JuU JuU 4L ac JuU JuU JZ JuU o JuU JuU JuU J/ JuU JZ JuU . . __:w .............
7] CTsUshDevice :: OnDataReceived(ulong,uchar *) 00000040 22 56 00 00 44 ac 00 00 02 00 08 00 00 00 02 00 "V..D...........
] CClientHandler :: OnDataReceived(ulong,uchar %) e e e e e e :
7] CRimChannel:: OnDataReceived(ulong,uchar %) 00000070 cO 00 40 00 £0 00 00 00 cc 01 30 £f 88 01 18 ff ..@....... 0.....
(7] CRIMObjManager :: OnDataReceived(uchar *,ulong) ooonan oa o va oo f2 70 DU DEBE BE 00 B0 B0 BE D808 e T
7] CRIMStreamProxy :: OnDataReceived(CMemory %)
07 -> SNDPROLOG::Type = SNDC FORMATS (7
7] CRIMStreamStub :: OnDataReceived(CMemory %) b -> S;;DERC_CG::ngd - th £ ()
7] CRdrServerRequestHandler :: OnDataReceived(ulong,uchar %) 90 00 -> SNDPROLOG::BodySize = 0x30 = 144 bytes

Regular Expr: .*::OnDataReceived
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Environment Preparation

» 2 Virtual Machines
* 1 Virtual Machines + RDPWrap
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Environment Preparation #1

* 2 Virtual Machines
* 1 Virtual Machines + RDPWrap
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Environment Preparation #1

O stascorp / rdpwrap
* 2 Virtual Machines © 495 0pen

v 1,973 Closed

i i ® 10.0.22621
* 1 Virtual Machines + RDPWrap
© 10.0.26090.1

#2534 opened 4 days ago by loyejaotdiqrd7123

©® Support Windows 10.0.19041.4239
#2529 opened last week by CStolled

rdpwrap / res / rdpwrap.ini (&
putap fres Jrdpwrapnt = ® 10.0.22621.3374 not supported ELLLD

#2528 opened last week by billchenbest

@ binarymaster [NI: Add support for new builds (fix #586) @B
® windows 10 19041.4235

#2524 opened 2 weeks ago by qazlqazlol2

\ Code \ Blame 4998 lines (4662 loc) - 124 KB

® Windows 11 Insider Canary (10.0.26080.1)

1 ; RDP Wrapper Library configuration e i,
. ) . #2520 opened 2 weeks ago by symdeb
2 ; Do not modify without special knowledge
A © windows 19041.4233 @
4 [Main]
#2519 opened 2 weeks ago by gazlgazlol2
5 Updated=2018-10-10 2319 opened 2 weeks ago by gazlqazlo
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Environment Preparation #1

* | 2 Virtual Machines ‘
* 1 Virtual Machines + RDPWrap
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Start Fuzzing

WinAFL 1.16b based on AFL 2.43b (mstsc.exe)

@ days, 0 hrs, 1 min, 20 sec
@ days, 0@ hrs, 0@ min, 27 sec
none seen yet
none seen yet

0 (0.00%) 0.95% / 1.27%
0 (0.00%) 2.13 bits/tuple

bitflip 2\1 1 (2.94%)
5820/6175 (94. 7 (20.59%)
12.8k @ (0 unique)
202.9/sec @ (0 unique)

30/6176, 0/0,
/0, 0/0, 0/0
/0, 0/6, 0/0
e/0, 8/6, 6/0
/0, 0/0, 0/0
/0, 0/0
0.00%/372, n/a
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Batch Deploy

2 Vietual Machi
* 1 Virtual Machines + RDPWrap
* Others?
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RDS (Remote Desktop Service)

[&z; Add Roles and Features Wizard = 0O X
DESTINATION SERVER
S@'@Ct server roles WIN-OF7CO2JAOLV

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
Server Selection || DNS Server | Remote Desktop Services enables
[] Fax Server users to access virtual desktops,
L I [m] File and Storage Services (1 of 12 installed) session-based desktops, and

Features [] Host Guardian Service RemoteApp programs. Use the
(] Hyper-V Remote Desktop Services installation -- °
[] Network Controller to configure a Virtual machine- WI n d OWS Se rve r
v| Network Policy and Access Services (Installed) based or a Session-based desktop ..
[] Print and Document Services deployment.

[C] Remote Access
4 [m]
[] Remote Desktop Connection Broker
[] Remote Desktop Gateway
v Remote Desktop Licensing (Installed)
v Remote Desktop Session Host (Installed)
[] Remote Desktop Virtualization Host
[[] Remote Desktop Web Access
[[] Volume Activation Services
[C] Web Server (11S)
[] Windows Deployment Services
[] Windows Server Update Services

< Previous | | Next > Install
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Start Fuzzing
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Guideboard: An Old Unfixed OOBR

d

0:005> r
rax=0000000000000003
rdx=0000000000000000
rip=00007ffa675accdl
r8=00007ffa67ct5810
r11=0000006644f7ec00
r14=00007ffa67ce2808
iopl=0 nv up
CS=0033

rbx=0000019401784c30
rsi=pe000000e0000003
rsp=0000006644f7ec30
r9=00000014b1209bc2
r12=0000000000000000
r15=0000019401774a€0
ei pl nz na pe nc

55=002b ds=002b es=002b fs=0053 g£5=002b

rcx=feeefeeefeecefeee
rdi=0000000000000003
rbp=0000006644f7eca8
r10=0000000000000001
ri13=0000019404279e10

ef1=00010202

mstscax!CRdpAudioController: :OnWaveData+0x281:

00007ffa  675accdl ©fb739 movzx edi,word ptr [rcx] ds:feeefeee” feeefeee=????
0:005> K

# Child-spP RetAddr Call sSite

00 0066 44f7ec30 POPO7ffa 675ac7bf mstscax!CRdpAudioController: :OnWaveData+0x281

91 00066 44f7ecto
02 00066 44f7ed70
93 00000066 44f7eddo
94 00PLVR66 4417ee50
05 00PVR66” 4417ef00
06 00PVR66 44f7ef70
07 00066 44f7efbo
08 00066 44f7eff0O
09 00066 44171040
©a 00066 44171300
@b 000066 44171370
OCc 00066 4417130
0d 00066 44171470
Qe 00066 44171500

Same bug with: https://blog.thalium.re/posts/fuzzing-microsoft-rdp-client-using-virtual-channels/#out-of-bounds-read-in-rdpsnd

00007ffa 675e1c03
00007ffa” 675c05C0O
000R7ffa” 675b568a
00007ffa” 675bad37
00007ffa” 675babda
00007ffa” 675c54cd
00007ffa 675c5016
00007ffa 67579661
00007ffa 67579174
00007ffa” 6757893d
00007ffa” 675aad2f
00007ffa” 675a9ebd
00007ffa  675b1178
00007ffa” 675d8093

mstscax!CRdpAudioController: :DataArrived+0x72f
mstscax!CRdpAudioPlaybackChannelCallback: :OnDataReceived+0x433
mstscax!CDynvCChannel: : InvokeCallback+0x1be
mstscax!CDynvCChannel: :OnData+0x3aa
mstscax!CDynVCPlugin: :OnStaticDataReceived+@x14f
mstscax!CStaticChannelCallback: :OnDataReceived+0x24
mstscax!CCommonVCChannel: :OpenProcEx+0x37d
mstscax!CCommonVCChannel: :static_OpenProcEx+0xc6
mstscax!CChan: :ChannelOnPacketReceived+0x179
mstscax!CSL: :SLReceivedDataPacket+0x110
mstscax!CSL: :OnPacketReceived+0x19d

mstscax!CMCS: :MCSRecvData+0x20f

mstscax!CMCS: :OnDataAvailable+@xdd
mstscax!CTSX224Filter: :OnDataAvailable+0x138

of 0006644171590 RVV7ffa” 675ca646 mstscax!CTSFilterTransport: :OnDataAvailable TransportEvent+0x63 v
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Enhancing Fuzzing

 WInAFL

* Transplant the mutation strategy of honggfuzz
« Coverage visualization & statistics
* Fuzzer arch #1 to #2 (Loop -> Proxy)

* Reversing
° RTF M PS C:\Users \Public> .\vc-server.exe

INFO | S i erver on 0.0.0.0 port 8878
INFO | Client connected. IP: 192.168.17.1
| Pre-Wrap Msg Length: 259
| Pre-Wrap Msg: 8F 4D C5 8B 66 13 E7 68 60 FB F1 84 56 6B BO 18
| wrap Msg Length: 268
Wrap Msg: 02 01 00 00 60 01 00 00 00 8F UD C5 8B 66 13 E7
No SessionId specified, try to detect SessionId...




O

black hat
ASIA 2024

Dream Start: A New NPD (Won’t Fix)

~~ |

if (1 5+ 4

{

& (unsic

vid = 0i¢
13 0i¢

if (
{
LODWORL
(x(voic
*(_DWOF
) = 32
}

{

else

*(_DWOF

4

2

}

}

v1i0 = Dyr
DynArrays«
if ( vl

CRIMObjM:

CRIMObjMan:

-11

~“NTMNAL M

s Cvnhammnranakh

*«. 127.0.0.1 - Remote Desktop Connecticn

2l 2 Al FNTMNAR A M~ wman

-2

s~ Ahawm N ttmemm mmard Snd

' Pl C:\Windows\System32\mstsc.exe - C:\Windows\System32\mstsc.exe - WinDbg 1.2402.24001.0 (Administrator)
Home View Breakpoints Time Travel Model Scripting Source Memory Command
Step Out {'} Step Out Back D Restart —B g
I Foeo 0 e E @ Py
() Stepinto  {*} Step Into Back  _ B Stop Debugging =
Break Go Go Settings |Source| Assembly  Local Feedback
. {FStepOver *{} Step Over® 2 A Detach Help +

0 flowapy s12s1bay fjquassesig

HodLoad:
ModLoad:
(18c8.23f0):

09607ffb f9e76090 66697ffb 2048000
00ee7ffb” fcaaveee 0eee7ffb” fcdceeee

C: \HINDOWS\SYSTEHB2\ur‘lmon dll
C:\Windows\System32\iertutil.dll
Access violation - code c@@00005 (first chance)

First chance exceptions are reported before any exception handling.
This exception may be expected and handled.

mstscax!CRIMObjManager: :ExchangeCapabilities+0xc5:

00007ffb" cfc31485 8fba685cle bts dword ptr [rax+5Ch],1Eh ds:00000000 880608085Cc=2222222?
9:0821> k
# Child-SP RetAddr Call Site
00 0029 976ffa70 8LL7fTb cfc2cdbd mstscax!CRIMObjManager: :ExchangeCapabilities+0xc5
81 00000029  976ffb20 80007ffb  cfc2c241 mstscax!CStubIRIMCapabilitiesNegotiator<IRIMCapabilitiesNegoti
02 00000029 976ffb50 ©0007ffb” cfbbSech mstscax!CStubIRIMCapabilitiesNegotiator<IRIMCapabilitiesNegoti
93 00000829 976ffb86 ©BBe7ffb cfc3274a mstscax!CStub<IMMClientNotifications>: : Invoke+8x76
94 008029 976Ffcoe ©BBR7ffb  cf683086C mstscax!CRIMStreamStub: :OnDataReceived+8x9a
B85 008eeee29°976ffc40 ©8LL7ffb  cf6293a2 mstscax!CRIMObjManager: :OnDataReceived+8x148
n nnnnnn YN N7cLL-An nnnn1LLl” ~LrlLcec -~ e e LM\ IC Pl mninal o sllmnm ATl Al mrvsin A1l Ne s

‘T Entry
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Check & Doubt

2000 UEARS

LATER
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blSeK hat 2

USsA 2023

https://i.blackhat.com/BH-US-23/Presentations/US-23-YukiChen-Diving-into-Windows-Remote-Access.pdf
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New Fuzzer

* Developed a simple Fuzzer

A Simple Fuzzer for Quick Proofing

e Developed a simple fuzzer:

1. Create a connection to server

2. Create some calls for this connection

3. Create some threads which randomly perform below actions:
2.1 Send call related messages to the server (create/destroy/setting)
2.2 Send control related messages to the server (create/destroy)

2.3 Close the connection

GREAT TRUTHS
'ARE ALL SIMPLE
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* (ot a few crashes in days

* Manual auditing

New Worlid

ModLoad: ©@eee7ffb” fbb8eeee 8eee7ffb” fbba8eee C: \WINDOWS\SYSTEM32\edputil.dll
(1d70.ff@): Access violation - code c0008085 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.
WebAuthn!I_ProcessRemoteRpcRequestOnClient+0x132:

0eee7ffb” ff7045e2 488902 mov quord ptr [rdx],rax ds:00000000° 000080800=222222222222222?
9:819> k

# Child-SpP RetAddr Call Site

00 0PLOOLRae” 802ff8f0 ©0BR7ffb™ ff7194el WebAuthn!I_ProcessRemoteRpcRequestOnClient+8x132

0w o ®
RIRIS IR

00000Rae” 802970
00000Rae” 802ffa40
000000ae” 802ffaad
00000Rae” 802ffb20
00000Rae” 802ffb36

00007ffb™ c85893a2
00007ffb” c855667C
00007ffb™ c85882c3
008087ffb” cosfefcl
00007ffc 8c951fe7

WebAuthn!WebAuthNDVCCallback: :OnDataReceived+0xf1l
mstscax!CDynVCChannel: :HandleAsyncCall+@xc2
mstscax!CDynVCThreadPoolThread: : ThreadPoolEntry+8xd8
mstscax!CTSThread: :TSStaticThreadEntry+0x2a3
mstscax!PAL_System_Win32_ThreadProcWrapper+8x31

(7b30.6670) : Unknown exception - code 000006ef (first chance)
(7b30.8018): Unknown exception - code 000006ef (first chance)
(7b30.35334) : Access violation - code cB000005 (first chance)

First chance exceptions are reported before any exception handling.
This exception may be expected and handled.

msvcrt!memcpy+0x17:

00007ffb 2cc99597 4c8919 mov gword ptr [rcx],rll ds:00000229 0f2dffee=22?22?222?2222222??
0:060> k
# Child-SP RetAddr Call Site

00 0OOBEOad 318fféa8 BOOB7ffb B8f21f21d msvcrt!memcpy+0x17
01 00POARad 318ff6b0 0OBO7ffb 8f231b99 WINSPOOL!PrivateWritePrinter+0x435

First chance

00 0000eee6 4317620 00LBO7ffc 3a84ach3
1 00000006 4317710 000BO7ffc 18e29a9%e

exceptions are reported before any exception handling.

This exception may be expected and handled.
xpsprint!Ordinal2+ex3d2:

0008087ffc 32049752 48832000 and quord ptr [rax],@ ds:00e001e3 8811cd98=222222222222222?
9:875> k
# Child-SP RetAddr Call Site

xpsprint!Ordinal2+ex3d2
xpsprint!StartXpsPrintJob+8x193
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Case Study
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Case 01 - Normal Printer UAF

0:060> k

# Child-SP RetAddr Call Site

00 000VRVad 318ff6a8 0VLRO7ffb 0f21f21d msvcrt!memcpy+0x17

01 000000ad 318ff6b0 00007ffb ©0f231b99 WINSPOOL!PrivateWritePrinter+0x435

02 000000ad 318ffbed 00007ffa 4clc8c40 WINSPOOL !WritePrinter+0x9

03 000000ad 318ffc20 000O7ffa 4clclfea mstscax!W32DrAutoPrn: :AsyncWriteIOFunc+0x3do

WINSPOOL!0rdinal361+0x182:

00007 ffc 5080a942 83bfboooo000O2 CmMp dword ptr [rdi+0BOh],2 ds:0000024d 1ed422fa@=????????
0:029> k

# Child-SP RetAddr Call Site

00 000063 ealffa70 0VOO7ffc 507fe72b WINSPOOL !Ordinal361+0x182

01 00000063 ealffabo 00OO7ffc 5080d6e4 WINSPOOL!StartDocDlgW+0x67b

02 00000063 ealffdbo 00VO7ffc 10d89770 WINSPOOL !StartDocPrinterW+0xe4

03 000063 ealffedO 0VRO7ffc 10d82cea mstscax!W32DrAutoPrn: :AsyncWriteIOFunc+0x200
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Case 01 - Normal Printer UAF

Thread 1 - Worker thread

W32DrAutoPrn: :AsyncWriteIOFunc

{
/] ...

if (bUseXpsMode) CALL W32DrAutoPrn::StartXPSJob;
CALL OpenPrinterW; // 1. Get the printer handle
// ... Race window ...

CALL WritePrinter; // 3. Use the printer handle

/] .

Thread 2 - Close Printer Thread

W32DrAutoPrn: :ClosePrinter

{

// e o o
if (bUseXpsMode) CALL W32DrAutoPrn::CloseXPSJob;
CALL EndPagePrinter;

CALL EndDocPrinter;

CALL ClosePrinter; // 2. Free the printer handle

/...
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* Are there any other points®? blackhat

Case Study - Call Use After Free

° F ree an d U Se Thread 1 - Client sends Call-Disconnect- Thread 2 - Client close the same connection
Notify request with a Callld

* CreateThread() function

CtlpCleanup
E= xrefs to __imp_CreateThread Ct / p E I’l g I I’l e {

Directior Typ Address

= W32sCard etStatusChangeWrapper (tagRDPDR_IOREQ.. imp_CreateThread; Indirect Ca Near Procedure {

B p W32SCard: :GetStatusChangeWrapper(tagRDPDR_IOREQ.. call :__imp_CreateThread; Indirect Near

E Down >RdpWinAudioWaveoutPlayback: :Render (uchar ,ushor.. call cs:__imp_CreateThread; Indirect Near Procedure et

E Down CRdpWinAudioWaveoutPlayback (uc call (o] imp_CreateThread; Indir Near Procedure

= pown PAL_System_Thre oc J(void *) i ... call c imp_CreateThr : Indirect Near Procedure ... F h C l/ H C I C ”L H %
B pown PAL_System_ThreadAlloc(uint (*)(void *),void *,.. call :__imp_CreateThr ; Indirect Ca Near Procedure Or eac a In Ontro . a ISt

B nown CPnpRdrConfig: : GenerateXml(ushort * *)+DA call :__imp_CreateThread; Indirect Near Procedure

E Down p CPnpRdrConfig enerateXml(ushort * *)+DA call > imp_CreateThread:; Indirect Near Procedure FOr each Cal/ In COntrO/. Ca//LISt..

EDown CThread: : StartThread(ulong)+7A call > imp_CreateThread; Indirect Near Procedure // Free the CaII, no IOCk
E Down p CThread St(u‘tThread[L|10119)47A call 3 imp_CreateThread; Indir Near Procedure g e
[ES pown CacDecoding: : DecodingThreadContext : : Init(bool)+EF call :__imp_CreateThread; Indirect Call Near Procedure If Ca” Id == Cal//d

ES nown CacDecoding: : DecodingThreadContext : : Init(bool)+EF call imp_CreateThread; Indirect Near Procedure Ca”c’eanup(call)

E Down CRDPENCDirectConnector: :AsyncResolveServerName(.. call imp_CreateThr ; Indirect Near Procedure

E Down CRDPENCDirectConnector: :AsyncResolveServerName(.. call imp_CreateThread; Indirect C Near Procedure break
E Down CNamedPipeStream: :Terminate(void)*lES call 38 imp_CreateThread; Indirec Near Procedure }
E Down CNamedPipeStream: : Terminate(void)+138 call :__imp_CreateThread; Indirect Ca Near Procedure

[ pown g i call imp_CreateThr Indirect Near Procedure

B o el ca: impCreateTnrend: Tndtrect Goll Near Procedrs // No Lock, no reference counter
E Down b - call >s:__imp_CreateThread; Indir C Near Procedure
E Down CPCStreamWorker : .DecouplestreamEvent[ PCStream .. call o imp_CreateThread; Indirect Near Procedure

E Down CMsTscAx: : CreatePowerStateMonitoriWindow(void)+36 call imp_CreateThread; Indirect Ca Near Procedure Ca I | Eve ntca | | DISCO n ne CtN Otlfy(ca I | )

= pown CAX eatePowerStateMonitorWindow(void)+36 call imp_CreateThr ; Indirec Near Procedure

Race Window

E Down CRdpUdpLocalEndpoint: :InitializeThreads(void)+41 call imp_CreateThr ; Indirect C Near Procedure

Line 1 of 56 }
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Case 02 - XPS Printer UAF

PY " " if ( printerRef )

Varlant anaIySIS (*(*printerRef + 64164))(printerRef, 548164, this + 1804, 0i64);// CTSCoreEventSource::FireSyncNotification
paramPtr = (this + 648);
if ( *(this + 162) )

« Targeted test {

if ( W32DrAutoPrn::StartXPSJob(this) )

{
errorCode = 1630;

goto LABEL_66;

}
goto LABEL_38;

}

printerRefPtr = (this + 1224);
if ( W32DrAutoPrn::W32DrOpenPrinter(printerRef

{
printerHandlePtr = *printerRefPtr;

this + 44, this + 153) )

-

tempVar2 = 0i64; CXPSPrintJob2: :CanPrintXPS (int *) . text
*documentInfo = this + 1266; CXPSPrintJob2: :CheckXPSPrintingProgressThreadPro s . text
if ( IsXPSDriver(printerHandlePtr) == 1 ) CXPSPrintJob2: :Close (ulong) _text
{ CXPSPri 2 ' nce ( % Y .

) rintJob2: :Createlnstance (ushort const *, CXP+++ . text

docTy = L"XPS_PASS"; . , .. . , ' \ ’

} OciyPE - CXPSPrlnt,'_[on: :Initialize (ushort const 3*) ) . text
elea CXPSPrint Job2: :Open(ushort const * ulong, ulong, I***| . text

CXPSPrintJob2: :STATIC_CheckXPSPrintingProgressTh* . text
CXPSPrintJob2: :Terminate (void) . text
CXPSPrintJob2: :Write (uchar *,ulong) . text
CXPSPrintJob2: :XPSDataStreamIsOpen(void) . text

[

THINGS;ARE NOT SIMPLE
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Case 02 - XPS Printer UAF

U T ey

8:875> k
# Child-SP
© 000006 43171620
01 000006 43171710
02 00B0LLB6 4317f7c0O
03 000006 43171850
04 000006 43171890
05 000006 43171900
06 000006 43171930
87 60000006 4317f%a0
8 000006 4317f0de

RetAddr

00007ffc 3a0dach3
000087ffc 10e2%a9e
00007ffc 18d8abd7
00007ffc 10482683
eeee7ffc  10dg2cea
00007ffc 18d82eb2
00007ffc 6alf26bd
00007ffc 6ba8dfb8
20000000 P00

Call Site

xpsprint!Ordinal2+0x3d2
xpsprint!StartXpsPrintJob+8x193
mstscax!CXPSPrintlob2: :Open+@xl2e
mstscax!W32DrAutoPrn: :StartXPSJob+0xb3
mstscax!W32DrAutoPrn: :AsyncWriteIOFunc+6x113
mstscax!ThreadPool: :HandlePendingRequest+8x72
mstscax!ThreadPool: :PooledThread+0xlle
KERNEL32!BaseThreadInitThunk+ex1d
ntdll!RtlUserThreadStart+0x28

4

0:875>

Locals

Name

v 2 X ||Registers

Value

Name

Value

reak Go "7 Go ' i Settings |Source| Assembly Local Feedback
« {P StepOver *{} Step OverBack pack A Detach Help ~

Flow Contro Reverse Flow Contro End Preferences Help
:
" First chance exceptions are reported before any exception handling.
¢ This exception may be expected and handled.
5 e
= Xpsprint!Ordinal2+8x3d2: 0"““““'8'&“ qnnv!!
| 0eee7ffc" 32049752 48332000 and quord ptr [rax],® ds:000001e3 8811cd98=222222222222222? * %
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Case 02 - XPS Printer UAF

Thread 1 - Send Creat PDU To Load xpsprint.dll

W32DrAutoPrn: :StartXPSJob()

{
CXPSPrintJob2::Initialize

{
// Load xpsprint.dll

library = LoadLibraryExW(L"xpsprint.dll",0,0x800u);
}

CXPSPrintJob2: :0pen(pXPSJob)

{
if (CXPSPrintJob2: :XPSDataStreamIsOpen(this) )

{
}

return 0x8007139;

// ... Race window ...

// Use some pointer in xpsprint.dll and crash !
TempFile = StartXpsPrintJob();

Thread 2 - Send Close PDU To Free xpsprint.dll

CXPSPrintJob2::Close()

{
if ( !CXPSPrintJob2::XPSDataStreamIsOpen(this) )

{

}
CXPSPrintJob2: :~CXPSPrintJob2

{
CXPSPrintJob2::Terminate(pXPSJob)

{

return 0x8007139;

// Unload xpsprint.dll !
FreeLibrary(xpsprint.dll);

}
}
}
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Patches

Remote Desktop Client Remote Code Execution Vulnerability

CVE-2024-21307
Security Vulnerability

Released: Jan 9, 2024

Last updated: Feb 23, 2024
Assigning CNA: Microsoft

CVE-2024-21307 [@

Impact: Remote Code Execution Max Severity: Important

Weakness: CWE-416: Use After Free

Vector String Source: Microsoft

CVSS:3.175/6.5 ©

https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2024-21307
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Patches
Patches - CVE-2024-21307 #1 Patches - CVE-2024-21307 #2
W32DrAutoPrn: :StartXPSJob W32DrAutoPrn: :CloseXPSJob
{ {
+CALL EnterCriticalSection; /] ...
/] ... +CALL EnterCriticalSection;
CALL Create CXPSPrintJob(& ptrXPSJob, ...); /] ...
CALL _ptrXPSJob->0pen(_ptrXPSJob, ...); +CALL LeaveCriticalSection;
/] ... /] ...
+CALL LeaveCriticalSection;
} }
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Future
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Future Work
~ ™ ~ ™
RDP Server More Channels
\_ Y, \_ Y,
~ ™ ~ ™
More Protocols
\_ Y, \_ Y,
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Black Hat Sound Bytes

* We have shared some skills on fuzzing Windows RDP components
 We have shared our latest research on Windows RDP Client vulnerability

* We have showed the significance of race condition in vulnerability discovery
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