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PARADOXAL OBSERVATIONS

Armv8-M Only Defines Protection
01 TRUSTZONE-M HAS A CPU-CENTRIC VIEW Controllers at The CPU-level (MPU,
SAU, IDAU)

Vendors Are Forced to Develop

SYSTEM-WIDE PROTECTIONS ARE PROPRIETARY | AR ele=Te (el N@lelgju oSl SN (od o GFF
MPCs)

PSA Level 2/3 Need CPU- and System-

MISSMATCH BETWEEN TZ-M AND PSA LEVELS level Memory Protection Controllers (the
latter isn’t defined by Armv8-M)
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System-Wi.ide protections Armv8-M
CPU-level memory protections hypothesize that this dichotomy

may open security holes

Hypothesis
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Overview

The SAML11 Xplained Pro evaluation kit is ideal for evaluating and prototyping with the ultra low
power SAML11 ARM® Cortex®-M23 based microcontrollers integrating robust security which
includes ARM® TrustZone®, secure boot, crypto acceleration, secure key storage and chip-leve|
tamper detection. In addition to security the SAM L11 MCU features general purpose embedded

control capabilities with enhanced peripheral touch controller and advanced analog.
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SAM L11 Specific Security Features

This chapter provides an overview of the security features which are specific to the SAM L11.

Features
SAM L11-specific security features can be divided into two main categories.

The first category relates to the ARM TrustZone for Cortex-M technology features:

» Flexible hardware isolation of memories and peripherals:
— Up to six regions for the Flash
— Up to two regions for the Data Flash

— Up to two regions for the SRAM

— Individual security attribution (secure or non-secure) for each peripheral using the Peripheral Access
Controller (PAC)

— Mix-Secure peripherals which support both secure and non-secure security attributions
Three debug access levels allowing:

— The highest debug level with no restrictions in term of memory and peripheral accesses

— A restricted debug level with non-secure memory regions access only

— The lowest debug level where no access is authorized except with a debugger using a Boot ROM-specific
mode

Different chip erase support according to security settings

Security configuration is fully stored in Flash and safely auto-loaded at startup during Boot ROM execution using
CRC checks

Pag. 53 - Microchip. SAM L10/L11 Family Data Sheet. Tech. rep. Microchip, June 2020.
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Kinibi-M configures the Memory Protection Unit to isolate a secure module when it is running. The

secure module can execute its code and has access to its stack, but it cannot read other secure modules’
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We were only granted access to the evaluation SDK, thus all assessments and
DINYOW:\\/ 1338 conclusions presented on this talk are derived form documentation and artifacts from
the Evaluation SDK.

We still think commercial version may suffer from the same problem (the underlying architecture
problem is the same, weak hardware protections on SAML11)
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Topic: Attestation Secure Modules

® You cannot install malicious modules because, “all modules must be signed, and are validated at
U install time against a protected list of signing keys” (attestation).

The Evaluation SDK doesn’t support attestation of secure modules so we could
DINYO W N\ 1328l freely instantiate secure modules, but in the Commercial SDK only OEMs can
instantiate modules and they are all signed and validated.

Attesting OEMs’ Secure Modules offers no guarantees that the Secure Module has no defects.

Unless OEMSs code is formally verified (which, as far as we know, is not the industry standard) we
should (by probability) expect bugs and vulnerabilities.




TAKEAWAY

We argue that there is a naive trust in OEM developers. Even if there is no
malicious intent, unintended bugs may be introduced in the code which may lead
to a vulnerability, e.qg., privileged escalation.
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It’s true that a Secure Module with access to a DMA "can effectively access any part of the system",
itis "a common limitation of low-cost hardware, however it is far from an open door"

“Access to the DMA controller needs to be granted, and the best practice guidance in the production
SDK (which we acknowledge you do not have) explains how to lock down access to devices from less
trusted developers”

Contradictory ideas, on one side, Trustonic admits that a Secure Module with DMA access has full
access to the system, and, on the other side, Trustonic claims that it is not an open door.

DMA access should not need to be granted but MEDIATED (because lack of hardware
mechanisms). Kinibi-B should mediate access from ALL Secure Modules via DMA interposer.

We proposed to share the DMA interposer mechanism to fix the DMA issue.
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TAKEAWAY

We argue that there is a lack of understanding of the limitations of the
underlying hardware (where Kinibi-M runs) and the necessary Software
mechanisms needed to enforce claimed protections.
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“Kinibi-M for SAML11 does not ship with a Secure World DMA module, and it is left up to
customers to source one or do without.”

“In our architecture it would be up to the OEM provided DMA module to provide that mediation”

OEMs have to source one DMA module if they want to use a DMA. We don’t think is a good
approach, because this forces OEMs to trust each other (which they don't).

It also increases the probability of a bug/vulnerability.
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TAKEAWAY

We argue that there is a lack of understanding of multi-OEM threat model. In a
multistakeholder scenario (i.e., multiple OEMs) OEMs don’t trust each other.
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o Q e Topic: No System MMU & DMA permissions

® “You have at most revealed that this device has no system MMU (covered in the data sheet), and that
U DMA permissions should not be granted to untrusted application modules”

System MMU is an access control IP used in platforms with virtual memory, In Cortex-M (MCU)
platforms, there are no SMMU, but MPC (Memory Protection Controller) and PPC (Peripheral
Protection Controller)

The PPC/MPC in SAML11 cannot enforce access control in terms of privilege levels. If you directly
assign a DMA device to an OEM you are basically granting them full control of the system

Kinibi-M should provide native DMA support once it is a critical piece of infrastructure for
Microcontrollers, due to the power and resource-constrained nature of this devices.
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controllers of Microcontrollers (system wide protection mechanisms).

a We argue there is a lack of understanding about the memory protection
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c Q e Topic: Native FLASH Access Mediation but not Native DMA mediation.

“Kinibi-M fully supports secure identification of module-to-module caller identity precisely to support
this sort of use case. For example this is the pattern we use to mediated access to flash storage
provided by our secure storage module.”

Kinibi-M provides mediation for flash storage, but why doesn't it offer similar mediation for DMA?
DMA is also a critical service, arguably even more.
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We argue that there is a lack of understanding regarding the criticality of a core service
such as the DMA. If mismanaged, it can grant full access to all system memory.
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o Q e Topic: Clarification of Kinibi-M isolation levels

“Kinibi-M pre-dates Arm PSA and was not built on the PSA architecture. (...) In some areas we do
more that PSA (any level) in others we do less. That is why we do not claim PSA Level 3 and have not
certified against it.”
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TAKEAWAY

We argue there is lack of awareness and mapping regarding the PSA isolation
levels on Kinibi-M.
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“This device has only (at most) 64kb of flash and a 16kb of ram. There are very few use cases for

secure world DMA. In practice most customers simply disable the use of DMA in the secure world,
preventing any potential abuse.”

“If needed, DMA access should be provided and mediated by a “system” module. That is what we

have said all along. However, that module needs to be provided by an OEM. It is not provided by
Trustonic.”

We strongly believe that not providing DMA mediation is not a good security practice.

DMAs are key components in MCUs (but bus masters!!). Not providing DMA module is limiting the
system’s capabilities from one side and leaving an open threat vector on the other side.
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SUMMING UP

We could only validate our claims on Evaluation SDK (the only SDK we were granted
permissions);

a Secure Modules (from OEMSs) are signed and validated on the Commercial Version;

e We think attestation is orthogonal to the problem we discussed in this presentation;

Official Kinibi-m claims only PSA Level 2 ready, but its secure architecture claims
higher protections levels (not backed by any hardware or software mechanism);

There is no DMA mediator, the responsibility is left to the OEMs, and by default Kinibi-M
has no control of such an import core service, able to disrupt all system;
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