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● This talk is SafeBreach’s 15th talk at Black Hat

● 20 years experience in security research

● Main focus in APT and vulnerability research

● Presented at many global security conferences

Such as: Black Hat USA 2020,2023, DEFCON 28-31…
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VP of Security Research @ SafeBreach



● 6 years experience in cybersecurity

● Main focus in vulnerability research

● Former malware researcher specialized

In APT groups
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Shmuel Cohen
Security Researcher @ SafeBreach

LABS
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● Research Goal and approach

● Discover the vulnerability CVE-2023-24860

● Attack vectors

● CVE-2023-36010 (CVE-2023-24860 bypass)

● CVE-2023-36010 bypass + special bonus

● Lessons learned, Vendor response, Github, Q&A

Agenda
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Research Goal - Trigger False Positives

OMG It’s Taylor 

Swift
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Research Goal - Trigger False Positives

It’s The Devil!  

Destroy it
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Teaser

What will you say if we can remotely delete critical files

over the internet, 

Pre-authentication,

Exploit multiple vulnerable Security controls

both on Windows and Linux

from your Fully patched servers

Byte signature do bites 
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The Challenges

FP is a known 
issue and most 
were already been 
fixed

3

Byte signature 
engine are  
considered as the 
most trusted and 
accurate  layer

2

Remote 
Triggering1

2

1



Step 1

Extracting EDR’s Byte-Signatures 
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Black Box Approach
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Windows Defender signature hunting
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How to manually minimize a signature ?

● Example, let’s assume entire malicious file content is : “XABCY”

● Remove “X”, write “ABCY” to disk -> detection -> “X” is not part of the signature

● Remove “A”, write “BCY” to disk -> no detection -> “A” is part of the signature

● Remove “B”, write “ACY” to disk -> no detection -> “B” is part of the signature

● Remove “C”, write “ABY” to disk -> no detection -> “C” is part of the signature

● Remove “Y”, write “ABC” to disk -> detection -> “Y” is not part of the signature

The signature is “ABC”



Windows Defender Byte Signatures 
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Windows Defender  - RTFM
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Windows Defender  - RTFM



Automatic Signature generation

Selecting the “best” signature  
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Automatic Minimal Signature Generation

● We downloaded all 3.6K files from the original VT query

● Develop a python tool to minimize the binaries into minimal signature as possible

Automatic 

Minimize
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● We found 130 unique signatures

Automatic Minimal Signature Generation
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Selecting the best signature:

LESS is MORE

Minimum Limitations = 

1. Minimum special characters 

2. Minimum length 

Signature Limitations: how to select the best signature?

LESS is MORE
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Shortest signatures with minimum special types

Signature Limitations: how to select the best signature
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● {\rtf1{\shp{\sp

● Alert level: Severe

File was quarantined automatically

Signature Limitations: how to select the best signature



Step 2

Manually embed the signature In Legit File  
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Failed First attempt

RTF signature

Legit file (non PE)



Faster Automatic Minimal Signature Generation
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PE Files

Mimikatz signature

Executable legit file

Mimikatz signature
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Windows Defender

4030

0

EOF

EOF - 4030

Does NOT 

get scanned
…

…

…

Get scanned

Get scanned

Non PE file

EOF

MZ

Get scanned

PE file

NON-PE Files



Challenge 3 - Attack Vectors

implant the signatures in legit files 
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Implant signature - achieve remote deletion of logs

1. Send HTTP POST request

Including signature 
2. Signature is 

written to log file 

3. Defender

deletes the log 



LOGS
Remote deletion of Windows Web Server Logs

CVE-2023-24860
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Remote Deletion of Windows Web Server Logs - Demo
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Remote Deletion of Windows Web Server Logs

Barking dog starts to bite… :)

WORKED !!! Defender detect IIS log file as an RTF exploit 
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Remote Deletion of Linux Web Server Logs

The Web server’s market share
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Remote Deletion of Linux Web Server Logs
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EvilSignature DataBase



AVAST + AVG

By default 

only scan 

files

With 

predefined 

extensions

Trend Micro

only works in 

the 

beginning of 

the file 
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Automatic Minimal EvilSignature generation - Linux

Relay on 

ML

Don't use 

byte

signatures

Others: 

Palo Alto, CrowdStrike, 

SentinelOne
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Automatic Minimal EvilSignature generation - AV

One EvilSignature to rule the all

● Kaspersky

● Windows Defender



LOGS
Remote deletion of Linux Web Server Logs  
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Remote Deletion of Linux Web Server Logs - Ngnix Demo
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Remote Deletion of Windows Web Server Logs

● The Web server’s market share
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Windows - FTP - Remote Deletion of Filezilla server logs
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Remote deletion of local mailbox - Mozilla ThunderBird

● Send mail to victim with a subject with the EvilSignature
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Local - Unprivileged deletion of Windows event log file

corrupted msi with 

version info includes the signature

Application.evtx is deleted 
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Remote - Deletion of Windows event log file

Failed SMB login attempts, the username includes signature            Security.evtx remotely deleted
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Remote - Remote Deletion of Windows event log file
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Windows Defender - Delete Windows Defender detection logs 

Self cannibalism - Defender deletes its own detection logs :)
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Windows Defender - Self cannibalism demo 
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All rivers flow to the sea

EvilSignature - Collateral damage - 2nd phase -
Splunk 
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● All rivers flow to the sea … all logs flow to Splunk

Domino Effect - Splunk 
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Manually adding log file, the filename includes the EvilSignature

EvilSignature - Collateral damage - 2nd phase -
Splunk 
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● Splunk collect windows security event logs

EvilSignature - Collateral damage - 2nd phase -
Splunk 



VMWARE - Permanent Denial Of Service 
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● VMX file contains the configuration data of the guest VM and it’s necessary 

for the machine to boot up.

VMWARE - Permanent Denial Of Service
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VMWARE - Permanent Denial Of Service
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VMWARE - Permanent Denial Of Service
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VMWARE - Permanent Denial Of Service
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VMWARE - Permanent Denial Of Service - Demo



Remote deletion of Production Databases  
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Remote Deletion of Web Server DataBase - MariaDB

1. Register a new user in a website

The user name is the signature

2. Signature is 

written to backend DB

3. Defender

deletes the entire DB. 
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Remote Deletion of Web Server DataBase - MySQL - Linux
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Remote Deletion of Web Server DataBase - MARIADB DEMO 



61https://www.statista.com/statistics/809750/worldwide-popularity-ranking-database-management-system

Most popular databases worldwide as of August 2022
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We were able to remotely delete four different databases



Remote deletion of Browser files in the victim’s 

computer surfing to a Malicious Web
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Remote deletion of Browser files 

3. The browser logs the response to its own DB,   

Defender deletes the Browsers DB. 

1. The browser sends HTTP request 

2. The server returns the signature

in the body of the response
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Remote deletion of Browser files: Chrome History & Web Data
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Future work - the sky is not the limit



67

Vendor Response

Microsoft: released a fix to the vulnerability: CVE-2023-24860

We reported that the fix is not complete

Microsoft classified it as “moderate DOS”, didn’t fix the rest of attack vectors.

Kaspersky: did not release a fix: 

“This case is can’t be classified as a security vulnerability…

We are planning some improvements to mitigate this issue”.
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January 

2023

First Report 
to MSRC

April

2023

CVE-2023-24860

Vulnerability Timeline  

August

2023

Patch Analysis



6969

Second report to Microsoft  - CVE-2023-24860 patch analysis  

Unprivileged deletion of Defender detections Log file

Patched

Version
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Second report to Microsoft  - CVE-2023-24860 patch analysis  

Fixed Attack Vectors unFixed Attack vectors

Remote deletion of Windows Event Log file Remote deletion of IIS log file

Remote deletion of MySQL database Remote deletion of Apache log file

Remote deletion of PostGRESQL database Remote deletion of NGnix log file

Remote deletion of MongoDB database Remote Deletion of Filezilla server log file

Remote deletion of MariaDB database

VMware deletion of VMX file

Unprivileged deletion of Windows Event Log file Unprivileged deletion of Defender detections Log file

Local deletion of VMware VMDK files
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Second report to Microsoft  - CVE-2023-24860 patch bypass  

The Default 

Storage

MySQL InnoDB 
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Second report to Microsoft  - CVE-2023-24860 patch bypass  

MySQL MYIASM - The default storage 

engine format until MySQL version 5.5.5
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Second report to Microsoft  - CVE-2023-24860 patch bypass 
MYIASM DEMO  
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Second report to Microsoft  - CVE-2023-24860 patch bypass  

MySQL MYIASM
WAMP

Windows Apache 

MySQL PHP
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Second report to Microsoft  - CVE-2023-24860 patch bypass  

Fixed Attack Vectors unFixed Attack vectors

Remote deletion of Windows Event Log file Remote deletion of IIS log file

Remote deletion of MySQL database Remote deletion of Apache log file

Remote deletion of PostGRESQL database Remote deletion of NGnix log file

Remote deletion of MongoDB database Remote Deletion of Filezilla server log file

Remote deletion of MariaDB database

VMware deletion of VMX file

Unprivileged deletion of Windows Event Log file Unprivileged deletion of Defender detections Log file

VMware deletion of VMDK file Remote deletion of MySQL database MYIASM
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Second report to Microsoft  - CVE-2023-24860 patch bypass  

No Detection Detection and deletion of benign files

Binary Format Textual 

Format
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Second report to Microsoft  - CVE-2023-24860 patch bypass  
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Second report to Microsoft  - CVE-2023-24860 patch bypass  



7979

August

2023

Second Report
Patch Bypass

January 

2023

First Report 
to MSRC

April

2023

CVE-2023-24860
CVE-2023-36010

December 

2023

Vulnerability Timeline  
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Third report to Microsoft  - CVE-2023-36010 bypass 
MySQL InnoDB - The patch didn't fix this attack vector  
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Third report to Microsoft  - CVE-2023-36010 patch bypass  

The patch fixed MySQL MYIASM remote deletion

The patch implemented a whitelisting:

1. Each record starts with 0xFD

2. Each Record is 256 bytes size  First

Record

Second

record

Its OK, 

I know this guy
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Third report to Microsoft  - CVE-2023-36010 patch bypass  

Whitelist conditions:

1. Starts with 0xFD

2. Each Record is 256 bytes size

It's a Big guy, 

I don’t know 

this guy
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Third report to Microsoft  - CVE-2023-36010 MYISASM Patch bypass

Record

256 bytes 

length

Record

Size bigger 

than 256

Including 

binary 

signature
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Third report to Microsoft  - CVE-2023-36010 bypass 

Fixed Attack Vectors unFixed Attack vectors

Remote deletion of Windows Event Log file Remote deletion of MySQL database MYIASM+InnoDB

Unprivileged deletion of Windows Event Log file Remote deletion of MariaDB database

VMware deletion of VMDK file Remote deletion of PostGRESQL database

Remote deletion of MongoDB database

Remote deletion of IIS log file

Remote deletion of Apache log file

Remote deletion of NGnix log file

Remote Deletion of Filezilla server log file

VMware deletion of VMX file

Unprivileged deletion of Defender detections Log file
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Third report to Microsoft  - Windows Defender bypass

8585

The patch fixed MySQL MYIASM remote deletion

The patch implemented a whitelisting:

1. Each record starts with 0xFD

2. Each Record is 256 bytes size  First

Record

Second

record

Its OK, 

I know this guy
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Third report to Microsoft  - Windows Defender bypass

8686

Recipe FUD

1. 0xFD in the beginning of a known Powershell malware script. 

2. Powershell command to ignore exceptions ? 

3. comment to align the size of the Powershell malware file to 256 bytes size.

Its OK, 

I know this guy

0xFD

#AAAAAAAAAAA
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Third report to Microsoft  - Windows Defender bypass

8787

Recipe FUD

1. 0xFD in the beginning of a known Powershell malware script.

2. Powershell command to ignore exceptions

3. comment to align the size of the Powershell malware file to 256 bytes size.
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Third report to Microsoft  - Windows Defender bypass

8888

POWER 0XFD = PowerF(U)D = Power Fully Un-Detectable

0XFD + ignore error and continue

Add comment to Align size to 256 bytes

0xFD

#AA
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Microsoft Response for Remote deletion last bypass

“We appreciate the responsible disclosures and feedback from the security researcher Tomer 
Bar & and Shmuel Cohen, who reported a technique that could potentially cause data loss by 
injecting malicious content into files that are scanned by Microsoft Defender.

We have thoroughly investigated these issues and implemented several improvements to

our detection and remediation logic, as well as our built-in exclusions, to reduce the risk of

false positives and data loss.

We also offer our customers the option to configure Defender in a mode where no automatic

actions are taken, and all remediation actions are quarantined by default.

We believe that our current approach strikes a good balance between mitigating the risks

and providing the functionality that our users expect from a security product.

We will continue to look for potential improvements in future releases and welcome the

ongoing feedback from the security community."
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Microsoft Response for Generic Defender bypass  

Windows Defender Bypass
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August

2023

Second Report
Patch Bypass

January

2024

January 

2023

First Report 
to MSRC

April

2023

CVE-2023-24860 CVE-2023-36010

December 

2023

Vulnerability Timeline  

Third Report
Patch Bypass
Defender bypass

Microsoft
Response

February

2024

April

2024
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GitHub - EDRaser

EDRaser
https://github.com/SafeBreach-Labs/EDRaser
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Takeaways

1. Remote deletion vulnerabilities are difficult to fix especially when 

the security controls relays on byte signature detection

2. Security patches might be incomplete, patching should not be 

treated as a magic bullet and other security layers should protect 

against single point of failure.

3. Security patches fixing vulnerabilities in security controls might 

introduce bypasses and unexpected behaviors 



LABS

Thank you!
Tomer Bar

Shmuel Cohen
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