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01. Background
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Pictures are generated by ChatGPT

>_ Researcher's aspect

• How do we start?

• What's the coincidence?

Background Story
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Why Drone Industry is Important
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Ref: 
• https://www.inside.com.tw/article/36645-major-us-drone-manufacturer-skydio-sanctioned-by-china-for-shipping-to-taiwan
• https://english.cw.com.tw/article/article.action?id=3593

• Military and Security Applications: 
Drones offer valuable support in defense, 
surveillance, and disaster response, 
enhancing safety and operational 
efficiency​

• Alliance Formation in Taiwan: ​

o A 50-member Taiwanese drone supply chain 
alliance launched, aiming for 
international markets and backed by the 
government.

o 7 major companies co-chair the alliance, 
with rotating monthly meetings.

o By 2028, the alliance targets monthly 
production of 15,000 drones and an 
industrial output of NT$30 billion.

Pictures are generated by ChatGPT

https://www.inside.com.tw/article/36645-major-us-drone-manufacturer-skydio-sanctioned-by-china-for-shipping-to-taiwan
https://english.cw.com.tw/article/article.action?id=3593
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02. Introduction
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Campaign VENOM Campaign TIDRONE 

I'll attack the upstream vendor 
first, then it's your turn.

Got it!

Introduction – Campaigns

8 Pictures are generated by ChatGPT
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Campaign TIDRONE:
Victimology – Targeted Countries
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Campaign TIDRONE: 
Victimology – Targeted Industries
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Campaign TIDRONE: 
Victimology – Targeted Industries
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Arsenal of Campaign TIDRONE
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Customized Tools
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Trace Back to Campaign VENOM
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ERP Vendor

Compromised

Company

Compromised

Company
Compromised

Company

Compromised

Company
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Campaign VENOM: 
Victimology – Targeted Industries
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Arsenal of Campaign VENOM
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Open-Source Tools
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>_ Attacker's aspect

• How to penetrate?

• Supply chain attack?

Attacker's aspect

16Pictures are generated by ChatGPT
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Compromised
Service Provider

Malicious code 
Injection
/ Update

Customer

Classic Supply Chain Attack

Trusted 
Channel

/ Relationship

Supply Chain Attack
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Compromised
Service Provider

Malicious code 
Injection
/ Update

Customer

General Supply Chain Attack

Trusted 
Channel

/ Relationship

Supply Chain Attack
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Timeline of Earth Ammit

Campaign TIDRONE Campaign VENOM
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Relationship between Two Campaigns

• Different 
campaigns 
using the same 
subdomain

• Different 
tools 
connecting to 
the same 
subdomain
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03. Campaign Analysis
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Campaign VENOM – Initial Access
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Campaign VENOM – Command and Control

Figure A. Open-Source Proxy tools Figure B. Open-Source RAT
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Campaign VENOM – Credential Dump
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Campaign TIDRONE – Initial Access

Compromised by 
Campaign VENOM
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Campaign TIDRONE – Command & Control

2022-2024 2024
26
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Campaign TIDRONE – Post-Exploitation

Privilege Escalation

Credential dumping

Disabling 
Antivirus software

Install and run 
customized tool

Collect victim’s 
information

Persistence
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Campaign TIDRONE – Post-Exploitation
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Campaign TIDRONE – Post-Exploitation
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Campaign TIDRONE – Post-Exploitation
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Campaign TIDRONE – Post-Exploitation
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Campaign TIDRONE – Post-Exploitation
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04. Malware Analysis
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Campaign VENOM: What is FRPC

34

frp is a fast reverse proxy that 
allows you to expose a local server 
located behind a NAT or firewall to 
the Internet. 

Avaible from: https://github.com/fatedier/frp

Client Server
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Campaign VENOM: Hacktool VENFRPC
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Campaign TIDRONE: Infection Chain
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CXCLNT Loader – Evolution

SwitchToFiber FlsAlloc Exception

2023 2024
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CXCLNT Loader – Fiber Technique 

BlackHat USA 2023

BlackHat Asia 2024
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Ref:
• https://www.blackhat.com/asia-24/briefings/schedule/#immoral-fiber-unlocking-38-discovering-new-offensive-capabilities-of-fibers-37947
• https://www.blackhat.com/us-23/briefings/schedule/#from-dead-data-to-digestion-extracting-windows-fibers-for-your-digital-forensics-diet-32832

https://www.blackhat.com/asia-24/briefings/schedule/
https://www.blackhat.com/us-23/briefings/schedule/
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CXCLNT Loader – Fiber vs. Thread

39

Feature Fiber Thread

Execution Mode
User-mode (cooperative 

scheduling)
Kernel-mode (preemptive 

scheduling)

Scheduling
Manually controlled 
(switches only when 

yielding)

Managed by OS (switches 
based on priority & time 

slice)

Performance
Faster context 

switching (no kernel 
involvement)

Slower context switching 
(involves kernel calls)

Resource Usage
Lightweight (less 

overhead)

Heavier (requires OS 
scheduling and stack 

space)

API Monitoring 
Evasion

Able to avoid API 
monitoring by staying 

in user mode

Harder to evade 
monitoring since threads 

interact with the OS
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CXCLNT Loader – Evolution

SwitchToFiber FlsAlloc Exception

2023 2024
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A B C
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CXCLNT Loader – Version A

Fiber Object Fiber Thread Malicious Code

0xC4]=

41



#BHAS @BlackHatEvents

CXCLNT Loader – Version B

FlsAlloc Callback Malicious Code
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CXCLNT Loader – Version C

Exception Handler Malicious Code
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CXCLNT Loader – Anti-Analysis

Checking entry point address for host process

Export functions sequence 
defined by legitimate host 
process

44
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CXCLNT

• Active period: 2022 ~ 2024

• In-memory executable

• Perform two-step decryptions to parse 
traffic

• Support 2 kinds of connection method:

o SSL + Custom Protocol

o HTTPS

• Anti-analysis: Hide the intent due to the 
functionalities depend on the plugin 
received from C2

CXCLNT Backdoor
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Traffic Decryption - Header

Decrypt Traffic Header:

v1 = v2 = v3 = key_header
for i in range(0, len(encrypt_header)):

v1 = ((v1 >> 3) - 0x432A) & 0xFFFFFFFF
v2 = ((v2 >> 7) - 0xCC1343) & 0xFFFFFFFF
v3 = ((v3 << 9) + 0x33F) & 0xFFFFFFFF

encrypt_header[i] ^= (((v3 & 0xFF) + (v2 & 0xFF) 
+ (33 * (v1 & 0xFF)) + 1) & 0xFF)

Traffic Header Format
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Traffic Decryption - Data

Decrypt Traffic Data:

v1 = v2 = v3 = key_data
for i in range(0, len(encrypted_data)):

v1 = ((v1 >> 3) - 0x432A) & 0xFFFFFFFF
v2 = ((v2 >> 7) - 0xCC1343) & 0xFFFFFFFF
v3 = ((v3 << 9) + 0x33F) & 0xFFFFFFFF

encrypted_data[i] ^= (((v3 & 0xFF) + (v2 & 
0xFF) + (33 * (v1 & 0xFF)) + 1) & 0xFF)

47
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Traffic Decryption - Data

Collect Victim 
Information

Update Configuration

Manipulate Shellcode

Uninstall

Manipulate Plugin

• Export function:
o Init - Initiate Plugin
o GetInstance - Get the basic 

information of target folder
o DeleteInstance - Terminate 

Plugin

General

Plugin

48
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CXCLNT Backdoor – Backdoor Command Table

Backdoor 
Command

Behaviors

0x1001 Send victim Information to C2, including: 
• host IP
• config mark
• OS
• Computer Name
• BIOS

0x1002 Turn off backdoor

0x1003 SetEvent and turn off backdoor

0x1004 Receive shellcode from C2

0x1005 Clear footprints
• Delete loader and encrypted payload
• Delete service

0x1006 Update the C2 and write the encrypt C2 into registry 
software\\classes\\Licenses\\

Backdoor 
Command

Behaviors

0x2001 Receive the size of plugin

0x2002 Receive the payload of plugin

0x2003 Load plugin and write function into backdoor 
command: 0x2004-0x2007

0x2004 Unknown

0x2005 Call export function of plugin: Init

0x2006 Call export function of plugin: DeleteInstance

0x2007 Call export function of plugin: GetInstance

Backdoor command - General Backdoor command – Plugin manipulation

49
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CXCLNT Backdoor – Network Protocol
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CLNTEND

• Active period: Since 2024

• In-memory DLL

• The 2nd version of CXCLNT backdoor

• Equip both server and client module

• Support 7 kinds of connection method:

o TCP, HTTP, HTTPS, 

TLS, SMB (port:445),

UDP, WebSocket

• Anti-AV: Disable EDR, and inject dllhost.exe

CLNTEND Backdoor
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CLNTEND Backdoor – Stage 1
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• 0x9:Inject SessionServer.dll into 
dllhost.exe

CLNTEND Backdoor – Stage 2

Link

Plugin

Session

• Choose the new connection 
protocol

• 0x24: Open server mode
• 0x26: Open client mode

53

• 0x18: Receive Plugin
• 0x15: Get export function:

o GetInstance 
o DeleteInstance
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• 0x9:Inject SessionServer.dll into 
dllhost.exe

CLNTEND Backdoor – Stage 2

Link

Plugin

Session

54

• 0x18: Receive Plugin
• 0x15: Get export function:

o GetInstance 
o DeleteInstance

• Choose the new connection 
protocol

• 0x24: Open server mode
• 0x26: Open client mode



#BHAS @BlackHatEvents

• 0x9:Inject SessionServer.dll into 
dllhost.exe for remote shell

CLNTEND Backdoor – Stage 2

Link

Plugin

Session

55

• 0x18: Receive Plugin
• 0x15: Get export function:

o GetInstance 
o DeleteInstance

• Choose the new connection 
protocol

• 0x24: Open server mode
• 0x26: Open client mode

C:\Windows\AppPatch\winword.exe /SvcLoad
➜ C:\Windows\SysWOW64\dllhost.exe
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Similarity: CXCLNT & CLNTEND

56 Func. Victim Hash Calculation

Test Mode

Target Mode

CXCLNT CLNTEND

Test Mode

Target Mode

Flag ➚
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Comparison: CXCLNT & CLNTEND
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CXCLNT CLNTEND

Active 2022 ~ 2024 2024 ~

Type EXE DLL

Victim Information ComputerName
OS
Host IP
Net BIOS

ComputerName
OS
UserName

Connection Method HTTPS

SSL
TCP, HTTP, HTTPS, TLS, 
SMB (port:445),
UDP, WebSocket

Anti-EDR - EDRSilence
Blindside

Functionality Client Server
Client

Backdoor Module General, Plugin Plugin, Session, Link

Plugin Export 
Function

Init
GetInstance
DeleteInstance

GetInstance
DeleteInstance
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Customized Tool - ScreenCap

• Installed by the CLNTEND (via remote shell)

• Send victim screenshot back to C&C secondly

• Simple screenshot function adapted from this 
source: https://github.com/vova616/screenshot
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05. Attribution
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Attribution
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06. Takeaway
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1. The suspected Chinese-speaking group Earth Ammit
increasingly uses Fiber for bypassing security in malware.

2. Signs of a supply chain compromise appeared across two 
attack waves, requiring long-term monitoring of multiple 
campaigns to determine their motive.

3. The first wave primarily relied on open-source tools.
4. The second wave shifted to custom tools that support 

multiple network protocols for flexibility.
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Appendix
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• *[.]fuckeveryday[.]life

• *[.]fghytr[.]com

• client[.]wns[.]windowswns[.]com

• server[.]microsoftsvc[.]com

• service[.]symantecsecuritycloud[.]com

• time[.]vmwaresync[.]com

• ac[.]metyp9[.]com

• 45[.]121[.]50[.]30

• 45[.]121[.]50[.]185

• 103[.]61[.]139[.]60

IoC – Network
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• 1539139a6e1031c24f3167948476fc287e34597a

• 3324c28c27e4fac526e36224618f5866327f9a5d

• 450911a5eab9ddef2a45f07b145abeb28c09742e

• 501740abffb6c8b29ddb883f7848b361a0322396

• 6b55a1b5abc9cd9ebc6893cdf95669600bece112

• 91ea98fb20affb301308cb2b66269ee78e28a57c

• caec896174c4df499d9853d577fd25cbe03e5c0a

• cca157f9e855c7a5b65631bc08bb8bef2e0de8d1

• d42ed40b26ce3b98eb86c4a132817a1a05b977e1

• d6743a4e7f559c8d09afa1c342cfce078851b3a9

IoC – File (1/3)

65
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• 48c4617b360aac1d1684aefad966a8a5c88884c0

• d7e5aa0b3ca4a3d7b47cc4feee5d46e8265be9d1

• d7d7276742363e2b09c76fc4adc9fd5cf8582105

• 6ab0e2ede4e0968eae2bdc63864971054a534f7b

• 67ea11ffa6d7f688a8492997d18f54e2082cce28

• 1efc081d7520c113a7469d1c39eec3bc31578dd9

• 92d28c4201e0d56c46b2d750aa25856f60f2facb

• c3426f960aeabd1838abf5f1b7081407ab62c4e8

• 203358b897344694ba949288afc1b3067ae47bee

• 13b0ef2bb78126a8be4896be4fd1bd7ca52f1adc

• 707f55096157aaf84174c2238f56f7addcd76f8d

• 8a494286b4c6250e39017554dc32fa6c8226b4a7

• bb77094c2c03fbc17eb4f829b320278b65f64f5e

IoC – File (2/3)
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• fb423cf4675be3c67216530afee41d07b7b2118d

• 5f34f95726fdd4ed174542c3aa416dad05e4f040

• 5cbf20b693b59cba54a4374629345fb98378264f

• defce0773d1f1b740b276ac31e894ced705bed35

• 76ecb87afae77244ac29b5996412742fd5384b26

• 222534059a5534e1fb14469bff18873095f07484

• 6a3e487f0ad3df735686dc8f67d594a381e409b8

IoC – File (3/3)
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DALBIT vs VENOM (1/2)

DALBIT Campaign VENOM

Korea Target Countries Taiwan, Korea

MS Exchange Server Target Machine
MS Exchange Server

VPN Server
Office PC

Godzilla, ASPXSpy, AntSword, China 
Chopper

WebShell BEHINDER, ANTSWORD

FRP, LCX, NPS, ReGeorg, Venom Proxy
VenFRPC, LCX (HTRAN), Stowaway, chisel, 

iox, Neo-ReGeorg

- Protocol Tunneling
Pingtunnel

libwebsockets

BadPotato, JuicyPotato, SweetPotato, 
RottenPotato, EFSPotato

Privilege Escalation -

RDP, PsExec, RemCom, Winexec Lateral Movement SMB (MS17-010), PsExec, sharpwmi

FScan, NbtScan, TCPScan, Goon, 
Nltest (Windows CMD)

Internal Reconnaissance SMBSCAN(FScan), AdFind
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DALBIT vs VENOM (2/2)

DALBIT Campaign Venom

Wevtutil (Windows CMD)
WMI (Windows CMD)

ProcDump
Dumpert

EML Extractor (created)
Mimikatz
Rsync

Information Leak and 
Collection

reg save (Windows CMD)
Mimikatz
ProcDump

Impacket (secretsdump)

BitLocker (Windows CMD) File Encryption -

Security log deletion (Windows CMD)
Firewall OFF (Windows CMD)

Attempts to delete AV products
VMProtect Packing

Evasion Firewall OFF (Windows CMD)

Certutil (Windows CMD)
Bitsadmin (Windows CMD) Download File Certutil (Windows CMD)

CobaltStrike, MetaSploit, BlueShell, 
Ladon Backdoor Sliver, DNSCat2, BlueShell
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Reference
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• Campaign TIDRONE​

• https://www.trendmicro.com/en_us/research/24/i/tidrone-targets-military-and-
satellite-industries-in-taiwan.html

• https://www.acronis.com/en-sg/cyber-protection-center/posts/operation-worddrone-
drone-manufacturers-are-being-targeted-in-taiwan/

• https://asec.ahnlab.com/en/85119/

• DALBIT​

• https://asec.ahnlab.com/en/56941/

• https://asec.ahnlab.com/en/47455/

• https://asec.ahnlab.com/en/38156/

https://www.trendmicro.com/en_us/research/24/i/tidrone-targets-military-and-satellite-industries-in-taiwan.html
https://www.trendmicro.com/en_us/research/24/i/tidrone-targets-military-and-satellite-industries-in-taiwan.html
https://www.acronis.com/en-sg/cyber-protection-center/posts/operation-worddrone-drone-manufacturers-are-being-targeted-in-taiwan/
https://www.acronis.com/en-sg/cyber-protection-center/posts/operation-worddrone-drone-manufacturers-are-being-targeted-in-taiwan/
https://asec.ahnlab.com/en/85119/
https://asec.ahnlab.com/en/56941/
https://asec.ahnlab.com/en/47455/
https://asec.ahnlab.com/en/38156/
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Q&A
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Thanks for your attention.
(┌・ω・)┌✧
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