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火車 (Kasha)
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ScnCfg32.Exe vsodscpl.dll <RANDOM>

_@_.zip

hello.xml hello.bin
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https://googleprojectzero.blogspot.com/2021/04/who-contains-containers.html
https://www.deepinstinct.com/blog/contain-yourself-staying-undetected-using-the-windows-container-isolation-framework
https://www.deepinstinct.com/blog/contain-yourself-staying-undetected-using-the-windows-container-isolation-framework


#BHAS @BlackHatEvents



#BHAS @BlackHatEvents

default.wsb

Windows Sandbox

msiexec.txt msiexec.exe
(WinRAR)

msiexec.bat msiexec.dat

hello.xmlhello.bin

msiexec.cmd

.RAR
schtasks

C:\Users\Public\AppData

msiexec.txtmsiexec.bat msiexec.dat

.RAR

C:\ProgramData
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https://blog-en.itochuci.co.jp/entry/2025/03/12/140000
https://www.npa.go.jp/bureau/cyber/pdf/20250108_windowssandbox.pdf
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Command Action

wsb.exe start creates and launches a new sandbox

wsb.exe list
displays a table that shows the information the running Windows 

Sandbox sessions for the current user

wsb.exe connect --id <sandbox ID> starts a remote session within the sandbox

wsb.exe exec --id <sandbox ID> --command “cmd.exe" --run-as ExistingLogin executes a command in the sandbox

wsb.exe stop --id <sandbox ID> stops a running Windows Sandbox session
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https://learn.microsoft.com/en-us/windows/security/application-security/application-isolation/windows-sandbox/windows-sandbox-cli
https://learn.microsoft.com/en-us/windows/security/application-security/application-isolation/windows-sandbox/windows-sandbox-cli


#BHAS @BlackHatEvents27



#BHAS @BlackHatEvents

title: Execution of wsb.exe with Suspicious Configuration

status: experimental

description: Detects the execution of wsb.exe with --config or -c 
parameter containing "<LogonCommand>", which could indicate an attempt 
to execute a command inside Windows Sandbox.

logsource:

category: process_creation

product: windows

service: sysmon

detection:

selection:

EventID: 1

Image|endswith: 'AppData\Local\Microsoft\WindowsApps\wsb.exe'

CommandLine|contains:

- '--config'

- '-c'

CommandLine|contains: '<LogonCommand>'

condition: selection

falsepositives:

- Legitimate use of Windows Sandbox with specific LogonCommand 
settings

level: low

title: Windows Sandbox Execution with SYSTEM Privileges

description: This rule is designed to detect possible Windows 
Sandbox abuse by SYSTEM privileged execution which enables the 
adversary to hide UI of sandbox. 

logsource:

category: process_creation 

product: windows

service: sysmon

detection:

selection:

EventID: 1

Image|endswith: 'Windows\System32\WindowsSandbox.exe'

User: 'NT AUTHORITY\SYSTEM'

condition: selection

falsepositives:

- Legitimate administrative use

level: high
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OS process

Windows 10 vmmem

Windows 11 vmmemSandbox
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