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About Us

> Lidong Li: Source Guard@Chief Security Officer.

> Specializing in protocol vulnerability mining and Fuzzing framework development. He
s the core developer of the Wisdom&Swift Fuzzer. HITB/POC/ISC Speaker

>Kun Dong: Source Guard@CEO.

>Ph.D. in Cybersecurity from Xidian University, specializing in chip security research and Al
adversarial security research

> Xiao Wang: Source Guard@Senior Security Researcher.

> His expertise lies in vulnerability discovery within the realms of wireless protocols, including
Bluetooth, Wi-Fi security.
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Agenda

1. Bluetooth protocol stack & state machine analysis
2. The hottleneck of traditional TLV-format Fuzzing

3. Disrupting the state machine to discover new Bluetooth
vulnerabilities
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Bluetooth protocol stack & State machine analysis

Applications

Application Adaptation Layer

Medical Group SPP Group Ll | AV Group

FTP. SYNC, A2DP,
OPF, PBAPR, AVRCE,
MAP VDP

HSP. HFP
SAPF, DUN

Link Manager / Link Controller

[ Sending File

File: Lady Gaga.mp3
Sending to: Nexus One

Baseband

47%

Bluetooth Radio




o)

black hat
ASIA 2025

Bluetooth protocol stack & State machine analysis

L2CAP-Based Stacks

HCI (Host Controller
Interface)

L2CAP (Logical Channel
Mgmt)

\

/ » ¥ Generaj Protocols AW
e ,
SDP BNEP AVDTP HID_Control AVRCP AVRCP_Browsing RFCOMM AMP

/\ | |

\
\ l l Profiles using RECOMM l \

Profles using BNEP A2DP HID_Interrupt HSP HFP SPP OBEX >

NAP PAN

) Profiles uging OBEX

OPP PBAP MAP

v

Note: Application layers
like PBAP may also
connect via
L2CAP with private PSMs.
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The bottleneck of traditional TLV-format fuzzing

Classic Fuzzing

Frame 2500: 45 bytes on wire (360 bits), 45 bytes captured (360 bits) on interface
bluetootho, id 0

Bluetooth
Frame 817: 29 bytes on wire (232 bits), 29 bytes captured (232 & Bluetooth HCI H4
bluetoothoO, id 0 Bluetooth HCI ACL Packet
Bluetooth Bluetooth L2CAP Protocol
Bluetooth HCI H4 Length: 36 USELESS
Bluetooth HCI ACL Packet CID: L2CAP Signaling Channel (0x0001) UZZ
Bluetooth L2CAP Protocol Command: Command Reject F
Length: 20 Command: Unknown command ]
CID: L2CAP Signaling Channel (0x0001) Command Code: Unknown (0x00) % -
Command: Configure Request Command Identifier: 0x00 | \
Command Code: Configure Request (0x04) Command Length: 0
Command ldentifier: 0x01 Unknown Command Code
Command Length: 16 [Expert Info (Warning/Protocol): Unknown Command Code]
Destination CID: Dynamically Allocated Channel (0x0045)
0000 0000 0000 000. = Reserved: 0x0000 @2 02 02 1b 91 17 91 5d 00 03 2f ©5 23 01 @01 41  ------- 1 --/-#--A
............... 0 = Continuation Flag: False 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41  AAAAAAAA AAAAAAAA
b ol ol S : 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
I:ﬂ;;,:"_“;’““‘““‘ e e e 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41  AAAAAAAA AAAAAAAA
MTU: 0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
Option: MTU o ) 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
RN RS TR I v 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41  AAAAAAAA AAAAAAAA Documents
M“?: o 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
Option: MTU - : 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41  AAAAAAAA AAAAAAAA ) A/V Remote Control Profile 1.6.2
e e e s o e 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA €3 Bluetooth
Me-,"j': o 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41  AAAAAAAA AAAAAAAA
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41  AAAAAAAA AAAAAAAA

41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41  AAAAAAAA AAAAAAAA 0 .

41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA Core SpeCIﬁca’tlon
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA 54

41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41  AAAAAAAA AAAAAAAA .

41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41  AAAAAAAA AAAAAAAA



o)

black hat
ASIA 2025

The bottleneck of traditional TLV-format Fuzzing

Packet

> Random targeting of TLV without purpose l

> Driver's inspection and validation of malformed packets
Driver: PHY Check

> Non-purposeful (non-targeted) interaction packets
LPass)
> Incomplete state machin e coverage
Driver: Header
“-Valid
Qualcomm - !
. Kernel: Protocol
a B ROA DCOM@ Invalid Check
Invalid J
l Valid

K HE
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BlueBorne

v def char_to_key_code(char):

# Mapping for special characters that always require SHIFT

// Send data shift_char_map = {
def packet(overtiow) uintl6_t buffer[BUFFER SIZE]; 1My PEXCLAMATION. MARK,
s = * A, e M .
K buffer[8] = htobs(0xP084); @': "AT_SYMBOL',
t = " s .
P buffer[1] = htobs(0x0004); #': "HASHTAG',
pkt += p8(set_bnep_header_extension_bit(BNEP_FRAME_CONTROL)) buffer[2] = htobs(0x0002); '$': 'DOLLAR’,
pkt += bnep_control_packet(BNEP_SETUP_CONNECTIOM_REQUEST MSG, '\x@@' + overflow) buffer[3] = htobs(@x0102); 2" "RERCENT:SYMAOL:,
car. v g
. int count; : "CARET_SYMBOL',
for (count=1; count<=5; count++) &': "AMPERSAND_SYMBOL',
{ '*: "ASTERISK_SYMBOL',
bad_packet = packei( AAAABBEB ) printf("\nSending some data to prove that connection is established between central and perig (" “OREN. PARENTHESTS 1,
int bytes_sent = write(hci_handle, buffer, sizeof(buffer)); 172 “CLOSERAREWIRNESTS
*_": "UNDERSCORE_SYMBOL'
log.info( 'Connecting...") printf(“Size of the buffer: %1d\n", sizeof(buffer}); - = *
'+': "KEYPADPLUS®
orintf("Sent %d\n", byt t); ’
sock = bluetooth.BluetoothSocket(bluetooth.L2CAP) pELY (() = A%y bytessent); “{*: "LEFTBRACE',
sleep(l);
bluetooth.set 12cap mtu(sock, 1580) 1 '}': 'RIGHTBRACE',
':": "SEMICOLON®
sock.connect((target, port)) // End of Send data 7
"\\": "BACKSLASH',
t £ 12 info 12 inf s "QUOTE',
log.info('Sending BMEP packets...") SEERER (enon sennipe L onn e, O
// socklen_t 12 conninfolen = sizeof(12_conninfo); T ’
for i in range(count): > TDOT”
ge( ) // if (getsockopt(hci_socket, SOL_LICAP, L2CAP_CONNINFO, &12 conninfo, &12_conninfolen) < @) Ml _
sock.send(bad_packet) 14 2" “OQUESTIONMARKL,
A v
1/ perror("getsockopt™); - " ’
>
log.success( 'Done.”) 4 return 1; B Hely
sock.close() - D': 'd’,
e
hci_handle = 12_conninfo.hci_handle; e ‘F',
printf("\n[*] HCI handle: ¥x\n", hci_handle); . ‘g‘>
: >
H:ohe,
T,
printf("\n[*] Sending malicious L2CAP packet...\n"); 3 ‘5
>
struct Kz Tk
{

12cap_hdr hdr;
uintl6_t ctrl;
uintle_t fcs;
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isrupting the state machine to discover new Bluetooth vulnerabilities

RHlow to do It?

>Which nodes should we pay attention to?

1.

Select Bluetooth AVRCP Version
®  AVRCP 1.5 (Default)

AVRCP 1.3

AVRCP 1.6

O
(O AVRCP 14
O

Release of BlueZ 5.66

ember 2022, 08:04 p

This release mainly includes the initial support of BAP (Basic Audio Profile) which is an essential part of LE Audio responsible for stre
For MESH, new MGMT opcodes are added to share one controller between the legacy bluetooth daemon and the mesh daemon. This re
GATT, HOG

bluez-5.66.tar.xz

ateg Release ments Off

Release of BlueZ 5.65

This release includes many changes related to the I0S support such as supporting ISO socket via experimental feature support and up
numerous bug fixes on A2DP, AVRCP, SDP, HOG, GATT, and MESH

bluez-5.65.tar.xz

Release

Release of BlueZ 5.64
This is another release mostly with the bug fixes on HOG, GATT, A2DP, Media, AVDTP, AVRCP, and scanning failure. Also, this releas
2.25), and other minor issues found with the static code analyzing tool. ISO packet support is added to the emulator as a part of LE Au

bluez-5.64.tar.xz

Release | Comments Off
Release of BlueZ 5.63

This release is mostly a bug fix release, with fixes to features such as GATT, SDP, Daemon, and emulator. It also adds a new MGM
Advertisement Monitor.

New build options for sanitizers (Isan, asan, ubsan) are added and it may require installing additional libraries depending on the distros

bluez-5.63.tar.xz

Bluetooth_L2CAP (N)

>Factors that affect state machine interactions?
1.
2.
3-

Learn about Bluetooth Deve

€3 Bluetooth’

SPECIFICATIONS

Core Specification 6.0 «-

This specification defines the technologies required to create interoperable Bluetooth devices.
Note: Errata Correction 25800 is mandatory when claiming compliance to Core Specification 6.0

Related Resource(s): Core Specification v6.0 Feature Overview

Documents

Core Specification 6.0 (HTML)

Changes since previous version

Implementation Extra Infarmation for Tect (1XI1T)

© start

(® Reset

Sender Output Data

Data Model

[# Create Connect

Sender Output Data
Data Model

(= AuthReq

Sender Output Data
Data Model

(% Connect Request

Sender Output Data

Data Model

Q] Reset Complete

Sender Input Data

Unpack Result

'D] Connect Complete

Sender Input Data

Unpack Result

=) Auth Complete

Sender Input Data

Unpack Result

) Connect Response

Sender Input Data

Unpack Result

© wait

Wait Time (seconds, can be a decimal)

0.1

B Output

Sender Output Data

Data Model
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Disrupting the state machine to discover new Bluetooth vulnerabilities

L2CAP

1. L2ZCAP Connect Request
> ' .

Master Device

Send
L2CAP Connect Reguest

Respond with «— I _- 2' LZCAP connect Response
L2CAP Connec t > . -

Response

Slave Device

Send
Cenfiguration Request

3. L2ZCAP Channel Configuration

Respond with >
Configuration Responze

—
Data Tranzsmissi
—
_ - S*d 4. Data Transfer & Disconnection
| thind-TiHremEOn Disconnection Request > | .

Respond with
Disconnection Response

Channel Closed
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Disrupting the state machine to discover new Bluetooth vulnerabilities

L2CAP

Slave Device

Respond with
L2CAP Connect
Response

Respond with
Configuration Response

Diata Transmission

Respond with
Disconnection Response

¥

Channel Closed

Master Device

Send
L2CAP Connect Request

State truncation

Send
Configuration Request

Data Transmission

\

v

Send
Disconnection Request

Protocol Length Info
HCI EVT 8 Rcvd Number of Completed Packets
L2CAP 17 Sent Connection Request (SDP, SCID: @x0040)
HCI EVT 8 Rcvd Number of Completed Packets
L2CAP 21 Rcvd Connection Response - Success (SCID: ©x0049, DCID: 0x0048)
L2CAP 21 Rcvd Configure Request (DCID: 8x0040 N
L2CAP 21 Sent Configure Request (DCID: ©x0048)
L2CAP | 21 Sent Configure Request (DCID: 0x@048)
L2CAP 21 Sent Configure Request (DCID: ©x0048)
TZCAP 21 Sent Configure Request (DCID: ©x0048)
Configure Request Command Code Option MTU

Configure Response

Command Code
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Disrupting the state machine to discover new Bluetooth vulnerabilities

AWR@IP 1. Dependency on Audio and Control Channels

>
SDP Query: Verify Browsing
Capability
Protocol Stack Dependencies
AZ2DP Audio Streaming AVRCP Control Commands
e e AVCTP - Audio/Video Control
Distribution Transport
Transport Protocol
Protocol
.///
1 K - -
| | 2. Browsing Channel Maintenance
v Technical Points v
v
AVDTP (L2CAP-based): AVCTP (L2CAP-based):
- Audio transport - Control framing Browsing Channel
- Codec negotiation - Transaction management Established
- Media packetization - Browse multiplexing
v
Channel Maintenance
Fa
P
Vi \
P \
/- e
7 B __Yes—p| Terminate Browsing Channel
P N
/// \(‘\
_— < Browsing Channel Inactive? ,
et k< //
e e
. //’/ BN NG
Monitor AVDTP Channel N / B s s
N y
Health N ) ™~
" A =
— N

‘"\ Periodic AVCTP Keep-alives
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isrupting the state machine to discover new Bluetooth vulnerabilities

Time Source Destination Protocol Length Info
242 7.793242 AVRCP 39 Sent Vendor dependent: Status - GetElementAttributes - @x0000000000000000 (PLA
243 7.798830 AVRCP 27 Sent Vendor dependent: Status - SetPlayerApplicationSettingValue

AVRCP
AVRCP
AVRCP

39 Sent Vendor dependent: Status - GetElementAttributes - @x0000000000000000 (PLA
39 Sent Vendor dependent: Status - GetElementAttributes - 0x0000000000000000 (PLA’
52 Rcvd Vendor dependent: Stable - GetElementAttributes - Title: "Not Provided”
22 Rcvd Vendor dependent: Accepted - SetPlayerApplicationSettingValue

52 Rcvd Vendor dependent: Stable - GetElementAttributes - Title: "Not Provided”
52 Rcvd Vendor dependent: Stable - GetElementAttributes - Title: "Not Provided"

246 7.802118
247 7.805518

Start AVRCP Browsing Setup 249 7.806513

250 7.807872

l 254 7.816469

256 7.820247

SDP Query: Verify Browsing
Capability

Encapsulation type: Bluetooth H4 with linux h
0 EHRERT E]
¥56:52.625061000 UTC
12.625061000

0000 02 01 00 22 00 le 60 51 00 m 11 Ge 01 48 00 00 i Q I
19 58 20 00 00 11 00 00 00 0@ 00 00 00 00 02 00 X -
00 00 @1 ©0 00 00 o7

UTC Arrival Time: Mar 28, 20

l' Arrival Time: Mar 28, 2025 20:56:52.6
Epoch Arrival Time:

Protocol Stack Dependencies [Time shift S packet: 0.000000000 seconds]
A2DP Audio Streaming AVRCP Control Commands [Tim from previous captured frame: 0.003400000 seconds]
me delta from previous displayed frame: ©.003400000 seconds]
2 i [Time since reference or first frame: 7.805518000 seconds]
;:‘;ﬂzlii”gg:;gj; AVCTP - Audionvideo Control | (GMID) Frame Number: 247
Transport Protocol Frame Length: 39 bytes (312 bits)
Pratocol Capture Length: 39 bytes (312 bits)
//’,/, [Frame is marked: False]
| /" [Frame is ignored: False]
| Point-to-Point Direction: Sent (8)
| [Protocols in frame: bluetooth:hci_h4:bthci :btl2cap:btavctp:btavrep]
| > Bluetooth
| - » Bluetooth HCI H4
v Technical Points > Bluetooth HCI ACL Packet
v > Bluetooth L2CAP Protocol
AVDTP (L2CAP-based): AVCTP (L2CAP-based): ~ Bluetooth AVCTP Protocol
- Audio transpart - Control framing Browsing Channel [p@01 .... = Transaction: el
- Codec negotiation - Transaction management Established w0 Racket Type: Singls (exa)
) L. ) 2 ..0 C/R: Command (0x@)
- Media packetization - Browse multiplexing tee ...0 = IPID: Profile OK (exe)
Profile Identifier: A/V Remote Control (@x110e)
v

Channel Maintenance

> , 2 @) n by ' | GetPlayStatus
commands

Yes—p| Terminate Browsing Channel

N -

/
|

=

L)

Monitor AVDTP Channel
Health

A
Periodic AVCTP Kesp-alives >
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Disrupting the state machine to discover new Bluetooth vulnerabilities

Rifcomm 1. RFCOMM over L2CAP

>
Step 1: UA Handshake
Server
| 2. RFCOMM Connection Setup (SABM
Resp: UA - Unnum ACK and UA)
- >
//// e
e e Resp: UIH(PN ACK Send: SABM[ Fix Channel Res'DChannel OK i e Resp: UIH MSC - Accepted
Negotiation E: d ' : - Signals 2 ) P 3. RFCOMM Data Channels and
g / \ / g Signalling
> :
Server Server Server

4. Closing RFCOMM Channels (DISC)

>
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Disrupting the state machine to discover new Bluetooth vulnerabilities

REEEnplipn

Step 1: UA Handshake

Server

Resp: UA - Unnum ACK

v

Client

Send: UIH PN - Param (
Resp: UIH PN - ACK

Negotiation /

Server

|

Send: SABM - Fix Channel I Resp: UA - Channel OK

N &

Server

Send: UIH MSC - Ctrl
Resp: UIH MSC - Accepted

SABM

State Loop

Signals
g -

Protocol Length Info
RFCOMM 23 Sent UIH Channel=@ -> 4 MPX_CTRL DLC Parameter Negotiation (PN)

Sel’V RFCOMM 23 Revd UIH Channel=@ -> 4 MPX_CTRL DLC Parameter Negotiation (PN)
RFCOMM 13 Sent SABM Channel=4 (Unknown)
RFCOMM 13 Revd UA Channel=4
Rl 13 Sent SABM Channel=18 (Unknown)
RFCOMM 13 Sent SABM Channel=0
RFCOMM 13 Revd UA Channel=0
RFCOMM 23 Sent UIH Channel=@ -> 4 MPX_CTRL DLC Parameter Negotiation (PN)
RFCOMM 23 Revd UIH Channel=@ -> 4 MPX_CTRL DLC Parameter Negotiation (PN)
RFCOMM 13 Sent SABM Channel=4 (Unknown)
RFCOMM 13 Rcvd UA Channel=4
RFCOMM 13 Sent SABM Channel=19 (Unknown)
RFCOMM 13 Sent SABM Channel=19 (Unknown)
RFCOMM 13 Sent SABM Channel=19 (Unknown)
RFCOMM 13 Sent SABM Channel=19 (Unknown)
RFCOMM 13 Sent SABM Channel=19 (Unknown)
RFCOMM 13 Sent SABM Channel=19 (Unknown)
RFCOMM 13 Sent SABM Channel=19 (Unknown)
RFCOMM 13 Sent SABM Channel=19 (Unknown)
RFCOMM 13 Sent SABM Channel=19 (Unknown)
RFCOMM 13 Sent SABM Channel=18 (Unknown)
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Disrupting the state machine to discover new Bluetooth vulnerabilities

SDP

Slave >

1. L2ZCAP Channel Setup

Establish L2CAP Connection

v

Connection Confirmation

2. Sending SDP Requests
Send SDP Request >
Query local service database
Return SDP Response
e R S b T A S e e
Parse service information
opt [Optional additional SDP 3. Rece“"ng SDP Responses
queries] > 5 ; , - .
Other SDP Request
SDP Response
e L e S e e

Terminate L2ZCAP Connection

B
o

>
Master

Slave

4. Completing SDP Interaction



ASIA 2025

Disrupting the state machine to discover new Bluetooth vulnerabilities

SDP

Master

Slave

Establish L2CAP Connection

b
Connection Confirmation
e

Send SDP Request

X >

Persistent Query local service database
Requests

Return SDP Response

e i Even simple interaction states can still have "state-
s ’ queries] e o
o related™ vulnerabilities.!!!!!

Terminate L2ZCAP Connection

B
o

Master Slave

/2 o,

/N
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"bug_type” : 309"
“pid” : 310,

nYAR “procExitAbsTime" :
“cpuType" : "ARM-64",
“prochame” : "bluetooihd"”

AT &M "procPath” : “Vusgi——
“parentProc” : "taunchd”,
“parentFid” ; 1,

B

IR

EEERSED

"basebandversion™ : “3.00.007,
EPE

“vmRegioninfo” : | ot in any region. Bytes afier previous region: ISy tes before following region; 8173684\n

REGION TYPE START - END [ VSIZE] PRTYMAX SHRMOD REGION
fe IR | -x\-x SM=COW ... this processin—> GAP OF R TES'n  unused shib _ TEXT |G < - vrv- SM=COW ... this process”,
CarPlay =5 | "isCorpse™: 1,
NFC : . ! 4] Type”"EXC_BAD_ACCESS  signal “SIGSEGY . e, |

. “termination” : {Mlags™ 1024, “code™ 11, "namespace™ "SIGNAL ", "indicator™ "Segmentation fault: 117, "byProc™"exc handler”,"byPid":310},
Phone fETEZ(] 5 B a2 o 75 5 g i S s 5 5 T et START -END  [VSIZE] PRTVMAX SHRMOD REGION C
A44K] r-x\r-x SM=COW _.. this processin—> GAP OFf R ' TES'n  unused shib _ TEXT  diSesitSeiithhatbmifiiey /rv- SM=COW ... this process”,

ssErAPU AR “faultingThread™ : 3,
LR S B 8]
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Disrupting the state machine to discover new Bluetooth vulnerabilities

Tk ATk NN LN 150101 B R Lo v 7 g0 s A
8247 F DEBUG 28889 28921 I bt_btif_dm: get_cod remote_cod = 8x0808c810c
o - 28889 28921 I bt_btif_dm: get_cod remote_cod = 0x666c010c
{ {5%4" F DEBU - 28889 28932 I BluetoothBondStateMachine: Entéring PendingCommandState State
o B ] Aol 1+080( 28889 28921 I bt_btif_dm: get_cod remote_cod = 8x@88c@10¢
47 F DEBUG : pid: 3 656, : bt_hci_thread 0 28889 28921 E bt stack: [ERROR:metric_id_allocator.ce(181)] BluetoothMetricIdAllocatorFailed to forget device because device is not in

7 8247 F DEBUG : ui baired_device_cache_
47 F DEBU T), code -1 (SI_ QUEUE), fault addr -—--—-- 28889 28bu. w Azubow
247 FDEBUG : x0 000000 00000 x ( X 000000 3 00 , 5520 28889 28932

8247 F DEBU ggggg g;

A=A SLLBLLLELRLLIUE ALY ) 28889 280.

47 F DEBUG : 00000 000 L 000034 x14 0 ' 81b x 00 : 28889 ~

4ZF DEBU x16 79bb ) 0 79bo121 X1 i s 0000 10000¢ 77 28889 Ui ® | Sl_liuen. [LNFU:btsnoop.cc(289)] whitelist_l2cichannel: Whiteliscudy _ooop swnnel. conn_handle=50 cid=0x0040:0x8040

47 F DEBU x20 ’ x21 : 0 : 0 : C 0 28889 28944 I bt_stack: [INFO:connection_handler.cc(380)] void bluetooth::avrcp::ConnectionHandler::AcceptorControlCb(uint8_t, uint8_t,
247 F DEBU 3 0 000000 %25 0000 6525 0 7 8 0 0 Of uint16_t, const RawAddress *): Connection“Opened Event

47 F DEBUG 0 7 : qeoer 28044 T ht stack: [INFO:connection_handler.cc(211)] virtual bool bluetooth::avrep::ConnectionHandler: :SdpLookup(const RawAddress

7 i PN TR

47 F DEBUG : Ir 000000
DEBUG : backtra

; E:EEt:E Address &): handle=0x@1 status= vwubddb
Sos el 5 : 54 : 28889 32698 I droid.bluetoot: Starting a blocking GC Nativemi.oo
H 5 3 - ’ 28889 32698 I AppScanStats: BLE_SCAN_RESULT_RECEIVED[6]noteBleScanResults=0
DEBUG  : Pr 28889 32698 I AppScanStats: BLE_SCAN_STATE_CHANGED[6]noteBleScanStopped=false
DEBUG  : Cmdline: bluetooth 28889 32698 E AudioSystem: onAudioOutputDeviceChanged (2, 2)
DEBUG : d: : 11136, name: gd_stack_thre: > 28889 32698 E AudioSystem: onAudioOutputDeviceChanged (@, 2)
DEBUG : uid: ( 28889 28889 I ActivityThread: Removing dead content provider:android.content.ContentProviderProxy@1617aa
DEBUG : : i 28889) has died: psve PER
DEBUG ¢ 5 (SIGABRT) ( J Revision: '@’
DEBUG  : rti ? ai iti E ABI: 'arm64'

i T B s i ; Timestamp: 2023-09-01 15:24:04+0800

= LORA A fosy P e

1l i i 8 W e e e B Wl e

DEEUG pid: 1226, tid: 1305, name: droid.bluetooth =>>> com.android.bluetooth <<<
uid: 1002
8 L signal 11 (SIGSEGV). code 1 (SEGV MAPERR), fault addr oxe
86 = s bl i Cause: null pointer dereference
3 | h._- X0 00000000PDOOO0OOO x1 0000O0OROOEAEOOT x2 b40OOO7854339ab6 x3 0OOOOOOEOOEOOO10
. = RS :pid-q + Z023-08-22 14:49: 32488¢ x4 b400007854339ac® x5 0000000000000002 x6 00000000fffFfffff x7 00000077db558839
= «wi F DEBUG s v U0 29311, names it x8 0000000000000001 x9 0000000000000000 x10 AOOAOEOO2bc93534 x11 AOOOOOEO54339achd
L9387 E E'EBUG u 2 y “'- x12 000000008c22d8Ac x13 b400007864380c18 x14 FIffffffffffffdf x15 00POOROOG1al1f5e40
29367 F DEBUC : slgnam™, (SIGABRT), code e x16 00000077db81d218 x17 00000077db72%a%90 x18 POOOAO77d9eOcOOO x19 b400OO78a432b070
29367 ! Abort message: ‘ybsan: (SI_QuEur x20 b40PAO786437b260 x21 b40AOO787435e0e8 x22 b4a0PEO7854339abd x23 AOEOOOOAAOOOOOOC
r F DEBUG | xO_ ~- * out-of-bounds! x24 b40POO787435e0e6 Xx25 0000000000000000 x26 OO0OOOOHO00E000e x27 0OOOOOOAOOOOO001
2908 W A L & x1 o e x28 00000077db82cOOO x29 POOOBO77db558b50
: 1r ©0000077db7ab684 sp ©0000077db558b58 pc ©00EEO77db7ab6c8 pst 0EEOONEE60000000

r [ i
I I g L ] a B backtrace
.- . I #00 pc 00EEEOEEEA10d6c8 [system/lib64/1libbrtsdk.so (AVDTP_DelayReport Ind+144) (BuildId: 98faBe78291628587d0804f42a442a9b)

| ] #01 pc 000000000010a22c [system/1lib64/libbrtsdk.so (AVDTP_SignalMsg Received+140) (BuildId: 98faBe78291628587d0804f42a442a9b)
L] #02 pc 00POOOCOEO109dad [system/lib64/libbrtsdk.so (AVDTPC_L2CAPData_Ind+88) (BuildId: 98faBe78291628587d0804f42a442a9b)

#03 pc DOOOOOBOOOOdaz34 [system/1lib64/libbrtsdk.so (ScheduleLoop+360) (BuildId: 98faBe78291628587d0804T42a442a9b)
#04 pc 00000080000d4598 [system/1ib64/libbrtsdk.so (porting_thread_proc+12) (BuildId: 98faB8e78291628587d0804f42a442a9b)
#05 pc 00OPOOEAEABafecc Japex/com.android.runtime/1lib64/bionic/libc.so ( pthread start(void*)+64) (BuildId: 8deal10271eefB@2debc3:
#06 pc 0000000000050408 [apex/com.android.runtime/1lib64/bionic/libc.so (_ start_thread+64) (BuildId: 8d0al1@271eef@2de6c33b788fec:

DEBUG : 9 g € /apex/com. android.runtime/1libb4d/bionic/1i
DEBUG : g p /ape om.android.runtime/libé6. ionic/1li
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Disrupting the state machine to discover new Bluetooth vulnerabilities

Interesting finding-COD

1.Role of Class of Device

(CoD)
Bluetooth Class of Device/Service (CoD) Generato =
# Major Service Class # Minor Device Class
Limited Discoverable Mode O Uncategorized, code for device not assigned
(] positioning ([ Desktop workstation
O Networking Server-class computer
() Rendering U Laptop
O Capturing [J Handheld PC/PDA (clam shell)
O Object Transfer [ palm sized PC/PDA
(] Audio (] Wearable computer (watch sized)

Class: Ox7cO16c

Service Classes: Rendering, Capturing, Object Transfer, Audio, Telephony

2.Influence on Protocol
State Machines?

Layer / Aspect Influenced by CoD? Explanation

Baseband / LMP X No

L2CAP / RFCOMM XNo -' 0

SDP A Partially \ \

Profiles / Apps A Yes (indirectly)
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Disrupting the state machine to discover new Bluetooth vulnerabilities
The impact of SSP and authentication on the state

Local Device Remote_Device Abnormal State machlne

Local_Device Remote_Device

Create Connection Request (via HCI)

> Create Connection Request (via HCI)
Connection Complete Response g
A e e e e seseseeseessaeessssssessesssaaannaan Connection Complete Response
e e e R A A R A S A A A A AR R EAA AN EEAANEAAARASSRSassRaesnaannnd
Authentication Request L
o Authentication Request
Authentication Response Authentication Response
L T T T T T T T T T LT T T PT TP ET TP O S SR i TCHE Sl T —
IO Capability Request 10 Capability Request
O R SR R R R S R A S AR .
10 Capablllty Request Reply Command (DGF:OX01 OCF:OQB) 10 Capability Request Reply Command (OGF=0x01, OCF=0x2B) -
; Ll
) Command Complete (with Opcode
Command Complete (with Opcode) s . S
4. ................................................................................................

Premature action triggered here

RS e e Premature Confirmation D

User Confirmation Request Reply Command (OGF=0x01, OCF=0x2C)

v

Command Complete (with Opcode)

Local_Device Remote_Device Local_Device Remote_Device
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Disrupting the state machine to discover new Bluetooth vulnerabilities

Summary

> State Stripping and Reassembly

> More approaches can be explored

> When disrupting state
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Question?
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Thank You

httpsy/Mmwww.gysecurity.cn/

© FRER

SOURCEGUARD



