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             About Us
➢ Lidong Li： Source Guard@Chief Security Officer.
➢ Specializing in protocol vulnerability mining and Fuzzing framework development. He 
is the core developer of the Wisdom&Swift Fuzzer. HITB/POC/ISC Speaker

➢Kun Dong:   Source Guard@CEO.
➢Ph.D. in Cybersecurity from Xidian University, specializing in chip security research and AI 
adversarial security research

➢ Xiao Wang：Source Guard@Senior Security Researcher.
➢ His expertise lies in vulnerability discovery within the realms of wireless protocols, including 
Bluetooth, Wi-Fi security. 
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                            Agenda
• •

 Bluetooth protocol stack & state machine analysis 

 
The bottleneck of traditional TLV-format Fuzzing

 Disrupting the state machine to discover new Bluetooth 
vulnerabilities
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          Bluetooth protocol stack & State machine analysis

➢ 

➢ 

➢ 
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          The bottleneck of traditional TLV-format Fuzzing

➢  Random targeting of TLV without purpose

➢  Driver's inspection and validation of malformed packets

➢  Non-purposeful (non-targeted) interaction packets 

➢  Incomplete state machin e coverage
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          The bottleneck of traditional TLV-format Fuzzing
      CVE-2017-0781                                                 CVE-2020-12351                                                  CVE-2023-45866
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Disrupting the state machine to discover new Bluetooth vulnerabilities

➢

➢Factors that affect state machine interactions?
1.
2.
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Disrupting the state machine to discover new Bluetooth vulnerabilities

1. L2CAP Connect Request
➢

2. L2CAP Connect Response  
➢

3. L2CAP Channel Configuration
➢

4. Data Transfer & Disconnection 
➢
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   Disrupting the state machine to discover new Bluetooth vulnerabilities

State truncation

Configure Request

Type=0x04

Command Code Option MTU

Configure Response Command Code

Type=0x05 ➢

➢ 
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          Demo
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           Disrupting the state machine to discover new Bluetooth vulnerabilities

➢

➢
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CMD

 Disrupting the state machine to discover new Bluetooth vulnerabilities

➢

➢

➢
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           Disrupting the state machine to discover new Bluetooth vulnerabilities

➢

➢

➢

➢
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State Loop

 Disrupting the state machine to discover new Bluetooth vulnerabilities

➢

➢
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          Demo
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 Disrupting the state machine to discover new Bluetooth vulnerabilities

➢

➢

➢

➢
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Persistent 
Requests

 Disrupting the state machine to discover new Bluetooth vulnerabilities

➢ 
➢  

➢ 

Even simple interaction states can still have "state-
related" vulnerabilities.!!!!!
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          Demo
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   Disrupting the state machine to discover new Bluetooth vulnerabilities

Layer / Aspect Influenced by CoD? Explanation

Baseband / LMP ❌ No Fundamental signaling unaffected

L2CAP / RFCOMM ❌ No Logical channels unaffected

SDP ⚠️  Partially SDP might include/exclude services based on 
CoD

Profiles / Apps ⚠️  Yes (indirectly) Applications may filter interactions

1.Role of Class of Device 
(CoD)
➢
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           Disrupting the state machine to discover new Bluetooth vulnerabilities

Premature Confirmation

Normal state machine
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          Demo
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   Disrupting the state machine to discover new Bluetooth vulnerabilities

➢ State Stripping and Reassembly 

➢  

➢ 

Test more protocols
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Question?
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        Thank You


