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BGP
The Achilles' Heel 
of the Internet
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Border Gateway Protocol 
(BGP) is the defacto inter-
domain routing protocol. 

It prioritizes:
❖Scalability
❖Efficiency
❖Speed

Notes from the IETF Cafeteria, 1989
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Border Gateway Protocol 
(BGP) is the defacto inter-
domain routing protocol. 

It prioritizes:
❖Scalability
❖Efficiency
❖Speed
❖Security
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Long History of BGP Routing Hijacks...



#BHAS @BlackHatEvents

BGP Route Announcement
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Forwarding Neighboring Announcement
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BGP Prefix Hijack
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BGP Prefix Hijack
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RPKI
Resource Public 
Key Infrastructure
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RPKI: Cryptographic Objects in Publication Points
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RPKI: Objects Collected by Relying Party
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RPKI: Validated Objects Sent to Router
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RPKI: Validated ROA Payloads (VRPs)
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RPKI: VRPs to Verify BGP Announcements
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RPKI - the most promising BGP security add-on
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RPKI - the most promising BGP security add-on
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ByzRP
Operational Shield
for RPKI
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Malicious Publication Points
Crashing & Stalling Attacks
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Objects Stored in Publication Points, Validated by Relying Party
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rpki-byzrp-2

Stalling Attacks
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rpki-byzrp-2

Stalling Attacks

https://www.blackhat.com/us-
22/briefings/schedule/#stalloris-
rpki-downgrade-attack-27348
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DoS Attacks
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https://www.blackhat.com/us-
24/briefings/schedule/index.html#c
rashing-the-party-vulnerabilities-in-
rpki-validation-40443

DoS Attacks
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ByzRP: Watchdog
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ByzRP: Watchdog
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ByzRP: Watchdog
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repo starts

crashing RPs

ByzRP: No Operational Downtime
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Instability
Network & Operational Errors
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A Crowded Ecosystem
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Inconsistent Object Sets Due to Instabilities
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ByzRP: Robust Global Consensus
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ByzRP: Robust Global Consensus
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repository jitter

transient failures

ByzRP: Jitter & Failure Resistant Output
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ByzRP: Fast Consensus Aggregation
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ByzRP: RP-as-a-Service
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ByzRP: RP-as-a-Service
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ByzRP: RP-as-a-Service
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ByzRP: RP-as-a-Service
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ByzRP: Traffic Reduction Through RP-as-a-Service
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ByzRP: Traffic Reduction Through RP-as-a-Service
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ByzRP: Traffic Reduction Through RP-as-a-Service
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ByzRP: Traffic Reduction Through RP-as-a-Service
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ByzRP: Outsourcing Security
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ByzRP: Outsourcing Security
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ByzRP: Outsourcing Security
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Consensus
With Byzantine Fault Tolerance
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N=3 nodes

ByzRP: Consensus
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Fully-connected permissioned
network through mutual TLS

ByzRP: Consensus
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Each node asynchronously polls
its peers for their current object set

ByzRP: Consensus
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Each node can independently produce 
the same, deterministic output

by intersecting object sets

ByzRP: Consensus
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Secure against f byzantine faults
based on voting threshold

ByzRP: Consensus
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ByzRP: Consensus
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1-out-of-3 = union

resist censorship / errors

ByzRP: Consensus
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2-out-of-3 = majority

ByzRP: Consensus
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3-out-of-3 = unanimity = intersection

resist poisoning

ByzRP: Consensus
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3-out-of-3 = unanimity = intersection

resist poisoning

ByzRP: Consensus Poisoning
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ByzRP: Consensus Poisoning
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3-out-of-3 = unanimity = intersection

resist poisoning

ByzRP: Consensus Poisoning
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3-out-of-5 = majority

faster removalfaster inclusion

ByzRP: Consensus
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ByzRP: Consensus for Watchdog Skiplist Entries
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Summary
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• distribution of trust

Summary
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github.com/Cyberbruecke/byzrp

doi/pdf/10.1145/3658644.3690368

donika.mirdita@athene-center.de

jens.friess@athene-center.de
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