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Admin user = 11:58
1. A device with serial number was purchased by Form3 back in 15 December
. The serial number was added to MDM by Apple support
. The machine most likely sat in stock until it was sent to ~ user
Device was enrolled to MDM
Device is active and still used by user from expected location/IP ip:ip.ip:ip

Device with the same serial number was enrolled to MDM one more time in Brasil with IP ip.ip.ip.ip

EDR agent triggered and event

when user on unknown device tried
to disable EDR agent

. The unknown device was marked for purge in MDMbut haven't checked in since
. Systems Team assumption is, Apple assigned the same Serial Number to another completely different device and sold it. Since
enrolment is fully automatic and purely based on Serial Number, it was auto-enrolled to Form3

. Systems Team has support ticket opened with Apple Business waiting for confirmation on details on duplicate serial numbers/any additional
details
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Customer
Account

Purchased from App|e School Manager or Added using
Apple or an Apple Apple Business Manager Apple
Authorised Reseller i Configurator
or service provider

MDM solution
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MacBook Pro

16-inch, 2021

Chip Apple M1 Max
Memory 32 GB

Serial number [N

macOS Sequoia 15.3

Regulatory Certification
™ and © 1983-2025 Apple Inc.
All Rights Reserved.
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936

936 files (2 5)

(1) Single sign-on to see results in the fort

v secretGeek/til - macbook_air/serial
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12 ## Source
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14 * [How to find the serial numbe
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16 * <https://support.apple.com/kb
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H kholia [ OSX-KVM (Pubiic

<> Code I Pullrequests 10

¥ master ~ F O

github.com/kholia/OSX-KVM

O

() Sponsor

(>) Actions () Security

Go to file

/\ Notifications

|~ Insights

§¥ tskawada Ensure fetch-macOS-v2 supports the lat... adde003 - 4 months ago O

BB .github
BB OpenCore
BB backups
BB customized

BB resources

I https://github.com/sponsors/kholia

OSX-KVM - September 2021...

Couple of documentation up...

Build script for Ventura final (...

Batch Update 2 - September...

Hot fixes

4 years ago

7 months ago

3 years ago

2 years ago

2 years ago

Y X £ Incognito : |

% Fork 1.9k Y7 Star 21.2k

About

Run macOS on QEMU/KVM. With
OpenCore + Monterey + Ventura
+ Sonoma support now! Only
commercial (paid) support is
available now to avoid spammy
issues. No Mac system is

required.
macos 0SX emulation
virtualization kvm gemu
hackintosh gemu-kvm
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GNU nano 6.2

Help
B4 Exit

<key>ProcessorType</key>

<integer>0</integer>

rg}'hOM‘/Fﬁy'
string>0022412e3d4a</string>

<key>SpoofVendor</key>

ey>SystemMemoryStatus«</key>

<string>Auto</string>
<key>SystemProductName</key>

cstring>iMacProl,1</string>

cey>SystemSerialNumber</key>

cstring- N /<t o>
ﬂ\fkﬁsyStemUUID*;\ﬁ\ﬁ
<string>213FA768-A62C-4299-8598-47AA666E436F</string>

,i;\(-.- .
y>Upda

<key>Upda

ey>Upda

Write Out
)l Read File

teDataHub«< /key>
tENVRAM ’/’ Key>

teSMBIOS</ ke

Where Is Cut Execute Location
8| Replace Qi Paste a@l Justify @ Go To Line
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Software Update
Available

= Wi-Fi
Bluetooth
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@ Network
‘

Notifications
"ﬁ Sound
‘ Focus

X Screen Time

Q General

('" Appearance
® Accessibiity

. Control Center

No profiles installed

Allow Device Enroliment?

automatically configure your Mac based

on settings provided by your System
Administrator.
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RequestProfileConfiguration;

action
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Apple Device

Company’s MDM

server



Apple Device

JSON disct with
company info

AllowPairing = 0;
AutoAdvanceSetup = 0;
AwaitDeviceConfigured = 1;
ConfigurationURL “htt_ com/cloudenroll";
IsMDMUnremovable alo

IsMandatory = 1;
IsSupervised = 1;
OrganizationAddress =

e, n/a, London, w2 6tt";
OrganizationAddressLinel = " L
= :

OrganizationAddressLine2
OrganizationCity = London;
OrganizationCountry = GBR;
OrganizationEmail = "
OrganizationMagic =
OrganizationName =
OrganizationPhone =
OrganizationSupportPhone
OrganizationZipCode = "W2 6tt";
SkipSetup = (

Payment,

Privacy,

ApplelD,

TOS,

iCloudDiagnostics,

Restore,

Registration,

ScreenTime,

Appearance,

Siri,

TermsOfAddress,

Accessibility,

Diagnostics,

DisplayTone,

iCloudStorage,

Biometric
)5

iprofiles.apple.com

Company’s MDM
server
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Apple Device ConfigurationWebURL:
X-Apple-Aspen-

Deviceinfo

GET /enrollment-customization-view?prestageld=1&enrollmentCustomizationlId=1&
prestageType=313 HTTP/2

Host: I iud. com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
Sec-Fetch-Site: none

Sec-Fetch-Dest: document

Cache-Control: no-cache, no-store, must-revalidate

X-Apple-Aspen-Deviceinfo:
MIAGCSqGSIb3DQEHAqCAMIACAQEXCzAJBgUrbgMCGgUAMIAGCSqGSIb3DQEHAACAJIAEggHBPD94bWwgdmV
yc21lvbj@iMS4wIiB1lbmNvZGluZz@iVVRGLTgiPz4KPCFETONUWVBFIHBsaXNOIFBVQkxJQyAiLS8vQXBwbG
UvLORURCBQTELTVCAXLjAvLOVOIiAiaHROcDovL3d3dy5hcHBsZS5jb20vRFREcY9Qcm9wZXJ0eUxpc3QtM
S4wLmROZCI+CjxwbGlzdCB2ZXJzaW9uPSIXLjAiPgo8ZG1jdD4KCTxrZXk+TEFOR1VBROUBL2t1eT4KCTxz
dHIpbmc+ZW5fVVM8L3NOcmluZz4KCTxrZXk+UFJPRFVDVDwva2V5PgoJPHNOcmluZz5pTWFjUHIVvMSwXxPC9
zdHJpbmc+Cgk8a2V5P INFUKk1BTDwva2V5PgoJPHNOcmluZz5DMDIDWDZTNULIEN1Q8L3NOcm1luZz4KCTXxrZX
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iprofiles.apple.com

Company’s MDM
server
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Apple Device m ConfigurationURL: iprofiles.apple.com
pkcs7 Payload
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o om o [€6€er  wmA<?XmMl version="1.0" encoding="UTF-8"7>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertylList-1.0.dtd">

<plist version="1.0">

<dict>
<key>LANGUAGE</key>
<string>en_US</string>
<key>PRODUCT</key> —
<string>iMacProl,1</string> g
<key>SERIAL</key> g
<string| Y string>

<key>UDID</key>
<string> R 5213-160EC51A3D70</string>
<Key>VERSTON</key> Compan y’ s MIDM

<string>22G720</string>
</dict>

</plist> S e rve r
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Response

Raw

Hex

HTTP/1.1 302 Found

2 Cache-Control:

no-cache

3 Pragma: no-cache

4 Expires: -1
5 Location:

Please enter your NTID to enroll the device to the

Username:

Password:

https://login.microsoftonline.com/common/oauth2/authorize?client_id=7

SSO Request®

network.

files.apple.com
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Company’s MDM
server



Response
Raw Hex

HTTP/2 200 OK
2 Content-Type: application/x-apple-aspen-config
Allow: GET, POST
I Content-Disposition: att
Content-Security-Policy: |
‘none'; form-action 'nongas
Cross-0rigin-Opener-Poli
Feature-Policy: accelero
gyroscope 'none'; magnet
'none’
Referrer-Policy: no-refg
Server: waitress ~
Strict-Transport-Securit ° °
Via: kong/3.2.2, 1.1 va
iprofiles.apple.com
X-Frame-Options: DENY
X-Kong-Proxy-Latency: 1
X-Kong-Upstream-Latency:
Accept-Ranges: bytes . Retrieving enroliment profile
Access—Control-Allow-0ri
Date: Tue, 25 Mar 2025
X-Served-By: cache-bfi-
X-Cache: MISS, MISS
1 X-Cache-Hits: 0, 0
X-Timer: S1742904337.38
Vary: Origin
} Content-Length: 8460

0 !'x H =+ ue o610 °
encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC '
"http://www.apple.com/D
<plist version="1.0">
<dict>
<key>PayloadContent</key>

mdm.mobileconfig

©

Company’s MDM
server






1 argo; 7

rax = sub_100002450();

rbX = rax:

if (os_log_type_enabled(rax, 0x2) != 0x0) {
sub_100015a6a(rbx);

}

if (k(int32_t *)0x100028790 '= 0x0) {
sub_100012d1c(0x2, "CheckProfilesFetchRateLimit", rdx, rcx, r8, r9, var_60);

}
r13 = [NSDictionary dictionaryWithContentsOfFile:@"/var/db/ConfigurationProfiles/Settings/.profilesDEPTimerCheck"];
rax = sub_100002450();

rbx = rax;

if (os_log_type_enabled(rax, 0x2) != 0x0) {
sub_1000159e8(r13, rbx);

}

rdx = @"'/var/db/ConfigurationProfiles/Settings/.profilesDEPTimerCheck";
if (x(int32_t *)0x100028790 != 0x0) {
rdx = [[r13 description] UTF8Stringl;
sub_100012d1c(0x2, "CheckProfilesFetchRateLimit profilesTimeCheckDict initial dict = \n%s", rdx, rcx, r8, r9,

}
if ([r13 count] == 0x0) goto loc_100005ab7;

loc_10000583b:

rdx = var_60;

rax = [r13 objectForKeyedSubscript: rdx];
ri2 = rax;

rbx = [rax count];

rax = sub_100002450();

rl4 = rax;

if (os_log_type_enabled(rax, 0x2) != 0x0) {
sub_10001598e(rbx);

}
if (k(int32_t x)0x100028790 '= 0x0) {

rdx = rbx;

sub_100012d1c(0x2, "CheckProfilesFetchRateLimit dateCount = %d", rdx, rcx, r8, r9, var_60);
}

if (rbx < @0xa) goto loc_100005ab7;
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loc_10000583b:

var_60; _ OR ENTR. e

rax = sub_100002450();

rbx = rax;

if (os_log_type_enabled(rax, 0x2) != 0x0) {
sub_100015a6a(rbx);

}
if (x(int32_t *)0x100028790 '= 0x0) {
sub_100012d1c(0x2, "CheckProfilesFetchRateLimit", rdx, rcx, r8, r9, var_60);
}
r13 = [NSDictionary di
rax = sub_100002450();

rbx = rax;

if (os_log_type_enable
sub_1000159e8 (

}

rdx = @"/var/db/Config
if (%(int32_t *)0x1000
rdx = [[r13 de}
sub_100012d1c(

}
if ([r13 count] == 0x0

rdx =

rax = [r13 objectForKe '- B I'M A SIGN,
ri2 = rax: _ j ¢ NOT A COP
rbx = [rax count]; - :

rax = sub_100002450();

ri4 = rax; ‘

if (os_log_type_enable: =
sub_10001598e (

: ,-ltings/.profilesDEPTimerCheck"];

INaict =\ n%s e piX e X, N r8 0 £

}
if (x(int32_t *)0x100028790 '= 0x0) {

rdx = rbx;

sub_100012d1c(0x2, "CheckProfilesFetchRateLimit dateCount = %d", rdx, rcx, r8, r9, var_60);
}

if (rbx < @xa) goto loc_100005ab7;
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AllowPairing = 0;
AutoAdvanceSetup = 0;
AwaitDeviceConfigured = 1;

ConfigurationURL
IsMDMUnremovable
IsMandatory = 1;
IsSupervised = 1;

OrganizationAddress = w, London, W2 6tt";
OrganizationAddressLinel = " e
OrganizationAddressLine2 = "n/a";
OrganizationCity = London;
OrganizationCountry = GBR;
OrganizationEmail =
OrganizationMagic =
OrganizationName =
OrganizationPhone
OrganizationSupportPhone =
OrganizationZipCode = "W2 6tt";
SkipSetup = (

Payment,

Privacy,

ApplelD,

TOS,

iCloudDiagnostics,

Restore,

Registration,

ScreenTime,

Appearance,

Siri:

TermsOfAddress,

Accessibility,

Diagnostics,

DisplayTone,

iCloudStorage,

Biometric

ht ¢ oo/ cloudenroll";
i;




Welcome

Log in to Kandji to continue to Accuhive.

OR

{5 Continue with Google

o Continue with Okta

€@ Continue with OneLogin
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Apple Device m ConfigurationURL: iprofiles.apple.com
pkcs7 Payload
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o om o [€6€er  wmA<?XmMl version="1.0" encoding="UTF-8"7>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertylList-1.0.dtd">

<plist version="1.0">

<dict>
<key>LANGUAGE</key>
<string>en_US</string>
<key>PRODUCT</key> —
<string>iMacProl,1</string> g
<key>SERIAL</key> g
<string| Y string>

<key>UDID</key>
<string> R 5213-160EC51A3D70</string>
<Key>VERSTON</key> Compan y’ s MIDM

<string>22G720</string>
</dict>

</plist> S e rve r
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marcellmolnar@FORM3-MARCELLMOLNAR ~ % cat /var/db/ConfigurationProfiles/Settings/.cloudConfigRecordFound
<?xml version="1.0" encoding="UTF-8"?7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertylList-1.0.dtd">
<plist version="1.0">
<dict>

<key>CloudConfigProfile</key>

<dict>

<key>AllowPairing</key>
<false/>
<key>AnchorCertificates</key>
<array/>
<key>AutoAdvanceSetup</key>
<false/>
<key>AwaitDeviceConfigured</key>
<true/>
<key>ConfigurationURL</kev>
<string>https://
<key>IsMDMUnremovable</key>
<integer>1</integer>
<key>IsMandatory</key>
<true/>
<key>IsMultiUser</key>
<false/>
<key>IsSupervised</key>
<true/>

sloudenroll</string>
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Response

Pretty Raw

<ns2:parameter>
</ns2:parameter>
<ns2:parameter>
</ns2:parameter>
<ns2:parameter>
</ns2:parameter>
</ns2:parameters>
<ns2:contents>
#!/bin/bash

jamf createAccount -username -Admin" —-realname 'dmin —password
ne\IINE 2dnin —hiddenUser

</ns2:contents>
</ns2:script>
</ns2:scripts>
<ns2:printers/><ns2:dockItems/><ns2:accounts/><ns2:directoryBindings/><
ns2:managementAccountSettings>
<ns2:passwordAction>
doNotChange
</ns2:passwordAction>
</ns2:managementAccountSettings>
<ns2:remoteAccount>
</ns2:remoteAccount>
<ns2:firmwareSettings>
<ns2:setEfiPassword>
false
</ns2:setEfiPassword>
<ns2:efiPassword>
</ns2:efiPassword>
<ns2:efiMode>
none
</ns2:efiMode>
</ns2:firmwareSettings>
<ns2:rebootSettings>
<ns2:noUserNoReboot>
false

</ns2:noUserNoReboot>
<nc?*nnllecerRehnnt>

/bin/bash 5 matches
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[{11db) po Srdi

{

Autoldoin = 1;

CaptiveBypass = 0;

EncryptionType = WPA;

"HIDDEN_NETWORK" = @;

Interface = BuiltInWireless;

Password = Happ

PayloadDescription = "*;
PayloadDisplayName = "WiFi -
PayloadEnabled = 1;

PayloadIdentifier = "4EB2583B-3990-453E~A9A1
PayloadOrganization = *
PayloadType = "com.apple.wifi.managed";
PayloadUUID = "4E82583B-3990-453!
PayloadVersion = 1;

ProxyType = None;

"SSID_STR" = "DA

SetupModes = (

)i

Are you sure you want to install this device profile?

e 7 AL S

Wi-Fi Network
Description
Interface
Network
Encryption
Enterprise Mode
EAP Type

Auto Join

Proxy Type

WiFi (

Built-In Wireless Port

WPA2 Enterprise
System

EAP-TLS

False

None







Response

5
6
;
8
9
0
1
2

Pretty

Raw

Hex

=1 \n =

# Send alert to Slack webhook to #ent-it-alerts
channel

serial_number=$(system_profiler SPHardwareDataType |
awk '/Serial Number/ {print $4}')

curl -H 'Content-type: application/json' —--data
"{\"text\": \"Jamf Device Enrolment Complete -
${serial_number} - ${loggedinuser}\"}"

https://hooks.slack.com/services/To j GGG

# Run recon to send inventory back to Jamf
sudo jamf recon

# Close the message about Base Apps being installed
osascript -e 'tell application "jamfHelper" to quit'
sleep 3

:parameter>
</ns2:parameters>
<ns2:contents>
#!/bin}sh
# Created _— This activates Falcon

after installation, and uses our license key

/Applications/Falcon.app/Contents/Resources/falconct
U license 35

</ns2:contents>
</ns2:script>

oaming 1€en
DATA="&1t; ?xml version="1.0" encoding="UTF-8"7>
&lt; 'DOCTYPE plist PUBLIC "-//Apple//DTD PLIST
1.0//EN"
"http://www.apple.com/DTDs/PropertyList-1.0.dtd">
&lt;plist version="1.0">

&lt;dict>

&lt; key>APLE] i - >
&lt;string 1t;/stri

ng>

&lt; key>APIOrganizationID&lt; /key>
S1t: 5t 1.1ng- I
&1lt; key>APIUserID&Llt; /key>

&lt; key>InstallMenubaré&lt; /key>

&lt;true/>

&lt; /dict>

&lt;/plist>’

echo "$DATA" > "/Library/Application Support/OpenDNS
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grep -nrbai "API Username and Password” 0SX/Test_ready_ 11db/0SX-KvM/ -A 10

1ac_hdd _ng.
1ac_hdd_ng.
1ac_hdd_ng.
.img-5920944-1337630828-url="https://
1ac_hdd_ng.
1ac_hdd_ng.
1ac_hdd_ng.
1ac_hdd_ng.
.img-5920949-1337631015-bearerToken=""

1ac_hdd_ng

1ac_hdd _ng

1ac_hdd _ng.
1ac_hdd_ng.

img:5920941:1337630732:#API Username and Password
img-5920942-1337630759-username="service_api_
img-5920943-1337630790-password="

img-5920945-1337630862-1loggedInUser=$( scutil <<< "show State:/Users/ConsoleUser"” | awk '/Name :/ && ! /loginwindow/ { print $3 }' )
img-5920946-1337630972-echo $loggedInUser

img-5920947-1337630991-

img-5920948-1337630992-#Variable declarations

img-5920950-1337631030- tokenExpirationEboch="6"
img-5920951-1337631055-aduser='



v Jamf Pro API (v11.11.0) &
Bw

B v2

Bv3

Bva

5 auth

5 preview

>

>

>

>

>

v

v

v

B3 inventory-preload
3 notifications
B3 user
{5 obj
5 updateSession
GET Return all Jamf Pro user aco...
5 1dap
B3 devices
3 settings
B3 self-service

(5 startup-status

> Title Editor

Y% Filter by title

v Device and app management

Browser management

> Cloud printing
Corporate management
Cloud PC (preview)

> Device updates (preview)

Multi-tenant management (preview)

Service health and communications

> Education
> External data connections
> Files

Financials (preview)

Overview Params Authorization Headers (1) Body Scripts Settings

Return all Jamf Pro user acounts

https://yourServer.jamfcloud.com/api/user

Return all Jamf Pro user acounts.

Authorization Bearer Token

This request is using an authorization helper from collection Jamf Pro API (v11.11.0)

Code Snippet
v Kandji API &
CURL v Overview Authorization
> 3 Blueprints S
1 curl --lot
2 --header [ Device Information
v [ Notes
>  GET Get All Device Notes
> POST Create Device Note 000
. Create Device Note
N nel NAalasa NAaia A NlAaka
® 7

Int devi d API i
Article « 11/07/2024 - 11 contributors & Feedback

In this article

Why integrate with Intune?
API reference

Related content

Microsoft Intune helps enterprises manage devices and apps within an organization. You can use the Intune APl in
Microsoft Graph to manage devices, apps, and even configure Intune while using your preferred tools.

If you're an ISV, you can also use the Intune APl to manage client tenants.
> PATCH Update Device

DEL Delete Device
GET TEST Users
> [ Device Actions

> [ Device Secrets

View complete documentation >

Scripts

Device Information

This section contains endpoints related to collecting information about devices.
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Check for legacy MDM endpoints, naming conventions may vary between MDM
solutions

Be mindful of any creds you push via MDM, they can be recovered in one way or
another

Use per machine random generated passwords when pushing admin accounts
Put SSO on self service separately, this is an option on most MDM solutions
Do a security review of all items in self service, to avoid information leakage
Do not put API credentials in shell scripts you push to the machines

If you absolutely must, triple check credential privileges



