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What is Disinformation?

Disinformation



#BHAS @BlackHatEvents

What is Disinformation? What is it not?

Disinformation
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Disinformation
Global risks ranked by severity
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Disinformation vs Misinformation
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What is FIMI?

Foreign Information Manipulation & Interference
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• Mostly non-illegal activities.

• Deliberate patterns of behaviour

• Content threathens or potentially impacts values, 
procedures and political processes.

• Manipulative, intentional and coordinated.

Not all Disinformation is FIMI.
FIMI is not only Disinformation.

Foreign Information Manipulation & Interference
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Foreign Information Manipulation & Interference
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Foreign Information Manipulation & Interference
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Methodology?
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ABC(DE) model

James Pamment –
Lund University SwedenD Distribution E Effect



#BHAS @BlackHatEvents



#BHAS @BlackHatEvents

Keeping informed
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Recurring Patterns

Recurring TTPs
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Recurring TTPs

• Look for cracks you can exploit

• Create a big lie

• Wrap that lie around a kernel of truth

• Conceal your hand

• Find a useful idiot

• If caught - Deny Distract Distort

• Play the long game
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Doppelganger

Doppelganger
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Doppelganger

Cloned websites of legitimate outlets
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Doppelganger

Doppelganger

Cloned websites of legitimate outlets

www.nato.int/cps/en... www.nato.ws/cps/en ....
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Pink Slime Websites

Pink Slime Websites
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Pink Slime Websites

New York News Daily

Miami Chronicle The Boston Times

DC Weekly

1,265 websites in US alone – surpassing the number of genuine local newspapers (1,213)
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Paperwall & Glassbridge

Paperwall & Glassbridge



#BHAS @BlackHatEvents

Paperwall
Chinese Websites Posing as Local News Outlets 
Target Global Audiences with Pro-Beijing Content

123 Websites over 30 countries masquerading as local news outlets
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Paperwall

Chinese Websites Posing as Local News Outlets Target Global Audiences with Pro-Beijing Content
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Paperwall

Chinese Websites Posing as Local News Outlets Target Global Audiences with Pro-Beijing Content



#BHAS @BlackHatEvents

Fact Checking

Fact Checking
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Fact-checking
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Operation Overload

Overload Factcheckers
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Operation Overload
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Operation Overload
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Affecting AI models

Affecting AI models
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Affecting AI models

• Infiltrating retrieved data of AI Chatbots

• Publishing false claims affecting response 
of AI News models

• Distorting how LLMs process news and info

• Content now incorporated in Western AI 
systems infecting responses.

Pravda Network
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Affecting AI models

150
Domains aggregating 
content from Russian 
sources

207
Disinformation Narratives 
between 2022 and 2025

49
Countries and 
regions targeted

3.6 Million
Articles published per 
year.

4
Social media platforms 
leveraged to reinforce 
narratives via coordinated 
cross platform repetition

46+
Languages that the 
network published 
content in

Pravda Network
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Case Studies

Case Studies



#BHAS @BlackHatEvents

Fake images
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Case Studies

Support for Ukraine
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Case Study: Support to Ukraine
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Case Study: Support to Ukraine
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Case Study: Support to Ukraine
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Dec 2023 - Senate Republicans have blocked a move to pass an aid bill for Ukraine

Case Study: Support to Ukraine
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Case Study: Support to Ukraine
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Case Studies

“South Korea is a failed US vassal state”
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Case Studies

Narrative Deep-Dive

Network Analysis: Bot Activity

⬡ This network graph is taken from a narrative 

alleging that South Korea is part of a network of 

US vassal states that are now paying the price 

for pledging fealty.

⬡ Influencers in this narrative received significant 

inauthentic amplification from bot-like users, as 

shown in the adjacent network graph.
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Case Studies

Narrative Deep-Dive

Network Analysis: Cohort Activity

⬡ Cohort activity in this narrative was split evenly 

among Russian and Chinese State Supporters -

each at 17% of total users.

⬡ Central consumers and amplifiers of influencer-

driven content tended to be composed mostly 

of Chinese State Supporters, indicating that this 

could be both the target audience and main 

sources of amplification.

COHORT LEGEND

Russian State Supporter

Chinese State Supporter

Other User
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Case Studies

“The world must remember WWII era atrocities 

committed by Japan”
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Case Studies

Narrative Deep-Dive

Network Analysis: Bot Activity

⬡ Bot-like activity was high at 25.8% and 

distributed throughout the network for this 

narrative.

⬡ Looking at activity over time on the graph 

did not reveal any significant patterns 

related to bot-like activity.

COHORT LEGEND

Bot-Like User

Other User



#BHAS @BlackHatEvents

Case Studies

Narrative Deep-Dive

Network Analysis: Cohort Activity

⬡ Chinese State Supporters were the dominant 

cohort for this narrative, at over 26% of post 

volume.

⬡ The largest influential node on the graph falls 

within the pro-China cohort; additionally, 

much of the networked activity around them 

came from other Chinese State Supporters.

COHORT LEGEND

Chinese State Supporter

Other User
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AI –Generated Deepfake

AI and Deepfakes
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AI –Generated Deepfake

• AI generated content/spam

• AI Social Media Bio generators

• AI generated fake comments

• AI generated audio/images/videos
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Anyone can generate deepfakes. 

They have become easier and cheaper 

to make and simpler to disseminate on 

social media and messaging platforms.

AI –Generated Deepfake
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AI –Generated Deepfake
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Hybrid Warfare

Hybrid Threats
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Hybrid Warfare

• Sabotage
• Disruption of critical infrastructure
• Cyberattacks
• Information manipulation and interference
• Attempts to undermine democracy and the 
electoral process
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FRANCE

Hybrid Warfare

ROMANIA
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CZECHIA UK

Hybrid Warfare
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POLAND DENMARK

Hybrid Warfare
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ESTONIABosnia – Moldova - Georgia

Hybrid Warfare
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GERMANY

Hybrid Warfare
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Hybrid Warfare
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Conclusion

Conclusion
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Conclusion
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