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AI



AI!



What about …?



Privacy



Cost



Availability



Run it locally!



GPU NPU



ASIC FPGA



Copilot+









Architecture



Application

DX12 / User Mode Driver

ONNX Runtime

DirectML

WDDM / MCDM Kernel Driver

Device Driver Interface (DDI)

GPU/NPU



WebNN



https://www.w3.org/2024/01/webevolve-series-events/media/slides/hu-ningxin.pdf



Web App

WebNN API

ONNX Runtime Web

Web NN EP

DirectML



ONNX Runtime





DirectML



OMG I love COM – 
said no one ever



Kernelmode Usermode



DDI



Hear me out!

What is this BH 2014?

Vista called, it wants its 
architecture backBro gonna talk about 

DDI in 2025 lmao

That’s some old sh*t



Win32k.sys

Userspace

Kernelspace

GDI32.DLL

Dxgkrnl.sys

Win32k 
Syscall

WDDM/MCDM

GPU/NPU

UMD_Vendor.DLL

Application



WDDM

GPU





https://www.blackhat.com/docs/us-14/materials/us-14-vanSprundel-Windows-Kernel-
Graphics-Driver-Attack-Surface.pdf

2014



2025



MCDM

NPU



WDDM

MCDM

38 DDI functions are required
42 DDI functions are optional
29 DDI functions are prohibited

https://learn.microsoft.com/en-us/windows-hardware/drivers/display/mcdm-implementation-
guidelines



MCDM drivers are like a box of chocolates,
 you never know what you're going to get.
 – Forest Gump



Set to 1 Call D3DKMTEnumadapters3

Iterate over handles

Check the resulting buffer

Set type Call D3DKMTQueryAdapterInfo



We forgot a “what about” 



security



Attack vectors



DDI Functions



pPrivateDriverData pPrivateDriverDataSize

two







Process interference



Userspace

Kernelspace

WDDM/MCDM

LLM 2

Process 2Process 1

LLM 1



Userspace

Kernelspace

WDDM/MCDM

LLM 2

Changed

Process 2Process 1

LLM 1



Userspace

Kernelspace

WDDM/MCDM

LLM 2

Changed

Process 2

WTF Dude?

Process 1

LLM 1



Firmware



Often loaded inside the NPU driver



Mitigations





NPU

GPU

User32.dll

GDI32.dll

GUI   stuff



Chrome has the
 mitigation enabled So WebNN is safe, right?

So WebNN is safe, right?



Not yet (?)



Snapping Dragons



User supplied 
values

Passed to lock_virt_addr_size



CVE-2024-53033



Arbitrary Write-What-Where 



pPrivateDriverData

0x00000000deadbeef0x00000000

second_buf

0x000000000baaaaad

0x00102018 0xfe.. 0x41414141deadbeef

esc_id 0x24 bytes

0x41414141

value to write

0xfe..

where to write



Raiding Ryzens



private Data 
validation

Stats about the NPU



Integer overflow (And truncation)
uint32_t  + uint32_t  > uint32_t 

Offset of the next struct

CVE-2024-36336

Data size of the current struct

Offset + min size of the current struct



0x8

0x8

sub_struct 1

0x0 0xfff 0x0 0x0 0x2

0x0.. 0xffffffffffffffff

sub_struct 2

0x0 0x0 0x1 0x0 0x0..

Escape 
Header

…

0x0.. 0x0 0x0 0x1



Time to escalate

Data only edition



1. Heap Fengshui

2. Overwrite _WNF_DATA

3. Put _TOKEN behind _WNF_DATA

4. Gain arbitrary read

5. Use arbitrary write

6. Set privileges and escalate

https://whereisk0shl.top/post/break-me-out-of-sandbox-in-old-pipe-cve-2022-22715-
windows-dirty-pipe



WTF is WNF?



How much we can write (max 0x1000)
How much we can read (Everything must be read)

User data (max 0x1000)

https://www.nccgroup.com/us/research-blog/cve-2021-31956-exploiting-the-windows-
kernel-ntfs-with-wnf-part-1/



Fengshui

一命, 二运, 三风水



Last byte written

Buffer size



WNF_STATE_DATA WNF_STATE_DATA WNF_STATE_DATA WNF_STATE_DATA

Free WNF_STATE_DATA WNF_STATE_DATA WNF_STATE_DATA

DX Escape WNF_STATE_DATA WNF_STATE_DATA WNF_STATE_DATA

https://www.sstic.org/media/SSTIC2020/SSTIC-
actes/pool_overflow_exploitation_since_windows_10_19h1/SSTIC2020-Article-
pool_overflow_exploitation_since_windows_10_19h1-bayet_fariello.pdf

AS 0xFDFD

DS 0x7FD

AS = AllocatedSize

DS = DataSize



WNF_STATE_DATA WNF_STATE_DATA WNF_STATE_DATA

WNF_STATE_DATA WNF_STATE_DATA

Free

_TOKEN _TOKEN

WNF_STATE_DATA WNF_STATE_DATA_TOKEN _TOKEN

AS 0xFDFD

DS 0x7FD

AS 0x1000

DS 0x1000



_TOKEN



Arbitrary read



_TOKEN

…

BnoIsolationHandleEntry

_SEP_CACHED_HANDLES_ENTRY_DESCRIPTOR
…

EntryDescriptor.IsolationPrefix.MaximumLength

EntryDescriptor.IsolationPrefix.Buffer

Address to read

Userspace

Kernelspace



What to read?



EPROCESS 

https://starlabs.sg/blog/2023/11-exploitation-of-a-kernel-pool-overflow-from-a-
restrictive-chunk-size-cve-2021-31969/

Offset 0x38 
Offset 0x30 

TOKEN 



EPROCESS 



Enable arbitrary write



KTHREAD 

Set to 0

Can now be used in the Kernel 
address space 





Previous mode patched



Easy setup

Nicola

2025

-1

Easy cleanup
No side effects
No new object to spray



(Mis)using reference 
counters



_TOKEN
…

BnoIsolationHandleEntry

0x18 bytes
Increment target



Increment
Value  <= 0x7ffffffffffffffff

Decrement
Value != 0



What to increment





Set BHIE to pres – 0x18Write changes to kernel
Duplicate token

Set BHIE to en – 0x18
Write changes to kernel
Duplicate token



1. Heap Fengshui

2. Overwrite _WNF_DATA

3. Put _TOKEN behind _WNF_DATA

4. Gain arbitrary read

5. Use arbitrary write   Use arbitrary increment 

6. Set privileges and escalate

24H2 Edition



PoC || GTFO





1. If AI stays, NPUs are going to stay

2. Ref counters are awesome

3. Learn from the past



Contact me?

E-Mail: nicola@vmcall.io

Bsky:   xoreax.bsky.social

Blog:    https://blog.vmcall.io



Q&A
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