
#BHAS @BlackHatEvents

The Oversights under The Flow
Discovering and Demystifying the Vulnerable Tooling Suites from Azure MLOps

Peng Zhou (zpbrent@gmail.com)
Shanghai University



#BHAS @BlackHatEvents

Peng Zhou (zpbrent)
• Associate Professor at Shanghai University 
• Bug Hunter for Web/3 and AI/LLM OSS Vulnerabilities
• Reach me out at: https://zpbrent.github.io/

whoami

https://zpbrent.github.io/


#BHAS @BlackHatEvents

Agenda
• The Flow for Azure MLOps

• The Tooling Suites We Focus

• The Oversights, Vulnerabilities, and Impacts

• Oversights within Coordinated Disclosure

• Countermeasure & Takeaway 



#BHAS @BlackHatEvents

• The Flow for Azure MLOps

• The Tooling Suites We Focus

• The Oversights, Vulnerabilities, and Impacts

• Oversights within Coordinated Disclosure

• Countermeasure & Takeaway 

Agenda



#BHAS @BlackHatEvents

The Flow for Azure DevOps

[1] https://azure.microsoft.com/en-us/products/devops/

https://azure.microsoft.com/en-us/products/devops/
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From DevOps to MLOps

[2] https://azure.microsoft.com/en-us/blog/mlops-blog-series-part-1-the-art-of-testing-machine-learning-systems-using-mlops/

https://azure.microsoft.com/en-us/blog/mlops-blog-series-part-1-the-art-of-testing-machine-learning-systems-using-mlops/
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The ML Flow in Azure MLOps

[3] https://www.c-sharpcorner.com/blogs/mlops

Training Testing Evaluation Synthesis

https://www.c-sharpcorner.com/blogs/mlops
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Azure AI+ML Architecture

[4] https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/azure-best-practices/ai-machine-learning-enterprise-security

Azure OpenAI

Azure Machine Learning Workspace

On-premise Networks

DevOps

MLOps

deploy

LLM enabled

End users

Azure APPs

https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/azure-best-practices/ai-machine-learning-enterprise-security
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Vulnerable Tooling Suites: Overview
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MLOps = Machine Learning + DevOps
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Vulnerable Tooling Suites in Azure MLOps
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Prompt Flow in Azure ML

Build high-quality LLM apps - from prototyping, and testing to production deployment and monitoring

[5] https://learn.microsoft.com/en-us/azure/machine-learning/prompt-flow/overview-what-is-prompt-flow?view=azureml-api-2

https://learn.microsoft.com/en-us/azure/machine-learning/prompt-flow/overview-what-is-prompt-flow?view=azureml-api-2
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Example in Azure ML Workspace 

The core feature for Azure ML Studio & A Tool for Azure MLOps
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Oversight #1: Vulnerable Code

[6] https://github.com/microsoft/promptflow/blob/718a2c0b632cd93b9f338f635db1a09bf3c02179/src/promptflow-devkit/promptflow/sdk/orchestrator/utils.py#L525

https://github.com/microsoft/promptflow/blob/718a2c0b632cd93b9f338f635db1a09bf3c02179/src/promptflow-devkit/promptflow/sdk/_orchestrator/utils.py#L525
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Oversight #1: Command Injection

[6] https://github.com/microsoft/promptflow/blob/718a2c0b632cd93b9f338f635db1a09bf3c02179/src/promptflow-devkit/promptflow/sdk/orchestrator/utils.py#L525

join() calls back the bug 

https://github.com/microsoft/promptflow/blob/718a2c0b632cd93b9f338f635db1a09bf3c02179/src/promptflow-devkit/promptflow/sdk/orchestrator/utils.py#L525
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Oversight #1: Secure Cases in Codebase
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Oversight #1: Code Path
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Oversight #1: Affecting Experimentation
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Oversight #1: PoC



#BHAS @BlackHatEvents

Oversight #1: Vulnerable Flow in Azure

Vulnerable Experimentation in the Prompt Flow as PoC

[;touch /tmp/hacked;]
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Oversight #2: Vulnerable Code

[7] https://github.com/microsoft/promptflow/blob/718a2c0b632cd93b9f338f635db1a09bf3c02179/src/promptflow-devkit/promptflow/_sdk/_service/apis/ui.py#L74

https://github.com/microsoft/promptflow/blob/718a2c0b632cd93b9f338f635db1a09bf3c02179/src/promptflow-devkit/promptflow/_sdk/_service/apis/ui.py#L74
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Oversight #2: Secure Cases in Codebase
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Oversight #2: Path Traversal to AFW

Why not use safe_join()

[7] https://github.com/microsoft/promptflow/blob/718a2c0b632cd93b9f338f635db1a09bf3c02179/src/promptflow-devkit/promptflow/_sdk/_service/apis/ui.py#L74

https://github.com/microsoft/promptflow/blob/718a2c0b632cd93b9f338f635db1a09bf3c02179/src/promptflow-devkit/promptflow/_sdk/_service/apis/ui.py#L74
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Oversight #2: Vulnerable Code Path
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Oversight #2: PoC
pf config set service.host="0.0.0.0" && pf service start Victim Setup Attack Step
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Oversight #2: Remote or Local?

[8] https://github.com/microsoft/promptflow/issues/3432

https://github.com/microsoft/promptflow/issues/3432
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Oversight #2: Remote or Local?

[9] https://snyk.io/blog/visual-studio-code-extension-security-vulnerabilities-deep-dive/

0-click local  ->  1-click remote

https://snyk.io/blog/visual-studio-code-extension-security-vulnerabilities-deep-dive/
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Oversight #2: Remote PoC

1-click

Written by GitHub Copilot with GPT-4o
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Client-side SDK for Azure AI Studio
Azure-AI-Generative is the Client-side SDK Library for Python

For building, evaluating, and deploying Generative AI applications that leverage Azure AI services in Azure AI/ML Studio

[9] https://pypi.org/project/azure-ai-generative/

https://pypi.org/project/azure-ai-generative/
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Oversight #3: Vulnerable Code

[10] https://github.com/Azure/azure-sdk-for-python/blob/ccaf592492ad7e5973b32f348f7a2c2a4a962a05/sdk/ai/azure-ai-generative/azure/ai/generative/synthetic/simulator/_model_tools/models.py#L275

https://github.com/Azure/azure-sdk-for-python/blob/ccaf592492ad7e5973b32f348f7a2c2a4a962a05/sdk/ai/azure-ai-generative/azure/ai/generative/synthetic/simulator/_model_tools/models.py#L275
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Oversight #3: Secure Cases in Codebase
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Oversight #3: Code Injection

Why not use literal_eval()
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Oversight #4: More Similar Cases

[11] https://github.com/Azure/azure-sdk-for-python/blob/a61273f855bd2f3de24906a392bed20374f2c770/sdk/ai/azure-ai-generative/azure/ai/generative/evaluate/pf_templates/built_in_metrics/chat/construct_groundedness_request.py#L32
[12] https://github.com/Azure/azure-sdk-for-python/blob/a61273f855bd2f3de24906a392bed20374f2c770/sdk/ai/azure-ai-generative/azure/ai/generative/evaluate/pf_templates/built_in_metrics/chat/parse_groundedness_responses.py#L13
[13] https://github.com/Azure/azure-sdk-for-python/blob/a61273f855bd2f3de24906a392bed20374f2c770/sdk/ai/azure-ai-generative/azure/ai/generative/evaluate/pf_templates/built_in_metrics/chat/parse_service_response.py#L16-L24
[14] https://github.com/Azure/azure-sdk-for-python/blob/a61273f855bd2f3de24906a392bed20374f2c770/sdk/ai/azure-ai-generative/azure/ai/generative/evaluate/pf_templates/built_in_metrics/qa/parse_service_response.py#L15-L23

https://github.com/Azure/azure-sdk-for-python/blob/a61273f855bd2f3de24906a392bed20374f2c770/sdk/ai/azure-ai-generative/azure/ai/generative/evaluate/pf_templates/built_in_metrics/chat/construct_groundedness_request.py#L32
https://github.com/Azure/azure-sdk-for-python/blob/a61273f855bd2f3de24906a392bed20374f2c770/sdk/ai/azure-ai-generative/azure/ai/generative/evaluate/pf_templates/built_in_metrics/chat/parse_groundedness_responses.py#L13
https://github.com/Azure/azure-sdk-for-python/blob/a61273f855bd2f3de24906a392bed20374f2c770/sdk/ai/azure-ai-generative/azure/ai/generative/evaluate/pf_templates/built_in_metrics/chat/parse_service_response.py#L16-L24
https://github.com/Azure/azure-sdk-for-python/blob/a61273f855bd2f3de24906a392bed20374f2c770/sdk/ai/azure-ai-generative/azure/ai/generative/evaluate/pf_templates/built_in_metrics/qa/parse_service_response.py#L15-L23
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Oversight #3-#4: Code Path Example

Source

Sink

Sink
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Oversight #3-#4: Affecting Evaluation
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Oversight #3-#4: PoC (A Simple Example)
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Oversight #3-#4: Vulnerable Flow in Azure

"__import__('os').system('touch /tmp/hacked')"

Vulnerable Evaluation in 
the Prompt Flow as PoC

Just a 
Concept PoC
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DeepSpeed for Model Training

DeepSpeed is a deep learning optimization library that makes distributed training and inference easy, efficient, and effective

[15] https://www.deepspeed.ai/tutorials/pipeline/

https://www.deepspeed.ai/tutorials/pipeline/
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Oversight #5: Vulnerable Code

[16] https://github.com/microsoft/DeepSpeed/blob/10ba3dde84d00742f3635c48db09d6eccf0ec8bb/deepspeed/runtime/pipe/p2p.py#L136

https://github.com/microsoft/DeepSpeed/blob/10ba3dde84d00742f3635c48db09d6eccf0ec8bb/deepspeed/runtime/pipe/p2p.py#L136
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Oversight #5: Vulnerable Code Path

Pickle Deserialization
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Oversight #5: Inherit from PyTorch

deepspeed.comm.recv() TorchBackend.recv()

[17] https://github.com/microsoft/DeepSpeed/blob/10ba3dde84d00742f3635c48db09d6eccf0ec8bb/deepspeed/comm/torch.py#L90

https://github.com/microsoft/DeepSpeed/blob/10ba3dde84d00742f3635c48db09d6eccf0ec8bb/deepspeed/comm/torch.py#L90
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Oversight #5: Distributed Computing

[18] https://github.com/pytorch/pytorch/blob/d90c25e3e22e369b1ca8aff2509c26afebc82324/torch/distributed/distributed_c10d.py#L265-L271

host 1 host 2
NICNIC

https://github.com/pytorch/pytorch/blob/d90c25e3e22e369b1ca8aff2509c26afebc82324/torch/distributed/distributed_c10d.py#L265-L271
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Oversight #5: Multiprocessing in PyTorch

[19] https://pytorch.org/docs/stable/multiprocessing.html

https://pytorch.org/docs/stable/multiprocessing.html
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Oversight #5: Multiprocessing in PyTorch

[20] https://github.com/pytorch/pytorch/blob/d90c25e3e22e369b1ca8aff2509c26afebc82324/torch/distributed/distributed_c10d.py#L265-L271

The known issue in PyTorch’s Distributed

https://github.com/pytorch/pytorch/blob/d90c25e3e22e369b1ca8aff2509c26afebc82324/torch/distributed/distributed_c10d.py#L265-L271
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Oversight #5: Torch.Distributed Differs

[21] https://pytorch.org/docs/stable/distributed.html#basics

Enable Network Communication

https://pytorch.org/docs/stable/distributed.html#basics
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Oversight #5: Threat Model
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Oversight #5: PoC Demo

Victim Attacker

Get the video at: https://zpbrent.github.io/pocs/deepspeed/remote_demo.mp4

https://zpbrent.github.io/pocs/deepspeed/remote_demo.mp4
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Oversight #5: Local or Remote?

MSRC response
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Oversight #5: Local or Remote?

Maybe, some misunderstanding or the victims rarely use DeepSpeed like this way!
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Oversight #5: Recall the 1-Click Trick

[9] https://snyk.io/blog/visual-studio-code-extension-security-vulnerabilities-deep-dive/

0-click local  ->  1-click remote

https://snyk.io/blog/visual-studio-code-extension-security-vulnerabilities-deep-dive/
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Oversight #5: Idea to Remote PoC

Gloo/MPI/NCCL Web Socket Pickle String

JavaScript PayloadReverse Engineering
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Oversight #6: TorchGeo for Geospatial Data

TorchGeo: datasets, samplers, transforms, and pre-trained models for geospatial data

[21] https://github.com/microsoft/torchgeo

https://github.com/microsoft/torchgeo
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Oversight #6: Vulnerable Code

[22] https://github.com/microsoft/torchgeo/blob/7500ee20f651e889e4028ae897d245b4ad9ef82e/torchgeo/models/api.py#L113

https://github.com/microsoft/torchgeo/blob/7500ee20f651e889e4028ae897d245b4ad9ef82e/torchgeo/models/api.py#L113
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Oversight #6: Copy-and-Paste

[23] https://github.com/microsoft/torchgeo/pull/2323

https://github.com/microsoft/torchgeo/pull/2323
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Oversight #6: Copy-and-Paste

[24] https://github.com/pytorch/vision/blob/main/torchvision/models/_api.py#L108

https://github.com/pytorch/vision/blob/main/torchvision/models/_api.py#L108
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Oversight #7-9: Multiple Command Injection

[25] https://github.com/Azure/azure-cli/blob/29564830498870c401679e0059fddbbf5851f10c/src/azure-cli/azure/cli/command_modules/serviceconnector/_utils.py#L84

azdev

https://github.com/Azure/azure-cli/blob/29564830498870c401679e0059fddbbf5851f10c/src/azure-cli/azure/cli/command_modules/serviceconnector/_utils.py#L84
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Oversight #7-9: Secure Cases in Codebase

[26] https://github.com/Azure/azure-cli/pull/29798

azdev

https://github.com/Azure/azure-cli/pull/29798
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Coordinated Disclosure with MSRC

Vul. / Tool@Version
MSRC Assessment

Patch
Severity Impact Acknowledgement

AFW / Prompt Flow@1.15.0 Moderate promptflow/pull/3784
CMD Inject / Prompt Flow@1.15.0 Important RCE Online Service, Sep. 2024 promptflow/pull/3685
CMD Inject / Azure-CLI@2.63.0 Important LPE CVE-2024-43591 azure-cli/pull/29798
CMD Inject / AzDev@v0.1.77 Important RCE Online Service, Sep. 2024 azure-cli-dev-tools/pull/470

CMD Inject / Azure-CLI@2.64.0 Moderate Online Service, Sep. 2024 azure-cli-
extensions/pull/7983

Code Inject / Azure-AI-Generative@1.0.0b8 Moderate Online Service, Sep. 2024 azure-sdk-for-
python/pull/37297

Deserialization / DeepSpeed@0.15.1 Low Online Service, Oct. 2024
(via ProtectAI) DeepSpeed/pull/6547

CMD Inject / DeepSpeed@v0.15.1 Low Online Service, Oct. 2024
(via ProtectAI)

Code Inject / TorchGeo@v0.6.0 Important RCE CVE-2024-49048 torchgeo/pull/2323

Code Inject / Azure-AI-Generative@1.0.0b9 Important RCE Online Service, Oct. 2024 azure-sdk-for-
python/pull/37678

https://github.com/microsoft/promptflow/pull/3784
https://github.com/microsoft/promptflow/pull/3685
https://github.com/Azure/azure-cli/pull/29798
https://github.com/Azure/azure-cli-dev-tools/pull/470
https://github.com/Azure/azure-cli-extensions/pull/7983
https://github.com/Azure/azure-sdk-for-python/pull/37297
https://huntr.com/bounties/f223e7c8-e12c-4a35-8abb-376c09799c53
https://github.com/microsoft/DeepSpeed/pull/6547
https://huntr.com/bounties/f9c55949-9fa8-40cd-8641-0a59ab330c6a
https://github.com/microsoft/torchgeo/pull/2323
https://github.com/Azure/azure-sdk-for-python/pull/37678
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Patch with Oversight #1

azure-ai-generative_1.0.0b8

azure-ai-generative_1.0.0b9

Patch

[26] https://github.com/Azure/azure-sdk-for-python/blob/azure-ai-generative_1.0.0b9/sdk/ai/azure-ai-generative/azure/ai/generative/synthetic/simulator/_model_tools/models.py#L276 
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Patch with Oversight #1
azure-ai-generative_1.0.0b7 azure-ai-generative_1.0.0b8

First report not cover

[11] https://github.com/Azure/azure-sdk-for-python/blob/a61273f855bd2f3de24906a392bed20374f2c770/sdk/ai/azure-ai-generative/azure/ai/generative/evaluate/pf_templates/built_in_metrics/chat/construct_groundedness_request.py#L32
[12] https://github.com/Azure/azure-sdk-for-python/blob/a61273f855bd2f3de24906a392bed20374f2c770/sdk/ai/azure-ai-generative/azure/ai/generative/evaluate/pf_templates/built_in_metrics/chat/parse_groundedness_responses.py#L13
[13] https://github.com/Azure/azure-sdk-for-python/blob/a61273f855bd2f3de24906a392bed20374f2c770/sdk/ai/azure-ai-generative/azure/ai/generative/evaluate/pf_templates/built_in_metrics/chat/parse_service_response.py#L16-L24
[14] https://github.com/Azure/azure-sdk-for-python/blob/a61273f855bd2f3de24906a392bed20374f2c770/sdk/ai/azure-ai-generative/azure/ai/generative/evaluate/pf_templates/built_in_metrics/qa/parse_service_response.py#L15-L23

https://github.com/Azure/azure-sdk-for-python/blob/a61273f855bd2f3de24906a392bed20374f2c770/sdk/ai/azure-ai-generative/azure/ai/generative/evaluate/pf_templates/built_in_metrics/chat/construct_groundedness_request.py#L32
https://github.com/Azure/azure-sdk-for-python/blob/a61273f855bd2f3de24906a392bed20374f2c770/sdk/ai/azure-ai-generative/azure/ai/generative/evaluate/pf_templates/built_in_metrics/chat/parse_groundedness_responses.py#L13
https://github.com/Azure/azure-sdk-for-python/blob/a61273f855bd2f3de24906a392bed20374f2c770/sdk/ai/azure-ai-generative/azure/ai/generative/evaluate/pf_templates/built_in_metrics/chat/parse_service_response.py#L16-L24
https://github.com/Azure/azure-sdk-for-python/blob/a61273f855bd2f3de24906a392bed20374f2c770/sdk/ai/azure-ai-generative/azure/ai/generative/evaluate/pf_templates/built_in_metrics/qa/parse_service_response.py#L15-L23
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Patch with Oversight #1

Training Testing Evaluation Synthesis

First report not cover
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Patch with Oversight #2

CVE-2024-43591

azure/cli/command_modules/serviceconnector

azure/cli/command_modules/security

Patched

Overlooked

Report cover both
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Patch with Oversight #3

[27] https://github.com/microsoft/DeepSpeed/pull/6490
[28] https://github.com/microsoft/DeepSpeed/pull/6491

Very Good Discussion

https://github.com/microsoft/DeepSpeed/pull/6490
https://github.com/microsoft/DeepSpeed/pull/6491
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Patch with Oversight #3

But the Patch overlooks ‘bash -c’
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Patch with Oversight #3

[29] https://github.com/microsoft/DeepSpeed/pull/6498

Even worse …

Command Injection comes back?

https://github.com/microsoft/DeepSpeed/pull/6498
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Countermeasure: Can LLM do the Help?

Oversight is here



#BHAS @BlackHatEvents

Detected with false positive

Countermeasure: Can LLM do the Help?
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The bug is path traversal, 
not the injection!!!

safe_join is safe!

Countermeasure: Can LLM do the Help?
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Countermeasure: Can LLM do the Help?

Recommendation is too general, still need lots of human effort to do the audit!!!
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Black Hat Byte Sounds

For Open-Source Tool Maintainers: 
Apply more stricter security check for new merge requests, especially for those 
committed from a broader scope of ML/AI community, since the guys are more concern 
the functionality rather than security. 

For MSRC:
Require more robust control to coordinate the disclosure progress, in order to avoid the 
potential incomplete fixes and unpatched overlooks.

For Azure App Developers: 
When adopt tooling suites/SDKs for Azure MLOps or to build up Azure Apps, should have 
the vigilance to potential vulnerabilities from Azure tools to impact your Apps.
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Thank You

Peng Zhou (zpbrent@gmail.com)
Shanghai University


	幻灯片编号 1
	幻灯片编号 2
	幻灯片编号 3
	幻灯片编号 4
	幻灯片编号 5
	幻灯片编号 6
	幻灯片编号 7
	幻灯片编号 8
	幻灯片编号 9
	幻灯片编号 10
	幻灯片编号 11
	幻灯片编号 12
	幻灯片编号 13
	幻灯片编号 14
	幻灯片编号 15
	幻灯片编号 16
	幻灯片编号 17
	幻灯片编号 18
	幻灯片编号 19
	幻灯片编号 20
	幻灯片编号 21
	幻灯片编号 22
	幻灯片编号 23
	幻灯片编号 24
	幻灯片编号 25
	幻灯片编号 26
	幻灯片编号 27
	幻灯片编号 28
	幻灯片编号 29
	幻灯片编号 30
	幻灯片编号 31
	幻灯片编号 32
	幻灯片编号 33
	幻灯片编号 34
	幻灯片编号 35
	幻灯片编号 36
	幻灯片编号 37
	幻灯片编号 38
	幻灯片编号 39
	幻灯片编号 40
	幻灯片编号 41
	幻灯片编号 42
	幻灯片编号 43
	幻灯片编号 44
	幻灯片编号 45
	幻灯片编号 46
	幻灯片编号 47
	幻灯片编号 48
	幻灯片编号 49
	幻灯片编号 50
	幻灯片编号 51
	幻灯片编号 52
	幻灯片编号 53
	幻灯片编号 54
	幻灯片编号 55
	幻灯片编号 56
	幻灯片编号 57
	幻灯片编号 58
	幻灯片编号 59
	幻灯片编号 60
	幻灯片编号 61
	幻灯片编号 62
	幻灯片编号 63
	幻灯片编号 64
	幻灯片编号 65
	幻灯片编号 66
	幻灯片编号 67
	幻灯片编号 68
	幻灯片编号 69
	幻灯片编号 70
	幻灯片编号 71
	幻灯片编号 72
	幻灯片编号 73
	幻灯片编号 74
	幻灯片编号 75

