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SAML Still Matters

‘—' 2021 - Juho Forsén: Securing XML implementations across the web l
v
l Sep 2024 - We started our research on XML round-trip I——‘

v
l Mar 2025 - SAML roulette: the hacker always wins l——‘

>



Outline




Complete
Authentication
Bypass



How SAML authentication is meant to work
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The classic approach to Signature Wrapping
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The classic approach rarely works!
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A better approach to Signature Wrapping
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A better approach to Signature Wrapping
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GitLab Signature validation
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Part 1 - Round-Trip Vulnerability

1 xml ( Business logic
; [ <1Evil DOCTYPE> J | |

——{ <!-- Comment --> ]

<Evil Assertion > - ®  REXML
——{ <!-- Comment --> ] | ¥ -

<Assertion> |

_______________________________________________




XML Signature

<Response ID="ID"> ]<

{

<Signature> ]

<SignedInfo>

<Reference URI=Z"#ID"

<DigestValue>

{

<SignatureValue> ]




Part 2 - Namespace confusion
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Signature validation

<SignedInfo>

v Nokogiri

<Evil Signature>
<Evil SignhedInfo>
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Two branches, two patches:
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1.12.4 patch

«//ds:Signature»




Crafting the Exploit
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Signature validation bypass with namespaces

[ <Response xmlns="urn:oasis:names:tc:SAML:2.0:protocol”> ]

[<sam1:Response xm1ns:sam1="urn:oasis:names:tc:SAML:Z.@:protocol">]

XML namespaces provide a mechanism for qualifying element and attribute names

by associating them with URI



Libxml2 quirks are everywhere

This function looks in DTD
attribute declarations for #FIXED
or default declaration values.
NOTE: This function is ignores
namespaces. Use xmlGetNsProp or
xmlGetNoNsProp for namespace
aware processing.

xmlGetProp()



Attribute pollution at Nokogiri (Libxmi2)

: xml
| [ <saml:Response [ID="1"| saml:ID="2"> J
: xml
§ [ <saml:Response |saml:ID="2"| ID="1"> J
Nokogiri: element.attribute('ID")
‘“’0
.'ﬁn



Attribute pollution at PHP DOM (Libxml2)

xml
[ <saml:Response [ID="1"| saml:ID="2"> J
xml
[ <saml:Response |saml:ID="2"| ID="1"> J
PHP DOM: element->attributes->getNamedItem('ID')->nodeValue
& 43
ﬁ.’f H\WQ_}
ﬁ&%{’ﬂ-



Attribute pollution at REXML is different

xml
[ <Response ID="1ﬂ saml:ID="2"> J
: xml
§ [ <saml|:Response ID="1" |saml:ID="2"> J
REXML: attributes['ID']
‘“’0
."ﬂ'ﬂ



Signature Wrapping with attribute pollution

ID="attack"

[ <saml:Response |saml:ID="ID"

——{ <Signature>

-—{ <Reference URI="#ID")> ]

——{ <saml:Extensions> ]

<Assertion ID=
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Standards vs reality

The prefix xml MUST NOT be
bound to any other namespace

The prefix xmlns MUST NOT
be declared

https://www.w3.org/TR/REC-xml-names

REXML didn't follow it strictly!



REXML Namespace confusion without DTDs

[ <Parent xmlns="xmldsig"> ]




Impossible Hash Collision?

i[ <Response> J

<Extensions>

<Assertion>
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Exploiting relative URI canonicalization

The relative URIs will not be
operational in the canonical form. The
processing SHOULD create a new document
in which relative URIs have been
converted to absolute URIs, thereby
mitigating any security risk for the
new document.

https.//www.w3.0rg/TR/2001/REC-xml-c14 n-
20070375#Limitations



Exploiting relative URI canonicalization

LibmxI2's xmIC14NExecute() returns a negative value on failure

4 )
xmlCl14NExecute(c _doc, .. ,c_obuf);
return;
\_ _/
But Nokogiri ignores it! on
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Exploiting relative URI canonicalization

PHP returns false

/fet = xmlC14NExecute(docp, .. , buf);

if (buf == NULL || ret < @) {
RETVAL FALSE;

¥
-

But all PHP signature validation libraries ignore it!




Privileges escalation with signed empty string




Vulnerable libraries

Ruby PHP Java
xml_security | xmiseclibs Shibboleth







Getting a Valid Signature for the Attack
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( Request 1 Responsé}
i [Response InResponseTo="&#x8@;"] i
[ AuthnRequest i |
" " ) i 5 <Sighature>
ID="8&#x80; o \ )
IssueInstant="INVALID" <Status>
( Version="INVALID" \ i i —{ <StatusDetail> J

T S S : i Invalid Date Value i
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Getting a Web Services Federation metadata XML

_____________________________________________________________________________________________________________________

| Request}
'GET /<appid>/FederationMetadata.xml |
‘Host: idp.example.com

<EntityDescriptor> Response:

~ <Signature/>
</EntityDescriptor>



Schema bypass

<saml:Response> ]

—{ <saml:Extensions> ]

<other:Evil Extension>

—{ <saml:Status>

J

{{ <saml:StatusDetail>

<any:Evil Extension>




Complete authentication bypass!
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L xml® 1 Signature validation !

| [ <Response |[xmlns:ns="1"p>
.

——{ <Extensions>
J

——{ <Assertion> J

<Evil Signature>

[<Empty String Digest>J
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Case study



Defence




Takeaways
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