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- Incident Response Group Manager

- Email Threat Hunter

- Expert In Creating Detections Against Phishing

- Perception Point: Email, File & URL security
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Phishing: Then & Now
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Agenda

Phishing Trends & Evasion Techniques (2022-2023)

Post Account Takeover Tactics (Compromised Mailbox)

Why Does Phishing Still Work?

Anti-Phishing Approach
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Text Obfuscation
Static text filtering bypass.
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Browser In The Browser 

Evading favicon detections. 

www.netfliix-login.com

https://pay.netflix.com/home/login.aspx
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Archive In The Browser
Crawlers bypass.
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Quishing (QR Phishing)

• 800% increase in 2023

• Moving the threat to the mobile

• Websites look more legitimate
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Captchas, Geofence & Redirects

• User Agents

• IP Blocklists

• VPNs

• Country Allow-listing

• User Interaction

• Automation Tools

• Remote Debugging Port

• Headless Browsing
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2 Step Phishing

Over 400 services are being abused.

Embedded href
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Microsoft & Google Services Abuse

The allow-listing vulnerability. 
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Microsoft & Google Services Abuse
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Encoded HTML Files

200% increase in the usage of malicious html files
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Phone Scams

• Spreading out fake renewals alerts

• Not a generic credit card phishing

• Call centers located in India

• Over 1000 different templates 

• Trying to get control over the endpoint
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https://www.bestbuy.com/http://www.geeksquadworld.com
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Social Media Posts
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*Password Reuse*
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Steps:

1. Hacker is generating a phishing email

2. Phishing is sent to the victim’s mailbox

3. The victim opens the phishing email

4. The victim enters the credentials in a fake login window

5. The hackers gets the credentials

6. The hacker logs into the victim’s mailbox

7. Malicious inbox rules are defined

8. Victim’s mailbox is used to deliver malicious payloads

9. Known contacts get the emails and fall for it

10. Recursive phishing
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Account Take Over
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Step 7 – Inbox Rules

Suspicious indicators to look out for:

• Rule names

• Delete actions

• Move actions

• Suspicious text filtering in:

A. subjectOrBodyContainsWords

B. fromAddressContainsWords
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A New Approach: In-Browser Security 

Password ReuseDynamic Scanning

Non Email Threats Enforce Policies

Data Leak PreventionATO Investigations
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Key Takeaways

- Set a strong password policy.

- Force 2 factor authentication.

- Configure SPF records against spoofing attempts.

- Conduct phishing trainings to end users at least 2 times a year.

- Run phishing simulations with trendy phishing evasions.

- Run an annual penetration testing and find your weak spots.

- Monitor suspicious inbox activity – logins & rules.

- Deploy an email security solution equipped with anti-evasion algorithms.

- Embrace new and emerging innovative technologies.
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Thank You!
Contact: din.serussi@perception-point.io

Visit our website: perception-point.io
Twitter: @AttackTrends

mailto:din.serussi@perception-point.io

