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What we’re talking about
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Roadmap
● Background on Yandex Leak
● Dive into code:

○ What data Yandex is collecting 
○ What Yandex is doing with that data 
○ Who Yandex is sharing that data with

● Conclusions and wrap up
● Q&A
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Yandex 101
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Yandex 101
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Yandex 101
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Yandex 101

Crypta: “helps to identify 
important user characteristics for 
advertisers”

Audiences: allows you to 
pull data from several 
sources to generate your 
own targeted segments

AppMetrica: “In-depth 
analytics for product 
and growth teams” 
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Yandex 101
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Yandex: A Drama
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https://www.theguardian.com/world/2019/nov/18/russian-internet-giant-yandex-grants-veto-powers-kremlin-linked-body
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https://www.theguardian.com/world/2022/mar/05/warnings-raised-over-russian-tech-giant-yandexs-uk-operation
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https://arstechnica.com/information-technology/2022/03/data-harvesting-code-in-mobile-apps-sends-user-data-to-russias-google/
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https://techcrunch.com/2022/03/16/russia-yandex-news-vk/
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https://www.businessinsider.com/yandex-engineers-flee-to-turkey-georgia-as-putin-tightens-grip-2022-4
https://www.businessinsider.com/yandex-engineers-flee-to-turkey-georgia-as-putin-tightens-grip-2022-4
https://www.businessinsider.com/yandex-engineers-flee-to-turkey-georgia-as-putin-tightens-grip-2022-4
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https://www.reuters.com/technology/yandex-ceo-volozh-resigns-after-eu-sanctions-2022-06-03/
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https://techcrunch.com/2022/08/23/yandex-news-zen-vk-binding-sale/
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https://www.reuters.com/markets/deals/yandex-parent-review-ownership-russian-tech-giant-seek-divestment-2022-11-25/
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https://www.reuters.com/world/europe/putin-kudrin-touch-future-yandex-late-night-meeting-sources-2022-11-25/
https://www.themoscowtimes.com/2022/12/05/kremlin-ally-kudrin-confirms-move-to-tech-giant-yandex-a79589
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https://arseniyshestakov.com/2023/01/26/yandex-services-source-code-leak/
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https://www.themoscowtimes.com/2023/05/04/russian-billionaires-line-up-to-buy-yandex-reports-a81033
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https://www.reuters.com/technology/russias-yandex-fined-refusing-share-user-information-with-security-services-2023-06-18/
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Yandex Codebase
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Codebase 
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Metrika
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Metrika
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Example Raw Data Fields that AppMetrica Logs
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Anonymized identifiers
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Location Fields
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Wifi Fields Collected By AppMetrica
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Those fields in Crypta
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Dev Id and SSID Associated with Yandex UID
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Click Event Data Being Matched to Existing Users
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Socio-Demographic Attributes for DevID being Updated
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 Crypta
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Crypta
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Example Segments
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Example Segments

40



Travellers 
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Mail Data
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Gas Stations
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Example ML Model Types
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Basic example of household details
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AppMetrica being used to pull wifi connection types:
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AppMetrica data being used to separate users with common 
SSIDs (wifi networks)
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AppMetrica data being used to separate users with common 
SSIDs (wifi networks)
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Sources
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Search Data
Wifi



Yandex IDs Associated with Email
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Login Data
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Extracting 
multiple types 
of identifiers 



Passport
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Passport User ID Associated with Phone
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Crypta - Geo graphs
Using lat/long 
data associated 
with “predicted 
home”, linked to 
Yandex UID
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Crypta - Geo graphs
Then using that 
data to find 
literal neighbors 
within a certain 
radius of that 
home
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AppMetrica and Taxi data being used generate segments 
about households with children:
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ID mapping associations:
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Profiles integrate biometric data, most likely from smart 
speakers that use Yandex’s Alice smart assistant
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Possible Children by Voice
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UI for Infographics Card
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Search Profile by ID
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UI - Available App Icons
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Ids Associated with Social Media Accounts
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 Matcher
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Matcher
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Rostelecom Matcher
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Rostelecom Matcher
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Rostelecom Matcher
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Test Result Data
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 Conclusion
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Wrap Up

● Yandex has access to a broad international reach of data 
and it has been evasive about what it can do with that 
data

● A small amount of data can say a lot when it is matched to 
entries from a company’s other data sources and 
analyzed 

● Yandex has code to sync some of its data with a 
Russian-state owned entity 
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Takeaways

● Anonymization is very easily undone when data gets 
combined with pools from other sources that may contain 
identifying data

● Pay attention to who runs your SDKs, what data points 
they collect, and where they send your user data.

● Who gets access to a company’s user data when its 
assets are sold, the geopolitical climate changes, or a 
government tightens its control? 
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 Q&A
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Link to Write Up: 
https://bit.ly/455utBP

https://bit.ly/455utBP

