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⚫ Bug Hunter & Bug Bounty Lover

⚫ Winner of multiple targets at Pwn2Own 15/16/17, Tianfu Cup 18/19/20

⚫ Four times yearly #1 of MSRC most valuable security researchers

⚫ Won 2 Pwnie Awards – Best RCE and Epic Achievement
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Highlights of This Session

✔ Windows RAS VPN components

✔ Examples of pre-auth remote bugs & bug patterns in windows RAS

✔ Not only result but also approach & thoughts during the research

✔ Windows bounty experience

❌ Exploiting details of the bugs is beyond the scope

A walk through of a bug hunting project
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Agenda

⚫ Background

⚫ Windows Remote Access Service

⚫ PPTP

⚫ Authentication Protocols

⚫ SSTP

⚫ L2TP

⚫ IKE

⚫ Future Work & Take Aways
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Background
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Initiative of the Research

⚫ Read this blog last April

⚫ Alex Nicols (@i4mchr00t) blogs a remote Null Pointer DoS bug he found in Windows PPTP

⚫ Root cause: Failed to handle the case where control commands are sent in wrong sequence
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Why it’s Interesting – From a Bug Bounty 
Hunter’s View

⚫ No Windows PPTP server bugs discussed before 

– Blue Ocean

- The bug is fresh: not many competitors now

⚫ The bug looks relatively simple

– Code quality not so good & Not well audited

⚫ Remote & Pre-auth & No user interaction & Server side
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Introduction to Microsoft WIP Bounty Program
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Attack Scenario – Before Starting 

⚫ High risk high return: more difficult to find bug than general bugs

⚫ Before starting

- Read every line in the bounty page carefully

- Check the up-to-date out-of-scope section timely

- Fully understand the attack scenarios 

* Web browser RCE 

* Office RCE when user opens a document 

* Domain user achieved RCE in domain controller

* Pre-auth, no user interaction, but non-default configuration

❌User Interaction

❌ User Interaction

❌ Authentication

Depends on reviewer
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Where are the Pre-auth Targets

⚫ Learn & get inspired from other 

researchers’ work 

- Researchers on MSRC MVP list:       

their recent bugs?

⚫ Explore & learn Windows features for 

you potential pre-auth target
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A Good Temper is the Most Important When Playing
Bug Bounty Program

⚫ Repeat below sentence 1000 times before you starting
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Windows Remote 

Access Service
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Windows Remote Access Service

⚫ Provides remote access to clients

⚫ Direct Access & VPN

⚫ Routing

⚫ Proxy

⚫ Implemented in numbers of kernel drivers 

& user mode services

⚫ Windows Server & Azure Cloud
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PPTP
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PPTP - Point-to-Point Tunneling Protocol
⚫ A decades-old protocol for VPN

⚫ Use 2 channels

⚫ Control channel – TCP 1723

⚫ Data channel – Use Generic Routing Encapsulation (GRE) to encapsulate the PPP (Point-

to-Point Protocol)
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PPTP
Server

79427

PPTP
Client

Start-Control-Connection-Reply 

Start-Control-Connection-Request (establish control connection) 

Outgoing-Call-Request (establish a new call)

Outgoing-Call-Reply 

Link Control Protocol (LCP)

Control Channel
(TCP 1723)

Data Channel
- Tunneling PPP
Protocol
(Layer 2 GRE)

Authentication Protocols (AP)  : EAP, PEAP, CHAP, Certificate, … 

Network Control Protocols (NCPs): IPCP, IPV6CP,… 

Network packets Private Network
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Components & Pre-auth Attack Surfaces

Main control channel handling, Data 
channel kernel dispatch: 
raspptp.sys

Framework to manage calls, used by 
raspptp.sys:
ndis.sys

Data ChannelControl Channel

PPP engine: rasppp.dll

Authentication protocols: 
raseap.dll, rastls.dll, 
raschap.dll, ……

PPP Tunneling: raspptp.sys 
ndis.sys ndiswan.sys
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Raspptp.sys

⚫ TCP port 1723 & GRE packets

⚫ Matalins control channel & call states

⚫ The first and most straightforward component to look for bugs

WskCreateServerSocket (Listen)             Client Connection           
Client Packets           CtlpReceiveCallback CtlpEngineTCP 1723

GRE WskCreateServerSocket (Listen)        
Client Packets           CallReceiveDatagramCallback
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Raspptp.sys - Key Data Structures
⚫ Control: Represents a control channel between client and server, a ControlObject is created when 

a client successfully connects to the server TCP port 1723

⚫ Call: Represents a PPTP call between client and server, a CallObject is created when the server 

handles clients’ Outgoing-Call-Request/Incoming-Call-Request. Multiple Calls can be associated to 

a single Control, and are linked in a double-linked list

⚫ NdisVcHandle: A NDIS_HANDLE, represents a virtual call in the NDIS framework, used by both 

kernel driver and user mode service to access a PPTP connection. Each Call contains a 

NdisVcHandle
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PPTP
Client

Outgoing-Call-Request

Create Calls

PPTP
Server

Control

……

Connect

Outgoing-Call-Request

Outgoing-Call-Request

……

Call List

Create Control

Call 1

Control

NdisVcHandle

Unique Call Id

Call 2

NdisVcHandle

Unique Call Id

……

Call N

NdisVcHandle

Unique Call Id
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Raspptp.sys - Where to Look for Bugs

⚫ Packet/Message parsing/handling

- Control messages/State machine

- PPP framing (embedded in GRE)

⚫ Object life cycle management

- Control, Call, NdisVcHandle, with complex cross references

- Multi-threading access

- Use after free/Race condition
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Race Condition – What the Developer Think
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Race Condition – What’s Actual Happening
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A Simple Fuzzer for Quick Proofing
⚫ Developed a simple fuzzer:

1. Create a connection to server 

2. Create some calls for this connection

3. Create some threads which randomly perform below actions:

2.1 Send call related messages to the server (create/destroy/setting)

2.2 Send control related messages to the server (create/destroy)

2.3 Close the connection
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Result of the Fuzzing

⚫ Got multiple UAF/NPD race condition crashes in minutes
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What’s Next

⚫ The fuzzing result gives a quick proof 

- raspptp.sys is vulnerable to race condition

⚫ Time for manual auditing

Found 20+ race condition RCEs by manual auditing
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Case Study – Call Use After Free
Thread 1 – Client sends Call-Disconnect-

Notify request with a CallId

CtlpEngine

{

…

For each Call in Control.CallList:

if Call.id == CallId:

break

// No Lock, no reference counter

CallEventCallDisconnectNotify(Call)

}

Thread 2 – Client close the same connection 

CtlpCleanup

{

…

For each Call in Control.CallList:

// Free the call, no lock

CallCleanup(Call)

}

Race Window:
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Case Study – Control Use After Free
Thread 1 – Client closes the connection

CtlDisconnectCallback

{

// No Lock, no reference counter

CtlSetState(pControl, 7)

}

Thread 2 – Client sends a Stop-Control-Connection-Request

CtlpCleanup

{

// Free the control object

CtrFree(pControl)

}Race Window:



#BHUSA @BlackHatEvents

Case Study – NdisVcHandle After Free
Thread 1 – Client sends Incoming-Call-

Request

CallpNewIncomingConnection

{

// No Lock, no reference counter

NdisCmDispatchIncomingCall (…,

pCall->NdisVcHandle

,…)

}

Thread 2 – Client sends a Call-Disconnect-

Notify

CallCleanup

{

// Free the NdisVcHandle

NdisMCmDeleteVc(pCall->NdisVcHandle);

}

Race Window:
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Case Study – Call object race UAF between 
data Channel and control channel
Thread 1 – Client sends a GRE packet to 

the server (data channel) 

CallReceiveDatagramCallback

{

pCall = CallGetCall(callid_from_gre_pkt)

// No Lock, no reference counter

Use pCall

}

Thread 2 – Client close the TCP control 

channel connection  (control channel)

CtlpCleanup

{

…

For each Call in Control.CallList:

// Free the call, no lock

CallCleanup(pCall)

}
Race Window:
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User Mode Service

⚫ Rasppp.dll: User mode handler of the PPP protocol

PPP packets 

encapsulated in GRE

Kernel

raspptp.sys ndis.sys ndiswan.sys

Receive

rasppp.dll (PPP engine)：LCP, NCP, IPCP…

User Mode Service (RasMan)
Authentication

Protocols 

(Local/Remote)

Eap, Eap-PEAP, CHAP, …
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LCP - Link Control Protocol

⚫ Establishing, configuring, testing, maintaining, negating options and terminating links for 

transmission

Pre-auth
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Case Study - LcpMakeConfigResult Heap 
OOB Read/Write

⚫ Client send a Configure-Request to the 

server

⚫ Server calls LcpMakeConfigResult, which 

will parse the request packet

⚫ The request packet data contains 0 ~ N 

LCP options
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DWORD LcpMakeConfigResult(…)
{
 //
 // Both src and dst options buffer size is same
 //
 PPP_OPTION* pSrcOption; // From remote client 
 PPP_OPTION* pDstOption; // The output options

 while (lSrcLength > 0) {
  memcpy(pDstOption, pSrcOption, pSrcOption->length);
  pSrcOption += pSrcOption->length;

  pDstOption += pDstOption->length;

  lSrcLength -= pSrcOption->length;
 }
}

Spot the Problem?

If pSrcOption->length < 2, 
then pDstOption->length will be uninitialized data,
after pDstOption += pDstOption->length,
pDstOption can exceed the buffer end

LCP_OPTION
{
BYTE type;
BYTE length;
Byte Data[];
}
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Authentication 

Protocols
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Authentication Protocol (AP)

⚫ The PPP engine will call local/remote authentication service to do the real authentication

⚫ Windows RAS supports different auth methods

⚫ If any AP algorithm contains a bug before auth finish, 

it’s also pre-auth



#BHUSA @BlackHatEvents

Windows VPN Authentication Protocols 

⚫ Extensible Authentication Protocol (EAP) for built-in VPN types (IKEv2, L2TP, PPTP, SSTP)

⚫ EAP-MSCHAPv2

- username/password, windows logon credential

⚫ EAP-TLS

- certificate authentication

⚫ EAP-PEAP

- server validation + EAP-MSCHAPv2/EAP-TLS

⚫ TTLS 

- PAP/CHAP/MSCHAP/MSCHAPV2
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Case Study – PEAP Buffer OOB Write

⚫ Microsoft protected EAP

EAP authentication with TLS support

More secure

Implemented in eaptls.dll
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PEAP – Fragmentation and Reassembling 

Frag 1

Frag 2

Frag 3

Frag N

Fix sized buffer

eaptls!StoreTheNextFragment 

Client

No boundary check
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Useful tip: Whenever you see a protocol 

that supports fragmentation, be sure to 

check the fragmentation implementation.
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RADIUS and Windows NPS

⚫ RADIUS: a client-server protocol for authentication and accounting

⚫ Windows VPN server can be configured to use RADIUS authentication

⚫ NPS (Network Policy Server) is the Microsoft implementation of the RADIUS standard
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Windows NPS – Pre-auth Attack Surface

⚫ iasrad.dll

⚫ UDP ports (1812/1813, 1645/1646)

⚫ Focus on RADIUS packets handling before 

authentication finish



#BHUSA @BlackHatEvents

Case Study – NPS Packet Signature 
Attribute Pre-Auth Remote Info Leak

Read 16-bytes signature from the signature attribute in the packet,

failed to validate the attribute size first
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Case Study – NPS RADIUS Proxy Server auth 
DoS

void __fastcall RadiusProxyEngine::onReceive
{
Attributes* pAttr = packet->pAttributes;
DWORD dwAttrCount;
…
// We control pAttr->length, where is the DoS? 
for (; pAttr < pEnd;  pAttr += pAttr->length)

dwAttrCount  += pAttr->length;
…
}Receive(

Infinite loop if pAttr->length == 0
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Tip: When playing with windows bounty, the 

pre-auth remote DoS/Info Leak attack 

scenarios are very high cost-performance, 

which you shouldn’t miss
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Bug Collision – My Experience

⚫ When our PPTP bug hunting was near to end, we started to have bug 

collisions with other researchers

- Lucky we started early

⚫ You don’t often find high cost-performance target in your bug hunting 

career

- Never waste a chance

- Never delay for even a single minute when you have a fruitful target

- Personal Opinion: Less rest/holiday until you’ve dig enough, 

longer recovery/vacation after that for compensation   



#BHUSA @BlackHatEvents

Result of PPTP Bug Hunting

⚫ Found some pre-auth RCE bugs (race condition, classic memory corruption,…)

⚫ Became familiar with the Windows RAS architecture and related kernel/user mode components

⚫ And now we have enough confidence & motivation to look into other RAS VPN protocols
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SSTP
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SSTP - Secure Socket Tunneling Protocol

⚫ Encapsulate Point-to-Point Protocol (PPP) traffic over HTTPS

⚫ Developed by Microsoft

⚫ Used in Azure point-to-site VPN

Header = ("""
SSTP_DUPLEX_POST /sra_{BA195980-CD49-458b-9E23-
C84EE0ADCD75}/ HTTP/1.1\r
Host: %s\r
SSTPCORRELATIONID: {62DFA5C0-E2E0-FD50-D286B00}\r
Content-Length: 4096\r
\r
""" % (HOST)).encode('utf-8')
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SSTP
Server

79427

SSTP
Client

SSTP packets in HTTPS

Establish HTTPS Session 

Kernel Drivers

sstpsvc.dll

Private Network

User Mode Services 

rassstp.sys
ndis.sys
ndiswan.sys

svchost.exe

PPP engine 
(same as PPTP)

SSTP Packet

IOCTL
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Pre-auth Attack Surfaces
⚫ Kernel driver: rassstp.sys

⚫ Handle SSTP packets, maintain life cycle of a SSTP call 

⚫ User mode service: sstpsvc.dll

⚫ Maintain communication with client through HTTPs

⚫ Communicate with kernel driver using IOCTL

⚫ PPP engine: same as PPTP, won’t discuss again
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rassstp.sys

⚫ Handles SSTP messages

⚫ Two types of packets: data packets and control packets

Functionally similar to the PPTP data packets and control messages

⚫ Maintains the whole life cycle of a SSTP session in kernel

SstpContext - The most important data structure that represents a SSTP call session

⚫ Same as PPTP, use ndis.sys/ndiswan.sys framework  (whoops!)
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rassstp.sys – Where to Look for Bugs?

⚫ SSTP packet parsing, message handling

- Control message

- Data packet

⚫ Session lifecycle management

- Some similar designs to PPTP

- UAF/Race condition?
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To Test Today’s Luck

⚫ Bought a lottery ticket

⚫ Wrote a simple fuzzer in 20 minutes:

Create some threads, each thread just repeats:

1. Send a connect packet to the server

2. Sleep 0.5 seconds

3. Close the connection
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The fuzzer triggered crash in 3 seconds, 

writing to freed memory

Didn’t win the lottery, btw
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What’s Next

⚫ Seems race condition also promising in SSTP 

Improved the fuzzer to support control/data messages, found several more bugs

⚫ Meanwhile started manual auditing

Found several race condition RCEs by manual auditing
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Case Study – SstpContext Use After Free

⚫ Found by auditing

⚫ A common code pattern in 

rassstp.sys

⚫ Try spotting the bug?

// Get SstpContext pointer from handle
Status = HfGetPointerFromHandle32(*(_QWORD *)(*(&WPP_MAIN_CB 
+ 16) + 504), *pHandle, &pSstpContext);

// Increment ref counter to avoid SstpContext being freed
_InterlockedExchangeAdd(pSstpContext, 1u);

No lock protection, another thread can free 

SstpContext after HfGetPointerFromHandle and before

_InterlockedExchangeAdd
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Case Study – NdisVcHandle Use After Free

Thread 1 – Client sends a terminate 

request to PPP engine, the user mode 

service (RasMan)

tries to close the NdisVcHandle

ClIncomingCloseCall

{

// No Lock, no reference counter

Access NdisVcHandle

}

Thread 2 – Close the socket, the kernel driver tries 

to clean up the SstpContext, which will delete the 

NdisVcHandle

InitiateSstpContextCleanup

{

// Free the NdisVcHandle

NdisMCmDeleteVc(pCall->NdisVcHandle);

}

Race Window
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Case Study – Ndiswan.sys IoReceivePacket 
After Free

⚫ Ndiswan.sys creates a RecvDesc structure for each data packet from client

⚫ RecvDesc structure contains its’ corresponding NdisVcHandle (not ref counted!)

⚫ User mode services calls into IoReceivePacket to get a packet data

NdisVcHandle NdisVcHandle NdisVcHandle NdisVcHandle

RecvDescRecvDesc RecvDescRecvDesc
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IoReceivePacket()

{

.Find a RecvDesc

.Copy the packet data to user buffer

.Free the RecvDesc by NdisWanFreeRecvDesc

}

The NidsVcHandle can be freed in this 

race window, trigger UAF in 

NdisWanFreeRecvDesc when accessing 

RecvDesc->NdisHandle 
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Case Study – SSTP Timer UAF

⚫ The first UAF found by our lucky fuzzer

⚫ rassstp.sys maintains a global timer array

Initialized when a new SSTP call comes in and if not yet initialized

Destroyed  when there’s no existing call there

⚫ The function SstpTimerInitialize accesses item in the timer array without lock 

protection, can access already destroyed timer item if race condition happens
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User Mode Service (sstpsvc.dll)

⚫ Relatively simple

⚫ Dispatch packets between client and kernel driver most of the time

⚫ Let’s still give it a try
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Case Study – Sstpsvc Receive Buffer UAF

⚫ For each packet from client, the service creates a ReceivedBuffer structure and links 

them in a list

SstpContext

{

pReceivedBufferList

}

ReceivedBuffer ReceivedBuffer ReceivedBuffer
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Thread 1 – Worker thread

ProcessReceivedBytesWorker

{

EnterCriticalSection(SstpCtx->Lock)

ReceivedBuffer = RemoveList(SstpCtx->ReceivedBufferList)

LeaveCriticalSection(SstpCtx->Lock)

process ReceivedBuffer

}

Thread 2 – Close the session

InitiateCallContextCleanup

{

…

LeaveCriticalSection(SstpCtx->Lock)

For each ReceivedBuffer in SstpCtx-> ReceivedBufferList:

Free ReceivedBuffer

}

No lock when freeing all ReceivedBuffer, 

triggering UAF in ProcessReceivedBytesWorker
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Tips When looking for Kernel Race Bugs

⚫ Focus on important resource

- Draw a picture of the resource’s life cycle (creation/deletion/use)

- Condition when accessed 

Spinlock/Reference counter/Callback/worker thread/Dispatch level?

- Check if any of the 2 access places can race
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Result of SSTP Bug Hunting

⚫ Found some pre-auth RCE bugs

⚫ Race condition rocks again!

⚫ Have more confidence & motivation to look into the rest RAS VPN protocols
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L2TP
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L2TP - Layer 2 Tunneling Protocol

⚫ Usually rely on a IPsec tunnel to be established first

⚫ After IPsec tunnel established, communicates with server through UDP port 1701, the UDP 

payload will be encrypted by IPsec
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L2tp
Client

L2TP Packets 

Establish IPsec Tunnel

Network 
packets

Private Network

rasl2tp.sys
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ndiswan.sysL2TP Control Message

L2TP Data Packet
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Pre-auth Attack Surfaces
⚫ In L2TP, there are two authentications:

⚫ When establishing IPsec - Partial authentication

Pre-shared Key(shared to multiple people)/Certificate

⚫ When connect the VPN – Full authentication

⚫ IPsec: ikeext.dll (will be discussed in IKEv1/IKE2 part)

⚫ Before Full Authentication: rasl2tp.sys

⚫ message parsing, tunnel/call life cycle management
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Rasl2tp.sys - Key Data Structures
⚫ Tunnel: Represents a l2tp control channel between client and server, similar to a Control in PPTP

⚫ VCCB: Represents a l2tp call, similar to a Call in PPTP

⚫ l2tp message header contains tunnel id/VCCB id to locate tunnel and VCCB

Control

VCCB List

VCCB 1

Tunnel

NdisVcHandle

VCCB Id

VCCB 2

NdisVcHandle

VCCB Id

……

Tunnel Id
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L2tpReceive – L2TP Packet Entry Point
⚫ 2 types of L2TP message: control message and data message

L2TP

packet
L2tpReceive

parse

control

message

handle control requests

data

message

dispatch

NDIS PPP

engine
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Rasl2tp.sys – Where to look for bugs?
⚫ Message parsing/processing

- State machine

- Control message

- Data message

⚫ Key objects Life cycle

- Tunnel & VCCB 

- UAF/Race Condition?
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A Quick Fuzzer as Usual
⚫ Multiple threads

⚫ L2TP message mutating based on coverage

⚫ Random control message sequence

⚫ A very useful tip shared by Alex Nicols (@i4mchr00t) when fuzzing rasl2tp.sys 
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Fuzz Result
⚫ Got a few crashes (UAF, NPD)

⚫ Switched to manual auditing and found several others
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Case Study – Control Message UAF
⚫ Found by fuzzer

⚫ Out-of-sequence control messages will be copied and insert into a list, incorrectly using of 

shallow copy leads to UAF

packet passed to L2tpReceive

Out-of-sequence

Control

Message

List

control

message

control

message

member

member

Freed after L2tpReceive returns
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Case Study – Tunnel UAF in Timer Event

⚫ Found by fuzzer

⚫ Race condition between a timer callback and tunnel closing 

TimerQScheduleItem(HelloTimerEvent)

Accessing tunnel without lock,

another thread can free the tunnel
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Case Study – VCCB Use After Free
Client send a Incoming-Call-Request (ICRQ)

SetupVcAsynchronously

{

LcmCmCreateVc(…,&pVc)

KeAcquireSpinLockRaiseToDpc

InsertTailList(pTunnel->vcList, &pVc->listEntry)

KeReleaseSpinLock

// No Lock protection

Access pVc

}

Another thread closes the tunnel which resulting in freeing

all VCs in this race window
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Case Study – NdisVcHandle Use After Free

⚫ NdisVcHandle – Our old friend who already brought us many bugs in PPTP/SSTP

⚫ Proves again the difficulty of handling across references across multiple modules

A disconnection from user mode RasMan service

can free the NdisVcHandle
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Case Study – NdisWan RecvDesc Use After 
Free

Same bug, different component
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Result of L2TP Bug Hunting

⚫ Found some bugs in L2TP kernel driver

⚫ All bugs are triggered after the IPsec tunnel established
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IKE
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IKE - Internet Key Exchange

⚫ IKE: an authentication protocol to establish security tunnel for IPsec

⚫ Two versions: IKEv1 and IKEv2, IKEv2 has many improvements over IKEv1

⚫ Windows L2TP VPN can use IKEv1 for tunnel establishing

⚫ Built-in IKEv2 VPN in Windows

– IKEv2 + agilevpn.sys kernel driver

– Used in Azure Site-to-Site VPN
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IKE – Pre-auth Attack Surfaces

⚫ Everything before authentication finish

- IKE packets parsing/processing

- UAF/Race condition 

⚫ IKEv1: UDP port 4500

⚫ IKEv2: UDP port 500

⚫ ikeext.dll
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Main Mode

Quick Mode

Phase 1

Phase 2

Aggressive Mode

Security Association

Learn

the 

SPEC

MOBIKE

PSK

Transform

Notify

Nonce

GSA

Vender ID
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Exhausted.

Just fuzz it. 
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A Mutation Based Fuzzer
⚫ Mutate normal IKEv1/IKEv2 messages

⚫ Shuffle the message sequence

⚫ Multi-threaded to check UAF/Race Condition

⚫ Gives a few crashes (NPD, OOB) – at least now we have something to crash to server

⚫ Use the crash PoC as entries, manually audit and understand the protocol slowly
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Case Study – IKEv1 Fragmentation RCE

⚫ IKE supports packet fragmentation – our favorite feature in a network protocols

ISAKMP header
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ISKMP header Fragmentation Payload

ISKMP header Fragmentation Payload

Forget to validate reassembled 
packet header,
resulting in OOB Read/Write

IkeInsertFragEntry

ISKMP header Fragmentation Payload

Fragmentation Payload Fragmentation Payload Fragmentation Payload IkeQueueRecvRequest

IkePostPayloadProcessFrag
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Case Study – IKEv1 IkeDecryptOakPacket 
Integer Overflow

⚫ Classic integer overflow resulting in OOB write, when decrypting encrypted IKE packet

Integer overflow
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Another similar Bug in Another Function

Integer overflow
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Case Study – IKEv2 NPD Pre-auth DoS

IkeIsVendorIdPresent
only verifies that there is a
VendorId payload exists,
However the payload data
can be empty (zero-size)

Null-Pointer-Deference when VendorId payload’s data size is 0 
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Case Study – IKEv2 AgileVPN NdisVcHandle 
Race Condition UAF

⚫ Achievement unlocked: Ndis handle UAF in every windows VPN protocol we researched

vpn packet agilevpn.sys AgileVpnProcessPackets
{
// Indicate the packet to NDIS, not lock protected
NdisMCoIndicateReceiveNetBufferLists(NdisVcHandle, 
Alignment, 1u, 0);
}

UAF if another thread closes the connection
that frees the NdisVcHandle
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Result of IKE Bug Hunting

⚫ We found pre-auth RCE/DoS bugs in IKE

⚫ Not as many bugs as other protocols 

⚫ Based on the result, IKEv2 is more secure than others, choose IKEv2 if you 

have to use a Windows VPN (standalone server/Azure cloud)
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A Medal from Microsoft for Your Bad-ass Work

Q:   Similarities between a productive bug hunter and a playboy?
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They move to next target fast
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Future Work & 

Take Aways



#BHUSA @BlackHatEvents

Future Work

⚫ Explore other Windows remote pre-auth attack surfaces 

- Authentication protocols/methods

- Network protocols (IPsec, TCP/IP, Peer-to-peer, Bluetooth, Wireless…)

- Other components in RAS (Routing, …)

- Services in domain environment (LDAP, …)
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Take Aways

⚫ The implementation of Windows RAS VPN protocols are complex, with both 

kernel drivers and user mode services, making them good targets for looking 

for remote pre-auth bugs

⚫ Don’t forget to try race condition when researching windows remote protocols

⚫ Use both fuzzing and manual auditing, avoid only relying on one method

⚫ Be smart, eager and greedy in bug hunting

⚫ We wish every one a big success in your bug hunting journey 
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Thanks!

@guhe120     

https://www.cyberkl.com/en
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