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$ foo install bar
— Signed with a certificate.
— Lists dependencies.

— Do you trust it?

#BHUSA @BlackHatEvents
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“You can't trust code that you did
not totally create yourself.”

blg’ck hat
USA 2024

—Ken Thompson

#BHUSA @BlackHatEvents

TURING AWARD LECTURE

Reflections on Trusting Trust

To what extent should one trust a statement that a program is free of Trojan
horses? Perhaps it is more important to trust the people who wrote the

software.

KEN THOMPSON

INTRODUCTION

I thank the ACM for this award. I can’t help but feel
that I am receiving this honor for timing and serendip-
ity as much as technical merit. UNIX" swept into popu-
larity with an industry-wide change from central main-
frames to autonomous minis. I suspect that Daniel Bob-
row [1] would be here instead of me if he could not
afford a PDP-10 and had had to “settle” for a PDP-11.
Moreover, the current state of UNIX is the result of the
labors of a large number of people.

There is an old adage, “Dance with the one that
brought you,” which means that I should talk about
UNIX. I have not worked on mainstream UNIX in many
years, yet I continue to get undeserved credit for the
work of others. Therefore, I am not going to talk about
UNIX, but I want to thank everyone who has contrib-
uted.

That brings me to Dennis Ritchie. Our collaboration
has been a thing of beauty. In the ten years that we
have worked together, I can recall only one case of
miscoordination of work. On that occasion, I discovered
that we both had written the same 20-line assembly
language program. I compared the sources and was as-
tounded to find that they matched character-for-char-
acter. The result of our work together has been far
greater than the work that we each contributed.

1am a programmer. On my 1040 form, that is what I
put down as my occupation. As a programmer, I write

T UNIX is a trademark of AT&T Bell Laboratories.

© 1984 0001-0782/84/0800-0761 75¢

August 1984 Volume 27 Number 8

programs. I would like to present to you the cutest
program [ ever wrote. I will do this in three stages and
try to bring it together at the end.

STAGE 1

In college, before video games, we would amuse our-
selves by posing programming exercises. One of the
favorites was to write the shortest self-reproducing pro-
gram. Since this is an exercise divorced from reality,
the usual vehicle was FORTRAN. Actually, FORTRAN
was the language of choice for the same reason that
three-legged races are popular.

More precisely stated, the problem is to write a
source program that, when compiled and executed, will
produce as output an exact copy of its source. If you
have never done this, I urge you to try it on your own.
The discovery of how to do it is a revelation that far
surpasses any benefit obtained by being told how to do
it. The part about “shortest” was just an incentive to
demonstrate skill and determine a winner.

Figure 1 shows a self-reproducing program in the C?
programming language. (The purist will note that the
program is not precisely a self-reproducing program,
but will produce a self-reproducing program.) This en-
try is much too large to win a prize, but it demonstrates
the technique and has two important properties that I
need to complete my story: 1) This program can be
easily written by another program. 2) This program can
contain an arbitrary amount of excess baggage that will
be reproduced along with the main algorithm. In the
example, even the comment is reproduced.
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Supply Chain Attacks

SolarWinds (2019-2021) est. cost > $100B
- Malicious code (backdoor) pushed out through updates

Dependency confusion (Feb 2021)
« Private vs public packages (npm, PyPi, RubyGems)

Codecov (Apr 2021)
« DevOps tool. Vulnerability in CI. Bash uploader modified

Kaseya (Jul 2021) ransom $70M
« IT solutions, including VSA (remote monitoring and
management software) to deliver REvil ransomware

Protestware (Mar 2022)
« Popular NPM package wiped files in Russia and Belarus

3CX (Mar 2023)

« Backdoor implanted into Windows and macOS due to
secondary supply chain attack

blg’ck hat

USA 2024

Attack Timeline — Overview

11/4/19

Test code 12/17/20
injection ends 6/4/20 US-CERT alert issued
TA removes malware
from build VMs 12/15/20
SWI releases software fix
9/12/19 3/26/20
TA injects test code Hotfix 5 DLL 12/14/20
and begins trial run available to SWi files 8-K and
customers notifies shareholders
and customers
9/4/19 2/20/20 12/12/20
Threat Actor SUNBURST SolarWinds
(TA) accessed compiled and notified Investigation
SolarWinds deployed of SUNBURST ongoing

All events, dates, and times approximate and subject to change; pending completed investigation.
o9}

3cX L
@3CX - Follow
L

Learn more about Mandiant's initial findings by reading N
our latest blog post. UNC4736
P The attack is attributed to a cluster named UNC4736

with a North Korean nexus

» Attacker infected targeted 3CX systems with ¥
TAXHAUL malware %@
» MacOS backdoor: SIMPLESEA

ppppppppppppp

B3 bit.ly/3mnoSG6
5:14 PM - Apr 11, 2023 ®

¥ 1 ® Reply 2 Copylink

Read 1 reply

mmmmmmmmmmmmmmmmmmmmmmmm

Codecov breach impacted ‘hundreds’ of @,et
customer networks: report

Updated: Reports suggest the initial hack may have led to a more
extensive supply chain attack.

CISA-FBI Guidance for MSPs and their Customers Affected by
the Kaseya VSA Supply-Chain Ransomware Attack

#BHUSA @BlackHatEvents



xz Backdoor

https://www.openwall.com/lists/oss-security/2024/03/29/4

Date: Fri, 29 Mar 2024 08:51:26 -0700

From: Andres Freund <andres@...razel.de>

To: oss-security@...ts.openwall.com

Subject: backdoor in upstream xz/liblzma leading to ssh server compromise
Hi,

After observing a few odd symptoms around liblzma (part of the xz package) on
Debian sid installations over the last weeks (logins with ssh taking a lot of
CPU, valgrind errors) I figured out the answer:

The upstream xz repository and the xz tarballs have been backdoored.

At first I thought this was a compromise of debian's package, but it turns out
to be upstream.

== Compromised Release Tarball ==

One portion of the| backdoor is *xsolely in the distributed tarballsx.|For

easier reference, herels—g—timi—to—debianrts—import—of—the—tarbatt—but it is
also present in the tarballs for 5.6.0 and 5.6.1:

https://salsa.debian.org/debian/xz-utils/-/blob/debian/unstable/m4/build-to-
host.m4?ref_type=heads#L63

That line is *xnotx in the upstream source of build-to-host, nor is
build-to-host used by xz in git. However, it is present in the tarballs
released upstream, except for the "source code" links, which I think github
generates directly from the repository contents:

https://github.com/tukaani-project/xz/releases/tag/v5.6.0
https://github.com/tukaani-project/xz/releases/tag/v5.6.1

This injects an obfuscated script to be executed at the end of configure. This
script is fairly obfuscated and data from "test" .xz files in the repository.

Github Activity Summary (user: JiaT75)

Thomas Roccia

JiaT75's first commit

Repository:
b to the Xz repo

https://github.com/tukaani-project/xz

PR opened in oss-fuzz to
disable ifunc for fuzzing
builds. Allegedly to mask the
malicious changes.

Obfuscated/encrypted stages binary backdoor
hidden in two test files:
e tests/files/bad-3-corrupt_lzma2.xz

e tests/files/good-large_compressed.lzma.

2022-02-06

2021

User Jia Tan (JiaT75)

~ -
~.--0

2023-06-28

2023-07-08

2024-03-09 )
~ -."<>—"'

> -
2024-02-16

Potential infrastructure testing:
liblzma: “Add ifunc implementation
to crebY_fast.c."

creates his Github Account

xz/libzma
v5.6.0 & v5.6.1

package release. I

Malicious “build-to-host.m4"” file added
to .gitignore, later incorporated to the

Re: [xz-devel] XZ for Java

Jigar Kumar = Tue, 07 Jun 2022 09:00:18 -0700

Progress will not happen until there is new mfgﬁg;ﬁi{_ﬁ
maintainer. XZ for C has sparse

commit log too. Dennis you are better off waiting

until new maintainer happens

or fork yourself. Submitting patches here has no

purpose these days. The

current maintainer lost interest or doesn't care to

maintain anymore. It is sad

to see for a repo like this.

Semantic gap between compiled code behavior and its metadata

blg’ck hat

#BHUSA @BlackHatEvents
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systemd
OpenSSH

Shell script

—>

Shell script

Decrypt I

Used in the compilation & linking process

https://securelist.com/xz-backdoor-story-part-1/112354/
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Supply Chain Security: Industry approach to protecting CI/CD pipelines

Source Compiled Distributed
code | code code
Security Integrity
(vulnerability) (reproducible CI)
) Provenance
00 =~ <¢i§§;f (list of components)
: SBOM

author opensource ________________________________________________________________________________________________________________ L E” n
R s 4

Developer User
CISO

blg’ck hat #BHUSA @BlackHatEvents
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Supply Chain Security: Open security issues and residual risks

©
Al

How easy to replicate

. Compromise dev

. (SolarWinds hack,

v xz backdoor)

bug

blg’ck hat
USA 2024

Compromised/stolen

certificate? revocation?
(NVIDIA leak)

10yr old dev environment?

Security of toolchain? (XCodeGhost)

SLSAv4 requires How to inspect
significant human closed/legacy code?
resources

#BHUSA @BlackHatEvents

Where else the code or
library deployed?
(broader dependency
analysis, e.g., log4))

How to verify the

completeness/correctness”?
(copyright, DejaVu)



Code Genome

black hat #BHUSA @BlackHatEvents
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The Semantic Gap

=R

v

Unknown

blgc’zk hat
USA 2024

Metadata

Code Genome

_-
_._

-

Build chain of trust

=8

u_l

Metadata

by following code equivalency

#BHUSA @BlackHatEvents




Code Genome Pipeline

Optimize Embeddin
. ) . g
Disassembly () Lift Generalize Extraction Q
Code Functions IR Canonical IR Genome

blgck hat #BHUSA @BlackHatEvents
USA 2024




Code Genome Pipeline : e
*- L 254
ﬁ - . o H

Feature
Vector

Trojan.Ramnit

SigMal pipeline

=

Ingredients for
Function Gene

- { % RetDec

1

Optimize \- SigMal
Canonicalization

v

LLVM Pass ,
LLVM IR Canonical IR Genome
= , \
Input Module Shadow Module
é Module ) + O3 optimization é Module )
FOneton * dependency Function
extraction

Basic Block Basic Block

» global vars
» other functions
* renaming

k ) » sorting \ J

Canonicalization pipeline

blg’ck hat #BHUSA @BlackHatEvents
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Code Genome Pipeline

machine-code “raw” IR Code Gene

define 164 @ f1(i32 %argl) local_unnamed_addr {

sigmal features (len:320)

0x100000c20: push rbp . 0
0x100000c21: mov rbp, rsp Lift
0x100000c24: mov dword ptr [rbp - 4], edi o
0x100000c27: mov edi, dword ptr [rbp - 4] 4294967295
0x100000c2a: add edi, 0x20
0x100000c2d: mov dword ptr [rbp - 8], edi 0 10 20 30
0x100000c30: mov eax, dword ptr [rbp - 8]
0x100000c33: pop rbp
0x100000c34: ret . .
Canonicalize . _
canonical IR Embedding

bitcode image f1

Compile

source code
(optional) Convert bitcode 60

) 01 02 03 04 05 06 0O @8 09 OA 0B OC 0D OE ¢
) ) 42 43 Co DE 35 14 00 00 05 00 00 00 62 OC 4 E S 80
int fl(lﬂt a){ 49 59 BE 26 EF D3 3E 2D 44 01 32 05 00 00
0C 20 00 D5 00 00 @0 OB 02 21 00 02 00 ‘
. 0030: 00 00 00 07 81 23 91 41 C8 04 49 06 10 1.1
int Xx; 00040 : @1 84 0C 25 05 08 19 1E 04 8B 62 80 OC : : Convert 100
92 0B 42 64 10 32 14 38 08 18 4B 0A 32 B..Bd.2.¢ ‘
a + 32; 70 C4 21 23 44 12 87 8C 10 41 92 i v A..dH.
14 20 43 46 88 20 C9 01 32 32 84 [ 120
return x: 31 7C Be 5C 91 20 C3 C8 00 00 00
’ 00 00 00 00 32 22 C8 08 20 64 85 04
04 93 21 E3 84 A1 90 14 12 4C 86 8C
10 18 73 04 A0 30 47 00 06 45 40 48 03

Gene can be constructed from closed-source/legacy code
where source code is not easily available.

blg’ck hat #BHUSA @BlackHatEvents
USA 2024




Code Genome: Semantically meaningful fingerprint

-------|IIIllIIIIIIIIIIIIIII-.......
-‘---ll- ll.......
an Tag
gn® L
R ny
“‘I ..l... 0x100000d10:
e® .® Ny 0x100000d11:
. L ———
L) EEEEEEEEEEEN 1 i
s* ...-ll.---Ill > int f5(int a){ rbp - oxcl, Oxle
* guunst® int 1; int m; A0, (et
* - int 1; int <
«* =1 - 10;
. ) : .
o ..t if (2>10){ if (2>100)<
. Py _ . 1=1+ a;
.0 “‘ a = a+l; {(a5501) {
>
o ;“‘ int f3(int a+=2; abe g o 08
int tmp = 30-a;tmp = a+tmp; —[2excesy
L] “‘ int local = a; return a; P itmp Pi
R a = local; } a = a + tmp+2; tr (rbp - 8]
H ' -
° ) return a; e 0 G
local = 30; else{ } ptr [rbp - 8
" " tr [rbp - 0x14]
a =a + local; __asm__("xor %eax, %eax"); 1+ 2 rbp - 0x14], eax
a= ;
— EEEEEEEEEEESR a+=2; return a+m+12; ! g 10 = O

return 1; tr [rbp - 0x14]
} rbp - 8], eax
: ptr [rbp - 8]
else if(a>10) a0 =
{ <_f5+0xdf>
tr [rbp - @xcl

__asm__("xor %eax,

_asm__("xor %eax,
__asm__("xor %eax,
return a;

0x10000 89 ptr [rbp - 8], eax
X, dword ptr [rbp - 8]
i | dword ptr [rbp - 4], eax
0x1000 8 di, dword p ] B 9 0x100000cfc <_f4+0xdc>
0x100000 & wor r C eax, eax
0x100000c93: edi, dword ptr [rbp x10 c eax, dword ptr [rbp - 8]
0x100000c96: edi, 2 c add
0x100000c99: 9 dword ptr [rbp - 41, x100000¢ 3 add
0x100000c9: c eax, eax

int tmp = a; a +=a; a = a - tmp;
a = a + 32; return a;

rbp - 8], eax
tr [rbp - 8]

lelse { rbp - 0x10], eax
int tmp = 30-a; tmp = tmp + a;
tmp = tmp +2; a = a + tmp;

eax, dword ptr [rbp - 0x10] return a;
eax, Oxc

0x100000cf9: mov dword ptr [rbp - 4], eax

int f2(int a){ GGk X Reax 0x100000cfc: mov eax, dword ptr [rbp - 4]

0x100000 c eax, eax g i
=2 X : r
int local_31, 0x100000ca; eax, dword ptr [rbp < ESPRIRE;
0x100000d00: ret

local +=1: 0x100000 pop rbp
’
0x100000ca6: ret

ptr [rbp - 8]
rbp - 8], eax
r [rbp - 8]
; T r [rbp - 0x18]
¢ : ¢ mov dword ptr [rbp - 8], e
100000d. 8 8 mo ord ptr [rbp - 8]
0x100000db2 3 add
0x100000db5 : mov dword ptr [rbp - 8], eax
0x100000db8: 8| mov dword ptr [rbp - 8]
0x100000dbb: 89 45 fc mov dword ptr [rbp - 4], eax
0x100000dbe: 00 00 jmp 0x100000def <_f5+0xdf>
0x100000d £ mov e
0x100000dc8 sub eax, dword ptr [rbp - 8]
0x100000dcb ] 4 mov dword ptr [rbp x1c], eax
0x100000dce mov eax, dword ptr [rbp - @xic]
«100000dd1: add dword ptr [rbp - 8]
0x100000dd4: 89 45 dword ptr [rbp - @xlc], eax
0x100000d x, dword ptr [rbp — @xic]
0x100000d eax, 2
0x100000ddd dword ptr [rbp - @x1c], eax
0x100000de0: eax, dword ptr [rbp - 8]
0x100000de3: eax, dword ptr [rbp - @xic]
0x100000de6 dword ptr [rbp - 8], eax
0x100000d: eax, dword ptr [rbp - 8]
0x100000dec: dword ptr [rbp - 4], e
0x100000de f eax, dword ptr [rbp - 4]
0x100000df2

0 10 20 30 0x100000df3:

local = a + local;
return local;

efine 164 @_F(i local_unnamed_addr #0 {

® 0S 0 ® o
&8 &

R

v o o
a5 o

o
o

Same Gene

blgck hat #BHUSA @BlackHatEvents
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Advantages and Challenges

Advantages P ‘ [ —

— Across multiple architectures (x86, ARM, ... e S | -
— Across multiple compilers (gcc, clansg, ... i =t

e

if(a>10)

— Across multiple optimization levels

a =a + 32; return

else {

— Handling obfuscation

irn a;

retdec

section: eolnwoiw

Challenges S

public start

Disassembly of section eolnwoiw: undefined entry()
undefined AL:1 <RETURN: entry_point at Ox101000 ~ exTdlods start proc near
i 9 q ush  esi
. . . 00701000 <eolnwoiv>: L push est :ush eax
push eax
— push  ebx
Disassembly Is undecidable ez &
007d1002 53 PUSH 161003: e call Q471009 <function_Td1609> eolnwoiw:00701003 ; - RN RN
0701009 00741003 €8 01 00 CALL eolnuoiu:00701008
. . o (e . ~0x77( 00 00 olnwoiv: 00701009 ;
olnwoiw: 00701009
3} 00741008 00 58 89 ADD byte ptr [EAX + -0x77], olnwoi:00701009 Loc_701009: ; CoDE
007d100b c3 RET 0 op eax eolnuoi:00701009 pop  eax
R 007d100¢ 40 7 awh e 3 eolnwoin:007D100A mov ebx, eax
: $0x100bbbac, 007d100d 2d 7 2h ‘eolnwoiw:0070100C inc
: £ $x100bboa3, 007d100e 00 7 00h ) olnwoiw: 00701000 sub  eax, 168000h
— : $0xcc, (%ebx) 007d100f 80 7 8oh R ? ) eolnwoin:00701012 sub  eax, 100BBOACH
0x7d103a 007d1010 16 7 02: 2achd o ) c eolnwoin:00701017 add  eax, 1008B0A3h
: $0x0, ( 007d1011 00 n” 3 b0 tb eax, 010 eolnwoiw:007D101C cmp  byte ptr [ebx], ocCh ;
$0x1000 007210“ u n ! e ap b ol e eolnwoin:007D101F jnz  short loc_7D103A
v 00741013 ac 7 o
° M M . $0x3444£305 el 1 e 1083 uction T3> eolnoiu:00701021 mov  byte ptr [ebx], 0
— 0x1c5F6df3 ;7 » eolnwoiw:00701024 mov. ebx, 1000h
. i nn7:101s ob 44 o bt ptr [eb], eolnwoiw:00701029 push  3444F3B5h
gg;digi: ;2 = L ‘eolnwoin:0070102E push  1CSFGDF3h
. b5 13 olnwoiw: 00701033 push  ebx
7
. . : ox7d1044 enens = * 365 1c eolnwoiw:00701034 push  eax
$0x0, %2 eeid1oa o b4 eolnuoiw:007D1035 call  sub 701044
- : eax, Ox8( 007d101b 10 ” eolnwoiw:007D103A
007d101¢ 80 7 push ez eolnwoiw:0070103A Loc_7D103A: ; CODE
007d101d 3b 7 38h call 7104 <f 4 eolnwoiw:007D103A add
) 007d101e cc 7 cch e, olnwoiw: 00701030 nov
007d101f 75 7 3h v $ T v se i eolnoiu:06701041 pop
00741020 19 7 19 o e olnwoin: 00701042 pop
00741021 c6 7 coh o p eix olnwoin:007D1043 retn
00741022 03 7 03h o9 € eolnuoi:00701043 start endp
00741023 00 7 00h ret eolnuoi:00701043

black hat #BHUSA @BlackHatEvents
USA 2024




Uncovering Supply Chain Attack
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Demo 1: xz backdoor analysis using Code Genome

. .. " Thomas Roccia
Github Activity Summary (user: JiaT75)
K/ AN

PR opened in oss-fuzz to Obfuscated/encrypted stages binary backdoor

S : disable ifunc for fuzzing hidden in two test files:
Repository: JiaT75's first commit Y 3
» hetpsilgithub.com/tukaani-project/xz e builds. Allegedly tomask the || e tests/files/bad-3-corrupt_lzma2.xz
G malicious changes. o tests/files/qood-large_compressed.lzma.

2022-02-06 2023-07-08 2024-03-09

\
,———~°~_—'__-°~ ,——--°~__‘,_-°~ 0”,—--> :

™ o - o' > -~
ol 2024-02-16

\

" i 2023-06-28 j
user;'.w.";“;‘“ﬂm otomtal mfractractore teate. | | Molicous “bulc-to-host.my” file added xz/libzma
creates his Github Account ! otel “a i .as u ure tes 9 to .qitignore, later incorporated to the v5.6.0 & v5.6.1

liblzma: “Add ifunc implementation

to ereby_fast.c.! package release. I
1

~

o
v

o

QS O
*i
DO D

liblzma.so.5.6.1.github liblzma.so.5.6.1.distro

blg’ck hat #BHUSA @BlackHatEvents
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Demo 1: xz backdoor analy

Code Genome

Compare

663500a4dbcb9faaac802eb3c4b5b0dd5c0333df473d7368b0bc53a32f0c363a

Gene similarity: 70

File Name liblzma.s0.5.6.1.github

localhost

Q. 4bcech

Similar: 95 Mismatch:

0a99adcae2e1053ea964540f249f97ca35118ebe61d2789belc84c3e93

27 Deletions: Additions: 101

File Name liblzma.s0.5.6.1.distro

File Hash 663500a4dbcb9faaac802eb3c4b5b0dd5c0333df473d7368b0bc53a32f0c363a File Hash

File Type
Last updated 2024-08-05T03:51:35.000Z
File size 1240992

Gene count 306

File Type
Last Upd.

File size:

4bcccb50a99a4cae2e1053ea964540f249f97ca35118ebe61d2789be1c84c3e93

ated: 2024-08-05T03:51:44.000Z

1306808

Gene count: 407

sis using Code Genome

liblzma.s0.5.6.1.github (663500a4) Functions

crc32_resolve

crc64_resolve

get_literal_price

get_options

hash_append

|z_encoder_prepare

|Izma2_bound.part.0

Izma_delta_encoder_init

Izma_index_buffer_decode

Izma_index_memusage

Izma_lz_encoder_init

liblzma.s0.5.6.1.distro (4bccc50a) Functions

crc32_resolve

crcé4_resolve

get_literal_price

get_options

hash_append

|z_encoder_prepare

Izma2_bound.part.0

Izma_delta_encoder_init

Izma_index_buffer_decode

Izma_index_memusage

Izma_lz_encoder_init

#BHUSA @BlackHatEvents

Actions

Name.
. liblzma.s0.5.6.1.github
. liblzma.s0.5.6.1.distro

. liblzma.s0.5.2.9.github

. liblzma.s0.5.2.9.distro
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xz backdoor Gene S

100

95

90

Yp] o o
0 0 M~

A1njwis auan

o
I~

Xp]
o

5.7.0
5.6.2
5.6.1
5.6.0
5.5.2
5.5.1
5.5.0
546
54.5
544
543
542
54.1
54.0
5.3.5
53.4
5.3.3
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5.3.1
5.2.12
5.2.11
5.2.10
529
5238
527
526
525
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523
522
5.2.1
520
514
513
51.2
51.1
5.1.0
5.0.8
5.0.7
5.0.6
5.0.5
5.04
5.0.3
5.0.2
5.0.1
5.0.0
4.999.9
4.999.8
4.999.7
4.999.5
4.999.3
4422

Xz versions

Local vs distribution builds of same version
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xz backdoor Gene Similarity Analysis using GeneDiff

100
90
80
70
=
(@]
=
g 50 . .
S Tests: Add a few test files.
n } ) JiaT75 committed 6 months ago
Q 40
c
Q
S 30
20
10
N N N N IS S N IS IS RS S RS RS R S RS I RS RS S NS RS IS S RS I RS RS IS I RS B S RS N IS RS NS RS RS IS S RS I RS S RS I IS
© ©W©OWWYWOWOODO0DO0ODO0DO0ODODDOO_2aaaa NN NMNNROMNMNNMNNOMNMNOMNOMNNMNWYWWWWWERARBRRAMBRMRMIMOTIO OO OO N
CLELELEEoaMwrpuoocsNDORNVNWROANWPMRIOIONPOI A IANDNWPRNOANMNWPRIOIONMOaNO
¢ ¢ ¢ o =N
W ~N ™ ©
< > 2024
2007-2009 . Earthquake
alpha/beta Xz versions

Incremental version similarity in distribution builds

blgck hat #BHUSA @BlackHatEvents
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Improving Supply Chain Security
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Trust but Verify SBOM: Metadata vs. Code

$ sbom generation tools

o Dockerfile ) ... & Dockerfile > ...
Problem 1 FROM ubuntu:focal 1 FROM ubuntu:focal
. 2 ?
— Each vendor creates SBOM of their 3 RUN apt-get update 3 RUN apt-get update
own software including open-source ¢ Rl Spicget dnstall oy wget j [ ceract inetel Ty et delete dpkg DB
d I. d 2 6 RUN mv /var/lib/dpkg/status /var/lib/dpkg/status.bak
ana closed-source Components' : RUN apt-get update 7 RUN touch /var/lib/dpkg/status
8
. 9 RUN apt-get update
— How can we verify its correctness 10 |
.. . . "bom-ref": "pkg:wget@l.20.3-1lubuntu2",
(containing incorrect library “type": "library", .

. . . "name": "wget", .
mistakenly/maliciously) and “version": "1.20.3-lubuntu2", sbom/docker ) grep wget sbom.dpkg.json
completeness (missing library)? icenses”: | sbom/docker >

"license": {
"name": "UNKNOWN"
}
¥
1,

“Unfortunately, some images — such as the -
incorrectly report the version of OpenSSL that's used by the Node.|s runtime.”

https://www.chainguard.dev/unchained/mitigating-critical-openssl-vulnerability-with-chainguard

blg’ck hat #BHUSA @BlackHatEvents
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https://hub.docker.com/_/node

Knowledge Graph: Gene Granularity
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Knowledge Graph: Gene Granularity

N —
o) a 8
= H H
@ ~
o + - Segment
O . Ko)
4 5 =
2 @ -
ely © 0
2 o5 Z
(D) (D o
o < of
()
i
<
Function “a
Level

blg:k hat #BHUSA @BlackHatEvents
USA 2024




Demo 2: SBOM generation for an unknown xpm package

Custom rpm package SBOM generated by Code Genome

unknown2a

A A

Component ¥ Version ¥ License

20160308 BSD and GPLv2+

20160308 BSD and GPLv2+

ping6 —> ping
tracepath
tracepath6
lib
L— systemd
- system
L— rdisc.service

20160308 BSD and GPLv2+
20160308 BSD and GPLv2+
20160308 BSD and GPLv2+

shin 20160308 BSD and GPLv2+

arping

clockdiff

ifenslave

pingé —> ../bin/ping

rdisc

tracepath —> ../bin/tracepath

tracepath6é —> ../bin/tracepath6
share Integrating with other SBOM analysis platforms

L— iputils-20160308

t README. bonding
RELNOTES

20160308 BSD and GPLv2+

20160308 BSD and GPLv2+

man
L — man8

arping.8.gz

clockdiff.8.9z

ifenslave.8.gz

ping.8.9z

ping6.8.g9z —> ping.8.9z

rdisc.8.gz

tracepath.8.9z

tracepath6.8.gz —> tracepath.8.9z

blgck hat #BHUSA @BlackHatEvents
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Knowledge Graph: Code Genome and Use Cases

@’/ find other
X vulnerable code \ a -
mozjpeg
CVE-2020-13790 — /_.
libjpeg-turbo /-//

classification

Unknown }*. ;’

< ., =
// - \ («!,))
/
Y — Y . /;,\\»m;//,@/

Backdoor

Function File Package Container Device

Code Genome KG
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Open Sourcing Code Genome
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Status and Roadmap

| (,ﬁ code-genome Public
Open-source tools
— Code Genome Framework https://github.com/code-genome

« GeneDiff, Basic KG, CLI tools, and GUI
° Current[y Supported git clone https://github.com/code-genome/codegenome.git

. . cd codegenome
— Binaries: ELF, PE, Mach-0
— Architectures: x86, x86_64, arm, aarché64, mips, ppc
« Optimized canonicalization
— Jaudit
« JAR file support
« JAR version identification
« CVE annotation

make start

Next steps
— Support
« Packages: deb, rpm, ipa
« Archives: ar, cpio, tar, bzip2, gzip, zstd, xz, rar, 7zip

blgck hat #BHUSA @BlackHatEvents
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Takeaways

Semantic Gap

Code Metadata

Inherent sematic gap breaks the
transfer of trust from metadata to code

blg’ck hat

Code Genome

-
=/

V0

Now open-sourced Code Genome
Framework can help bridge that gap

#BHUSA @BlackHatEvents

Supply Chain Security

Detection of XZ-backdoor demonstrates
framework’s capability in improving
supply chain security

USA 2024
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