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“Windows Dissected”

* Funded by the German Federal Office for IT Security, carried out by

ERNW
* “Various in-depth security analyses of security-critical components
and functions in Windows...” o ERNW
* Started in 2024, planned to end in spring 2026 d providing securty
* Various work packages including % Bundesamt
* Windows Hello for Business fiir Sicherheit in der

+ eXtended Control Flow Guard — state of the art and limitations | Informationstechnik

e Code Integrity — caching and known bypasses
* Group Policy Objects — processing flow
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Who am |?

* Tillmann Osswald
* ERNW Enno Rey Netzwerke GmbH

* Security researcher and Windows System Analyst
* Since 2015
* "Make the world a safer place"

* Master degree in IT security from the University
of Applied Sciences Darmstadt.

« @ Reverse engineering Windows components.

2025 ’
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Who am |?

* Dr David Baptiste
e lam [ P and | work in [
* ERNW Enno Rey Netzwerke GmbH

 Computer security service in Heidelberg, Germany
* “Make the World a Safer Place!”

* Did many conferences
e Black Hat USA, DefCon, EICAR, Recon, ...
* And also, one called TROOPERS

* | like good food and good wine @
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Windows feroor Business.

As a whole

2025
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Say Hello to Wlndows HeIIo

L N ]
~’
. . Hello Mirand ;

Windows Hello

0:30°

Thursday, July 30

2025 °
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What is Windvvs H

ello for Business?

* Windows Hello for Business is Microsoft’s passwordless flagship

 Windows Recall, Passkey, ...

 Build on two key principals
* |dentification

Windows Security

Making sure

it's you

For security, an application needs to verify your identity.

)
®

Looking for you...

bd

Cancel

-> Windows Hello ...
 Authentication -> ... for Business

Visual matches >

W Windows Security

Passkey saved

You can now use Windows Hello to sign in with your face,
fingerprint, or PIN.

amanda.brady@outlook.com

contoso.com
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Windows Hello for Business — Enrollment
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Windows Hello for Business — Enrollment
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Windows Hello for Business — Enrollment
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Windows He\

e Simplified view
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Windows He\

e Simplified view

User-Mode
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Windows He\

e Simplified view

User-Mode

Kernel Mode
?

Hardware
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Windows He\

e Simplified view

User-Mode
Kernel Mode
Biometric
Driver
010010011011
USB Driver
Hardware
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Windows He\

e Simplified view

Windows Biometric Service

010010011011
User-Mode
Kernel Mode
Biometric
Driver
USB Driver
Hardware
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Windows He\
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Windows Biometric Service
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Windows He\o
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Windows Hello

Database
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Windows Hello

Database v

Sign in with your passkey
<, I
S s ¢ github.cc o

Looking for you...

+ Simplified view N

Windows Biometric Service

User-Mode
Kernel Mode
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Driver Driver
USB Driver USB Driver
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Windows Hello

Database . . )

Sign in with your passkey
<, I
S s ¢ github.cc o

Looking for you...
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[ RegisterServiceCtrIHandlerExW ] CDatabaseManager::CDatabase
Manager

L[ CServer::Initialize ]—> CDatabaseManager (SREIELEE L S

rviceDirectory

CDatabaseManager::RegisterAll
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[ RegisterServiceCtrIHandlerExW ]

L[ CServer::Initialize

N—

CDatabaseManager

CHardwareManager::Initialize

CFocusMonitor::Initialize

)

el

CDataProtector::TryEnforcePolicy ]

CDatabaseManager::CDatabase
Manager

N
CDatabaseManager::InitializeSe
rviceDirectory

CDatabaseManager::RegisterAll
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[ RegisterServiceCtrIHandlerExW ]

L[ CServer::Initialize

N—

A 4

CDatabaseManager

CDatabaseManager::CDatabase
Manager

N
CDatabaseManager::InitializeSe
rviceDirectory

CDatabaseManager::RegisterAll

CHardwareManager::Initialize

CFocusMonitor::Initialize

J

el

CDataProtector::TryEnforcePolicy ] 4—J

’——j TPM Check

Refresh the policy and potentially,
removes TPM/registry sensitive content.
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CDataProtector::TryEnforcePolicy ]

I

CAccountManager::Instance ]
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[ RegisterServiceCtrIHandlerExW ] CDatabaseManager::CDatabase
Manager

S
epe . )
‘—»[ CServer::Initialize > CDatabaseManager (SREIELEE L S

rviceDirectory

N—

CDatabaseManager::RegisterAll

CHardwareManager::Initialize

CFocusMonitor::Initialize

CDataProtector::TryEnforcePolicy ]

CFingerprintBsp::Create
CAccountManager::Instance

CFacialFeaturesBsp::Create

vy v v

Bio Unit Creation —

ClrisBsp::Create

CVoiceBsp::Create

CBootstrapBsp::Create

I S A 2
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[ RegisterServiceCtrIHandlerExW ]

L[ CServer::Initialize

N—

» CDatabaseManager

CHardwareManager::Initialize

CFocusMonitor::Initialize

CDataProtector::TryEnforcePolicy ]

CAccountManager::Instance

vy v v

Bio Unit Creation —

CDatabaseManager::CDatabase
Manager

N\

CDatabaseManager::InitializeSe
rviceDirectory

CDatabaseManager::RegisterAll

CFingerprintBsp::Create

CFacialFeaturesBsp::Create

ClrisBsp::Create

CVoiceBsp::Create

I S A 2

CBootstrapBsp::Create

CServer::Instance
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[ RegisterServiceCtrIHandlerExW ]

L[ CServer::Initialize

N—

» CDatabaseManager

CHardwareManager::Initialize

CFocusMonitor::Initialize

CDataProtector::TryEnforcePolicy ]

CAccountManager::Instance

R LA

Bio Unit Creation —

CDatabaseManager::CDatabase
Manager

N\

CDatabaseManager::InitializeSe
rviceDirectory

CDatabaseManager::RegisterAll

CFingerprintBsp::Create

CFacialFeaturesBsp::Create

ClrisBsp::Create

v

CRpcDispatcher

CVoiceBsp::Create

I S A 2

CBootstrapBsp::Create

CServer::Instance

T T T T T
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[ RegisterServiceCtrIHandlerExW ]

L[ CServer::Initialize

N—

RPC Interface

[ CRpcDispatcher::Instance ]

[ RpcServerinterfaceGroupActivate ]

» CDatabaseManager

CHardwareManager::Initialize

CFocusMonitor::Initialize

CDataProtector::TryEnforcePolicy ]

CAccountManager::Instance

R LA

Bio Unit Creation —

CDatabaseManager::CDatabase
Manager

N\

CDatabaseManager::InitializeSe
rviceDirectory

CDatabaseManager::RegisterAll

CFingerprintBsp::Create

CFacialFeaturesBsp::Create

ClrisBsp::Create

v

CRpcDispatcher

CVoiceBsp::Create
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CBootstrapBsp::Create

CServer::Instance
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[ RegisterServiceCtrIHandlerExW ] CDatabaseManager::CDatabase
Manager

CDatabaseManager::InitializeSe
rviceDirectory

[ CServer::Initialize ] » CDatabaseManager

CDatabaseManager::RegisterAll

RPC Interface CHardwareManager::Initialize

CFocusMonitor::Initialize

[ CRpcDispatcher::Instance ]

[ RpcServerinterfaceGroupActivate ] CHardwareManager S e e ]

CFingerprintBsp::Create
CAccountManager::Instance

CFacialFeaturesBsp::Create
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—P[ CServer::Instance ]

ClrisBsp::Create
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CRpcDispatcher CVoiceBsp::Create
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Manager
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CDatabaseManager::RegisterAll
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WhioSnec
Databases
{51F39552-1075-4199-B313-0C10EA1850B0}
{ABTATAB0-6454-4D36-A0EF-B150B2545827)
{DC57e0AR-DETE-4A15-9060- COCEAFS49543)
Parameters
Security
Service Providers
v Bootstrap
: Global Configurations
v Virtual Sensors
v {0527b250-7514-4321-8b08-41 5956598}
v Configurations
L[]0
w FacialFeatures
Global Configurations
Virtual Sensors
v Fingerprint
Global Configurations
Virtual Sensors
v Iris

Global Configurations

Wirtual Sensors
v Yoice
: Global Configurations
v Wirtual Sensors
v {F25ABAA2-503A-4A20-BOFF-3144BEARTET 5}
v Configurations
0
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bl WhioSrve HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\WhioSrvc\ Databases\{DCST6DAB-DE76-4415-006D-COCEAF949543}
ud Databases whengine || Nam Type Data
: M WhioSrvc D H REG_SZ (value not set)
{51F39552-1075-4199-B513-0C10EA185DB0} > | Databases e -
T rotrags52- 1075.4199-8513-0CIOEAES080) 2] Attributes REG_DWORD (00000001 (1)
7480- - - - 7 it )
{ABT1ATABD-6A54-4D36-A0EF-B150B8545827} {481 7480-5A54-4D35-AOEF-B 15088545827} & iu:n;reate Eig_gtxg;g xggggggg; Eg
7 -DETE- - - DC576DAG6-D676-4A15-906D-COCEAFS49543 R0 ae =
{DCETeDAR-DETE-44153-9060-COCEAFSLS543} L par{amEters 1 T T—— REC DWORD 500000002 )
Parameters Security [[ZP[ConnectionString REG 57
Securi ' T Service Providers a5 FilePath REG_SZ CAWINDOWS\SYSTEM32\WINBIODATABASE\DC576DAG- D676-4A15-906D- COCEAFS49543.DAT
ty .| Trggerinfo 35| Format REG.SZ SBIFBASA-7028-10C7-8822-2EF COAZ55F T8
W Service Providers .| WEDI 4] InitialSize REG_DWORD 0x00000020 (32)

v Bootstrap
: Global Configurations
W Wirtual Sensors

v {0527b250-7514-4321-8b68-41 65056908}

v Configurations
' 0
L FacialFeatures

Global Configurations
Wirtual Sensors

v Fingerprint

Global Configurations
Wirtual Sensors

v Iris

Global Configurations
Virtual Sensors

v Voice
: Global Configurations
v Wirtual Sensors
v {F23AB4A2-593A-4A80-BOFF-2144BEABTETS)
v Configurations
0

2025 13
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bl Whio5nve HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\WhioSrvc\Databases\{DC5 760 A6-D676-4A15-0060- COCEAF949543)
hd Databases whengine || Nam Type Data
i i VL WhioSrve {o! REG_SZ (value not set)
{51F39552-1075-4199-B513-0C10EA185DB0} « || Databases L
T I (51F20552-1075-4190-B513-0CI0EAT8S0B0} 24| Attributes REG_DWORD 0xD00000DT (1)
T430- - - - 7 AT b
{ABT1ATABD-6A54-4D36-A0EF-B150B8545827} {481 7480-5A54-4D35-AOEF-B 15088545827} & iu:n;reate Eig_gtxg;g xggggggg; Eg
7l -DETR- - - DC576DAG6-D676-4A15-906D-COCEAFS49543 weAutofame -
{DCETeDAR-DETE-44153-9060-COCEAFSLS543} ] par{ame’Eers } ) BiometricType REG. DVWORD 500000002 (2
Parameters Security ab| ConnectionString REG_SZ
Security " ] Service Providers 35| FilePath REG_SZ CAWINDOWS\SYSTEM32\WINBIODATABASE\DCST6DAG-DET6-4A15-006D- COCEAF349543.DAT
. | Tggerinfo ab| Format REG_SZ SB3IFBAS4-7028-40C7-8822-2EFCOAZSSFTA
w Service Providers i.| | weDI 4] InitialSize REG_DWORD 0xD0000020 (32)

v Bootstrap
: Global Configurations
v Wirtual Sensors
v {0527b250-7514-4321-8b68-41 65056908}

v Configurations
' 0
L FacialFeatures

Global Configurations
Virtual Sensors

v Fingerprint

Global Configurations
Virtual Sensors

v Iris

Global Configurations

Wirtual Sensors
v Yoice
: Global Configurations
v Wirtual Sensors
v {F25ABAA2-503A-4A20-BOFF-3144BEARTET 5}
v Configurations
0

2025 13
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bl Whio5nve HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\WhioSrvc\Databases\{DC5 760 A6-D676-4A15-0060- COCEAF949543)
hd Databases whengine || Nam Type Data
i i VL WhioSrve {o! REG_SZ (value not set)
{51F39552-1075-4199-B513-0C10EA185DB0} « || Databases L
T I (51F20552-1075-4190-B513-0CI0EAT8S0B0} 24| Attributes REG_DWORD 0xD00000DT (1)
T430- - - - 7 AT b
{ABT1ATABD-6A54-4D36-A0EF-B150B8545827} {481 7480-5A54-4D35-AOEF-B 15088545827} & iu:n;reate Eig_gtxg;g xggggggg; Eg
7l -DETR- - - DC576DAG6-D676-4A15-906D-COCEAFS49543 weAutofame -
{DCETeDAR-DETE-44153-9060-COCEAFSLS543} ] par{ame’Eers } ) BiometricType REG. DVWORD 500000002 (2
Parameters Security ab| ConnectionString REG_SZ
Security " ] Service Providers 35| FilePath REG_SZ CAWINDOWS\SYSTEM32\WINBIODATABASE\DCST6DAG-DET6-4A15-006D- COCEAF349543.DAT
. | Tggerinfo ab| Format REG_SZ SB3IFBAS4-7028-40C7-8822-2EFCOAZSSFTA
bt Service Providers i.| | weDI 4] InitialSize REG_DWORD 0xD0000020 (32)

v Bootstrap
Global Configurations

\-:f Yirtual Sensors
W {0527b250-7514-4321-8b68-41 ch5F956998}

v Configurations
' 0
L FacialFeatures

Global Configurations
Wirtual Sensors

v Fingerprint

Global Configurations
Wirtual Sensors

v | | lris
Global Configurations
Virtual Sensors

v | | Voice
: Global Configurations
v Virtual Sensors
v {F23AB4A2-593A-4A80-BOFF-8144BEABTETS)
v Configurations
0
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bl WhioSrve HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\WhioSrvc\ Databases\{DCST6DAB-DE76-4415-006D-COCEAF949543}
hd Databases whengine || Name Type Data
H w WhioSrvc 4
131F39552-1073-41959-B513-0C10EAT85DB0} v || Databases - REG_SZ (value not set)
0552 1075-4199-8513-0C1DEATE50EC) % Attributes REG_DWORD 0x0000000T (1)
7490- - - - 7 -1075-4198-B513- =
{46147480-6454-4036- A0EF-B1530B8545827} {AG1A7A80-5A54-4D36. AOEF-B15088545827) & iuto;reate Eig_gtxg;g xggggggg; (10)
{DC576DAR-DETE-4415-9060-COCEAFS49543) {DCS76DAG-D676-4A15-306D-COCEAF343543} 2elAutohlame - O
Paramcters % BiometricType REG_DWORD 0x00000002 (2)
Parameters || Security ab| ConnectionString REG_SZ
Securi " T Service Providers 2B FilePath REG_SZ CAWINDOWS\SYSTEM32\WINBIODATABASE\ DC576DAG-DE76-4A15-906D- COCEAFS49543.DAT
ty . Tiggernfo 25| Format REG_SZ SBIFBAS4-7928-40C7-8822-2EFCOAZSSFTE
W Service Providers .| WEDI 4] InitialSize REG_DWORD 0x00000020 (32)
v Bootstrap
Global Comfigurations

v Wirtual Senso
w {0527h250-75 ™M 4321 -8b68-41 cB5f056908 )
v Configurations

L[] 0

W FacialFeatures
| Global Configuratiahe-

Yirtual Sensors

v Fingerprint

Global Configurations
Virtual Sensors

v Iris

Global Configurations

Wirtual Sensors

v Voice
: Global Configurations
v Wirtual Sensors
v {F23AB4A2-593A-4A80-BOFF-2144BEABTETS)
v Configurations
0
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bl Whio5nve HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\WhioSrvc\Databases\{DC5 760 A6-D676-4A15-0060- COCEAF949543)
hd Databases whengine || Nam Type Data
i i VL WhioSrve {o! REG_SZ (value not set)
{51F39552-1075-4199-B513-0C10EA185DB0} « || Databases L
T I (51F20552-1075-4190-B513-0CI0EAT8S0B0} 24| Attributes REG_DWORD 0xD00000DT (1)
T430- - - - 7 AT b
{ABT1ATABD-6A54-4D36-A0EF-B150B8545827} {481 7480-5A54-4D35-AOEF-B 15088545827} & iu:n;reate Eig_gtxg;g xggggggg; Eg
7l -DETR- - - DC576DAG6-D676-4A15-906D-COCEAFS49543 weAutofame -
{DCETeDAR-DETE-44153-9060-COCEAFSLS543} ] par{ame’Eers } ) BiometricType REG. DVWORD 500000002 (2
Parameters Security ab| ConnectionString REG_SZ
Security " ] Service Providers 35| FilePath REG_SZ CAWINDOWS\SYSTEM32\WINBIODATABASE\DCST6DAG-DET6-4A15-006D- COCEAF349543.DAT
. | Tggerinfo ab| Format REG_SZ SB3IFBAS4-7028-40C7-8822-2EFCOAZSSFTA
w Service Providers i.| | weDI 4] InitialSize REG_DWORD 0xD0000020 (32)

v Bootstrap
: Global Configurations
v Wirtual Sensors
v {0527b250-7514-4321-8b68-41 65056908}

v Configurations
' 0
L FacialFeatures

Global Configurations
Virtual Sensors

v Fingerprint

Global Configurations
Virtual Sensors

v Iris

Global Configurations

Wirtual Sensors
v Yoice
: Global Configurations
v Wirtual Sensors
v {F25ABAA2-503A-4A20-BOFF-3144BEARTET 5}
v Configurations
0
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v L WhioSrve HKEY_LOCAL MACHINE\SYSTEM\ CurrentControlSetiServices\WhioSrvc\Databases\{DC5T6DAG-DET6-4A15-006D- COCEAF940543)
hd Databases Wb?”Qi”E || Name Type Data
i _ -5 _ _ ~ el WhicSrve REG_SZ (value not set)
{531F39552-1075-4199-B513-0CT10EAT 85D B0} v | | Databases REG DWORD 500000001 (1)
T80 _ _ _ - {51F39552-1075-4199-B513-0C10EA185DEC} -
{46147480-6454-4036- A0EF-B1530B8545827} {AG1A7A80-5A54-4D36. AOEF-B15088545827) & iu:o;reate Eig_gtxg;g iggggggg;g
{DC576DAE-D676-4A15-306D - COCEAFS49543] par{:i::;ﬁf%%%'mS'QOED'COCEAFWS‘B} 24 BiometricType REG_DWORD (00000002 (2)
Parameters Security ab| ConnectionString REG_SZ
. " 1 Service Providers 28] FilePath REG_SZ CAWINDOWS\SYSTEM32\WINBIODATABASE\DC5T6DAG- DETE- 4A15-906D- COCEAFI49543, DAT
Security . Tiggernfo 2B Format REG_SZ SBIFBAS4-7928-40C7-2822-2EFCDASSFTE
w Senvice Providers . T1 weD! 24 InitialSize REG_DWORD (xD0000020 (32)
v Bootstrap
- L Global Configurations HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSef\Services\WbioSrvc\Service Providers\Bootstrap\Virtual Sensors\{0527b250-7514-4321-8b68-41c65{956998}
v Wirtual Sensors Parameters | - Type Data
{0527b250-7514-4321-8b68-41 cESfQSEQQE}] .|| Security
= orf T ervice Provid ab| (Default) REG_SZ (walue not set)
L'
(. -onhguratiens M er;'cet t”“" & 2| Capabilities REG_DWORD 0x00D00DED (128)
H L
_ 0 s Dc(ljls :T Confi . ab| DeviceDescription REG_SZ Windows Hello Face Virtual Software Device
h FacialFeatures Lo ‘ufig:u:l S:nrl;g:ratlans ab| Manufacturer REG_SZ Microsoft Corporation
Global Configurations b i i
. g 10527b250- 7514-4321-8068-41 65956998} ] ab| hModelMame REG 57 Windows Hello Face Virtual Sensor
Virtual Sensors E v Torfigurations ab| SerialMNumber REG_SZ 000000000
v | Fingerprint " [lo 24 SubType REG_DWORD (0000000 ()
Global Configurations o | FacialFeatures 124 Version REG_QWORD (%200000001000000 (144115188092633088)
Wirtual Sensors
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Global Configurations
Wirtual Sensors
v Yoice
_ Global Configurations
W Wirtual Sensors
w {F25ABAA2-503A-4A20-BOFF-3144BEARTET 5}
v Configurations
: 0
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v L WhioSrve HKEY_LOCAL MACHINE\SYSTEM\ CurrentControlSetiServices\WhioSrvc\Databases\{DC5T6DAG-DET6-4A15-006D- COCEAF940543)
hd Databases Wb?”Qi”E || Name Type Data
|| {51F39552-1075-4199-B513-0C10EA125DB0} ¥ < Res 52 (e ot et
L ~ Databases
{AB1ATABD-6A54-4D36- A0EF-B150B8545827} (31739332-1073-4199-B313-0C102A 183080} AutoC Eigigtxggg igggggggl (P
! ! {A1AT480-6A54-4D36- ADEF-B150B8545827} - AUIDN“:'“E REC DWORD eD0000000 ED;
{DC576DAE-D676-4A15-306D - COCEAFS49543] par{:if:;ﬁf%'[)ws'dmS'MED'COCEAFWS‘B} 24 BiometricType REG_DWORD 0x00000002 (2)
Parameters Security ab| ConnectionString REG_SZ
. " 1 Service Providers 28] FilePath REG_SZ CAWINDOWS\SYSTEM32\WINBIODATABASE\DC5T6DAG- DETE- 4A15-906D- COCEAFI49543, DAT
Security . Tiggernfo 2B Format REG_SZ SBIFBAS4-7928-40C7-2822-2EFCDASSFTE
w Senvice Providers . T1 weD! 24) InitialSize REG_DWORD (xD0000020 (32)
v Bootstrap
- Global Configurations HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSef\Services\WbioSrvc\Service Providers\Bootstrap\Virtual Sensors\{0527b250-7514-4321-8b68-41c65{956998}
Wirtual 5
v Ly Virrual sensors Parameters || Mame Type Data
W {0527b250-7514-4321-8b62-41 cB5F056552 ]} .|| Security
: T T ervice Provid ab|(Default) REG_SZ (value not set)
T
[ : 9 ] ML er;'cet t”“" & 74 Capabilities REG_DWORD (00000080 (128)
L
0 oomsHap . . ab| DeviceDescription REG_SZ Windows Hello Face Virtual Software Device
e FacialFeatures Global Cenfigurations ab| Manufacturer REG_SZ Microsoft Corporation
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v | | Fingerprint Lo 24 SubType REG_DWORD 0x 00000000 (0)
Global Configurations < T FacialFeatures #4| Version REG_QWORD 0%200000001000000 {144115188092633088)
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W Iris HKEY_LOCAL MACHIMENSYSTEM\CurrentControlSet\Services\WhioSrvc\Service Providers\Bootstrap\Virtual Sensors\{0327b250-7514-4321-8b68-41c65f956998 N Configurations\0
Global Configurations v . Bootstrap A || Mame Type Data
Virtual Sensors -1 Global Configurations ab) (Default) REG_SZ (value not set)
v | Voice v V'““[):'ESTE”E;”D'ZSM A321-8b68.41 cE5356508 ab| Databaseld REG_SZ DC576DAG-DETE-4415- 0060 COCEAFI49543
_ Global Configurations viad CI . - " e I ab|EngineAdapterBinary REG_SZ FaceBootstrapAdapter.dll
: . LT onrigqurations
w Wirtual Sensors ; 0 J ab|SensorfdapterBinary REG_SZ FaceBootstrapAdapter.dll
w {F25ABAA2-503A-4A20-BOFF-3144BEARTET 5} o || FacialFeatures ite| SensorMlode REG_DWORD (00000001 (1)
v Configurations ; Global Configurations Iab StoragefdapterBinary REG_SZ FaceBootstrapAdapter.dll
0 T Virtual Sersons 2| SystemSensor REG_DWORD 0x0000000T (1)
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St

WhioSnec
Databases

{51F39552-1075-4199-B513-0C10EA185DB0}
{ABTATABD-6A54-4D36- A0EF-B150B8545827}
{DC57eDAR-DETE-4A15-0060- COCEAFS49543}

Parameters
Security
Service Providers

o

o

Bootstrap
Global Configurations
Wirtual Sensors
v {0527b250-7514-4321-8b68-41 65056908}
v Configurations
L[ o
FacialFeatures
Global Configurations
Wirtual Sensors
Fingerprint
Global Configurations
Wirtual Sensors
Iris
Global Configurations
Virtual Sensors
Voice
Global Configurations
Wirtual Sensors
v {F23AB4A2-593A-4A80-BOFF-2144BEABTETS)
v Configurations
0

2025

HEEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet!\Services\WhioSrvc\Databases\{DC376DAG-DET6-4A15-9060-COCEAFS40543}

w

v

whengine A || Name

WhioSrve

Databases
{51F39552-1075-4199-B513-0C10EA185DB0}
{AG1A7480-6A54-4D36- ADEF-B150B8545827}
{DC576DAG-D6TE-4A15-9060-COCEAF949343}

ol AutoCreate

W AutoMName

Wa| BiometricType

Parameters

Security 2b| ConnectionString
Service Providers 2b|FilePath
Triggerinfo ab|Farmat

WEDI 3| [nitialSize

Type

REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_SZ
REG_SZ
REG_DWORD

Data

(value not set)
000000001 (1)
000000001 (1)
000000000 (0)
000000002 (2)

CAWINDOWS\SYSTEMIZ\WINBIODATABASE\DC376DAG-DETE-4A15-006D- COCEAFG45543. DAT
5B3FBAS54-792B-40C7-2822-2EFCOAZ55FTE

0x00000020 (32)

HEEY_LOCAL_MACHIMENSYSTEMA\CurrentControlSet\Services\Whio5nvc\Service Providers\Bootstrap\Virtual Sensors\[0527b250-7514-4321-8b68-41c65f956993}

Parameters

Security

v Service Providers

v Bootstrap

i Global Coenfigurations

v Virtual Senszors

: v {0527b250-7514-4321-8b68-41 65956993}
v Configurations

; Lo

v FacialFeatures

~

Mame

ab|(Default)

io| Capabilities

ab| DeviceDescription
ab| Manufacturer

ab| pModelMame

ab| SerialMumber

e/ SubType

Te| Version

Type

REG_SZ
REG_DWORD
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_DWORD
REG_CQWORD

Data

(walue not set)

O 00000080 (128)

Windows Hello Face Virtual Software Device
Microsoft Corporation

Windows Hello Face Virtual Sensor
000000000

One OD0O0OD0D (0]

(ne 200000001000000 (144115188092633088)

HKEY_LOCAL MACHIMENSYSTEM\CurrentControlSet\Services\WhioSrvc\Service Providers\Bootstrap\Virtual Sensors\{0327b250-7514-4321-8b68-41c65f956998 N Configurations\0

A Bootstrap
: Global Configurations
v Virtual Sensors
v {0527b250-7514-4321-8b68-41 65956098}

v Configurations
] 0

v FacialFeatures
: Global Configurations

Virtual Sensors

~

Mame

ab|(Default)

ab| Databaseld
ab|EnginefdapterBinary
ab| SensorfdapterBinary
fie| SensorMode
ab|StoragefdapterBinary
fie| SystemSensor

Type

REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_DWORD
REG_SZ
REG_DWORD

Data

(value not set)

DC576DAG-DETE-4415-306D- COCEAFS49543
FaceBootstrapAdapter.dll
FaceBootstrapAdapter.dll

(0000000 (1)

FaceBootstrapAdapter.dll

(e 0DO0000T (1)
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Presence Monitor Update Procedure
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Presence Monitor Update Procedure
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Presence Monitor Update Procedure

|

IdentifyAll
(Engine)

v

CPresence::ReportObservation

Creation CPresence objects

l

Cache Management Procedure
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(

Engine Matching
Algorithm
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Biometric Data
(from PushDataToEngine)
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N
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Traditional Auth management
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Traditional Auth management
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Traditional Auth management
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Traditional Auth management
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Traditional Auth management
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AUTH Procedure
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Traditional Auth management
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Windows Biometric Auth management
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Database

* Let’s start with Microsoft’s FAQ.
* And some documentation ... @



https://learn.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/faq
https://learn.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/how-it-works#biometric-data-storage
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Database

* Let’s start with Microsoft’s FAQ.
* And some documentation ... @

Who has access on Windows Hello biometrics data?

Since Windows Hello biometrics data is stored in encrypted format, no user, or any process other than Windows Hello

has access to it.



https://learn.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/faq
https://learn.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/how-it-works#biometric-data-storage
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Database

Biometric data storage
* Let’s start witl

The biometric data used to support Windows Hello is stored on the local device only. It doesn't roam and is never sent
to external devices or servers. This separation helps to stop potential attackers by providing no single collection point
® . : : . . : : .
An d some d OC that an attacker could potentially compromise to steal biometric data. Even if an attacker could obtain the biometric data

from a device, it couldn't be converted back into a raw biometric sample recognizable by the biometric sensor.

Each sensor has its own biometric database file where template data is stored (path c:
\WINDOWS\System32\WinBicDatabase ). Each database file has a unique, randomly generated key that is encrypted to the

system. The template data for the sensor is encrypted with the per-database key using AES with CBC chaining mode. The
hash is SHA256.

(1) Note

Some fingerprint sensors have the capability to complete matching on the fingerprint sensor module instead of in
the OS. These sensors store biometric data on the fingerprint module instead of in the database file. For more
information, see Windows Hello Enhanced Security Sign-in (ESS).

2025 23
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What do we ovv?

e Biometric data is the holy grail of mobile device security.
* Therefore, we need strong encryption!

* We need something that identifies a user.
* In Windows this is typically a security identifier (SID).
* User authentication is the holy grail of domain security.

* The biometric unit uses the templates saved in the database.
* We need to decrypt the template before we can compare it.

* Where is the key coming from?
* We do not provide a password or entropy of any kind!
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Database Format — Overview

struct _LOCK_BOX_PROTECTED_DATA

BYTE
Encrypted[0x400]

®

struct _LOCK_BOX_FILE_HEADER

struct _LOCK_BOX_RECORD

struct _LOCK_BOX_RECORD
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Database Format — Overview

s

struct _LOCK_BOX_PROTECTED_DATA

* The encrypted header
* Ensures the integrity of the database using a SHA256 hash
BYTE e Contains the AES key for the encrypted templates

Encrypted[0x400]

struct _LOCK_BOX_FILE_HEADER

struct _LOCK_BOX_RECORD

struct _LOCK_BOX_RECORD
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Database Forat — Qverview

s

struct _LOCK_BOX_PROTECTED_DATA

* The encrypted header
* Ensures the integrity of the database using a SHA256 hash
BYTE e Contains the AES key for the encrypted templates

Encrypted[0x400]
 The unencrypted header holds information regarding
struct _LOCK_BOX_FILE_HEADER e \ersion information
* Number of used records and available records

struct _LOCK_BOX_RECORD

struct _LOCK_BOX_RECORD
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Database Forat — Qverview

struct _LOCK_BOX_PROTECTED_DATA
* The encrypted header

* Ensures the integrity of the database using a SHA256 hash
BYTE e Contains the AES key for the encrypted templates

Encrypted[0x400]
 The unencrypted header holds information regarding
struct _LOCK_BOX_FILE_HEADER e \ersion information
* Number of used records and available records

struct _LOCK_BOX_RECORD

* Onerecord per enrolled user
« SID
* Encrypted template

struct _LOCK_BOX_RECORD




blg?:k hat
BRIEFINGS

Database Format

struct _LOCK_BOX_RECORD_HEADER
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Database Format

struct _LOCK_BOX_RECORD_HEADER

GUID ULONG6U ULONG6U ULONG6U ULONG6U ULONG64
MagicGUID Flags RecordSize LastEntryOffset || TemplateBlobSize || EncryptedTemplateBlobSize
ULONG6HU ULONG6L WINBIO_IDENTITY WINBIO_BIOMETRIC_SUBTYPE BYTE

PayloadBlobSize || IndexElementCount Identity SubFactor Alignment[3]
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Database Format

struct _LOCK_BOX_RECORD_HEADER

GUID ULONG6U ULONG6U ULONG6U ULONG6U ULONG6L
MagicGUID Flags RecordSize LastEntryOffset || TemplateBlobSize || EncryptedTemplateBlobSize
ULONG6HU ULONG6L WINBIO_IDENTITY WINBIO_BIOMETRIC_SUBTYPE BYTE
PayloadBlobSize || IndexElementCount Identity SubFactor Alignment[3]

struct _LOCK_BOX_RECORD_CONTENT

BYTE BYTE
IndexVector[1] o EncryptedTemplate[1] Template[1]

£\

y

BYTE
PayloadBlob[1]
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Database Format

_—————_
-
~

struct _LOCK_BOX_RECORD_HEADER Pl e
L7 s \\\
GUID ULONG6U ULONG6U ULONG6U ULONG6L ULONG6L \\\
MagicGUID Flags RecordSize LastEntryOffset || TemplateBlobSize || EncryptedTemplateBlobSize o
i
1
ULONG6HU ULONG6L WINBIO_IDENTITY WINBIO_BIOMETRIC_SUBTYPE BYTE "
PayloadBlobSize || IndexElementCount Identity SubFactor Alignment[3] I
struct _LOCK_BOX_RECORD_CONTENT
BYTE BYTE - __
IndexVector([1] EncryptedTemplate[1] Template[1] e
BYTE
PayloadBlob[1]
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typedef struct WINBIO IDENTITY {
WINBIO IDENTITY TYPE Type;
Database Format
ULONG Null;
ULONG Wildcard;

F : . GUID TemplateGuid;
or instance: e

“S-1-5-21-1004336348-1177238915-682003330-512" ULONG Size;

UCHAR Data[SECURITY MAX SID SIZE];
} AccountSid;
} ValtE;
1 WINBIO IDENTITY,;

\\\\\ struct _LOCK_BOX_RECORD_HEADER

GUID ULONG6U ULONG6U ULONG6L ULONG6L
MagicGUID Flags LastEntryOffset || TemplateBlobSize || EncryptedTemplateBlobSize
ULONG6HU ULONG6L WINBIO_IDENTITY WINBIO_BIOMETRIC_SUBTYPE BYTE
PayloadBlobSize || IndexElementCount Identity SubFactor Alignment[3]

struct _LOCK_BOX_RECORD_CONTENT

BYTE BYTE
IndexVector[1] o EncryptedTemplate[1] Template[1]

£\

y

BYTE
PayloadBlob[1]
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Database Secrity

* There is an encrypted header that ensures

* The integrity of the database and confidentiality the of
biometric data

* How the header’s integrity and confidentiality
achieved?

* We need functionality that does not require an additional | | e -
key! T e

* The header is protected with
CryptProtectData/CryptUnprotectData functions. e

* Cipher keys are managed locally by NT-AUTHORITY\SYSTEM. B

e Local administrator cangetaccess @. [ -



https://learn.microsoft.com/en-us/windows/win32/api/dpapi/nf-dpapi-cryptprotectdata
https://learn.microsoft.com/en-us/windows/win32/api/dpapi/nf-dpapi-cryptunprotectdata
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Database (In)ecurity

* Local administrators break the security of the database:
e Decrypt and read the encrypted templates of enrolled users.
* Change the database and circumvent the integrity controls of the database.

* This means:
* Exchange SIDs of enrolled users.
* Decrypt templates.

* Bring their own biometrics to the system.
* Authenticate as every enrolled user.
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Demo — Decryptmg the encrypted header

Administrator: CAWINDOWS\system32\crmd.exe O

C:\Windows\System32>C:\Users\user\source\repos\ConsoleAppl\ConsolefApplibin\Debug\net8.8\ConsoleAppl.exe C:\Users\user\D
ocktop\DC576DAG6-DE76-4A15-986D-CBCEAFS49543 . DAT
Calculated Hash:
JOFSAS90423F34DFACABABI1IZ2EDCAZDF17 78484FA10EEEGODEASEECCH248E2
[ INFO] Hashes match proceeding
_ockBoxProtectedData {
HeaderKeyDataBlob: dwMaginc: 4D42444B, dwVersion: 1, cbKeySize: 32
KeyDataBlob: 6981B16BCBD73DC16ES84B2D692F388148DD236790622DF767EEB4185A67C04C956060000000000000000000000600600000
Alignment: @
5izeHash: 32
S5izeKey: 16
HashDigest: 98F5A899423F34DFASABAS3132EDCAZDF1778484FA19EB7EGSDEABEBBCCO248B2
Key: 85F412B222F21BCDEGSE34B8831AAB1F14
h
| ockBoxFileHeader {
GuidDatabase: dlcaed46-5b8d-4e7c-8abe-34bcaclbb281
Version: 2
DatabaseID: dc576dab-d676-4al15-986d-c8ceafd49543
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Conclusion

* Windows Hello for Business is here to stay!
» Added as security feature to new products like Recall.

e Local administrator to domain user is still a threat.
* \Worst case local admin to domain admin.

e Securing heterogenous clients is a challenge Microsoft faces.
* ESS mode needs hardware support — new Thinkpads with AMD do not have it.
* ESS mode needs VBS — sadly not used enough!
* |f you can use it!
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Make the Wod a safer place

* [n any case:
* Only one user per client! ~ A~ « -

e Also:

* Consider only allowing PIN authentication.
* Monitoring: Only WBS should open or modify the database.
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struct _LOCK_BOX_PROTECTED_DATA
bd avi d @ ernw d e BCRYPT_KEY_DATA_BLOB_HEADER BYTE |
: HeaderKeyDataBlob KeyDataBlob[48] )
tOSSWaId @ernw.de UINT32 UINT32 UINT32 BYTE BYTE e
Alignment SizeHash SizeSecret Hash[32] Secret[16]@% B N
struct _LOCK_BOX_FILE_HEADER ""
struct _LOCK_BOX_PROTECTED_DATA
GUID ULONG64 WINBIO_UUID WINBIO_BIOMETRIC_TYPE WINBIO_UUID SIZE_T
GuidDatabase Version DatabaseID Factor Format IndexElementCount
BYTE SIZE_T SIZE_T SIZE_T LARGE_INTEGER ULONG6L ULONG6Y
Encrypted[0x400] TotalRecordCount |DeletedRecordCount | MaxAvailableRecordCount | FirstFreeByte | Reserved_01 | Reserved_02
struct _LOCK_BOX_RECORD_HEADER
struct _LOCK_BOX_FILE_HEADER
GUID ULONG64 ULONG64 ULONG64 ULONG64 ULONG64
MagicGUID Flags RecordSize LastEntryOffset | TemplateBlobSize | EncryptedTemplateBlobSize
struct _LOCK_BOX_RECORD struct _LOCK_BOX_RECORD_HEADER —¥
ULONG64 ULONG64 WINBIO_IDENTITY WINBIO_BIOMETRIC_SUBTYPE BYTE
PayloadBlobSize | IndexElementCount Identity SubFactor Alignment[3]
struct _LOCK_BOX_RECORD
7, &
c struct _LOCK_BOX_RECORD_CONTENT A
BCryptDecrypt
BYTE N BYTE
IndexVector[1] o EncryptedTemplate[1] o Template[1]
struct _LOCK_BOX_RECORD_CONTENT (— @
BYTE
PayloadBlob[1]
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