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TLB-based location disclosure attacks
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TLB-based location disclosure attacks
< Timing side channel:
= TLB Evict+Reload

' seerBac0r14018°°
fffffe9132392380

/) fH8898c1aa0c0

Lukas Maar Lukas Giner https://lukasmaar.github.io/


https://lukasmaar.github.io/

TLB-based location disclosure attacks
< Timing side channel:

= TLB Evict+Reload
+ Leakage Amplification:

= Exploits allocator and defense behavior
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TLB-based location disclosure attacks
< Timing side channel:

= TLB Evict+Reload
+ Leakage Amplification:

= Exploits allocator and defense behavior
< Attack:

= Reliable kernel exploitation
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TLB-based location disclosure attacks
< Timing side channel:

= TLB Evict+Reload
+ Leakage Amplification:

= Exploits allocator and defense behavior
< Attack:

= Reliable kernel exploitation

~ Demo:
= Shows leakage and exploitation
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Who Are We?

Lukas Maar

= PhD candidate at Graz University of Technology

= System Security
= Kernel Security
m  Side-Channel Security

= Looking for a job (end 2025)

Lukas Giner

= PhD

= Secure Cache Architectures
= Microarchitectural Attacks
= GPU Security

= Looking for a job (now)
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Motivation



Prior Kernel Exploitation

User Space Kernel Space

./exploit
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Prior Kernel Exploitation

User Space Kernel Space

*

./exploit
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Prior Kernel Exploitation

User Space

Overwrite some
metadata

*

./exploit
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Prior Kernel Exploitation

User Space Kernel Space

*/ Read primitive

1 def information_leak():
2 return kaddr

./exploit
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Prior Kernel Exploitation

User Space

Kernel Space

Read primitive
A 1 def information_leak():
Overwrite somef return kaddr

./exploit
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Prior Kernel Exploitation

User Space Kernel Space

*/ Read primitive

1 def information_leak():
2 return kaddr

iF e g \Write primitive
1 def overwrite(data):
2 *kaddr = data

./exploit
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User Space Kernel Space

*/ Read primitive

1 def information_leak():
2 return kaddr
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Prior Kernel Exploitation

User Space Kernel Space

*/ Read primitive

1 def information_leak():
2 return kaddr

Trigger kernel event

./exploit
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Prior Kernel Exploitation

User Space

Kernel Space

Read primitive

1 def information_leak():
2 return kaddr

Write primitive

1 def overwrite(data):
2 *kaddr = data

Trigger kernel event

./exploit

E Control-flow Data-oriented
' hijacking attack attack
L]
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Prior Kernel Exploitation

User Space

Kernel Space

Read primitive

1 def information_leak():
2 return kaddr

Write primitive

1 def overwrite(data):
*kaddr = data

Trigger kernel event

./exploit .
E Control-flow Data-oriented
' hijacking attack attack
.
: Privilege escalation
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Prior Kernel Exploitation

User Space

Kernel Space

Read primitive

1 def information_leak():
2 return kaddr

Write primitive

1 def overwrite(data):
*kaddr = data

Trigger kernel event
./exploit

Control-flow Data-oriented
hijacking attack attack

Privilege escalation
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Prior Kernel Exploitation

User Space Kernel Space

Problem!

Read primitive

1 def information_leak():
return kaddr

Write primitive

1 def overwrite(data):
*kaddr = data

Trigger kernel event
./exploit

Control-flow Data-oriented
hijacking attack attack

Privilege escalation
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Problem

< How bad is a failed attempt for kernel exploitation?
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Problem

< How bad is a failed attempt for kernel exploitation?

m Potential immiate system crash
= Potential system crash later
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Problem

< How bad is a failed attempt for kernel exploitation?

m Potential immiate system crash
= Potential system crash later

<+ So, worst case a reboot?
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Problem

< How bad is a failed attempt for kernel exploitation?
m Potential immiate system crash

= Potential system crash later
So, worst case a reboot?

No, potentially triggers forensic investigation!
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Problem

< How bad is a failed attempt for kernel exploitation?

m Potential immiate system crash
= Potential system crash later

0, worst case a reboot?

S

No, potentially triggers forensic investigation!
m  Undermines stealth
m Potentially burns zero-day vulnerability
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Magic Wand
User Space Kern
Overwrite som

./exploit
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Magic Wand

User Space Kernel Space

./exploit
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Magic Wand

User Space Kernel Space

*\» Arbitrary r/w primitive

1 def arb_read(addr):
return *addr

3

4 def arb_write(addr, val):
*addr = val
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Magic Wand

User Space Kernel Space

*\» Arbitrary r/w primitive

1 def arb_read(addr):
return *addr

3
4 def arb_write(addr, val):
*addr = val

./exploit \\, Use arbitrary r/w

Privilege escalation
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Magic Wand

User Space ' Kernal Snace

\ddr) :

addr, val):

./exploi -

alation
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Magic Wand

User Space : Kernal Snace

[ C1: Where to write? ]

\ddr) :

addr, val):

[ C2: What to write? ]

./exploi  w

alation
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Magic Wand

User Space : Kernal Snace

[ C1: Where to write? ]

[ C2: What to write? ]

./exploi  w

| GOAL: Reliable! |

alation
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Location of
. ite? 2 ? ?

C2: What to write? Arbitrary read/write




Address Translation C1: Where to write?

virtual address: |
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Address Translation C1: Where to write?

9 bit 9 bit 9 bit 9 bit 9 bit 12 bit

virtual address: |
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Address Translation C1: Where to write?

9 bit 9 bit 9 bit 9 bit 9 bit 12 bit

virtual address: |

CR3

PGD
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Address Translation C1: Where to write?

9 bit 9 bit 9 bit 9 bit, 9 bit, 12 bit,
virtual address: | | pgdi
CR3 ___________________
PGD
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Address Translation C1: Where to write?

9 bit 9 bit 9 bit 9 bit 9 bit 12 bit

CR3

PGD P4D

Lukas Maar Lukas Giner https://lukasmaar.github.io/


https://lukasmaar.github.io/

Address Translation C1: Where to write?

9 bit 9 bit 9 bit 9 bit, 9 bit, 12 bit,
virtual address: | | pgdi | padi
CR3 N ST L e
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Address Translation C1: Where to write?

9 bit 9 bit 9 bit 9 bit, 9 bit, 12 bit,
virtual address: | | pgdi | padi
CR3 R ST o e -
> T
PGD P4D PUD
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Address Translation C1: Where to write?

9 bit 9 bit 9 bit 9 bit, 9 bit, 12 bit,
virtual address: | | pgdi | p4di [ pudi

CR3 I
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Address Translation C1: Where to write?

9 bit 9 bit 9 bit 9 bit, 9 bit, 12 bit,
virtual address: | | pgdi | p4di [ pudi

CR3 o I -

PGD P4D PUD PMD
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Address Translation C1: Where to write?

9 bit 9 bit 9 bit 9 bit 9 bit 12 bit
virtual address: | | pedi | p4di | pudi | pnmdi
CR3 T e T e
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Address Translation C1: Where to write?

9 bit 9 bit 9 bit 9 bit 9 bit 12 bit
virtual address: | | pedi | p4di | pudi | pnmdi

CR3 e

PGD P4D PUD PMD PT
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Address Translation C1: Where to write?

9 bit 9 bit 9 bit 9 bit, 9 bit, 12 bit,
virtual address: | | pgdi | p4di | pudi | pmdi [ pti

CR3
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Address Translation C1: Where to write?

9 bit 9 bit 9 bit 9 bit, 9 bit, 12 bit,
virtual address: | | pgdi | p4di | pudi | pmdi [ pti

CR3 I

[TTIITT
Page
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Address Translation C1: Where to write?

9 bit 9 bit 9 bit 9 bit 9 bit 12 bit
virtual address: | | pgdi | p4di [ pudi | pmdi | pti | offset
CR3 > '/" ----------- ; ----------- . —_' _________ :""" ------ ““\
[TTLIT]
PGD P4D PUD Page
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Translation-Lookaside Buffer C1: Where to write?

Virtual Address

i 2019 1211 0
" ISetIndex2|Set Index 1|/ Offset’/”

//////

Wayl Way2 ... Way 6

Set1

A A4

I
|

]
| | |

Tagl Phys Tagl Phys Tagl Phys Tagl Phys [Set n

f ‘ ‘

‘ Set 256
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Translation-Lookaside Buffer

C1: Where to write?

Virtual Address

63 27 2019 1211

" |'set Index 2| Set Index 1 ;;;;;@f{sgae/;;zz

//////

5>
Wayl Way2 ... Way 6

Set1

A A4

]
| ]
T T

Tagl Phys ngl Phys T;gl Phys Tagl Phys [Set n
T T T

S
Ly

‘ Set 256
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Translation-Lookaside Buffer C1: Where to write?

Virtual Address

63 27 2019 1211 0
Tag e
@
v Wayl Way2 ... Way 6
— < Set1
Tag Compare b | 1 .
< T T | .
Tagl Phys Tagl Phys Tagl Phys Tagl Phys [Set n
Way : | ‘
Vi
Y

‘ Set 256
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Translation-Lookaside Buffer C1: Where to write?

Virtual Address

63 27 2019 1211 0
Tag T
@
v Wayl Way2 ... Way 6
1 Dl Setl
Tag Compare 3 | 1 :
“ \ T . :
Tagl Phys Tagl Phys Tagl Phys Tagl Phys [Set n
Way ] i i
by i
\/ Way Select
Hit?
Physical Address ‘ Set 256
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TLB Timing Side Channel C1: Where to write?

= |sapageintheTLB?
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TLB Timing Side Channel C1: Where to write?

= |sapageintheTLB?
= Measure an access:
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TLB Timing Side Channel C1: Where to write?

= |sapageintheTLB?
= Measure an access:

A O\ start = time();
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TLB Timing Side Channel C1: Where to write?

= |sapageintheTLB?
= Measure an access:

A N start = time();
access(test_address);
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TLB Timing Side Channel C1: Where to write?

= |sapageintheTLB?
= Measure an access:

A N start = time();
access(test_address);

time = time() - start;
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TLB Timing Side Channel

C1: Where to write?

n Lukas Maar Lukas Giner

Is a page in the TLB?
Measure an access:

start = time();
access(test_address);

time = time() - start;

How to measure kernel pages?
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TLB Timing Side Channel

C1: Where to write?

n Lukas Maar Lukas Giner

Is a page in the TLB?
Measure an access:

start = time();
access(test_address);
time = time() - start;

How to measure kernel pages?

start = time();
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TLB Timing Side Channel C1: Where to write?

= |sapageintheTLB?
= Measure an access:

A O\ start = time();
access(test_address);
time = time() - start;
= How to measure kernel pages?
start = time(Q);

prefetch(kernel_address);
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TLB Timing Side Channel C1: Where to write?

= |sapageintheTLB?
= Measure an access:

A O\ start = time();
access(test_address);
time = time() - start;
= How to measure kernel pages?
start = time(Q);
prefetch(kernel_address);

time = time() - start;
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C1: Where to write?

TLB Timing Histogram

Kaby lake (i7-8650U)

-10°

6l mm Hit e Miss === Unmapped
g 4|
°
S
©
)

2 -

O = ‘ ‘l_l ‘ H I_l‘l_l |_| |T| [ B

20 25 30 35 40 45 50 55 60 65 70 75 80
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TLB Timing Histogram C1: Where to write?

.10° Kaby lake (i7-8650U)
6l = Hit s Miss == Unmapped
+mapped | unmapped—
S 4 |
= |
£ |
‘U |
m |
20 1
O = ‘ L ‘l_l ‘ H I_l‘l_l |_| |T| [ B

20 25 30 35 40 45 50 55 60 65 70 75 80
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TLB Timing Histogram C1: Where to write?

.10° Kaby lake (i7-8650U)

6l | m= Hit mmm Miss == Unmapped

«—accessed | notaccessed— < mapped | unmapped—
S 4 1 |
a | |
£ | |
© | \
n ‘ !
2 1 1
‘ = ‘ L ‘l_l ‘ H I_l‘l_l |_| |T| [ B

20 25 30 35 40 45 50 55 60 65 70 75 80
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TLB Evict+Reload C1: Where to write?

Attacker TLB Kernel
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TLB Evict+Reload C1: Where to write?

Attacker TLB Kernel
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TLB Evict+Reload C1: Where to write?

Attacker TLB Kernel

kerne| access

/

—
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TLB Evict+Reload C1: Where to write?

Attacker TLB Kernel

kerne| access

/

—
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TLB Evict+Reload C1: Where to write?

Attacker TLB Kernel

G’é
J‘{o
G
4\95

\
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TLB Evict+Reload C1: Where to write?

Attacker TLB Kernel

O slow Prefetch
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TLB Evict+Reload C1: Where to write?

Attacker TLB Kernel

O slow Prefetch
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TLB Evict+Reload C1: Where to write?

Attacker TLB Kernel
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TLB Memory Mapping Leakage C1: Where to write?

Modules
Code code_base
] vmemmap_base
vmalloc
used by virtual allocator vmalloc_base =
DPM
used by
page and slab allocator page_offset_base
____________________ ££££888000000000.
/\/
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i Location of
q 2 MB-aligned

C2: What to write? Arbitrary read/write




Enforcing 4 kB Memory Mappings

C1: Where to write?

Modules

Code

vmemmap

vmalloc
used by virtual allocator

DPM

used by
page and slab allocator

,——"-_—“~\\\_________,

Lukas Maar Lukas Giner

[[JNo Mapping
[[J4kB Mapping
[J2MB Mapping
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Enforcing 4 kB Memory Mappings C1: Where to write?

Modules [INo Mapping )
: z ] 4kB Mapping < Use memory allocated with vmalloc.
gelc 2MB Mappi
= appPing ®m E.g. bytecode for eBPF.
vmemmap
vmalloc

used by virtual allocator

DPM

used by
page and slab allocator

/\/
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Enforcing 4 kB Memory Mappings

C1: Where to write?

Code

vmemmap

vmalloc
used by virtual allocator

DPM

used by
page and slab allocator

,——"-_—“~\\\_________,

Lukas Maar Lukas Giner

[[JNo Mapping

[[J4kB Mapping
2MB M i

= appPing ®m E.g. bytecode for eBPF.

< Use defenses:

H )

Use memory allocated with vmalloc.
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C1: Where to write?

Enforcing 4 kB Memory Mappings

[[JNo Mapping - .
[]4kB Mapping < Use memory allocated with vmalloc.
Code [J2MB Mapping
®m E.g. bytecode for eBPF.
Vmemmap £ Use defenses:

B CONFIG_VMAP_STACK:

vmalloc
Stack allocated with vmalloc.

used by virtual allocator

DPM

used by
page and slab allocator

,——"-_—“~\\\_________,

https://lukasmaar.github.io/
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C1: Where to write?

Enforcing 4 kB Memory Mappings

[[JNo Mapping - .
o []4kB Mapping < Use memory allocated with vmalloc.
el 2MB Mappi
= appPing ®m E.g. bytecode for eBPF.
EmEmmap + Use defenses:

® CONFIG_VMAP_STACK:
Stack allocated with vmalloc.
DPM ® CONFIG_SLAB_VIRTUAL:

used by Virtualize heap on 4 kB mappings.

page and slab allocator

,——"-_—“~\\\_________,

vmalloc
used by virtual allocator

https://lukasmaar.github.io/
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Enforcing 4 kB Memory Mappings C1: Where to write?

[[JNo Mapping - .
[]4kB Mapping < Use memory allocated with vmalloc.
Code [J2MB Mapping

®m E.g. bytecode for eBPF.

vmemma
P < Use defenses:

vmalloc B CONFIG_VMAP_STACK:

used by virtual allocator

Stack allocated with vmalloc.

DPM B CONFIG_SLAB_VIRTUAL:
gﬁ%‘é%dsmb allocator Virtualize heap on 4 kB mappings.
® CONFIG_STRICT_MODULE_RWX:
e Split DPM to 4 kB mappings.
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4 kB Access Primitive C1: Where to write?
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4 kB Access Primitive C1: Where to write?

< Syscalls to load 4 kB-aligned kernel address:
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4 kB Access Primitive C1: Where to write?

< Syscalls to load 4 kB-aligned kernel address:

k ®  Kernel stack:
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4 kB Access Primitive C1: Where to write?

< Syscalls to load 4 kB-aligned kernel address:

®  Kernel stack:
k syscall(-1)
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4 kB Access Primitive C1: Where to write?

< Syscalls to load 4 kB-aligned kernel address:
m  Kernel stack:
k syscall(-1)

B msg_msg:

Lukas Maar Lukas Giner https://lukasmaar.github.io/


https://lukasmaar.github.io/

4 kB Access Primitive C1: Where to write?

< Syscalls to load 4 kB-aligned kernel address:
m  Kernel stack:
k syscall(-1)
B msg_msg:
Sys_msgrcv
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4 kB Access Primitive C1: Where to write?

< Syscalls to load 4 kB-aligned kernel address:
m  Kernel stack:
k syscall(-1)
B msg_msg:
Sys_msgrcv

B pipe_buffer:

Lukas Maar Lukas Giner https://lukasmaar.github.io/


https://lukasmaar.github.io/

4 kB Access Primitive C1: Where to write?

< Syscalls to load 4 kB-aligned kernel address:
m  Kernel stack:
k syscall(-1)
B msg_msg:
Sys_msgrcv

B pipe_buffer:
sys_read
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4 kB Access Primitive C1: Where to write?

< Syscalls to load 4 kB-aligned kernel address:
m  Kernel stack:
k syscall(-1)
B msg_msg:
Sys_msgrcv

B pipe_buffer:
sys_read

m  Pagetables:
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4 kB Access Primitive C1: Where to write?

< Syscalls to load 4 kB-aligned kernel address:
m  Kernel stack:
k syscall(-1)
B msg_msg:
Sys_msgrcv

B pipe_buffer:

sys_read
m  Pagetables:
sys_mprotect
u
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4 kB Access Primitive C1: Where to write?

< Syscalls to load 4 kB-aligned kernel address:
m  Kernel stack:
k syscall(-1)
B msg_msg:
Sys_msgrcv

B pipe_buffer:
sys_read

m  Pagetables:
sys_mprotect

< Multiple addresses are loaded to the TLB @
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Leaking 4 kB-Aligned Address C1: Where to write?

— ~DPM_, :

sys_msgrcv(id, mtext, mtype):
6] queue = ipc_ns.root_rt[id]

msg = find_msg(queue, mtype)

[5) copy_to_user (mtext, msg.mtext)
[4)
(3]
(2]
(U
/\/
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Leaking 4 kB-Aligned Address C1: Where to write?

/\/ .
DPM (DTLB pattern sys_msgrcv(id, mtext, mtype):

queue = ipc_ns.root_rt[id]
msg = find_msg(queue, mtype)
copy_to_user (mtext, msg.mtext)

char[]
0x41

mtext
mtype

// access msg0, queue0, ipc_ns
sys_msgrcv(0, mtext, mtype) (D

80@@@@@
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Leaking 4 kB-Aligned Address C1: Where to write?

DPM

TLB pattern sys_msgrcv(id, mtext, mtype):
e queue = ipc_ns.root_rt[id]

msg = find_msg(queue, mtype)
copy_to_user (mtext, msg.mtext)

char[]
0x41

mtext
mtype

// access msg0, queue0, ipc_ns
sys_msgrcv(0, mtext, mtype) (1)

T
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Leaking 4 kB-Aligned Address

DPM

LTI

Lukas Maar Lukas Giner

TLB pattern
%4 ______
- - - __

C1: Where to write?

sys_msgrcv(id, mtext, mtype):

----queue = ipc_ns.root_rt[id]
----msg = find_msg(queue, mtype)

copy_to_user(mtext, msg.mtext)

mtext
mtype

char[]
0x41

// access msg0, queue0, ipc_ns
sys_msgrcv(0, mtext, mtype) (1)
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Leaking 4 kB-Aligned Address C1: Where to write?

|/\DPM/| TLB pattern sys_msgrcv(id, mtext, mtype):
(6] e queue = ipc_ns.root_rt[id]
I msg = find_msg(queue, mtype)

_ <= copy_to_user(mtext, msg.mtext)
mtext = char[]

4] mtype = 0x41

[3) // access msg0, queue0, ipc_ns
sys_msgrcv(0, mtext, mtype) (D

(2]

msg0
(U
/\/
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Leaking 4 kB-Aligned Address C1: Where to write?

DPM

sys_msgrcv(id, mtext, mtype):
_--queue = ipc_ns.root_rt[id]
 .--msg = find_msg(queue, mtype)
/" _--copy_to_user (mtext, msg.mtext)

1,/ mtext = char[]

(éETLB pattemf:f:/ mtype = Ox41
4—////,’
<« // access msg0, queue0, ipc_ns

111

<« sys_msgrcv(0, mtext, mtype) (1)
o msgl // access msgl, queuel, ipc_ns
msgo sys_msgrcv(l, mtext, mtype)
(U
/\/
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C1: Where to write?

Leaking 4 kB-Aligned Address

sys_msgrcv(id, mtext, mtype):
_.--queue = ipc_ns.root_rt[id]
~ _-msg = find_msg(queue, mtype)
© _copy_to_user(mtext, msg.mtext)

DPM

’ .
’

| /' mtext = char[]

Ll mtype = 0x41

' // access msg0, queue0, ipc_ns
sys_msgrcv(0, mtext, mtype) (D

L

e // access msgl, queuel, ipc_ns

®  msgl S
msg0 7B aﬁ,t‘ér,m / sys_msgrcv(l, mtext, mtype)

o /, /I

| msg32 | s // access msg32, queue32, ipc_ns

I/—\_/l «’ sys_msgrcv (32, mtext, mtype)

https://lukasmaar.github.io/
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Leaking 4 kB-Aligned Address C1: Where to write?

———~DPM_ )
sys_msgrcv(id, mtext, mtype):
[C X queue = ipc_ns.root_rt[id]
ipe-ns msg = find_msg(queue, mtype)
[5) queueo copy_to_user (mtext, msg.mtext)
mtext = char(]
[4)
queuel
e @TLB pattern N
- @TLB pattern \
msg0
o @TLB pattern
msg32
— ~ - ’ ’
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Leaking 4 kB-Aligned Address C1: Where to write?

— ~DPM_, :
sys_msgrcv(id, mtext, mtype):
6] - queue = ipc_ns.root_rt[id]
pe- msg = find_msg(queue, mtype)
[5) queueo copy_to_user (mtext, msg.mtext)
mtext = char[]
[4)
queuel [ ]
® queue32 _9’ o, ©_ m
o —— 9,0,0] \
msg0 r 7
0 9,80
msg32 ) :
T Sys_Msgrcvi(3Z, mtext, mtypeJ o)
/\/
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Leaking 4 kB-Aligned Address C1: Where to write?

— ~DPM_, :
sys_msgrcv(id, mtext, mtype):
6] - queue = ipc_ns.root_rt[id]
pe- msg = find_msg(queue, mtype)
[5) queueo copy_to_user (mtext, msg.mtext)
mtext = char(]
[4)
queuel
® queuel?2
[e.0] \
®  msgl
msg0 [0, 8: ©]
(U
msg32
T Sys_Msgrcvi(3Z, mtext, mtypeJ o)
/\/
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Leaking 4 kB-Aligned Address C1: Where to write?

— ~DPM_, :
sys_msgrcv(id, mtext, mtype):
6] - queue = ipc_ns.root_rt[id]
pe- msg = find_msg(queue, mtype)
[5) queueo copy_to_user (mtext, msg.mtext)
mtext = char(]
[4)
queuel
® queuel?2
®  msgl [9]
msg0
(U
msg32
T Sys_Msgrcvi(3Z, mtext, mtypeJ o)
/\/
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. . 2MB-aligned 4kB-aligned Location of

C2: What to write? Arbitrary read/write




Massaging C1: Where to write?
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Massaging C1: Where to write?

+ ldeal page:
= Contains only attacker-controlled objects
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Massaging C1: Where to write?

+ ldeal page:
= Contains only attacker-controlled objects

< How? :
m Use slab side channel [Maa+24b] (q.’
/l
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Massaging C1: Where to write?

+ ldeal page:

= Contains only attacker-controlled objects
<+ How?

m Use slab side channel [Maa+24b] (
< Sufficent for reliable kernel exploitation

= Known offsets within slab page

-

|
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Location Disclosure Attacks C1: Where to write?

800
v sstisac0f1401
fffffe9132392380

/) fff8898c1faa0c0
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Location Disclosure Attacks C1: Where to write?

< Evaluated Linux kernel:
v5.15, v6.5, and v6.8

800
v sstisac0f1401
fffffe9132392380

/) fff8898c1faa0c0
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Location Disclosure Attacks C1: Where to write?

< Evaluated Linux kernel:
v5.15, v6.5, and v6.8

<+ CPUs:
v mfsaeoﬂ4°‘8°° Intel Kaby, Coffee, Alder, Raptor, and Meteor Lake evaluated
fifffe9132392380 AMD and some ARM affected

/) fff8898c1faa0c0
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Location Disclosure Attacks C1: Where to write?

< Evaluated Linux kernel:
v5.15, v6.5, and v6.8

<+ CPUs:
v mfsaeoﬂ4°‘8°° Intel Kaby, Coffee, Alder, Raptor, and Meteor Lake evaluated
fifffe9132392380 AMD and some ARM affected

. ffff8898(:1f
£ Leaked object locations:
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Location Disclosure Attacks C1: Where to write?

< Evaluated Linux kernel:
v5.15, v6.5, and v6.8

<+ CPUs:
v mfsaeoﬂ4°‘8°° Intel Kaby, Coffee, Alder, Raptor, and Meteor Lake evaluated
fifffe9132392380 AMD and some ARM affected

. ffff8898(:1f
£ Leaked object locations:

®  Kernel stacks
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Location Disclosure Attacks C1: Where to write?

< Evaluated Linux kernel:
v5.15, v6.5, and v6.8

<+ CPUs:
v mfsaeoﬂ4°‘8°° Intel Kaby, Coffee, Alder, Raptor, and Meteor Lake evaluated
fifffe9132392380 AMD and some ARM affected

. ffff8898(:1f
£ Leaked object locations:

m  Kernel stacks
®m  Kernel heap:
msg_msg, cred, file, seq_file, and pipe_buffer
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Location Disclosure Attacks C1: Where to write?

< Evaluated Linux kernel:
v5.15, v6.5, and v6.8

<+ CPUs:
v mfsaeoﬂ4°‘8°° Intel Kaby, Coffee, Alder, Raptor, and Meteor Lake evaluated
fifffe9132392380 AMD and some ARM affected

. ffff8898(:1f
£ Leaked object locations:

m  Kernel stacks
®m  Kernel heap:
msg_msg, cred, file, seq_file, and pipe_buffer

®  Pagetables:
PUD, PMD, and PT
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C2: What to write?

. N 2 MB-aligned 4 kB-aligned X X . Location of
C1: Where to write? memory sections slab pages Oty e elligne) ta rget Obj ects

Arbitrary read/write




Side-Channel-Assisted
Kernel-Level Attacks



Case Studies C2: What to write?
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Case Studies C2: What to write?
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Exploit Primitives and Exploit Techniques C2: What to write?
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Exploit Primitives and Exploit Techniques C2: What to write?

Yall got any more of those
-

exploit primitives??
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Exploit Primitives and Exploit Techniques C2: What to write?

Yall got any more of those

LS

Start with a solid exploit primitive

X —

exploit primitives??
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Exploit Primitives and Exploit Techniques C2: What to write?

Yall got any more of those

LS

Start with a solid exploit primitive, e.g.,
unlink primitive or 8-byte slab write

X —

exploit primitives??
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Exploit Primitives and Exploit Techniques C2: What to write?

Yall got any more of those

LS

Start with a solid exploit primitive, e.g.,
unlink primitive or 8-byte slab write, and
end with an arbitrary read/write or an
arbitrary kernel code execution.

X —

exploit primitives??
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Unlink Primitive C2: What to write?
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Unlink Primitive C2: What to write?

<+ Whatis it?
m  Misuse unsafe element unlink from a list

= Two write primitives:
*x(next + 8) = prev;
*(prev) = next;
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Unlink Primitive C2: What to write?

<+ Whatis it?
m  Misuse unsafe element unlink from a list

= Two write primitives:
*x(next + 8) = prev;
*(prev) = next;

\ < Prior work:

= BadBinder [Sto19]
m  Many others [Sec20; San20; Maa+24a]
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Unlink Primitive C2: What to write?

<+ Whatis it?
m  Misuse unsafe element unlink from a list

= Two write primitives:
*x(next + 8) = prev;
*(prev) = next;

\ < Prior work:

= BadBinder [Sto19]
m  Many others [Sec20; San20; Maa+24a]

<+ Ourgoal:
m Arbitrary read/write primitive
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Unlink Primitive to Controlled Corruption C2: What to write?

Unlink operati

1 struct list_head {

2 struct list_head *next;
3 struct list_head *prev;
4

5
6 struct binder_thread {

7 e

8 struct list_head wait;
10 };

12 /* Unlinks element e */

13 void list_del(list_head *e) {
14 e->next->prev = e->prev;

15 e->prev->next = e->next;

17 void remove_wait_queue(binder_thread *bt) {
18 /* Trigger unlinking */
19 list_del(&bt->wait);

> ¥ Y

Lukas Maar Lukas Giner

binder_thread_1 binder_thread_2 binder_thread_3
wait: wait: wait:
T\" next next next
prev prev prev
next: bt2.wait next: bt3.wait next: bt4.wait
prev: bt0.wait prev: btl.wait prev: bt2.wait
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Unlink Primitive to Controlled Corruption C2: What to write?

1 struct list_head {

2 struct list_head *next;
3 struct list_head *prev;
4

i binder_thread_1 binder_thread_2 binder_thread_3
5
6 struct binder_thread { wait: wait: wait:
7 7\» next next next
. . Tev rev Tev
8 struct list_head wait; P p P
9
10 }; next: bt2.wait next: bt3.wait next: btéd.wait
prev: btO.wait prev: btl.wait prev: bt2.wait

12 /* Unlinks element e */

13 void list_del(list_head *e) {
14 e->next->prev = e->prev; remove_wait_queue (&binder_thread_2);
15 e->prev->next = e->next;

17 void remove_wait_queue(binder_thread *bt) {
18 /* Trigger unlinking */
19 list_del(&bt->wait);

> ¥ Y
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Unlink Primitive to Controlled Corruption C2: What to write?

1 struct list_head {

2 struct list_head *next;
3 struct list_head *prev;
4

; binder_thread_1 binder_thread_2 binder_thread_3
5
6 struct binder_thread { wait: wait: wait:

S next next next

Lo . . = prev i prev
8 struct list_head wait; L
9
10 }; next: bt2.wait next: bt3.wait next: btéd.wait
n prev: bt0.wait prev: btl.wait prev: bt2.wait
12 /* Unlinks element e */
13 void list_del(list_head *e) {
14 e->next->prev = e->prev; remove_wait_queue (&binder_thread_2);
e ) CarbrepunextibgogLuexty // *(bt3.wait->prev) = btl.wait;
16

17 void remove_wait_queue(binder_thread *bt) {
18 /* Trigger unlinking */
19 list_del(&bt->wait);

> ¥ Y
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Unlink Primitive to Controlled Corruption C2: What to write?

1 struct list_head {

2 struct list_head *next;
3 struct list_head *prev;
4

; binder_thread_1 binder_thread_2 binder_thread_3
5
6 struct binder_thread { LLELSH CEEkE LLES

S next et next

Lo . . = prev i prev
8 struct list_head wait; L
9
10 }; next: bt2.wait next: bt3.wait next: bt4.wait
n prev: bt0.wait prev: btl.wait prev: bt2.wait
12 /* Unlinks element e */
13 void list_del(list_head *e) {
14 e->next->prev = e->prev; remove_wait_queue (&binder_thread_2);
B ) Cpebre i glie XL Snex i // *(bt3.wait->prev) = btl.wait;
16

17 void remove_wait_queue(binder_thread *bt) { // *(btl.wait->next) = bt3.wait;

18 /* Trigger unlinking */
19 list_del(&bt->wait);

> ¥ Y
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Unlink Primitive to Controlled Corruption C2: What to write?

Unlink operati

1 struct list_head {

2 struct list_head *next;
3 struct list_head *prev;
4

78 binder_thread_1 binder_thread_3

5

6 struct binder_thread { wait: wait:

s e =

8 struct list_head wait; P P

9

10 }; next: bt2 next: btéd.wait
prev: bt0.w prev: bt2.wait

12 /* Unlinks element e */
13 void list_del(list_head *e) {
14 e->next->prev = e->prev; remove_wait_queue(&binder_thread_2);
| evprevomext = aonext; // *(bt3.wait->prev) = btl.wait;

17 void remove_wait_queue(binder_thread *bt) { // *(btl.wait->next) = bt3.wait;

18 /* Trigger unlinking */
19 list_del(&bt->wait);

> ¥ Y
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Unlink Primitive to Controlled Corruption C2: What to write?

Unlink operati

1 struct list_head {

2 struct list_head *next;
3 struct list_head *prev;
4

5
6 struct binder_thread {

7 e

8 struct list_head wait;
10 };

12 /* Unlinks element e */

13 void list_del(list_head *e) {
14 e->next->prev = e->prev;

15 e->prev->next = e->next;

17 void remove_wait_queue(binder_thread *bt) {
18 /* Trigger unlinking */
19 list_del(&bt->wait);

> ¥ Y

Lukas Maar Lukas Giner

binder_thread_1 binder_thread_2 binder_thread_3
wait: wait: wait:
T\" next next next
prev prev prev
next: bt2.wait next: bt3.wait next: bt4.wait
prev: bt0.wait prev: btl.wait prev: bt2.wait
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Unlink Primitive to Controlled Corruption C2: What to write?

Unlink operati

1 struct list_head {
2 struct list_head *next;
3 struct list_head *prev;
4} binder_thread_1 binder_thread_2 binder_thread_3
5
6 struct binder_thread { wait: wait: wait:
7 *»,\ next next next
. . Tev Tev Tev
8 struct list_head wait; P p P
9
10 }; next: bt2.wait next: Oxdeadbeef next: btd.wait
prev: bt0.wait prev: OxbadcOfe prev: bt2.wait

12 /* Unlinks element e */

13 void list_del(list_head *e) {
14 e->next->prev = e->prev;

15 e->prev->next = e->next;

17 void remove_wait_queue(binder_thread *bt) {
18 /* Trigger unlinking */
19 list_del(&bt->wait);

> ¥ Y
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Unlink Primitive to Controlled Corruption C2: What to write?

1 struct list_head {

2 struct list_head *next;

3 struct list_head *prev;

4} binder_thread_1 binder_thread_2 binder_thread_3
5

6 struct binder_thread { wait: wait: wait:

. . 7\» next next next

8 struct list_head wait; prev prev prev

9

10 }; next: bt2.wait next: Oxdeadbeef next: btd.wait
- prev: bt0.wait prev: OxbadcOfe prev: bt2.wait
12 /* Unlinks element e */

13 void list_del(list_head *e) {

14 e->next->prev = e->prev; remove_wait_queue (&binder_thread_2);
& . Cpebre i glie XL Snex i // *(0Oxdeadbeef+8) = OxbadcOfe;

16

17 void remove_wait_queue(binder_thread *bt) { // *(OxbadcOfe) = Oxdeadbeef;

18 /* Trigger unlinking */

19 list_del(&bt->wait);

20 }
o J
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Unlink Primitive to Arbitrary Read/Write C2: What to write?

S 1
‘.9 % )
o ;
Sl . buffered 4
§ pipe_buffer2: dlaiia 5
o > 5
£ len offset , 6
E page - ’I 1’1
o 9
o . buffered 10
S| pipe_bufferl:
Q data 1
of| len | offset hea 12
S L 13
= page -
(%] 14
. buffered e
pipe_buffer0: it e
- 17
len | offset f I
page - .

\Z Y,
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Unlink Primitive to Arbitrary Read/Write C2: What to write?

Exploit

1 // Unlink primitive
» *(&pipe_buffer0 + 8) = pipe_buffer0
3 *(pipe_buffer0) = &pipe_buffer0

. buffered 4
pipe_buffer2: dlaiia 5

%

len | offset hee 6
page - ’

. buffered 10
pipe_bufferi: it

len | offset hea 12
page -

Slab Page of kmalloc-cg-64

Unlink )
Primitive pipe_buffer0: 16

len |offset AN ;

\Z Y,
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Unlink Primitive to Arbitrary Read/Write C2: What to write?

Exploit

g 1 // Unlink primitive
@ : = s
! » *(&pipe_buffer0 + 8) = pipe_buffer0
) 3 *(pipe_buffer0) = &pipe_buffer0
S| . buffered 4
§ pipe_buffer2: data 5 // Refer target page
g len offset e 6 write(£d0, data = {
i~ - !
= page 5
° g
s buffered ]
(s} q . 10
& p1pe_buffer1: it N
Q o 12
E k|
(2} 14
15}, 96)
16
17
18
19
20
\ J
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Unlink Primitive to Arbitrary Read/Write

;=======§======‘

pipe_buffer2:

len offset

page

pipe_bufferi:

Slab Page of kmalloc-cg-64

Lukas Maar Lukas Giner

buffered
data

buffered
data

C2: What to

write?

Exploit

1 // Unlink primitive

» *(&pipe_buffer0 + 8) = pipe_bufferO
3 *(pipe_buffer0) = &pipe_bufferQ

4

5 // Refer target
s write(£fd0, data
7 .pipe_buffer0
8 .offset =
9},

10 .pipe_bufferl = {
11 .page =

12 .offset =

13 .len =

14 ¥

15}, 96)

16

I ono

age
{
{

17
18
19

20

(1

J
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Unlink Primitive to Arbitrary Read/Write
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pipe_buffer2:

len offset

page

pipe_bufferi:

Slab Page of kmalloc-cg-64
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buffered
data

buffered
data

C2: What to

write?

Exploit

1 // Unlink primitive

» *(&pipe_buffer0 + 8) = pipe_bufferO
3 *(pipe_buffer0) = &pipe_bufferQ

o

5 // Refer target page

s write(fd0, data =

7 .pipe_buffer0 = {

8 .offset = 8,

9},

10 .pipe_bufferl = {

1 .page =

12 .offset =

13 .len =

14 ¥

15}, 96)

16

17

18

19

20
\ J
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Unlink Primitive to Arbitrary Read/Write C2: What to write?

Exploit

g 1 // Unlink primitive
@ ; =
. » *(&pipe_buffer0 + 8) = pipe_buffer0O
) 3 *(pipe_buffer0) = &pipe_bufferQ
Sl . buffered 4
§ pipe_buffer2: data 5 // Refer target page
g len offset e ¢ write(fdo, data = ¢
= ! 7 .pipe_buffer0 =
S page 8 .offset = 8,
g s 1,
o 10 .pipe_bufferl = {
QB_ 1 .page = &target_page,
Q 12 .offset = 0,
S 13 .len = PAGE_SIZE,
5 . target o B
.| Page 15}, 96)
pipe_buffer0: '
P e 3 S 17
g | 18
/I 19
20
\ J
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Unlink Primitive to Arbitrary Read/Write C2: What to write?

Exploit

g 1 // Unlink primitive
=========§========= ; =
A » *(&pipe_buffer0 + 8) = pipe_buffer0O
) 3 *(pipe_buffer0) = &pipe_bufferQ
S| . buffered 4
§ pipe_buffer2: data 5 // Refer target page
g len offset e 6 writ?(fdo, data = E
= ! 7 .pipe_buffer0 =
S page 8 .offset = 8,
g 9},
o 10 .pipe_bufferl = {
QB_ 1 .page = &target_page,
Q 12 .offset = 0,
S - 13 .len = PAGE_SIZE,
5 ., target W B
.| Page 15}, 96)

16
17 // Read from target page
18 read(fdl, &data, 8)

19

20 // Write to target page
2 write(fd1l, data, 8)

J
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Unlink Primitive to Arbitrary Read/Write C2: What to write?

Exploit

g 1 // Unlink primitive
=========§========= ; =
. » *(&pipe_buffer0 + 8) = pipe_buffer0O
) 3 *(pipe_buffer0) = &pipe_bufferQ
Sl . buffered 4
§ pipe_buffer2: data 5 // Refer target page
g len offset e 6 writ?(fdo, data = E
= ! 7 .pipe_buffer0 =
us page 8 .offset = 8,
@ target g }’_
o 10 .pipe_bufferl = {
page 2

QB_ 1 .page = &target_page,
Q 12 .offset = 0,
S - 13 .len = PAGE_SIZE,
5 \\ target o B

~o, | Page 15}, 96)

16
17 // Read from target page
18 read(fdl, &data, 8)

19

20 // Write to target page
2 write(fd1l, data, 8)

J
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Unlink Primitive to Arbitrary Read/Write C2: What to write?

Exploit

g 1 // Unlink primitive
% : = s
. » *(&pipe_buffer0 + 8) = pipe_buffer0O
) 3 *(pipe_buffer0) = &pipe_buffer0
3| . buffered 4
=|pipe_buffer2: data 5 // Refer 2048 byte of target page 2
g len | offset ieg 6
X - ’
S page 8
° g
) target ’

. 10
§' pipe_bufferl: page 2 .
Q % 12
S 13
> target o

page

\Z Y,
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Unlink Primitive to Arbitrary Read/Write C2: What to write?

Exploit

L 1 // Unlink primitive
[ » *(&pipe_buffer0 + 8) = pipe_bufferO
3 *(pipe_buffer0) = &pipe_bufferQ
. buffered 4
pipe_buffer2: data 5 // Refer 2048 byte of target page 2
len offset e 6 write(£d0, data
o 7 .pipe_buffer0 = {
page - 8 .offset = 8,
target s}
- page 2 10 .pipe_bufferl = {
1 .page = &target_page2,
12 .offset = 2048,
13 .len = PAGE_SIZE,
14 ¥
15}, 96)

16

Slab Page of kmalloc-cg-64

pipe_buffer0O:

N 17

] 18

19

20
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Unlink Primitive to Arbitrary Read/Write C2: What to write?

Exploit

1 // Unlink primitive

o~ R .
» *(&pipe_buffer0 + 8) = pipe_buffer0O

3 *(pipe_buffer0) = &pipe_bufferQ

. buffered 4

pipe_buffer2: data 5 // Refer 2048 byte of target page 2
len offset e 6 write(£d0, data = {

L 7 .pipe_buffer0 = {

page 8 .offset = 8,

. target g }’_ gl e

. . 10 .pipe_bufferl =

pipe buf,f,?;rl__' ‘ G2 1 .page = &target_page2,

@ 12 .offset = 2048,

-7 13 .len = PAGE_SIZE,

14 ¥

15}, 96)

Slab Page of kmalloc-cg-64

16
. 17 // Read from target page 2
' 18 read(fd1l, &data, 8)
. 19
20 // Write to target page 2
2 write(fd1l, data, 8)

J

Lukas Maar Lukas Giner https://lukasmaar.github.io/


https://lukasmaar.github.io/

4kB-aligned Location of

C2: What to write?

q 2 MB-aligned . . .
C1: Where to write? memory sections slab pages Oty e elligne) ta rget Obj ects

Self reference Arbitra ry read/write
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< Isolate kernel/user address space
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Mitigations

< Isolate kernel/user address space
= KPTI

m Software-based solution
most kernel memory not mapped while in user mode
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Mitigations

m Software-based solution
most kernel memory not mapped while in user mode
< Intel LASS
m Hardware-based solution
m Protection before paging
prevents TLB side channel
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Black Hat Sound Bytes

+ Defense-based Amplification: Defenses increase
security in one dimension but may decrease in
another.
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Black Hat Sound Bytes

+ Defense-based Amplification: Defenses increase
security in one dimension but may decrease in
another.

+ Allocator-based Amplification: Allocator designs can
decrease security.

< Reliability: Side channels can increase reliability of
L kernel exploitation.
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