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When 'Changed Files' Changed Our Weekend Plans



Spoiler: They were definitely changed



Spoiler: They were definitely changed



Even CISA said ‘Yikes!’





Top Companies using changed-files

Argo TypeScript Kong PostHog

GitHub Hugging Face HashiCorp Meta Microsoft



Agenda

How was the attack detected?

What was the malicious code doing?

How was the action compromised?

How did organizations respond?

Lessons learned from the incident
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Introduction to GitHub Actions 
and the tj-actions/changed-files 
action

01.



Brief Overview of 
GitHub Actions
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Brief Overview of 
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Brief Overview of 
GitHub Actions



Demo: GitHub Actions Workflow Run



Demo: GitHub Actions Workflow Run



Demo: GitHub Actions Workflow Run

Pull Request Merge to main Workflow Triggers





Initial Detection and 
Investigation

02.



Baseline-driven security monitoring



Baseline-driven security monitoring



Baseline-driven security monitoring



Baseline-driven security monitoring



Anomalous detection event on March 14



Anomalous detection event on March 14



Initial Investigation Steps



Discovery of Tag 
Manipulation



Discovery of Tag Manipulation

All tags were redirected to 
the malicious commit



Discovery of Tag Manipulation

0e58ed86



Anatomy of the Attack- 
Technical Analysis

03.



The Malicious Imposter Commit



Imposter 
Commit



Original Action 
Repository

Legitimate repo
with release tag v35

Steps to update a release tag to an Imposter Commit

Result: All GitHub Actions workflows using action@v35 now execute malicious code

Attacker 
Creates a Fork

Fork of the 
original repo

Add
Malicious Commit

Inject Backdoor
into fork

Update Tag
v35 -> Malicious 

Commit

Update tag to
malicious commit



Details of the malicious Imposter Commit​



Details of the malicious Imposter Commit​



Details of the malicious Imposter Commit​



The base64 decoded version of the code



The base64 decoded version of the code



The Content of 
memdump.py
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The base64 decoded version of the code



The base64 decoded version of the code



The base64 decoded version of the code



The base64 decoded version of the code



The base64 decoded version of the code



tj-actions Imposter Commit

Result: CI/CD secrets from the workflow are exfiltrated in CI/CD build logs

Download 
memdump.py

nemdump.py is 
downloaded from a 
public GitHub gist

Execute 
memdump.py

memdump.py dumps 
Runner.Worker process 

memory

Discover Secrets

Memory dump is 
searched for CI/CD 

secrets

Dump Secrets in 
Build Logs

CI/CD secrets are 
exfiltrated in build logs in 
double base64 encoded 

format



Demonstration Setup

tj-actions/changed-files tj-actions-clone/changed-files

CLONED

We’ve created an exact replica of the tj-actions/changed-files repository to demonstrate the supply chain attack

Demonstration Flow:

First: Run the action under normal 
circumstances

Then: Simulate the compromise and show 
the attack

1 2



Simulation: Normal Scenario

Pull Request Merged Action Runs Expected Output





Normal Scenario: Network Baseline



Normal Scenario: Network Connections



Pull Request Merged Action Runs

Executes Imposter 
Commit

Simulation: Compromise Scenario

Exfiltrates Secrets Downloads Exploit





Compromise Scenario: Network Baseline



Compromise Scenario: Network Baseline



Compromise Scenario: Network Connections



Tracing tj-actions Compromise
Back to the Reviewdog Compromise

tj-actions/changed-files

tj-actions/eslint-changed-files

depends on

reviewdog/action-setup
depends on

Attacker

Compromises



Tracing tj-actions compromise back to the reviewdog 
compromise



Tracing tj-actions compromise back to the reviewdog 
compromise



Compromise of Reviewdog Actions



The Malicious Imposter Commit



Details of the malicious Imposter Commit​



Details of the malicious Imposter Commit​



The Content of 
runner_script.py



Timeline of reviewdog 
compromise

Researcher Adnan Khan publicly disclosed the compromise

March 17, 2025
01:00 AM UTC 

The maintainer published a response and confirmed that the 

compromise occurred

March 18, 2025
09:00 PM UTC 

The action was compromised

March 11, 2025
18:42 PM – 20:31 PM  UTC 



Tag manipulation to point to malicious commit



Visualizing Secret Leakage in GitHub Actions Logs



Tracing Reviewdog Compromise Back to the Spotbugs Compromise

tj-actions/changed-files

Attacker

tj-actions/eslint-changed-
files

spotbugs/spotbugs

reviewdog/action-setup

used in

dependency

steal maintainer’s PAT

spotbugs/sonar-findbugs

steal maintainer’s 
PAT

exploit a Pwn Request vuln

Source: https://unit42.paloaltonetworks.com/github-actions-supply-chain-attack



Timeline of the Investigation

Our initial investigation 

confirmed that most versions of 

`tj-actions/changed-files  ̀were 

compromised

March 14, 2025
5:00 PM UTC 

We identified multiple public 

repositories leaking secrets in 

build logs. Users were advised to 

follow recovery steps 

immediately

March 14, 2025
8:00 PM UTC

GitHub removed the ̀ tj-

actions/changed-files  ̀Action, 

making it unavailable to 

workflows

March 15, 2025
2:00 PM UTC

GitHub restored the 

repository. All versions of the 

action were cleaned, and no 

longer included the malicious 

code 

March 15, 2025
10:00 PM UTC

Further investigation 

uncovered that several Actions 

in the `reviewdog` GitHub 

organization were also 

compromised

March 18, 2025
2:30 AM UTC



Domino Effect: From Pwn Request to Mass Breach



How the Attackers Tried to 
Evade Detection

04.



Use of legitimate GitHub domain in tj-
actions exploit



Use of legitimate GitHub domain in tj-
actions exploit



No Network Connection Made by 
Reviewdog Exploit Code



Commit Activity Appeared Normal



Imposter Commits Impersonated Legitimated Users



Imposter Commits Impersonated Legitimated Users



Attack Amplification: How 
Much Worse Could This Have 
Been?

• Exfiltrated secrets to an attacker-controlled 

endpoint

• Launched additional chained supply chain 

attacks

• Inserted backdoors into software builds

• Executed targeted supply chain attacks



Who was behind these CI/CD supply chain attacks?



Concrete recommendations 
for CI/CD security

05.



Security Monitoring for Runners



Security monitoring for Runners

You can build your own baseline monitoring system or
extend one using open-source EDR tools such as

Wazuh TetragonFalco



Set and Enforce an 
Action Allowlist



Pin third-party GitHub Actions to specific commit SHA



Real-world Difficulties Aced by Affected 
Organizations



Real-world Difficulties Aced by Affected 
Organizations



Real-world Difficulties Aced by Affected 
Organizations



Real-world Difficulties faced by Affected 
Organizations



Incident Response for Compromised Actions



Concrete Recommendations for 
CI/CD security

• Security monitoring for CI/CD Runners

• Set and Enforce an Action Allowlist

• Pin third party GitHub Actions to specific commit SHA

• Incident Response for Compromised Actions
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