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* Exploit Reliability

&) >

Exploit Failed Alert 1is logged Attack can be detected
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UAF write pointer

> . > . > e

UAF object UAF object UAF object
(Allocated) (Freed) (Freed)


https://syzkaller.appspot.com/bug?id=83bec290888c08680fb630ec3a2bc87d0ad4b73f
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copy_to user(&msg msg+a, ..)
data > data
copy
msg _msg userspace

(Transfer to userspace)



https://syzkaller.appspot.com/bug?id=83bec290888c08680fb630ec3a2bc87d0ad4b73f
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UAF write pointer

Oxffffdead

UAIs g brjeg- t
(AlEpeatied)

copy

\ 4

Oxffffdead

userspace



https://syzkaller.appspot.com/bug?id=83bec290888c08680fb630ec3a2bc87d0ad4b73f
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>  13.70%


https://syzkaller.appspot.com/bug?id=83bec290888c08680fb630ec3a2bc87d0ad4b73f
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SLAB SLUB SLOB
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slab

slab

heap
slab

PR

slab

User application SLUB allocator
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Slab
Slab CaChe (kmalloc-128)
. Slab
General Cache Special Cache (mm_struct)
> Specific size > Specific type
Slab
- kmalloc-32 - task_struct (tast_struct)
- kmalloc-64 - mm_struct -
- Kmalloc-96 - vm_area_struct

Slab
(kmalloc-512)
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L ( 1 ( ) Full-list
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- kmalloc-4096

- Allocate 1 vuln, 7 add’l
> VIIA||A[|A Al |A]| Al A

- 8 objects 1in slab

[FI[FI[FI[F][F][F][F][F]]

kmalloc-4096 slab



https://syzkaller.appspot.com/bug?id=83bec290888c08680fb630ec3a2bc87d0ad4b73f
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, Full-list
Allocation :
1 vuln +
| CPU#1 | {Freelist] FILF]LFJLFJ|F]|F]|F
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, Full-list
Allocation :
1 vuln +
| CPU#1 | {Freelist] FI|F||F||F||F||F||F
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, Full-list
Allocation :
1 vuln + A [F] A A AA A A
| CPU#1 | {Freelist|

{ page —{ A [o]|[F][F][F][F][F][F]]
{Par‘tial]—»
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- Allocation : 1 vuln +

- # object in slab : 8 objects

— CPU’s page is changed if slab contains at least one allocated object.

— Overlapping object is allocated to wrong address.

To exploit

— The CPU’s page should not use any object.
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Question

— How to know the current slab is not used?

Idea

— If the attacker know the allocation status of slab, the attacker can know

current slab is not used

Another Question

—How to know the allocation status of slab?
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— How to know the allocation status of slab?

Q> XD

Linux Kernel X User
1nu €rne Information
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— How to know the allocation status of slab?



0

black hat

EUHCEE————

— How to know the allocation status of slab' ,

NS

' 4

' 4

NS
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® — Track down
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- Allocate one object

- Unused slab is created from corresponding slab
_______________________________________________________ |

Slow-path
R
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Performance
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Pspray

Timing Side-Channel based Linux Kernel Heap Exploitation Technique
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- Allocate 1 vuln, 7 add’l
> - 8 objects in one slab

=> It needs unused slab


https://syzkaller.appspot.com/bug?id=83bec290888c08680fb630ec3a2bc87d0ad4b73f
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1) do Pspray
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2) Allocates 7 objects

| CPU#1 | {Freelist] FILF][F][F||F]|F]||F
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3) Allocates 1 vuln and 7 add’l

| CPU#1 | {Freelist]

—{ Page —{[0] A Al//A| A A A A]
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4) Conclusion

13.70% > 98.16%
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4) Conclusion

Vulns Type a#lloofc Baseline Pspray
CVE-2019-2215 UAF 2 93.28% 100% i
CVE-2018-6555 UAF 13 63.50% 99.94%
83bec2. .. UAF 8 13.70% > 98.16%
77e2cf. .. UAF 1 95.74% 100% &
CVE-2017-6074 DF 4 80.64% 100%
6b8d6b. . . DF 1 96.28% 99.98% )
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CVE-2017-7533
CVE-2017-7184
CVE-2016-6187
CVE-2010-2959

33.78%
21.18%
23.38%
39.60%
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SLAB Freelist Random

2 3 4 5 6
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adjacent

[VTFFFFJ

1 2 3 4 5

(o)}

- The vulnerable object and the target object must be adjacent
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[FFVFFFJ

2 4 1 6 3 5

[TFVFFFJ

1 3 2 6 4 5

[TFTFVFJ

1 4 2 5 3 6

We judged that the reason for the failure was
that the attacker did not know the allocation status.

[TTTVFF] [TTTTVF]'[TTTTTV]

2 3 1 4 6 5 2 4 1 3 5 6 3 2 1 5 4 6

# of target object is 3 # of target object is 4 # of target object is 5

Failed case of Out-Of-Bounds exploitation
- The attacker cannot know how many target object is allocated.
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2) Allocates 7 objects

| CPU#1 | {Freelist] F FI|LF|[F|[F||F][F
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3) Allocates 7 target and 1 vuln

| CPU#1 | {Freelist|
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4) Conclusion

Vulns Type Baseline Pspray
CVE-2017-7533 00B 33.78% 94.26%
CVE-2017-7184 00B 21.18% 96.52%
CVE-2016-6187 00B 23.38% 95.58%
CVE-2010-2959 00B 39.60% 94.80%
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Problem:
- The change of CPU’s page during allocating vulnerable object

Solution:

- Using Pspray, we can circumvent the situation that CPU’s

page 1s changed.
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Problem:
- Slab Freelist Random

Solution:

- Using Pspray, we can make the vulnerable object and target

object adjacent.
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* We introduce Pspray, which combines previous exploit

techniques with timing side-channel attack.
* The utilization of Pspray is endless.

* There might be another logical flaws like Pspray in Linux

kernel or else.
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