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Off The Record: Weaponizing DHCP DNS 

Dynamic Updates

Ori David



Agenda

● Unfamiliar attack surface in Active Directory

● Series of attacks allowing DNS records overwrite without authentication

● Mitigations
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It’s always DNS

● DNS exposes a lot of attack opportunities
○ DNS Spoofing

○ DNS Tunneling

○ DNS Amplification

○ …

● Decided to look at DNS in Active Directory 

domains



Every domain requires an Active Directory Integrated DNS zone

ADI DNS



DNS Dynamic Updates

Every Windows host manages its own DNS record 



Secure Dynamic Updates

By default, DNS updates are Kerberos authenticated



Secure Dynamic Updates

Updates are authorized based on ACLs

● Once created - every machine controls its 

own record

● Authenticated users can create records for 

non-existing names



DHCP & DNS

DHCP

provide a unique IP address and other network configuration for 

network clients

DHCP DNS Dynamic Update

DHCP feature to create a DNS record on behalf of DHCP clients



DHCP DNS Dynamic Update
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DNS 

Server

DHCP

Server

2.DNS Update Request

Add PC.aka.test A

10.0.0.1

PC

10.0.0.1



Performing Updates -

Demo



Unauthenticated
Bypass ADI-DNS authentication requirement - any 

client can lease an IP address from the DHCP server

Default Enabled by default on Microsoft DHCP

Popular Microsoft DHCP server is very common

DHCP DNS Dynamic Update Potential Impact



We saw Microsoft DHCP in 40% of the networks that we monitor

Microsoft DHCP server



Abusing DHCP DNS Dynamic Updates

● How can we abuse the ability to create 

DNS records?

● Previous name resolution attacks:
○ LLMNR/NBNS Spoofing

○ ADI-DNS Spoofing



LLMNR/NBNS Spoofing
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4.LLMNR Response

PC.aka.test - <Attacker IP>



LLMNR/NBNS Spoofing

DNS 

Server

Victim



LLMNR/NBNS Spoofing

✔ Doesn’t require authentication

✘ Only works against targets in the same LAN



ADI-DNS Spoofing

DNS 

Server

Victim

4.DNS Update

PC.aka.test - <Attacker IP>



ADI-DNS Spoofing

✔ Works against all targets in the domain

✘ Requires authentication



DDSpoofing
DHCP DNS Spoofing



DHCP DNS Spoofing

DNS 

Server

DHCP 

Server

Victim

4.DHCP Request

FQDN: PC.aka.test

5.DNS Update

PC.aka.test - <Attacker IP>



Comparing to existing attacks

Attack Works Without 

Credentials

Works Across Subnets

LLMNR/NBNS Spoofing
✔ ✘

ADI-DNS Spoofing
✘ ✔

DHCP DNS Spoofing
✔ ✔



Working Towards DNS Overwrites



Working Towards Overwrites

DNS 

Server
DHCP Server

2.DNS Update Request

Add PC.aka.test A

10.0.0.11

Authentication: DHCP$

PC

10.0.0.1

Owner: PC$

3.DNS Update Response

Refused



Working Towards Overwrites

● The DHCP server will send a DNS Dynamic Update even if the record exists

● ACLs are meant to stop overwrites 



DNS Record Types

● “Client Records” - records that were created by Windows hosts directly

● “Managed Records” - records that were created by the DHCP server

Main difference - record ownership



PC1

DNS 

Server

DHCP

Server

PC1

A: 10.0.0.1

Owner: DHCP$

PC2

A: 10.0.0.2

Owner: PC2$

PC2

Managed Record:

Client Record:



DDOverwrite
DHCP DNS Overwrite



Managed Record Overwrite

DHCP server doesn’t 

verify the requested 

FQDN

DHCP server owns 

its managed records

DHCP server uses its 

own permissions to 

update records

We can overwrite any managed record!



Managed Record Overwrite
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2.DNS Update Request
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Authentication: DHCP$

PC
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Owner: DHCP$

PC

10.0.0.11

Owner: DHCP$



Managed Record Overwrite

● By default, modern Windows hosts will not have a Managed Record

● The attack could be useful for:

Non-Windows clients Legacy Windows hosts       

(<Windows 2K)

Disabled client updates



Overwriting Client Records

● Owned by each individual client - DHCP server has no permissions

● But what about the DHCP server own client record?



DHCP Self-Overwrite

DHCP server doesn’t 

verify the requested 

FQDN

DHCP server owns 

its own client record

DHCP server uses its 

own permissions to 

update records

We can make the DHCP server overwrite its own record!



DHCP Self-Overwrite

DNS 

Server
DHCP Server

2.DNS Update Request

Add DHCP.aka.test A

10.0.0.11

Authentication: DHCP$

DHCP

10.0.0.101

Owner: DHCP$

DHCP
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DHCP Self-Overwrite

● Intercept any communication destined for the DHCP server

● Impact depends on other services hosted on the server



Domain Controller Self-Overwrite

● Overwrite the DC record if a DHCP server is installed on it



DC Arbitrary Overwrite

DCs have write permissions on all the 

records in the zone - arbitrary DNS record 

overwrite!



DC Arbitrary Overwrite

DNS 

Server
DHCP + DC

2.DNS Update Request

Add AnyServer.aka.test A

10.0.0.11

Authentication: DC$

AnyServer

10.0.0.2

Owner: AnyServer$

AnyServer

10.0.0.11

Owner: AnyServer$



Attack Demo



DNS Spoofing Impact

Relay 

Authentication

Capture 

Sensitive 

Information

Block Access to 

SIEM/EDR 

Servers



DC Arbitrary Overwrite

Domain compromise from an unauthenticated 

context

Works with the default configuration

Seen in 57% of the networks that used Microsoft DHCP



Mitigations for 

DHCP DNS Attacks



Name Protection

● Prevent overwriting names that were already created by the DHCP server

● Associate each Managed Record with its original creator

● Implemented using DHCID records - DHCP client identifier



Name Protection

DNS 

Server

DHCP 

Server

2.DNS Update Request

Pre-req PC1.aka.test DHCID

BbCcDdEeFf…

Add PC1.aka.test A

10.0.0.10

3.DNS Update Response

Refused
PC1

A: 10.0.0.1

DHCID: AaBbCcDd..

Owner: DHCP$



Name Protection Caveats

● Only meant to protect Managed records - prevent Managed Record 

Overwrite

● Could be bypassed even in this case by spoofing a DHCP Release



DNS Credential

● Specify an alternative credential to 

be used when sending updates



DNS Credential Caveats

● The credential used has to be weak

● Only meant to protect Client records - prevent DHCP Self-Overwrite & DC 

Arbitrary Overwrite



Attacks & Mitigations Summary

● DHCP DNS Spoofing
○ Can’t mitigate

● Managed Record Overwrite
○ Can’t mitigate

○ Name Protection could make this harder to perform

○ Use static DNS records instead if possible

● DHCP Self-Overwrite & DC Arbitrary Overwrite
○ Mitigate by configuring a weak user as a DNS credential

○ Especially critical for Domain Controllers



Microsoft’s Response







Black Hat Europe Sound Bytes

● DHCP DNS Dynamic Updates provide a significant attack surface

● Avoid risky configuration

● Configure a weak user as the DNS credential on all DHCP servers

● Enable DHCP Name Protection

● Disable DHCP DNS Dynamic Updates if they aren’t required
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Thank you 

Questions?

@oridavid123
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