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• CPU vulnerabilities can leak or spy on…
− … cryptographic keys.
− … browser cookies.
− … (almost) arbitrary memory.

• CPU vulnerabilities can attack…
− … the kernel.
− … the browser (from within JavaScript).
− … virtual machines.



A Security RISC? - Lukas Gerlach, Daniel Weber, Michael Schwarz8

Why do We Care about CPU security?



A Security RISC? - Lukas Gerlach, Daniel Weber, Michael Schwarz8

Why do We Care about CPU security?



A Security RISC? - Lukas Gerlach, Daniel Weber, Michael Schwarz8

Why do We Care about CPU security?



A Security RISC? - Lukas Gerlach, Daniel Weber, Michael Schwarz8

Why do We Care about CPU security?



A Security RISC? - Lukas Gerlach, Daniel Weber, Michael Schwarz8

Why do We Care about CPU security?



A Security RISC? - Lukas Gerlach, Daniel Weber, Michael Schwarz8

Why do We Care about CPU security?



A Security RISC? - Lukas Gerlach, Daniel Weber, Michael Schwarz8

Why do We Care about CPU security?



A Security RISC? - Lukas Gerlach, Daniel Weber, Michael Schwarz8

Why do We Care about CPU security?



A Security RISC? - Lukas Gerlach, Daniel Weber, Michael Schwarz8

Why do We Care about CPU security?



A Security RISC? - Lukas Gerlach, Daniel Weber, Michael Schwarz8

Why do We Care about CPU security?

https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png


A Security RISC? - Lukas Gerlach, Daniel Weber, Michael Schwarz8

Why do We Care about CPU security?

https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png
https://downfall.page/images/profile.png


A Security RISC? - Lukas Gerlach, Daniel Weber, Michael Schwarz

Different Vulnerabilities, Different Attacks

9



A Security RISC? - Lukas Gerlach, Daniel Weber, Michael Schwarz

Different Vulnerabilities, Different Attacks

• Leaking Secrets:

9



A Security RISC? - Lukas Gerlach, Daniel Weber, Michael Schwarz

Different Vulnerabilities, Different Attacks

• Leaking Secrets:
− Spectre

9



A Security RISC? - Lukas Gerlach, Daniel Weber, Michael Schwarz

Different Vulnerabilities, Different Attacks

• Leaking Secrets:
− Spectre
− Meltdown

9



A Security RISC? - Lukas Gerlach, Daniel Weber, Michael Schwarz

Different Vulnerabilities, Different Attacks

• Leaking Secrets:
− Spectre
− Meltdown
− MDS
− …

9



A Security RISC? - Lukas Gerlach, Daniel Weber, Michael Schwarz

Different Vulnerabilities, Different Attacks

• Leaking Secrets:
− Spectre
− Meltdown
− MDS
− …

• Tampering with Data:  

9



A Security RISC? - Lukas Gerlach, Daniel Weber, Michael Schwarz

Different Vulnerabilities, Different Attacks

• Leaking Secrets:
− Spectre
− Meltdown
− MDS
− …

• Tampering with Data:  
− PlunderVolt

9



A Security RISC? - Lukas Gerlach, Daniel Weber, Michael Schwarz

Different Vulnerabilities, Different Attacks

• Leaking Secrets:
− Spectre
− Meltdown
− MDS
− …

• Tampering with Data:  
− PlunderVolt
− CacheWarp
− …
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RISC-V: The New Star on the Horizon

• New Instruction Set Architecture (ISA)

• Open-Source Standard

• White-box bug hunting

• Testing of hardware mitigations

• Lots of academic research

13
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You Can Buy RISC-V Cores!

15

Now available in 
Hardware

Allwinner D1 (C906) SiFive U74
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RISC-V is Coming

62.4 billion RISC-V cores predicted to be running 
by 2025

RISE Project by major vendors (Google, 
Qualcomm, Samsung, …)
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Fix: Make the interface privileged (root only)!
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• More performance counters will yield stronger attacks...
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• Instead execute the prediction

• Two cases:
− Correct prediction, we win 
− False prediction, rollback effects 
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• Spectre requires speculative execution

• Our RISC-V CPUs: No support for 
speculative execution (yet...)
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Surpise Demo: Spectre is fixed? Right?
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More optimized cores (C910) 
are more vulnerable
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- Transient-execution attacks

• “Surprising” design decision:

- Unprivileged performance counters
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• Open-source architectures are great!

- Allow for white-box bug hunting

- Eases proposing and testing of defenses
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Want to Play Around with the Code?
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https://github.com/cispa/Security-RISC

https://github.com/cispa/Security-RISC
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Takeaways
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RISC-V has a lot of potential…

Redesigned open-source architectures  

do not automagically solve security

More (optimized) RISC-V cores on the way

Security Research on RISC-V hardware is essential!

@____salmon____ @weber_daniel
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