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Todays Goal

Demonstrate how cloud sync gives immense context to an attacker, and the tools to 
trigger remote payloads unavailable without sync.
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• Edward Prior
• @JankhJankh
• Robotics -> Machine Learning -> Pentester/Red Teamer
• OSCP, OSCE, CRTE, ETC.
• 12 CVEs
• CTF Challenge Designer for AIV@DEF CON

Whoami
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Outline

• Sync Introduction
• Case Studies
• Vuln Demos
• Prevention and Detection
• Automated Emulation
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Intro to Cloudsync

Cloudsync is a feature in every browser to allow for a consistent state 
between devices.

Features:
• Synced Settings, Extensions, Passwords, history, and user data
• Periodically pulls updates from a server
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Likelihood of compromise

• M365
• Google Business Suite
• Personal browser accounts
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Case Studies

All case studies assume a cloud synchronised account on a corporate device has been 
compromised, and that the browser is being used regularly.

Each case study was conducted against a fully patched Chrome, Edge, and Firefox browser.
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Summary Of Case Studies

• Information Theft
• Full control of victim URLs
• Auth coercion
• Viewing local and remote files
• The ability to trigger external applications
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Forced Password Theft in Edge
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Sensitive File Theft via Extensions

User is sent to 
C:/Users/User/.ssh

/id_rsa

Malicious 
Extension Reads 

the page and 
exfiltrates data

User is redirected 
to their homepage.

User starts browser
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Sensitive File Theft from Share Drive
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Malware Dropping Via DOM Modification
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RCE via Protocol Handler Vuln
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Desktop Credential Compromise
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RCE via WinRM Request Forgery
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Lateral Movement
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Summary of Attacks

• Information Theft
• Full control of victim URLs
• Auth coercion
• Viewing local and remote files
• The ability to trigger external applications
• Request Forgery attacks that circumvent SOP.
• Lateral movement
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Prevention

Disable setting sync on all browsers at a both a cloud and device level.

Harden browser settings via group policy.

Decouple your password manager from your browser.

Other recommendations:
• Investigate any other browsers in use in the organisation.
• Investigate if personal browser accounts are being used within the organisation.
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Detection

Alert on anomalous logins and actions within your external services.
Periodically scan your enterprise for malicious extensions.
Investigate anomalous browser subprocessess.
Alert on excessive network activity (port scanning).
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Automated Emulation

Automated emulation tool written in .NET.

https://github.com/JankhJankh/Syncy

Periodically Opens 
the Browser

Malicious 
Extension Reads 

the sync config to 
inform attacks

Enables Sync In 
Browsers, and adds 

a malicious 
extension

Conducts 
malicious activity
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and some unique ways of leveraging that context to crack the perimeter.
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Sync provides remote attackers with significant context into an enterprise environment, 
and some unique ways of leveraging that context to crack the perimeter.

Disable sync in enterprise environments.

Consider Syncy for your next attack simulation.



Questions?

Edward Prior at Aegis9
Socials: @JankhJankh

Syncy: https://github.com/JankhJankh/Syncy
Whitepaper: Available on briefing page
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