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How does it affect security?

» Social Media Phishing is on the rise
» Preferred Vector for attackers
» 33% click rates vs 11% for business email
» Bring your own device
» Access from work devices
» Alternatives attack vectors
» Credential based phished - shared work credentials
» Malicious file download

» Browser exploitation




How do we address this?

» Improving Awareness
» Mock Campaigns
» ldentify who is at risk
» Two types of test:

» Passive

» Active




Passive Testing
with Social Mapper

Feed in Linkedln Company or list
of enumerated employees

Logs into Social Media sites with
provided credentials

Searches based on name, and
identifies via Facial Recognition

Pros:

» Quicker

» Less Intrusive
Cons:

» ldentification only, no evaluation




Running Social Mapper

:social_mapper jwilkin$ python social_mapper.py -f company -1 “"Trustwave®™ -m fast -t stondord -fb -11 -tw -gp -ig
AQEDAS T r LZgAL camAABYmOBpGUAAAF 1 had rpVYAVF Jml 7yK14c88D29rVelldn2 adSFub2 1mFowSUHAZZXaDEMD j A4 8u9 JUganxExpAe 36ZL frv] SmL SYCON-Xn9xMA ] Xpp46APHI | 2MQv_xWd6S5 X - Sw
[*] Obtained new session: AQEDASTrIZgAlcqmAABYmOBpGUAAAF1h44rpVYAVF Inl 7yK14c88029rVelldn2adSFuD2 ImFbwSUHAZ 2XaDBMD JA4 818 JUganxExpAe36ZL frv] Sel SYCON-XnSxMA j Xpp46APH3
1 2MQv_xXWAB5X - Sw
[Notice] Found company ID: 21523
[Notice] Found company ID: S@8955
[Notice] Found compony ID: 688525
[*] Using company ID: EEEES
[*] 1468 Results Found
[*] LinkedIn only ollows 100@ results. Refine keywords to copture all doto
[*] Fetching 2S5 Pages

| [*] Fetching page 2 with 4@ results for Trustwave

:social_maopper jwilkin$ python social_mapper.py -f imagefolder -i ./Examples/employees/ -m accurate -t loose -fb -1i -tw -gp -ig

[+] Facebook Login Page loaded successfully [+]
[+] Facebook Login Success [+]

Match found: Lawrence Munro
Facebook: https://www.facebook.com/lawrence.munro?ref=br_rs
[+] Twitter Login Page loaded successfully [+]

[+] Twitter Login Success [+]

[+] Instagram Login Page loaded successfully [+]
[+] Instagram Login Success [+)

Match found: Lawrence Munro

Iowragrar . https://instagram. com/lawrencemunro/



Example Social Mapper Report

wallis choi

karina kurdej

dev churaman







Running Social Attacker

@] @] N xterm

bazh-3.2% python3 social_attacker,py -i social-mapper-demo,csv -f addphish -a -m "Hey [FIRST_MAME], what
do you think of this? https://megalon,spiderlabs,comdevil,doc?t=[TRACKING_ID]" -5 -ww -uw 24

[+] Facebook Login Page loaded successfully [+]
[+] Facebook Login Success [+]

Adding Facebook Friend 1/3 ¢ Jacob Wilkin

[+] LinkedIn Login Page loaded successfully [+]
[+] LinkedIn Login Success [+]

Adding LinkedIn Connection 1/3 ¢ Jacob Wilkin

Already connected to: https://linkedin,comsin/jacob-wilkin-845b1667/
Adding LinkedIn Connection 2/3 : Abdurahman Keeling

Adding LinkedIn Connection 373 : Abel Bullock

[+] Twitter Login Page loaded successfully [+]
[+] Twitter Login Success [+]

Following Twitter target 1/3 ¢ Jacob Wilkin
Following Twitter target 273 : Abdurahman Keeling

[+] Vkontakte Login Page loaded successfully [+]
[+] Vkontakte Login Success [+]

Adding Ykontakte Connection 1/3 3 Abdurahman Keeling
Already Added: https:d vk, comsid543288008

Sleeping for 24 hours to allow time for connections to be accepted




Example Social Attacker Report

Click Status
Profiles Message Datatime User Agent
IP Address

User-Agent: Mozilla/5.0

Link Clicked (Macintosh; Intel Mac
Hey Jacob, what do you think of this? 86.16.140.100 A Olzx;:ﬁ:/gg‘;)%
https://megalon.spiderlabs.com/evil.doc?t=9515A 2019-07-02 20:52:54 pp p

(KHTML, like Gecko)

CcST Chrome/75.0.3770.100
Safari/537.36
User-Agent: Mozilla/5.0
Link Clicked (Macintosh; Intel Mac
Hey Jacob, what do you think of this? 86.16.140.100 Apglsex;t?ﬁ:/%%e
. H H D= -07- 59 -
https://megalon.spiderlabs.com/evil.doc?t=9515B 2019-07 c.§)82-|_20.52.45 (KHTML, like Gecko)
Chrome/75.0.3770.100
Jacob Wilkin Safari/537.36
Hey Jacob, what do you think of this? Not Clicked

https://megalon.spiderlabs.com/evil.doc?t=9515E

Message Not Sent







Protecting Yourself

Don’t use the same name/username across sites.
Don’t accept connections from people you don’t know.

Don’t click on links from people you don’t know.

vV v v Vv

Don’t show your face in your profile picture.
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Protecting Your Organization

Run Social Media Awareness testing.
At least Social Mapper to identify employees linked to your company online.
Warn employees about Social Media Phishing.

Add additional slides/information to standard phishing awareness trainings.

vV v v Vv Vv

Ask Employees not to link themselves to your organization on LinkedIn
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Broadcast Media - London, England - 1,240,060 followers

+ Follow Visit website 2

Experience

BBC Experience
(BIBIC 2 yrs 11 mos

Director, Red Team
SOC Analyst

Feb 2019 - Present - 6 mos Confidential

Jan 2019 - Present - 7 mos

Junior SOC Analyst
Sep 2016 — Feb 2019 - 2 yrs 6 mos

98 people from your school were hired here

See all 38,289 employees on LinkedIn =

Penetration Tester

Nebulas Solutions Group

May 2009 - Jul 2011 - 2 yrs 3 mos
London, United Kingdom




Advice to Social Media Sites

» Work on detecting browser instrumentation bots that use selenium.
» Move away from name based searches

» Require additional proof of connection such as phone number
» (like WhatsApp & WeChat)




Disclaimer

» Targeting employees private social media accounts may be illegal in some
countries. Check local laws before running any tests.

» Don’t target organizations you don’t have permission to target.

» Running this tool will likely break Social Media Sites Terms and Conditions.
Your accounts may be banned.










