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A mimetic poly-alloy. Liquid 
metal.

Model T-1000 



Rapidly morphing…

…multiple attack vectors…

…changes within minutes.



SODA: Simulation of Dos Attacks 

Multi-Vector Scales Morphs



SODA for Red Team
SODA TARGET

L3/L4 Floods 
FW busy 'DENYing'
Stateless Attacks
Random Sources

L7 attacks on
'OPEN' ports
Stateful Attacks
Valid Sources of BOTs



Clients

Too slow for morphing attacks

False Positives

Tools for Blue Team
Static Vectors
Manually generated RegEx
Packet Capture Analysis
Packet Capture Tool recommendations



Tools for Blue Team

Clients

Much faster than human

False Positives



Tools for Blue Team

Clients

Much faster than human

Low False Positives

Mitigate only with proof of harm



SODA Sleeping

zzz
Attacker Traffic Volume

Firewall CPU Load

Backend CPU Load

Completed HTTP Requests

User Latency



SODA sends morphing L3/L4 attacks

User Latency

Attacker Traffic Volume

Firewall CPU Load

zzz
Backend CPU Load

z
zz Completed HTTP Requests

“…network layer 
floods kill 
infrastructure…”



ML defends using L3/L4 Predicates

User Latency

Attacker Traffic Volume

Firewall CPU Load

Backend CPU Load

Completed HTTP Requests

“... ML takes only 
few seconds to 
prevent network 
floods…”



SODA sends morphing L7 attacks

User Latency

Attacker Traffic Volume

Firewall CPU Load

Backend CPU Load

Completed HTTP Requests

“…app floods kill 
backends 
directly…”



ML defends using L3/L4 Predicates

User Latency

Attacker Traffic Volume

Firewall CPU Load

Backend CPU Load

Completed HTTP Requests

“…L3/4 Signatures are too 
wide for app level attacks…”



ML defends using L7 Predicates

User Latency

Attacker Traffic Volume

Firewall CPU Load

Backend CPU Load

Completed HTTP Requests

“…ML takes only few 
seconds to prevent app 
level attacks…”



If you can 
beat SODA, 

you are 
doing well!

Must check DOS posture using 
morphing attacks

Layers 3/4 signatures are too 
broad for L7 attacks

Anomaly detection mechanism 
needs supervision 

Key Findings



Intelligent Mitigation

1. Tell the clients to slow down

2. Use Dynamic Signatures 

3. Human vs. BOT

4. Drop the slow connections

5. Drop sessions with heavy URL

6. Rate limit most active source IP

7. Rate limit heavily used URI

8. Rate limit based on CPS/TPS/BW
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Contribute to SODA here: https://github.com/464d41/soda

Questions?

https://github.com/464d41/soda
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