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* Dr. Zhi Wang @ Florida State University
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* A brief introduction of rowhammer

« The most advanced rowhammer defense
* A proof-of-concept exploit

* Demo

- Mitigations

» Sound bytes
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Rowhammer: Frequently accessing DRAM row
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Diagram from Brasser et al.

Rank
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Diagram from Kim et al.

wordline connects all

Eachbank hasrows cells within a row

of cells row 4 . wordline |
row 3 E 1] E
row2 _E_I'L_ :
row 1 | v |
g 4 0 l S |
Each cell consists of row | T s
a capacitor and an ' | | Q |

0 Access-transisior ) Bank Layout Single Cell bitline connects all

cells within a column
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— Activating/opening a row

— Accessing row buffer

— Deactivating/closing the row
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— Capacitors of cells can lose charge over time

— A row of cells needs to be periodically charged/refreshed

(refreshing and opening a row are identical for charging a row)

— The refresh interval is typically 64 ms
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blackhat - Rowham mer bug-

Kim et al. key observation uscwis § Ll £

Row n+l —
(Aggressor) :

Row n

Frequently opening rows 7+ 1 .
. (Victim)

& n-1 cause bit flips in row n Row -1 =
(Aggressor)

Row Buffer
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Kim et al. key observation uscwis § Ll £

— Rown
. (Victim)

f Row n+1 —
Motivated by Kim et al.,, Aggressaf) ¢

Row n-1 —
Aggressor) -

Seaborn et al. can compromise /\
(

a bug-free kernel @iacinar1s)

Row Buffer
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Code from Kim et al.

Q2 mov (X), %eax

d3 mov (Y), Toebx
[ Clear row buffer (e.., alternate access)

6 mfence
7 jmp loop
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Code from Kim et al.

Q2 mov (X), %eax

d3 mov (Y), Toebx
[ Clear row buffer (e.., alternate access)

»

mfence——
7 jmp loop
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— Double-sided hammer. hammer two rows on each side of the target row
— Single-sided hammer: randomly select multiple addresses and hammer them

— One-location hammer: randomly select one address and hammer it
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1 loop:

o O b W

Double-sided hammer

mov (X), %eax — XandY are adjacent to the target row

mov (Y), %ebx Single-sided hammer

clflush (X) — Either X or Y is adjacent to the target row
clflush (Y)

: Common

jmp loop

— X and Y must be in the same bank to clear row buffer
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1 loop:

2 mov (X), %eax
—3——mov{Y);7eebx-

4 clflush (X)

S——tftush{¥)——
6 jmp loop

One-location hammer

— X is adjacent to the target row

— DRAM controller actively clears the row buffer

rtBEHASIA WaEBLACK HAT EVENTS



ackhat

ASIA 2013

rtBEHASIA WaEBLACK HAT EVENTS



O

blackhat Hardware defenses--
ASIA 2019 e ST e e S

4 S e e e e e L E
Increase row-refreshing frequency

— frequency is not high enough

Introduce Error correcting code (ECC) memory

— multiple bit flips occur
Apply probabilistic adjacent row activation (PARA)
Utilize a target row refresh (TRR) capability

Specify maximum Activation Count (MAC)

— hardware changes
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Ad-hoc attempts

— limited to preventing specific rowhammer attacks

General solutions
— analysed rowhammer-based binary (razoquiet a1
— Dblacklisted vulnerable memory (rasseret a1)

— utilized performance counters awekeet at)
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* At the time of our submission

Nt

Picture from http://gerimgq.pw/Ethical-Wildlife-Encounter-A-Tadoussac-Whale-Watching-Trip.html
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CAn't Touch This (CATT)

 The island is split into two halves

* One half is physically isolated

from the other
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Fundamental dictation (Low PriV”eV

CATT views the ownership of

each physical partition as single

Partition A

Domain A

e

/ Domain B

(High Privilege)

Partition B
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Diagram from Brasser et al.

Kernel

/ CATT Memory \

Allocator

4 N
/ Security Domain A

List of Memory Handler
Available (user-mode)
Memory

A 4

Physical Isolation

-

S

(Security Domain B

po Memory Handler
Security Domain (kernel-mode

)
Memory Tracking \ - /

3
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Picture from www.wallpapermania.eu

High practicality
— lightweight kernel patch

— neglectable performance overhead

High effectiveness

— mitigate previous rowhammer attacks
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High practicality
— lightweight kernel patch

— neglectable performance overhead

High effectiveness

— mitigate previous rowhammer attacks
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¢ Fill up a victim row with sensitive data structures
1 Position attacker-accessible rows adjacent to the victim row

%+ Rowhammer
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¢ Fill up a victim row with sensitive data structures

%+ Rowhammer

Previous rowhammer defenses stop
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¢ Fill up a victim row with sensitive data structures

s+ Rowhammer

Previous rowhammer defenses stop

1 Position attacker-accessible rows adjacent to the victim row

CATT (i.e., physical isolation) stops
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Bug-free kernel +
Enabled CATT +
Unknown victim-row locations +

Disabled pagemap
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No way to
rowhammer kernel?

Bug-free kernel +
Enabled CATT +
Unknown victim-row locations +

Disabled pagemap

Picture from https://goo.gl/images/7B4hg4 fBHASIA  WIBLACKHAT EVENTS
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000. Clearly identify CATT’s weakness
001. Stealthily position attacker-accessible memory adjacent to kernel objects

010. Efficiently perform hammering

011. Verify whether “exploitable” bit flips have occurred (scporn e a1y
100. If yes, kernel privilege \/

root privilege (scan kernel memory, flush tlb and
- change uid fo 0) \/
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. . : Partition A
In theory, single ownership Domain A

does hold

(Low Privilege) MU

Region Y

[ \\
\\/

Region Z
Domain B
Partition B (High Privilege)
Single Ownership Double Ownership
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Domain A Partition A

In theory, single ownership

does hold

(Low Privilege) I

Region Y

[ \\
\\/

Howeyver, in real-world,

Region Z
. Domain B
modern systems view the N . L
y Partition B (High Privilege)
OWnerShip aS dynamic ; -------------------------------------------------------------- :
: Single Ownership Double Ownership
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Region Z is "hammerable”
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User Domain

/7

Region X

/

Region Z

—

Kernel Domain

Kernel Partition

Kernel-after-User Ownership

User-after-Kernel Ownership

rtBEHASIA WaEBLACK HAT EVENTS



Clearly identify C

PSR e e B T d b

¥, o R it cxh B
. N _h__

blgl?:k hat

ASIA 2013

P
IR T e -
o . . ' PEI S Lo &
: i . : : NEICERP T
UL o Qe iy g p
. —— e . s S *
,' seils L TR $s P .
) : —‘I- ; L) 4+ -
e I - - 4 .’ . ' SRR
- by . b " @ & & » -
1 ® " * L
— # " L . . -
imi, 12 : . . ¥ e % ! (e
b T P 1 RURORETY FT R RRr LR b, LR

A : LS F R o T
T P A ot Bl T P A
o - Pl ¥

 Challenge

— Identify “hammerable” double-owned memory

 Properties

— Hammerable memory is initially owned by the kernel
— The user can access the memory
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For the split islands

Bridge interface is introduced to

counteract the physical isolation

Picture from www.pinterest.com #FBHASIA YWEBLACK HAT EVENTS
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User Partition

User Domain
For the split partitions /7-\

mmap interface can
be abused to hammer the mmap allocate

kernel partitions ~— —
Region Z

Kernel Domain

Kernel Partition
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520 +
500

480

The number of kernel mmap
operations increases mgmﬁcantly
as Linux kernel evolves.

3 460 1

Kernel Mm
Y N N
o N b
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| | |

380

360

340

3.2 3.8 3:13 3.19 4.4 4.10 4.15
Kernel Version
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kernel
security

fs

° ° ° I p =
mmap distribution crypto

(Linux kernel 4.1 7) tools

drivers 247

0 50 100 150 200 250 300
Kernel Mmap(#)
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Identify hammerable buffer
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Identify hammerable buffer

> SCSI Generic buffer in the Linux SCSI subsystem
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Double-owned buffer makes it possible
to rowhammer the kernel again
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Double-owned buffer makes it possible
to rowhammer the kernel again

Next, how to make the double-owned hammerable buffer exploitable

~~— How to stealthily position the hammerable buffer
next to page tables
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Double-owned buffer makes it possﬂole
to rowhammer the kernel again

Next, how to make the double-owned hammerable buffer exploitable

~~— How to stealthily position the hammerable buffer
next to page tables

J A new technique (memory ambush)
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Linux buddy allocator

A list of blocks

l-—l
r——l
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. If they share the same block

: . Are they adjacent to each other?

: : | L L O : page table

double-owned buffer
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Two adjacent physical addresses do not imply
two adjacent dram rows

Say: Ox1000 and OxOFFF are in the same row
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Two adjacent physical addresses do not imply
two adjacent dram rows

Say: Ox1000 and OxOFFF are in the same row

Two row-aligned adjacent physical addresses indicate
two adjacent dram rows o«

Say: b1s to b3z on Sandy Bridge, bis to b31 on Ivy Bridge, bz23

to b34 on Haswell are row indexes
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Large Blocks

| i Target block must contain two

i— i adjacent DRAM rows

Target Blocks

Small Blocks < ' by fieq b ol page table

\_ double-owned buffer
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How to calculate target block size

TargetBlockSize = RowsSizePerRowIndex @ 2
RowsSizePerRowIndex = DIMMs @ BanksPerDIMM RowSize

BanksPerDIMM = BanksPerRank ® RanksPerDIMM
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g~ How to place more page-tables
m  on the target blocks
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g~ How to place more page-tables
= on the target blocks

Abuse mmap to do page-table allocation o et a
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Page-table allocation

Mmap a file repeatedly

cee [] tmp file

[ ] page table

Diagram from Seaborn et al. p
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Large Blocks

Target Blocks

Small Blocks —< i by g = R e e i—. free

1 | 1 | 1 1
Iil allocated

(A) Initial memory blocks (kernel partition)
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Large Blocks

Target Blocks

Small Blocks <

(A) Initial memory blocks (kernel partition)

[

(B) Drain all small blocks

rtBEHASIA

[ ] free
allocated

[ ] page table
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Large Blocks

Target Blocks | | |

! ' ! ! ! ' [ ] free

allocated

Small Blocks < % b3 i b3 gt bpopd L SR
o L - - ' . ! [ ] double-owned buffer

[ ] page table
(C) Allocate double-owned buffers and (D) Stop until a specified

page tables from target blocks memory threshold is reached
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No pagemap since Linux 4.0
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No pagemap since Linux 4.0

A timing Channe]. (Moscibroda et al.)
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Diagram from Kim et al.

A timing channel

—X and Y are in different rows of same 1 loop:
2 mov (X), 7eeax

3 mov (Y), %ebx

4 clflush (X)
memory-access latency 5 clflush (Y)

6 jmp loop

bank (i.e., DRSB), causing row conflict

— row conflictleads to higher
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B non-DRSB
0.175 A Bl DRSB

0.150 A
0.125 -

0.100 -

Percentage

0.075 ~

0.050 -

0.025 -

270 290 310 330 0390 410 430 450 470 490 510 530 550
atency (CPU cycles)

DRSB: different row same bank FBHASIA WEBLACK HAT EVENTS
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-

B non-DRSB

0.20 - B DRSB

0.15 -

Percentage

0.10 ~

0.05 -

0.00 -

300 320 340 B80 400 420 440 460 480 500 520 540

Latency (CPU cycles)
DRSB: different row same bank
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000. Clearly identify CATT’s weakness
001. Stealthily position attacker-accessible memory adjacent to kernel objects
010. Efficiently perform hammering

011. Verify whether “exploitable” bit flips have occurred (sciorn et a)
100. If yes, kernel privilege and then root privilege \/
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Root Privilege Escalation
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Disabling the SCSI Generic driver is enough?
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blackhat  SCSI-Generic buffer

Disabling the SCSI Generic driver is enough?

Far from enough

Video buffer in Video4Linux subsystem is also exploitable

Please help yourself
v /dev
V' /sys
v

L 2K 2R 4
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> Allocate double-owned buffer from user partition
> Separate data with two guarding rOWsS (konoth et al. published after our submission)

> Protect Page Tables from being rowhammered wu et ar, pubiished atter our submission)
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Weaknesses

> Allocate double-owned buffer from user partition
expose sensitive buffer to user space

> Separate data with two guarding rOWs (konoth et al. published after our submission)

> PI‘OtGCt Page Tables from bGil’lg I‘OWhammered (Wu et al., published after our submission)
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p— P —— &

Weaknesses

> Allocate double-owned buffer from user partition
expose sensitive buffer to user

> Separate data with two guarding YOWs (onoth et al. published after our submission)
suffer from dram row remapping & bit flips in multiple rows

> Protect Page Tables from being rowhammered wu et at. pubiished atter our submission)
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Weaknesses
> Allocate double-owned buffer from user partition
expose sensitive buffer to user

> Separate data with two guarding rows oot et at. pubished afer our submission)
suffer from dram row remapping & bit flips in multiple rows

> PI‘OtGCt Page Tables from beil’lg I‘OWhammered (Wu et al., published after our submission)
suffer from exploitable bit flips
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Weaknesses
> Allocate double-owned buffer from user partition
expose sensitive buffer to user

> Separate data with two guarding rows oot et at. pubished afer our submission)
suffer from dram row remapping & bit flips in multiple rows

> PI‘OtGCt Page Tables from beil’lg I‘OWhammered (Wu et al., published after our submission)
suffer from exploitable bit flips

Ongoing work Canwe break all of them 777
Follow up our next rowhammer talk please ©
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* Physical isolation of different security domains is powerful against current
rowhammer attacks.

* Physical isolation is hard to achieve in practice due to double-owned
buffers, which make rowhammer bug still exploitable.

* The double-owned buffers are used for the sake of performance and
functionality and thus it will be challenging to remove them.

« Our exploit is stealthy to gain root/kernel privileges given the presence of
physical isolation.
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Yuegiang Cheng (chengyuegiang@baidu.com)

Zhi Zhang (zhi.zhang@data61.csiro.au)

Surya Nepal (Surya.Nepal@data61.csiro.au)

Zhi Wang (zwang@cs.fsu.edu)
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