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background

• Was working on another research focused on lwIP.

• open-source TCP/IP stack designed for embedded systems.

• Found ~40k devices on Shodan by ‘Server’ http header.

• Almost 90% of which were “lwIP/1.4.0” – interesting coincident…
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"You must activate your javascript to use the IP module web page feature..."
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PARADOX
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Lab equipment
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Lab equipment

(1) SP-4000
Control panel

(2) IP-150
Network module

(4) Power supply

(3) K32LCD Keypad
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Lab equipment

Serial

Serial

Ethernet
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Lab equipment
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Step 1 – Firmware updates
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Firmware updates
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Reverse Engineering

• SUCCESS!

• No operating system.

• Base address 0x08000000.

• Fetch (yet another) firmware from server - upgrade.insightgoldatpmh.com:10,0000.

• proprietary protocol.

• Encrypted data.
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Intercepting (yet another) 

encrepted firmware

Serial

"start update"

Ethernet

upgrade.insightgoldatpmh.com
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Network Protocol
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Network Protocol
Encrypted PUF file
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Network Protocol
Encrypted PUF file

Decrypted PUF file
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Network Protocol
Encrypted PUF file

Decrypted PUF file
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Packet Header

a5 07 04 11 00 00 eb 61 ...
magic

Packet size (0x407=1031)

checksum
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Decryption Script
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IP-150 (STM32F417)
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lwIP

• "lwIP (lightweight IP) is a widely used open-source TCP/IP stack designed for embedded 

systems." - Wikipedia.

• Supports lots of network protocols - tcp, udp, dns...

• Implements several application servers – http, ftp, telnet ...
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lwIP
- Webserver + VFS

Index.html makefsdata Fsdata.c fs_open
GET 

/index.html



#BHASIA @BLACKHATEVENTS 

lwIP
- Webserver + VFS

Index.html makefsdata Fsdata.c fs_open
GET 

/index.html



#BHASIA @BLACKHATEVENTS 



#BHASIA @BLACKHATEVENTS 

Looking for vulnerabilities    
- IP150 Login Page
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Looking for vulnerabilities    
- IP150 Login Page

Click to add 
text

http_parse_request
- device firmware

http_parse_request
- plain lwIP
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Looking for vulnerabilities    
- IP150 Login Page

Click to add 
text



#BHASIA @BLACKHATEVENTS 

CVE-2020-25189 
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CVE-2020-25185
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CVE-2020-25185
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Exploitation

Overwrite 
LR

`pop {…,pc}`
Shellcode

[stack]
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Not so fast

• Shellcode waits on stack.

• Stack is on the device SRAM region.

• SRAM address range is 0x20000000-0x2001ffff.

• 0x20 == ASCII CHAR FOR SPACE.

• GET params cannot include space char.

• Requests with 0x20 in either param gets dropped before PARADOX_login.

• On the other hand - firmware address range is 0x08000000-0x080fffff.
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Solution - ROP Chain
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Solution - ROP Chain
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Shellcode

• Dump device password.

• Send password back to C&C.
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Shellcode
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Shellcode
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Shellcode [1] –
memory dumper
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Python API -
“ParadoxAlarmInterface”
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Shellcode [2] –
“Switch Ports”

Internet

Port 80 Port 80
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Shellcode [2] –
“Switch Ports”
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Summary

• Decrypt PUF file(Nezmogus) & decode Intel-HEX payload.

• MitM & dump firmware from network.

• Reverse enginnering Intel-HEX payload & decrypt firmware from network.

• Reverse enginnering modified lwIP httpd webserver.

• Login vulenrabilities analyses.

• ROP-chain overcoming 0x20 issue.

• Shellcode 1 - password dumper.

• Shellcode 2 - "switch ports".

• Automated disarm Python script using PAI.


