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Industrial Control Systems - Intro

• Industrial Control Systems

• What are they??

• What do they do??

• ICS categories

• Supervisory Control and Data Acquisition (SCADA)

• Distributed Control Systems (DCS)

• Programmable Logic Controllers (PLC)

• Variable configurations

• Complexity

• Platform

• System Software
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Industrial Control Systems - Criticality

• Deployment in critical infrastructures

• Power grids

• Various industrial plants

• Nuclear facilities

• Paramount criticality

• Serious disruptions

• Loss of revenue

• Loss of lives

• Safety depends on security
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Industrial Control Systems - Evolution

• Industry 4.0 and IIoT

• Ditch this, get this, or this

• ICS evolve into typical computers

• Generic third-party SoCs

• General-purpose OS

• Internet connection

• Typical computer threats jump over to ICS

• Control flow hijacking, privilege escalation, network spoofing…

• ICS can be indexed by a search engine (!) -> Shodan
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Industrial Control Systems - Evolution
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Industrial Control Systems - Security

• ICS developed for functionality/robustness, not security

• Limited security initiatives (mainly towards network or operational integrity)

• Long shelf life (outdated firmware)

• Limited processing power (ill-suited for complex security implementations)

• Numerous security-related incidents

• Stuxnet (2010?)

• New York dam attack (2013)

• SFG Malware (2016)

• Ukrainian power grid (2015, 2016)

• Saudi Arabia petrochemical pants (2017)
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Industrial Control Systems – What’s next?

• How can one defend against an unknown threat?

• Reactive solutions most commonly deployed

• Can ICS security be proactive?

• Highly sophisticated attacks -> State actors

• Can smaller teams develop a Stuxnet-level threat?

• Our answer

• A tool collection to expose underlying vulnerabilities (IFFSET, ICSFuzz)

• A demonstration of what threat an actor with limited resources can unleash 

(Stuxnet-in-a-box) 
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Codesys Runtime

• PLCing evolved

• Monolithic firmware? Sure, if it’s an ELF!

• 3rd party popular SoC

• “Firmware” hosted as an application in an open-source OS

• Fast industry response -> Codesys holds ~25% market share

• Dedicated hardware replaced by software threads

• HMI Connectivity -> Linux thread

• PLC I/O (sensors/actuators) -> Linux thread

• MODBUS communication -> Linux thread

• Control logic functionality -> Linux thread (and some more)
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Codesys Runtime
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Codesys Runtime - Security

• Codesys runtime

• Great concept/implementation, still evolving

• Prolific research target

• CVE’s ramping up throughout the years

• Examples (2020)

• CVE-2020-7052 : Uncontrolled memory allocation (6.5/10, medium)

• CVE-2020-12068: Privilege escalation in visualization modules (6.5/10, medium)

• CVE-2020-15806: Uncontrolled memory allocation (7.5/10, high)

• CVE-2020-6081: Exploitable code execution in PLC program loading (8.8/10, critical)

• CVE-2020-10245: Remote code execution through heap overflow in web server 

(9.8/10, critical)

2014 2015 2016 2017 2018 2019 2020

# CVEs 3 3 - 2 6 14 21
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PLC Control Application - Intro

• Control logic made into an application

• Control application/Control binary/PLC binary etc.

• Built, loaded and executed via Codesys platform

• Program/compile/debug with a dedicated Codesys API on the user PC

• Loaded/executed with the Codesys runtime on the PLC 

• Multiple languages standardized by IEC (IEC-61131)

• Ladder Logic (simplest, most ubiquitous)

• Function Block Diagram (moderately complex, like LL but beefier)

• Structured Text (complex, based on Pascal)
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PLC Control Application – Threats

• Compilation

• Variable input

• Input used for indexing

• Compiler cannot predict threat

• Out-of-bounds read/write

• Third party libraries

• C-like libs developed

• Low-level memory management

• May lack bounds checks

• Buffer overflow

C/C++ Codesys 2.x, 3.x

Function Name Function Name Bounds Check Crash

String 

Operations

strcpy() SysStrCpy()

strcat() Concaat()

Memory 

Operations

memcpy() SysMemCpy()

memset() SysMemSet()

memmove() SysMemMove()

memcmp() SysMemCmp()
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PLC Security – What to do?

• Challenge 1

• Compiler has inherent weaknesses

• Untested 3rd party libraries

• Challenge 2

• PLC are expensive

• PLC are slow

• PLC must be perpetually engaged

• Solution

• Challenge 1: Fuzzing

• Challenge 2 : Emulation

totally_legit.dll
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Fuzzing/Emulation

• Fuzzing

• Input testing with corner cases (the fuzzy outliers)

• Input mutation

• Binary instrumentation

• Emulation

• QEMU

• What about here?

• Many, many targets!

• System binaries

• Codesys runtime

• PLC application

Input 
generation

Execution with 
generated 

inputs

System 
behavior 
analysis

Issue logging
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Fuzzing/Emulation System (IFFSET)

• Connect to PLC (SSH/FTP)

• Extract necessary resources

• Kernel configuration

• File system

• Build bootable QEMU disk image

• Mount image for processing

• Modify init scripts

• Add fuzzer

• Boot system

• Login through default credentials

• AFL to fuzz system binaries

Connect via ssh/ftp

Extract

Build Image

wago_fs.tar.gz

Boot
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Fuzzing – IFFSET (Demo)
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Fuzzing – PLC application (ICSFuzz)

• Binary format not suitable for fuzzing

• Binary must exist in Codesys context

• Fuzzing broken down:

• Execution control

• Input control

• Execution control

• PLC applications run on a cycle

• Leverage this cycle for continuous execution

• Input control

• Reverse engineer input delivery to the PLC

Execute 
Program

Update 

Actuator

Output

Read 
Sensor 
Inputs
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Fuzzing – PLC application (ICSFuzz)

• Input control (contd.)

• Follow the input flow

• Choose the most controllable point

• Force new values in-memory

• Mutate values based on established schemes

• Instrumentation

• No source code – No party

• Scan for opportunities

• Why not NOPs?

• Replace NOPs with controllable code

1

2

3

4
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Fuzzing – ICSFuzz (demo)
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Stuxnet-in-a-box

• Combine all information uncovered through assessment

1. Reverse-engineer PLC application function

2. Manipulate functionality

3. Fuzz for vulnerabilities

4. Exploit vulnerability

5. Synthesize new attack vector

• A novel attack methodology that 

• Manipulates a PLC application functionality

• Inserts a kernel rootkit to spoof correct function
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Stuxnet-in-a-box (demo)
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Mitigations

• System

• Updates based on assessment

• Codesys platform

• Open-up for researchers

• Control application loading redesign

• Application

• Hot patching

• Compiler run-time awareness

• 3rd party library auditing

• NX-bit enforcement

• Coding limitation?
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Standardization issues

• Limited software-based standardization in ICS

• Network communication

• Language structure

• Firmware structure?

• Code production?

• Industry leaders stick to in-house solutions

• In-house SoC

• Self-developed firmware

• Codesys a step to the right direction

• Multi-platform compatibility

• Centralized security assessment efforts
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Closing remarks – Main takeaways

• Current PLC programming practices introduce vulnerabilities as easily 

exploitable as buffer overflows that can hijack a whole industrial 

process.

• Modern Linux-based soft PLC platforms are exploitable from a simple 

DoS to a full-blown take-over of an industrial setting or a critical 

infrastructure.

• The lack of standardization practices across the various ICS vendors 

limits the potential for a thorough security assessment of industrial 

devices, such as PLC, which opens the way for more zero-day 

vulnerabilities.
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End of presentation

Thank you!

Questions?


