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 (Brief) Overview of Artificial Intelligence
* Al-related threats

* Cyberspace Cognitive (CyCog) agents
* Attacker
* Defender

e User

e Future work
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Fuzzy Logic

Evolutionary
Computation

Swarm
Algorithms

Genetic
Algorithms

(Partial) Al Taxonomy

Artificial
Intelligence

\ y)

Non-Symbolic

Al Symbolic Al

Production
Systems

Semantic
Networks

Probabilistic
Methods

Learning
Theory

Cognitive
Architectures

Bayesian Markov ACT-R Soar
Networks Processes Neural -_ First Order
_ Nistwiorks Decision Trees Logic
Hidden
Markov
Models

Feed Forward Convolutional
Neural Networks | Neural Networks

Recurrent
Neural Networks
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Non-Symbolic Al Example

External agent validates results

during training phase

Filter
Noise

Extract
Features

Sample

Classify

2

Production (trained) system
outputs results to other systems
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VIAIN VIEIVIOR

Agent reactivity is time & -

required to execute a decision :

cycle, including LTM access & @ =
@ @ I 4

PERCEPTION SPATIAL-VISUAL SYSTEM

The open-source Soar Cognitive Architecture
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* Ability to understand and cope in a contested, imperfect,
information environment

ARL-SR-0327 * June 2015

« Augmented humans ARL

US Army Research Laboratory

d M | S | nfO r m at | O n a S a We a p O n Visualizing the Tactical Ground Battlefield in

the Year 2050: Workshop Report

by Alexander Kott, David Alberts, Amy Zalman,

° M |C ro_ta r‘ge‘“ ng Paulo Shakarian, Fernando Maymi, Cliff Wang, and Gang Qu

* Large-scale self-organization and collective decision making

Automated decision making and autonomous processes

* Cognitive modeling of the opponent
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Adversarial Training Adversarial Machine Learning

Airplane (Dog) Automobile (Dog) Automobile Cat (Dog) Dog (Ship)
(Airplane)

Deer (Dog) Frog (Dog) Frog (Truck) Dog (Cat) Bird (Airplane)

. )
Microsoft’s Tay . |
Horse (Cat) Ship (Truck) Horse Dog (Horse) Ship (Truck)

(Automobile)

One pixel attack for fooling
deep neural networks

source: en.wikipedia.org/wiki/Tay_(bot) source: arxiv.org/pdf/1710.08864v2.pdf

Google results for “three black
teens” v. “three white teens”

source:
www.theguardian.com/commentisfree/2016/jun
/10/three-black-teenagers-google-racist-tweet
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IBM’s Deep Locker (2018)
DeepExploit (2018)

» Darktrace-reported attack in India (2017)
DARPA Cyber Grand Challenge (2016)
SNAP_R (2016)

e Death by Captcha

° Sentry MBA Source: www.darpa.mil
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CyCog Agents
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Sense

Act
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Soar

CyCog Agent Genealogy

2

General
Agent

CyCog: Cyber Cognitive

System under study

/

\_

Penetration
Tester

Defender

Cyberspace
Denizen

TTP: Tactics, Techniques & Procedures
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Soa r age nt models rea I-World Cyber Cognitive Attacker (CyCog-A) Framework
adversary TTPs and interacts with CyCog-A VM

standard tools to display realistic =)
10110101 Network
ooloion Under
010 Study

attacker behaviors against a network

under study

Soar Abstraction Std Apps
Currently able to use phishing, SQLi Adsnt il i
and remote exploitation to establish I

foothold, and then persists, moves A @
laterally, searches & exfiltrates files N ®
= @ &

Asset DB C4 Server Human
Supervisor
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©
SC2RAM

! ysterr
Plan
_ s g
L A Me
Review ter
e 1
Sor at B ‘ \
o5 pot Ses o
@0 andidate H
d Crex
ot Ho: "
Running: Agent is "attacker-agent . enetw
Missionid is "attacker-agent Find Credertials In SQL Table Informat
P
» Row
#y T

server: attacker-agent start
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CyCog-D User Interface

CYCOG
Defender

@ Configure Firewalls
Execute

Review

Config

Timeline Console

Agent no longer connected: Agent was
"defender-agent”. Missionld was
"defender-agent".

cycog-agent: cycog-agent
connected

defender-agent: defender-
agent connected

<
16 November 13:35

@ Contfigure Initial Defense

o Configure Alerts

@ Configure Snort Port Scan

@ snort-port-scan-detect

Debug
snort-add-rule-set
snort-port-scan-detect
alert-feed response
45 46 47

Defend Network
Respond 1o Threats
Monitor and Handle Alerts
@ Configure Snort Rule Set

@Handle Alert

@snort-acd-rule-set

alert-feed response
Triggered by: Unknown

{
"source": {
"netmask": {
"inetAddress': ''255.255.255.0",
"four": o,
"one'": 255,
"three": 255,
"two": 255
8
“ip": {
"inetAddress": "192.168.57.9",
"four": 0,
"one": 192,
"three": 57,
"two": 168
}
}'

"id": "00c87bbd-ff51-4ea5-8942-eeBa5db765ec",
"message": "Malicious traffic originating from subnet",
"type'": "threat-feed",

“timestamp": 1510857344273
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@Use Phishing Injection Method

v
@ Select Phishing Malware Delivery Type
@Vse Phishing Weblink

00 sec ondsl’

gCreate Malware Download Link
@Fhish With Content

4 @ Select Phishing from User
@ Select Phishing Target
N — @ Select Email Phishing Content
Q& Thrae Fle Ui PAT Mabware ook e@send-email
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[‘B&J@E Goal Model Editor  Type Hierarchy Editor knowledge.xml
(@) Edt e Sl
—— [ ]
] ===
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— e — e
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— —3 =D [
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Goal Model Editor ~ Type Hierarchy Editor

Choose File BGlelELlER G|

(@) Edit

Identify Candidate URLs |

J

g
2
< ( ’
® Identify Vulnerable URLs |
e =
(Identify Target Host Http Service]
ey,
é’@u@\
S
A .
Identify Target Host

Identify Target Host Http Service

Name

identify-target-host-http-service
Description

Identify the target host using HTTP service.

Achieved When

NOTE: Rule groups and ORs are not currently supported
by the goal model

host-id

has value v

Failed When

NOTE: Rule groups and ORs are not currently supported
by the goal model
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XML Goal Declarations

RIDL

<name value="possess-information-using-network-access" />
<metadata>

. <display-name value="Possess Information Using Network Access" />
X M I_ G O a I D e C I a ra t I 0 n S - <description value="Attempt to acquire some information. Acquire access to a host network as the means of accomplishing this." />

<editor-x>-229</editor-x>

Declarative language and oy Ao

Soar Productions
<parameter>

i nte rp rete r fo r ta S k goa I <name value="host-id" /> sp {execute-command*apply*network-scan*result

</parameter>
. . <parameter> :0-support
h Ie ra rc h Ies <name value="information-type" /> (state <s> “operator <o> "“io <io>)
</parameter> (<io> “input-link.result <ir> “output-link <ol>)
<parameter>

~ -
<name value="information-locator-i (el> “metuwori-seam <)

Soa r Ru Ies -_— Inte rp reter to </parameter> (<o> “name execute-command “command-name network-scan “command-id <id>

<parameter> “result-name <rn> “result-destination <rd>
<name value="information-locator-
execute Oa S ## Copy only when results are complete
</parameter>
<parameter> ~okay-to-copy-result true)
<name value="information-id" /> (<c> “command-id <id>)
< >
/parameter (<ir> “command-id <id>)
<parameter>
‘ y‘ og <name value="network-access-type| ~~~
</parameter> (write (crlf) |Got result for | <id> | from I/O system, storing to |
<parameter> <rd> | | <rn>)
<name value="network-access-achig (<rd> ~<rn> (deep-copy <ir>))
. </parameter> .
Soar Rules — Instructions to Gl SE S
<has-value> }

interact with the abstraction e b= "eformston

</achieved-when>

layer and data stores Jaont

YuiBHEU / @BLACK HAT EVENTS



blgc’zkhat CyCog Personas

ELIBHOPE =281

Persona Profiles

Persona

o Procedural knowledge

Profile
= TTPs for CyCog-A and D
= General activities (email, web browsing) for all
Cogritve § o Personal information

= Demographics
= Credentials
o Social affinities

» Indicator of like/dislike for others

Abstraction E
Layer

= Could eventually model richer interactions

o Topical affinities

= Personal interests
= Emotional triggers
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<4——involves Conversation
interested in used in
belongs to participates in
involves
<4+—attends Persona uses———p Account
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ACT-R
o Used for CyCog-U agents
o Use instance-based learning for adaptive behavior

I
Persona !
Profile

Cognitive |
Agent

Soar
o Used by CyCog-A and D
o Episodic memory provides weak learning

Abstraction i
Layer

Java
o Lightweight CyCog-U agents for lo-fi scalability
o No learning
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[alice@chram.net adorable puppies

Matching Activating || Partial Matching

n l
B,=In (z £ A, =B+ Z W;xS;; M= A+ ZMP xSim(d;,v;))
j=1

Blendlng

V= algmmz P;xSim(V;,

Click
\ <behavior>
J
To: fezzik@sc2ram.net

Subject: Cute Puppies! JJ

/

From: alice@sc2ram.net

Body: <link to file>

YuiBHEU / @BLACK HAT EVENTS



blgt’:khat CyCog Abstraction Layer

ELIHOFPE =2313

Hacking Toolkit

o Demonstrated with multiple hacking tools

I
Persona !
Profile

o Building tool interfaces requires significant work

Cognitive |
Agent

Defensive Toolkit
o Uses OpenC2
o Knows how to use iptables, Snort

Abstraction i
Layer

CyCog-U
o Very basic natural language processing
o Email reading
o Web browsing
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o Abstraction Service
1. Agentrequestsanactivty — pooTTmmmmmmmomeeos e N -

: N s '
be performed to send : Scan | 5 1 mao “
. . . : Network T [ .
email using email server ; J ® N -
| & : Network
. o : = :
2. Abstraction service finds request | . c |
tool able to perform the ?( Send  — = [—>| JavaSMTP m
- results 1 | Email ¢ < [<| Connector ;
activity and runs the tool : / 3 |
: 5 ! Email
3. Implementation translator i . 2 . | Server
turns results into format Soar A | Analvze o %) Semantic |
oar Agent | Text [~ 8 [ Analyzer | !
matching original activity i g b :
I — '
4. Abstraction service returns
results to the agent . .
Activities Tools
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Goal graph
|
: R NG MEMOR
\
| Agent reactivity is time

! i e : k . " Soar Agent
Mission ! =t
Parameters i

Input Link Output Link

" Abstraction Service
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Demo
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Euture Work

Keeping track of cyberstuff
Modeling TTPs
Human-machine teaming
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Persona Layer

Cyberspace Layer

Modeling

Aspects

Cyber-Persona Personas and Identities (many- D = ‘
(Cognitive/ Social) to-many) — e
" Intent/Goals
e @ ¢ _@© TTPs, C2 g |- ﬁ
o ® s Social presence and Logical Layer ' -
¥ o9 communication o — — AN
Logical Operating system + drivers . . ) ‘ \
Applications (to include N R \

malware)
Network protocols
Events and Logs

Physical

Hardware architecture
Physical compute nodes
Physical network connections

Physical Layer

L1 p /"‘l‘
i weo ¢ Geo-Location of compute nodes y /)
r? . . - - //
e < ey R Persona biometrics (key stroke, L o f
T mouse patterns, facial

recognition)
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Procedures for technique t4

/‘—Nserva[je events for procedure p2

Tactic —employment and
ordered arrangement of forces
in relation to each other

Technique — non-prescriptive
way to perform missions,
functions, or tasks

Procedure — standard, detailed
steps that prescribe how to
perform specific tasks
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Operation Pawn Storm (APT28)

PRE-T1123
Obtain/re-use
payloads

Fake OWA log-in page

PRE-T1124
Build and

PRE-T1139

PRE-T1144

SR T1114
: r phish - -
Upload, install Spsw phisting FRET1h PRS- TIIN T1114
: : : messages with Credential Authentication
configure delivery and configure :
malicious
systems software/tools

pharming

Exfiltration over
command and
control channel

attachments
PRE-T1043
Acquire OSINT
data sets and
information

Email collection
attempt

PRE-T1146
Spear phishing
messages with
malicious links

PRE-T1163
Authorized user
performs
requested cyber
action

Sednit
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Using ML to Build TTP Models

Tier 1 Tier 2
Endpoint (Procedure) (Technique) Abductive
Sensors Classifiers Classifiers Engine
) . Human
— — Abductor Analyst
Reinforcement
v B [ = o
Procedures ) Techniques ) | e *
. —N\| o [eednse T, (R ey
b Artifacts . ®
@ / £ & [\
O —— Procedures l/> M
TTP Model

YiuBHEU / @BLACK HAT EVENTS



O

blackhat

ELIBHOPE =281

LJ

SOARTECH

Modeling human reasoning.
Enhancing human performance.

fernando.maymi@soartech.com
alex.nickels@soartech.com
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