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Why this research
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Intelligence led security is the collection, 
aggregation, correlation and analysis of both internal 
and external data to understand risks, identify threat 
actors, discover and minimize attacks or losses 
already underway, and understand and predict the 
methods and actions of likely adversaries.

http://www.centurylink.com/
business/enterprise/blog/thinkgig/3-major-
benefits-of-intelligence-led-security/
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The first documented appearance of 
the term indicators of compromise, or 
IOCs, in the modern context is from
the first Mandiant M-Trends report, 
published on 25 Jan 2010
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0.2% ?
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Dealing with the volumes.
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https://www.youtube.com/
watch?v=M_BppG-wXC8



But does it work
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Paper Authors Date Reference

Everything You Wanted to Know 
About Blacklists But Were Afraid to 
Ask

Leigh Metcalf
Jonathan M. Spring CERT 
Network Situational 
Awareness Group

September 
2013

https://christian-
rossow.de/publications/blacklists-
raid2014.pdf

On Comparing Threat Intelligence 
Feeds

Anton Chuvakin January 
2014

https://blogs.gartner.com/anton-
chuvakin/2014/01/07/on-comparing-
threat-intelligence-feeds/

Measuring the IQ of your Threat 
Intelligence Feeds (#tiqtest)

Alex Pinto
Kyle Maxwell

August 
2014

https://www.slideshare.net/AlexandrePi
nto10/defcon-22-measuring-the

Evaluating Threat Intelligence Feeds Paweł Pawlinski
Andrew Kompanek

February 
2016

https://www.first.org/resources/papers/
munich2016/kompanek-pawlinski-
evaluating-threat-ntelligence-feeds.pdf

Prior Work.



NOVELTY: How frequently are lists updated?
OVERLAP: How unique are the lists?

Prior Work.



But does it work
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How efficient is Threat Intelligence about the behaviour of an IP in 
predicting future behaviour by that same IP



As luck would have it,
we may be able to confuse 
this issue with some facts.
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• A controlled experiment
• To answer a very specific question
• About Internet Threat Intelligence feeds
• Using a transparent methodology
• On a (limited) proprietary dataset
• Share findings, observations and emerging new questions

https://github.com/SecureDataLabs/BlackHat-EU-2018
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SIEM

ALERT

Perimeter Security Logs
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9 ‘Sensors’
SIEM Alarms on 

Internet-facing log 
sources

41 ‘Entities’
Separate customers 

or customer locations
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Finance General Web Services Insurance Media Retail Solicitors Technology HoneyNet

Suspicious and persistent Day 2

External Threat 
Intelligence

Suspicious Web Activity Day 2 Day 2

Malicious Web Activity

Suspicious Internet 
Activity Day 1 Day 3 Day 7

Malicious Internet 
Activity

Day 1 Finance Suspicious Internet Activity

Day 2 Insurance Suspicious and persistent

Day 7 HoneyNet Suspicious Internet Activity

Threat Data

Prediction



Introducing the data
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OBSERVATIONS

PREDICTIONS

ALARMS

PREDICTIONS
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https://threatstream.github.io/mhn/ Modern Honey Network

• 3 honeypots
Australia
Great Britain
USA

• Snort
Open Source Emerging Threats

• Cowrie
SSH



1,475,055
Observations by our 

own Sensors

124,241
Observations across 

three honeypots0
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All other sensors HoneyNet



50,310
source IP

6,287
source IP

2,387
destination IP

Observations by the Number.

Event
Entity

222,437 
observations by our 

own Sensors

51,065
observations by 

honeypots



Banking
1%

Finance
2%

General
3%

HoneyNet
19%

Insurance
10%Media

3%

Retail
21%

IT Services
11%

Solicitors
6%

Technology
11% Web

13%

Unique IP per Sector

50,310 
Unique IP observed 
by our own Sensors

6,287 
Unique IP observed 

by honeypots
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Rule Name Category

Repeat Offender Suspicious and persistent

Network Anomaly: Ext : Threat List IP - Allow External Threat Intelligence

Arbor Blocked IP Then seen on ASM Malicious Web Activity

F5 WAF Alarm Triggered Malicious Web Activity

External IPS high severity Alert Malicious Internet Activity

Recon - Port Scan Suspicious Internet Activity

Suspect - URL Request Rate Suspicious Web Activity

Suspicious Web Activity Suspicious Web Activity

Suspicious - HTTP Error Code Rate Suspicious Web Activity

Sucuri WAF Alerts Malicious Web Activity



50,310 
Unique IP observed 
by our own Sensors

6,287 
Unique IP observed 

by honeypots0
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Unique IP Observed per Sensor

Suspicious Web Activity

Suspicious Internet Activity
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Malicious Internet Activity

External Threat Intelligence



AU Honeypot
34%

GB Honeypot
33%

USA Honeypot
33%

Proportion of Unique IP Observations per Honeypot

AU Honeypot GB Honeypot USA Honeypot

6,287 
Unique IP observed by 
honeypots

• Mondern Honey Network
• 3 honeypots
• Snort
• Cowry



ID Timestamp Entity Event oIP dIP

1723823 01/06/2018 11:07 General G 1 Suspicious Web Activity 159.xxx.yyy.70

1723825 01/06/2018 11:07 Web service A 1 Malicious Web Activity 77.xxx.yyy.108

1723830 01/06/2018 11:18 Media A 1 External Threat Intelligence 209.xxx.yyy.4 195.xxx.yyy.196

Example Observation.

oIP is detected by Sensor[x] at an Entity[x] at Time[x]



Example Prediction.

oIP oTimeStamp oEventClass oEntity pTimeStamp pEventClass pEntity deltaT

159.xxx.yyy.70 01/08/2018 11:07 Suspicious Web Activity General G 1 01/09/2018 11:06 Suspicious Web Activity General G 1 2678341

159.xxx.yyy.70 02/08/2018 11:44 Suspicious and persistent General G 1 12/10/2018 06:53 Suspicious and persistent Banking A 1 6116949

oIP is observed by  Sensor[x] at an Entity[x] at Time[x] before being observed by another Sensor[y] at 
Entity[y] at Time[y] within Delta[t]



159.xxx.yyy.70 01/08/2018 11:22 General G 1 Suspicious Internet Activity

01/06/2018 11:07 General G 1 Malicious Web Activity 159.xxx.yyy.70

159.xxx.yyy.70 02/08/2018 11:44 Web service A 1 Suspicious Internet Activity

O1

P1

P3

P2 O2

O3



1,3 billion
Predictions from 

1,599,296 
Observations in our 

raw data set.

95,911,086   
Predictions from 

1,599,296 
Observations in our 
cleaned, working set
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Key findings



68%
of all Unique 

Predictions occurred 
within the 1st 48hrs

55%
of all Unique 

Predictions occurred 
within the 1st 48hrs
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On average
87%

of all Predictions 
predicted a similar 

event

External Threat 
Intelligence

Malicious 
Internet 
Activity

Malicious Web 
Activity

Suspicious 
Internet 
Activity

Suspicious Web 
Activity

External Threat 
Intelligence 80.76% 17.97% 0.67% 0.28% 0.32%

Malicious Internet 
Activity 29.85% 68.16% 0.34% 1.50% 0.15%

Malicious Web Activity 0.97% 0.97% 97.81% 0.00% 0.25%

Suspicious Internet 
Activity 2.07% 18.22% 0.00% 78.29% 1.42%

Suspicious Web Activity 0.40% 0.30% 0.09% 0.09% 99.12%



In 
85%

of cases an IP that 
was observed acting 
suspiciously more 

than once, was still 
observed doing the 
same kind of thing.1

85.25%

2
14.03%

3
0.69%

4
0.03%

Summary of Diversity Events Predicted per IP



37%

of IP addresses 
detected on our 
honeypots were 

detected again later 
by our sensors

3%

of IP addresses 
detected on our 
sensors were 

detected again later 
by our honeynet
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A suspicious security event detected and reported by a sensor
oIP is detected by Sensor[x] at an Entity[x] at Time[x]

Given that an IP is observed behaving suspiciously, with what Precision does it predict future suspicious behavior by the same IP
Pv = Meaningful Predictions / Observations

Observation

Precision

A suspicious security event by an IP that serves as an early warning of another event by the same IP 
oIP is observed by  Sensor[x] at an Entity[x] at Time[x] before being observed by another Sensor[y] at Entity[y] at 
Time[y] within Delta[t]

Prediction
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PREDICTED = 1 PREDICTED = 0

SUSPICIOUS = 1 TRUE POSITIVE FALSE POSITIVE

SUSPICIOUS = 0 FALSE NEGATIVE TRUE NEGATIVE

TRUE POSITIVE

FALSE POSITIVE

Joint probability, given 
Observations

𝑝𝑉 =
𝑈𝑛𝑖𝑞𝑢𝑒 𝑃𝑟𝑒𝑑𝑖𝑐𝑡𝑖𝑜𝑛𝑠

𝑈𝑛𝑖𝑞𝑢𝑒 𝑂𝑏𝑠𝑒𝑟𝑣𝑎𝑡𝑖𝑜𝑛𝑠

Using maximum likelihood

Joint probability, given 
Observations

C = ை௦௩௧௦ ି ௗ௧௦

ை௦௩௧௦



Precision.

Given that a specific IP is given to be acting suspiciously by 
a Threat Intelligence source, what is the probability that 
the IP will be observed acting suspiciously again later?
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Threat 
Intelligence Lab

Our T.I. petri dish 
environment

Honeynet Lab
Our honeynet petri 
dish environment

3.59%

9.23%
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1,519 1,101 

-40,745 

-5,707 

-45,000

-40,000

-35,000
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 5,000

Sensors Honeynet

Security Value vs Wasted Effort

Predicted Wasted

3.59%

precision, with 
normalized wastage 

of 0.81.

9.23%  

precision, with 
normalized wastage 

of 0.11.



Normalised Overhead.

Given that an IoA False Positive represents wasted work, no 
matter how small, what is the relative cost of Threat 
Intelligence, normalized for comparison.
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Threat 
Intelligence Lab

Our T.I. petri dish 
environment

Honeynet Lab
Our honeynet petri 
dish environment

0.81

0.11



Additional Observations



The estimated amount of time, in man-days, over the 90-day 
experiment period, that would be required to deal with all the False 
Positives generated by our sensor feed.
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Threat 
Intelligence Lab

Our T.I. petri dish 
environment

Honeynet Lab
Our honeynet petri 
dish environment

48.6DAYS

8.26DAYSThe estimated amount of time, in man-days, over the 90-day 
experiment period, that would be required to deal with all the False 
Positives generated by our honeynet feed.



Only 2.5%
of IPs observed in 

this experiment were 
observed by our 

honeynet.

Of those, 41% were 
only observed by only 

one honeypot.

0
97.57%

1
0.99%

2
0.51%

3
0.93%

Honeynet Effectiveness

1
41%

2
21%

3
38%

Honeypot Correlation 
Summary



Effectiveness grows 
with additional 

honeypots

Increase in Prediction
initially at
~30%

on average

But the Increase in 
Precision appears to 
drop of quite quickly
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171
rogues confirmed by 

our analysts as 
suspicious and 

persistent during the 
period.
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Precision on Rogue List.

Given that a specific IP is given to be acting suspiciously by 
a Threat Intelligence source, what is the probability that the 
IP will finally be confirmed by our analysts as a rogue
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Threat 
Intelligence Lab

Our T.I. petri dish 
environment

Honeynet Lab
Our honeynet petri 
dish environment

0.25%

0.84%



Based on an internal 
analysis of our own 

processes we 
estimate it takes an 

analyst 3.68 minutes 
to process a suspect 

IP.

Applying this to the 
number of False 

Positives involved we 
can estimate that a 
manual process of 

confirming the false 
positives from our 

Sensors amounted to 
108 hours of wasted 

effort

3.68 min

108 hours

3.68 min

18 hours



Sensors are 2x as 
effective as the 

Honeynet at 
predicting rogues, but 

at 7x the cost in 
wasted effort.

Combining the 
Sensors and 

Honeynet improves 
Coverage, but also 

the effort.
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Threat List predicted
three times
as much as our 

sensors, but at  of 
39% more wasted 

effort.

Threat List predicted
seven times
as much as our 

honeynet, but at  of 
9x more wasted 

effort.
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Security Value vs Wasted Effort

Alienvault
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1.47%

3.59%

9.23%



1,051,761 55,496 
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471
471 

Source IP overlap 
with our Sensors

17
Source IP overlap 
with our Honeynet

4
Source IP overlap 

with our Rogues List

110 & 6
Source IP overlap 
with our Sensor & 

Honeynet Predictions

Commercial Threat List Sample.



The digestive



A question of philosophy.

All forms of intelligence-led security suffer from 
the same tension between three factors – False 
Positives, Limited Resources & Unknown 
Unknowns. 

At what levels do these come into balance and, 
given that we will never know the Unknown 
Unknowns, is there any real logic in pursuing it?

Would our limited resources not be better spent in 
proactively engineering robust systems?

This dilemma holds not only for Threat 
Intelligence, but also for Threat Detection, Bug 
Hunting, Vulnerability Scanning and other 
domains.
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Parting thoughts.
So what to make of all of this…?
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Honeypot appear much more effective
Our simple Honeynet faired twice as well as our Threat Intelligence petri dish, and at a quarter the ‘effort’

But all the list tested basically suck
Less than 10% of all the IPs we produced as ‘intelligence’ were involved in other suspicious behavior. For 
actual Threat Lists and for all practical purposes, the performance was much worse than that.

This was just an experiment
These are the results of a staged and limited experiment, not an evaluation of any commercial project

More work is needed to test these results with actual Threat Lists
This work arguably offers more questions than answers.



https://github.com/SecureDataLabs/BlackHat-EU-2018


