


About Me

• Security Researcher of Qihoo 360 IceSword Lab

• Main focus: Bug Hunting, Windows Kernel

• twitter:flame陆(https://twitter.com/flame36987044)

• weibo:flamelxl



About IceSword Lab

• About Leader

– 360 Group Fellow (VP).

– Chief Scientist of 360 Enterprise Group.

– Author of the famous Anti rootkit software IceSword.

• Team members include

– Top 5 of Qualcomm's vulnerability mining ranking 

– MSRC TOP 100 in 2016/2017/2018/2019 

– Outstanding driver development team and many others
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About DirectX
• WDDM Architecture diagram



About DirectX

• Dxgkrnl.sys Exports



About DirectX

Kernel R3 Syscall

DXGDEVICE DeviceHandle
D3DKMTCreateDevic

e 

DXGADAPTER          AdapterHandle
D3DKMTEnumAdapte

rs

DXGRESOURCE                              
ResourceHandl

e
D3DKMTCreateAlloca

tion 
DXGALLOCATIO

N                           
AllocationHand

le     
D3DKMTCreateAlloca

tion 

DXGSYNC                                                      SyncHandle   
D3DKMTCreateSynch

ronizationObject

DXGCONTEXT                                     ContextHandle   
D3DKMTCreateCreate

Context



How to do?



Attack surface

• First attack surface：

– Find where some unreleased 

memory is released



Attack surface

• Second attack surface  

– sunch as:

Function Object mark flag

DxgkCreateSynchronizationObj
ect          

8 D3DDDI_SYNCHRONIZATIONOBJECT_FLA
GS

DxgkCreateSynchronizationObj
ect2        

8 D3DDDI_SYNCHRONIZATIONOBJECT_FLA
GS

DxgkCreateContextVirtual                         7 D3DDDI_CREATECONTEXTFLAGS

DxgkCreateAllocation                                4 D3DKMT_CREATEALLOCATIONFLAGS

DxgkCreateKeyedMutex2 9 D3DKMT_CREATEKEYEDMUTEX2_FLAGS



Attack surface

• Second attack surface:

• In the kernel:

– A function can have different parameter

– A function can create objects of different properties.

– The flag determines their call path and Attributes

in the kernel ！



Attack surface
• Parent.flag decide son？

• Grandson needs other flags from grandpa?

DxgkEnumAdapters DxgkCreateDevice

Dxgk...

Dxgk...

Dxgk...

flag?



Attack surface

• Third attack surface：

– Reverse engineering 

– understanding undisclosed functional relationships

– Establish corresponding structural relationships 

– and functional dependencies

ReleaseA

B

C



• CVE-2020-0714



start to fuzz



Then we found these

and other



fuzz framework

• The recent fuzz about the Linux kernel has talked about a lot of things about blocks,like this

void func1(){

open(...) 

read / write(...)

close(...)

}

• so we have also combined a lot of blocks.

• Then randomly call them,Sometimes the A function is selected, sometimes the B function is selected, but some 
functions must be called...



Fuzz Framework



Case Study



CVE-2020-1258



CVE-2020-1258

DXGGLOBAL::CreateSyncObject； DXGPROTECTEDSESSION::Initialize



CVE-2020-1258

D3DKMTShareObjects/DestroyWindow->

DxgkSharedProtectedSessionObDeleteProcedure->

DXGPROTECTEDSESSION::~DXGPROTECTEDSESSION->

DXGGLOBAL::DestroySyncObject



CVE-2020-0732

• VIDMM_PROCESS_FENCE_STORAGE::AllocateFenceStorageSlot->ExAllocatePoolWithTag->AllocMemory



CVE-2020-0732

• VIDMM_FENCE_STORAGE_PAGE::Init->

• VIDMM_FENCE_STORAGE_PAGE::FreeStorage

– free AllocMemory+12(esi+30)

• VIDMM_FENCE_STORAGE_PAGE::`scalar deleting destructor'

• ->VIDMM_FENCE_STORAGE_PAGE::FreeStorage

– free AllocMemory+12(esi+30)



CVE-2020-0732



Result

– CVE-2020-0622

– CVE-2020-0690

– CVE-2020-0709

– CVE-2020-0714

– CVE-2020-0732

– CVE-2020-0746

– CVE-2020-0888

– CVE-2020-1140 

– more........................



Summary&Reflection

• what about other ?

• Increased coverage?

• Next new attack surface?



Thanks！


