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What we achieved 

• Novel exfiltration technique  that targets TLS inspection devices
> By exploiting the SNI field in the TLS Client Hello packet

• Bypasses these vendors:
> Palo Alto Networks
> F5 Networks
> Fortinet

• Resulted in these CVEs:
> CVE-2020-2035
> CVE-2020-15936
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SNIcat
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Abusing the TLS Handshake
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The ‘HELLO’ packet under the microscope
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A tale of Command & Control (1)

• IaaC2 – Instagram as a C2  
> Out-of-band
> Asynchronous 
> Not stealthy and fragile
> Relying on 3rd party infrastructure

• TLS-embedded C2
> A true|false communication protocol, based on trusted/untrusted certificates
> Exploits the very nature of TLS inspection devices 
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A tale of Command & Control (2)

5. Now both C2 and agent have identical copies of  the file list

1. Loops through every predefined command     

Agent C2

2 . Replies with an untrusted certificate until a matching 
command is found

4. If the command is “ls”, the agent encodes the file list 
with BASE32 and appends a special trailing code to notify 
the C2

3. When the matching command is found, the C2 replies 
with a trusted certificate, indicating to the client that it 
should execute that command
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A tale of Command&Control (3)
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A tale of Command&Control (4)
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A tale of Command & Control (4)
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A tale of Command & Control (5)
C2 Agent
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Methods of Mitigation & Detection

• Mitigation in the Security Perimeter
> Inspect the SNI before forwarding the Client HELLO

• Detection in the Security Perimeter
> IDS 
> SNI Entropy Check

• Detection on the Endpoint
> Passive SNI
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Conclusions

• More vendors affected?

• There is no silver bullet - Defense in Depth is still important

• Feel free to test SNIcat on your own!
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SNIcat is a project conducted by us while working in mnemonic, a Norwegian 
Cyber Security company

• https://github.com/mnemonic-no/SNIcat
• https://www.mnemonic.no/blog/introducing-snicat/

https://github.com/mnemonic-no/SNIcat
https://www.mnemonic.no/blog/introducing-snicat/
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Demo Time!
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