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“The greatest deception men suffer

Is from their own opinions”
Leonardo da Vinci




- Co-Founder and CEO @ Cymptom
- Still at stealth )

- Speaker
- Black Hat, BSides

- Addictions ! \

- Poker, TV shows CvVY"MPTOM
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Believability

= ARP, DNS and DHCP records

a

Active Directory entries

"/ High interaction services

) OSINT information

TURNING DECEPTION OUTSIDE-IN: TRICKING ATTACKERS WITH OSINT
https://www.wallofsheep.com/pages/dc26#hyudovich
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+ Your gut feeling DIS GONB GUD

- Storyline plot holes

- Predictable patterns

- Endpoint isolation




"DON'T PLAY THE ODDS
PLAY THE MAN™

Harvey Specter, Suits
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User's view Attacker's view

fsociety exploits Properties
= . \dministrato mand Prompt
General | Sharing

Object name:

\Elliot\Documents>dir
in drive C is Windows
1 Number is SE@1-FDOB

[:] Name ize VA S YW O :\Users\Elliot\Documents

This PC * Windows (C:) * Users * Elliot * Documer

Gi

150 <DIR>

- BH-USA-18-WholsMrRobot.docx .
287,289 BH-USA-18-
SpeakerAgreement-Elliot Anderson.pdf 346,641 Speskerag
554,858 bytes
683,675,136 bytes

\Elliot\Documents>

B Administrator: Command Prompt

c:\Users\Elliot\Documents>attrib "fsociety exploits"”
SH C:\Users\Elliot\Documents\fsociety exploits

c:\Users\Elliot\Documents>



Which one is ?

CA\Windows\system32\cmd.exe A C\Windows\system32\cmd.exe

:Nrnet user MR.Robot Adomain tsonet user Elliot Adomain
he request will be processed at a domain controller for domain cymptom.lahs. he request will be processed at a domain controller for domain cymptom.lahs.

SEr name MR.Robot ser name Elliot
Mr. Rohot Full Name Elliot Alderson

omment We are all living in each other's paranoia omment I don't even know what's real is any more

ser’'s comment ser’s comment
ountry/region code A08 (System Default) ountry/veg@nn code A08 (System Default)

Account active Yes iccount actiwve Yes
Account expires Never lccount expires Never

last set 77162018 8:87:43 PM Password last set ?716,2018 8§:85:34 PM
expires 8,27,2018 8:87:43 PM Password expires 8,27,2018 8:85:34 PM

changeable ?/17,2018 8:87:43 PM changeahle ?/17,2018 8:85:34 PM
reguired Yes Password required Yes

change password Yes change password Yes

orketations allowed A1l lorkstations allowed All
ogon script Logon script

ser profile ser profile

ome directory ome directoru

ast logon -
g x Windows PowerShell

eson bosre allesed : = Get-ADUser MR.Robot -Properties LogonWorkstations

ocal Group Memberships  IESEENE $E1Tiot = Get-ADUser Elliot -Properties LogonWorkstations

hg3um£2?2233£53{?5muIE91F=\> $MRRobot.LogonwWorkstations -eq $El1liot.LogonWorkstations
alse

e P o
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Other user

Your account is configured to prevent you from
using this PC. Please try another PC.

Logon Workstations

s Net omain Name

Administrator. Windows PowerShell

Get-A DC= tom,DC=

] -Ac =Cymp abs” : 3 dentityReference -eq CYMPTOM\MR. Robot
lyRights, AccessControlType | Format-List

ctiveDirectoryRights : GenericAll
AccessControlType :| Deny

ActiveDirectoryRights

ReadProperty, GenericExecute
AccessControlType 1

ow




Reveal effective rights

>

- Users (local/domain)

- Files/Folders

- Emails

- Registry

- Processes

- Active Directory objects
- Shares/Printers




“True success requires sacrifice”
Rick Riordan




- Effective deception requires
=& Believability and Diversity

Deception's achilles' heel lies in

v1¥ practical business trade-offs

Beat deception by exploiting
disruption and risk precautions




Assume Nothing. Question Everything.
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