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App Instrumentation & Dynamic Analysis

There are already Xposed and Frida, so why bother?

. Xposed Module
Repository

Home Xposed Installer (framework) Browse modules Donate Contact

Welcome to the Xposed Module Repository!

On this site, you can browse and

s for the Xposed F ork. It is managed by rovo89, the inventor of

Xposed.

Getting support

e For any questions about modules, you must use the respective support thread. If there's none, contact the author
directly. Do NOT use any of the links below.

e [f - and only if - you have issues with this website, use the Contact form

e |f - and only if - you have issues or need support for the Xposed framework or installer, use this XDA st im. Make
sure you check for existing answers first via search function, first and recent posts. If you think you have discovered a

bug, make sure it occurs even if you have no modules activated and it doesn't occur if you uninstall Xposed

Uploading your modules

If you have developed a module yourself, you are very welcome to upload it here. All you need to do is to log on with your
XDA account, then you will see an additional button. Note that this is for free modules only - there will never be any paywall
on this site. You must not upload modules by someone else without their permission (keep in mind that the author name will

not be correct in this case)

Huge thanks to XDA for providing the download server!

2018 Xposed Module Repository- This is a Free Drupal Theme
Ported to Drupal for the Open Source Community by Drupalizing, a Project of More tha t) Themes. Original design by Simple Themes
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- ___________________________________________________________________________________________________________
Xposed & Frida: Disadvantages

Xposed Frida

= Replaces app process (Zygote) = |njects JS VM into process memory
+ Hooks: Apps and systemserver + Hooks: Any process
- Performance: Intercept all methods - Performance: V8 overhead
- Granularity: Method hooks - Granularity: Method hooks

- Security: All modules in all targets

* Flashed via custom recovery = Deployed via Frida-server or Gadget
- Unlocked bootloader - SELinux patches or shutdown
- Deep OS modification

= Persistent modifications for power users - Temporary modifications for experts



Installation Process

APK
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ART & dex2oat

APK OAT

. , I Il
dex code Write ELF Jf 152 dex code

native code

native
code

= State-of-the-art optimization framework
= Support for x86(64), arm(64) and mips(64)

= Qutput .oat file is a specialized ELF shared object



ARTist — The Android Runtime instrumentation and security toolkit

Install

Copy &|Preprocess

APK

dex code

= App signature preservation (no repackaging)
= Close to no runtime overhead for instrumentation
» Non-intrusive/easily revertible

= Runs on rooted stock devices
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Deployment: App

i 9 N 13:34

2
ArtistGui &
i

ArtistGui (On-Device Code Injection)
https://artist.cispa.saarland

= Regular Android app p

u Run ARTiSt as a blna ry Instrumentation

Modules

= On-demand instrumentation of installed apps

Settings

= Keep apps instrumented upon updates
" Choose modules for each app

= |ater: Automatic updates of ARTist and
modules




Framework Comparison

-_

Deployment Custom recovery adb + connected PC

Invasiveness Modify OS Modify Target Process Change Compiled App
Granularity Method Method Instruction

Module updates Reboot Instantaneous Recompilation
Android Versions 4.1 -8 42-8 6-8

ARTist aims for a sweet spot that combines ease of deployment and non-invasiveness
with fine-grained instrumentation and a focus on experts and users
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Module: Stetho

= Stetho Debug Bridge
- Intercept network traffic é
- Read and modify files

Stetho

- Access databases
A debug bridge for Android applications
- Inspect and change layout

Stetho is a sophisticated debug bridge for Android applications. When enabled, developers have access to the Chrome Developer Tools feature natively
part of the Chrome deskiop browser. Developers can also choose o enable the optional dumpapp tool which offers a poweriul command-line interface to

- JS code exec in app context st s

= Meant to be included in
debug build of own app

Download

Download v1.5.0

What if someone injects this into arbitrary
third-party apps?
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: Stetho

Module
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Advanced Usage

Other Modules Replace system compiler

= Custom ROM: ARTist as system compiler

Intra-App Taint Tracking
" instrument apps, middleware & framework

Ad Library Compartmentalization , _ _
= WIP: Recompile from ArtistGui

IRM-based Permission Refinement
/system/bin/dexZoat

--7ip-td=b --oat-td=7

--zip-location=services jar

--nat-location=/data/dalvik-cache/xd8b_b4/
system@framework@services.jar@classes.dex

--instruction-set=x86_b4

--compiler-filter=everything

--instruction-set-features=default

Method Tracing

Test coverage for arbitrary apps

12



.
Modules

= What is an ARTist module?
- Codelib (.apk)

- ARTist “optimization” passes (.so)

Write ELF Yt st

- Manifest (.json)
* Version

* Maintainer

dex code

= Self-contained package that represents an abstract functionality
= Contains everything needed by ArtistGui & ARTist to manage and execute your module

= Created using our Module SDK

13
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Modules

= \What is an ARTist module?
- Codelib (.apk)

- ARTist “optimization” passes (.so)

Install
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° Ve rs | on Copy &|Preprocess
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= Self-contained package that represents an abstract functionality
= Contains everything needed by ArtistGui & ARTist to manage and execute your module

= Created using our Module SDK
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Modules

= \What is an ARTist module?
- Codelib (.apk)

- ARTist “optimization” passes (.so)

Install

- Manifest (.json)

° Ve rs | on Copy &|Preprocess

. . APK
* Maintainer

dex code

= Self-contained package that represents an abstract functionality
= Contains everything needed by ArtistGui & ARTist to manage and execute your module

= Created using our Module SDK
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Creating own modules

Basic workflow for the app deployment (system deployment differs)

1. Install SDK s

2. Fork template-module & codelib e ot et Thrsday 36, 2018,
3. Implement your module Logtimizaton Modle O
4. Build & deploy Td“;dd'l -
5. Importin ArtistGui Terplate Modue M
6. Profit

More information at https://artist.cispa.saarland
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https://artist.cispa.saarland/

Current State & Outlook

= We just entered the beta phase
- Project-ARTist

- Artist Module SDK \
- Module management in ArtistGui —
- Semantic versioning N
- Documentation v2 .
= |[ater™:

Automated testing & release
Type: All ~ Language: All ~ m

Public module marketplace

Support for Xposed modules

Systemserver and framework support for rooted stock devices?

17



ARTist — Black Hat Sound Bytes £
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|.  Android instrumentation & analysis is fun

2. ARTist occupies a sweet spot among instrumentation frameworks

3. ARTist is open source & in beta, get involved!

If you are curious now, check out our Gitter & GitHub
Bl https://gitterim/project-artist/
O https://github.com/Project-ARTist/
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https://gitter.im/project-artist/
https://github.com/Project-ARTist/

