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TL;DR
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FuzzExMachina (FExM) 
● Automated fuzzing framework
● Clever tricks up its sleeve
● BYOB or fuzz distribution scale
● Found numerous bugs and crashes
● Free and open source

 → https://github.com/fgsect/fexm

https://github.com/fgsect/fexm
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Outline

4

● Introduction
Demo 1: Bring Your Own Binary

● FuzzExMachina
Demo 2: Bug Dashboard

● Findings
● TimeWarp

Demo 3: TimeWarp@BYOB
● Conclusion
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Introduction
FuzzExMachina

Findings
TimeWarp

Conclusion
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TL;DR: Throw corner-case input at a program until it breaks

Introduction
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A Brief History of Fuzzing
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Late 
80’s

cat /dev/urandom | program

Late 
2000’s

Early 
2000’s

<DataModel name="Proto">
...
</DataModel>

Input Spec. Guided
Feedback Guided

Random
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4 trillion 
test cases 
per week!

State of the Art
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Trophies Abound
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We still find buffer overflows like it’s 1996*

Why are dev/QA teams not fuzzing yet?

*Aleph One. Smashing the Stack for Fun and Profit. Phrack 7, 1996

So...

10
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● Google OSS-Fuzz
• < 150 projects
• < 2 years old

● Modern OS distribution
• > 50K projects

11

We Are Fuzzing the Sub 1%
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What about the 99%?

So...
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● Here’s what I did
• Write a test program
• Provide seed corpus
• Write a build script and a Dockerfile

Case Study: Open vSwitch

13



Follow the White Rabbit Simplifying Fuzz Testing Using FuzzExMachina 14

Googler Perspective

● Huge Inertia
● Lack of awareness
● Religious reasons
● No time
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Expectation

Dev: Fuzz my software repo for me
Bot: Here you go, these are the bugs I found!
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Dev: Fuzz my software repo for me
Bot: Give me test case, seeds, config and build script
Dev: kthxbye
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Reality
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Start automatic fall back to manual

Design Philosophy
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It’s Demo time folks!
DEMO[FExMBYOB]
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Introduction
FuzzExMachina

Findings
TimeWarp

Conclusion
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Distributed, large scale fuzz testing framework 

• Simplifies the fuzzing process
• Almost entirely automated
• Built around battle-proof software
• Start fuzzing hundreds of packages immediately

FuzzExMachina (FExM)

20
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The FExM Pipeline
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v

Infer
Inputs

Select 
Seeds

Fuzz!
Triage
Crashes

Crawl
Binaries

Dashboard
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The FExM Pipeline (1/6) 
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Crawling for Binaries

Choose 
Repository

Compile
Package

Compile 
& instrument 
   (if possible)

23

Extract
Binaries
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Instrumentation for Feedback
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To receive feedback, we can use instrumentation at

Compile Time  Run Time

● fast
● requires source
● hard to automate

● blackbox
● slow (2-5x)
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The FExM Pipeline (2/6)
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Input Vector Inference

26

tcpdump -nvr file.pcap

Identify this
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For each binary in the repo
Identify:

1. Parameters (when is input processed?)

2. Input channel (stdin/socket, file by filename?)

Examples:

● tcpdump -nvr <file>
● wget localhost 80  →  via preeny desock

Input Vector Inference

27
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Collect 
Parameter 
Candidates
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Validate 
Parameter 
candidates

parse help-flag
other heuristic

does param
lead to 
input processing?

  For each 

tc
pd

um
p 

-n
vr

 <
fil

e>
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pd
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p
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ef

hH
IJ

Kl
Ln

N
O

pq
S

tu
U

vx
X#

 ] 
[ -

B 
bu

ff
er

_s
iz

e 
] 

Parameter Inference
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strace -yy -f ..  -- binary 
<invocation> 

Invoke with dummyfile

grep for:
open(dummyfle)
read(dummyfile)FILE: 

-f dummyfile

STDIN ||
NETWORK:
desock &
<dummy

29

Processed?

Parameter Validation
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The FExM Pipeline (3/6)
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About Seeds

31

A good seed is a valid program input
→ Identify {file type || protocol} the program parses
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Inference: Assumption

File type and protocol inference are based on coverage
→ Correct input yields higher coverage

32
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Seeds From...? Github!

Repos often include small, diverse test files 
that cover corner cases.
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Coverage per File Type
m

ea
su

re
d 

co
ve

ra
ge

 fo
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tc
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um
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-n
vr

 @
@
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incorrect file types

Follow the White Rabbit Simplifying Fuzz Testing Using FuzzExMachina

pcap 
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Coverage Distribution Patterns

Single 
File Type 

UnclassifiableMultiple 
File Types

35

Coverage Distribution for a binary follow patterns



Follow the White Rabbit Simplifying Fuzz Testing Using FuzzExMachina

The FExM Pipeline (4/6)
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FExM Fuzzing Stage

● Uses American Fuzzy Lop
● Using dictionaries where appropriate
● Use Sanitizers
● Network fuzzing via modified desock
● FExM schedules them round robin

37
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The FExM Pipeline (5/6)
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What is triaging?

● We have way too many results!
● Categorize them!
● FExM leverages exploitable & afl-utils
● Classifying & Deduplicating
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MD5 Hash: Unique 

identifier

Triaging via ASAN

 ==3955==ERROR: AddressSanitizer: 
heap-buffer-overflow  on address 
0x6100000001f5 at pc 
0x5558ca920c3e bp 0x7ffd85b1b390 
sp 0x7ffd85b1ab40
READ of size 16 at 0x6100000001f5 
thread T0
    #0 0x5558ca920c3d
    #1 0x5558ca966533
    #2 0x5558ca96082a

3f6494e7343cb108505b
2c8848e5c53d

Security 
Criticality

40



Follow the White Rabbit Simplifying Fuzz Testing Using FuzzExMachina

The FExM Pipeline (6/6)
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Dashboard
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DEMO[FExMDashboard]

43
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Introduction
FuzzExMachina

Findings
TimeWarp

Conclusion
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● Ran FExM against Arch Linux packages
○ Sorted by pkgstats ⇒ popularity index
○ Evaluated Top 500 packages
○ About 200 contained binaries

● Hardware
○ 32 CPU cores 
○ 128 GB RAM
○ A few days of time

FExM on a Large Scale

45
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Day 0

46

(FExM) fuzz@sev$ fexm fuzz ./top500.json
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Day 1
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Day 2

48

● After 2 days of runtime
● 200 packages
● Crashes for 29 packages, 
● 12 exploitable (automatically triaged)
● All of these packages have high popularity 

○ sysctl (modifies kernel properties)
○ hyphen (does… hyphens? (Part of libreoffice))
○ gif2png (not popular) (but who doesn’t like gifs?)
○ ...
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=================================================================

==95802==ERROR: AddressSanitiz
er: h

eap-buffer-overflo
w on address 0x62100000110

0 at pc 

0x55902c3eb812 bp 0x7fff7
ec84490 sp 0x7fff7

ec83c40

READ of size 4082 at 0x62100000110
0 thread T0

    #
0 0x55902c3eb811  (

/build/procps-ng/re
pos/core-x86_64/src/procps-ng-3.3.15/.lib

s/sysctl+0x8d811)

    #
1 0x55902c47e96a  (/b

uild/procps-ng/re
pos/core-x86_64/src/procps-ng-3.3.15/.lib

s/sysctl+0x12096a)

    #
2 0x55902c47cf45  (/b

uild/procps-ng/re
pos/core-x86_64/src/procps-ng-3.3.15/.lib

s/sysctl+0x11e
f45)

    #
3 0x7f4a9a52b06a  (/u

sr/lib
/lib

c.so.6+0x2306a)

    #
4 0x55902c37ec79  (/b

uild/procps-ng/re
pos/core-x86_64/src/procps-ng-3.3.15/.lib

s/sysctl+0x20c79)

0x62100000110
0 is located 0 bytes to the rig

ht of 4096-byte region [0x621000000100,0x62100000110
0)

allocated by thread T0 here:

    #
0 0x55902c4471e1  (/

build/procps-ng/re
pos/core-x86_64/src/procps-ng-3.3.15/.lib

s/sysctl+0xe91e1)

    #
1 0x55902c47c85e  (/b

uild/procps-ng/re
pos/core-x86_64/src/procps-ng-3.3.15/.lib

s/sysctl+0x11e
85e)

    #
2 0x7f4a9a52b06a  (/u

sr/lib
/lib

c.so.6+0x2306a)

SUMMARY: AddressSanitiz
er: h

eap-buffer-overflo
w 

(/build/procps-ng/re
pos/core-x86_64/src/procps-ng-3.3.15/.lib

s/sysctl+0x8d811) 

Shadow bytes around the buggy address:

  0x0c427fff8
1d0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0x0c427fff8
1e0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0x0c427fff8
1f0

: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0x0c427fff8
200: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0x0c427fff8
210: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

=>0x0c427fff8
220:[fa

]fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c427fff8
230: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c427fff8
240: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c427fff8
250: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c427fff8
260: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c427fff8
270: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

Shadow byte legend (one shadow byte represents 8 application bytes):

  Addressable:     
      

00

  Partia
lly addressable: 01 02 03 04 05 06 07 

  Heap left r
edzone:     

  fa

  Freed heap region:     
  fd

  Stack left r
edzone:     

 f1

  Stack mid redzone:     
  f2

  Stack rig
ht re

dzone:     
f3

  Stack afte
r re

turn:     
 f5

  Stack use afte
r scope:   f

8

  Global re
dzone:     

     f
9

  Global in
it o

rder:   
    f

6

  Poisoned by user:   
     f

7

  Container overflo
w:     

 fc

  Arra
y cookie:     

      
 ac

  In
tra

 object re
dzone:    b

b

  ASan internal:    
      

 fe

  Left a
lloca redzone:     

ca

  Right alloca redzone:    c
b

==95802==ABORTING

O
O

PS
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What if FExM Inference Fails?

50
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Who cares, right? We have so many!

⇒  ¯\_(ツ)_/¯ 

What if FExM Inference Fails?

51

● If we evaluate on a large scale:

Not so fast!
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Start automatic fall back to manual

Design Philosophy

52
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What if FExM Inference Fails?

53

● If we evaluate on a large scale:
⇒  ¯\_(ツ)_/¯  we can fall back to manual

● FExM Dashboard lists binaries that need attention
● Idea: easy for users to understand tools correctly 

Bonus: let user decide where to start fuzzing
  + Learn seeds on the way
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Introduction
FuzzExMachina

Findings
TimeWarp

Conclusion
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Unfuzzable

55

 pass1    == pass2
&&  strlen() == 8 
¡coverage does not help!
⇒ brute force 8 digits…  

Fuzzer will run forever                
A human can solve it in no time↓ crash below
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=================================================================

==7221==ERROR: AddressSanitiz
er: s

tack-buffer-overflo
w on address 0x7ffde54f78a8 at pc 0x55de61697580 

bp 0x7ffde54f7650 sp 0x7ffde54f7648

WRITE of size 8 at 0x7ffde54f78a8 thread T0

    #
0 0x55de6169757f  (/

build/gptfd
isk/re

pos/extra
-x86_64/pkg/gptfd

isk/usr/b
in/gdisk+0x15f57f)

    #
1 0x55de61694f08  (/b

uild/gptfd
isk/re

pos/extra
-x86_64/pkg/gptfd

isk/usr/b
in/gdisk+0x15cf08)

    #
2 0x55de616bbddb  (/b

uild/gptfd
isk/re

pos/extra
-x86_64/pkg/gptfd

isk/usr/b
in/gdisk+0x183ddb)

    #
3 0x55de616b215b  (/b

uild/gptfd
isk/re

pos/extra
-x86_64/pkg/gptfd

isk/usr/b
in/gdisk+0x17a15b)

    #
4 0x55de616e5e98  (/b

uild/gptfd
isk/re

pos/extra
-x86_64/pkg/gptfd

isk/usr/b
in/gdisk+0x1ade98)

    #
5 0x7fca7be3b06a  (/u

sr/lib
/lib

c.so.6+0x2306a)

    #
6 0x55de6157a4f9  (/b

uild/gptfd
isk/re

pos/extra
-x86_64/pkg/gptfd

isk/usr/b
in/gdisk+0x424f9)

O
O

PS
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TimeWarp

● Starts fuzzing at any given point in the execution
● Requires little technical knowledge
● Fully integrated in FExM Dashboard

→ Spawns Docker
→ Spawns TimeWarp with the target binary
→ Attaches Dashboard to stdio & cnc ports

● Allows easy generation of test cases manually
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Input via 
AFL Queue
Input via 
stdio/sock
then
-cnc-
then 
AFL Queue

Fork()

    Target

        AFL-Fuzz 

Spawns
Input 

X1@Target
Input 

X²@TimeWarp
Input 

Xn@TimeWarp

R
esu

lts

58

Forkserver

Details

stdio_tap

CnC (Port 0xAF1)stdio (Port 0xAF0)
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O
O

PS
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==5339==ERROR: AddressSanitiz
er: h

eap-buffer-overflo
w on address 0x60800000bff7 at pc 

0x7fca8b622676 bp 0x7ffc865155a0 sp 0x7ffc86514d48

READ of size 29 at 0x60800000bff7 thread T0

    #
0 0x7fca8b622675 in memcmp (/u

sr/lib
/x86_64-linux-gnu/lib

asan.so.2+0x77675)

    #
1 0x403cca in main /home/vincent/tm

p/jpegoptim
-1.4.4/jpegoptim

.c:579

    #
2 0x7fca8ac9f82f in

 __libc_start_main (/li
b/x86_64-linux-gnu/lib

c.so.6+0x2082f)

    #
3 0x408768 in _start (/

home/vincent/tm
p/jpegoptim

-1.4.4/jpegoptim
+0x408768)

0x60800000bff7 is located 0 bytes to the rig
ht of 87-byte region [0x60800000bfa0,0x60800000bff7)

allocated by thread T0 here:

    #
0 0x7fca8b643602 in malloc (/u

sr/lib
/x86_64-linux-gnu/lib

asan.so.2+0x98602)

    #
1 0x7fca8b079633  (/u

sr/lib
/x86_64-linux-gnu/lib

jpeg.so.8+0x30633)

    #
2 0x60f00000ef4f  (<

unknown module>)

SUMMARY: AddressSanitiz
er: h

eap-buffer-overflo
w ??:0 memcmp

Shadow bytes around the buggy address:

  0x0c107fff9
7a0: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c107fff9
7b0: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c107fff9
7c0: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c107fff9
7d0: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c107fff9
7e0: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

=>0x0c107fff9
7f0: fa

 fa fa fa 00 00 00 00 00 00 00 00 00 00[07]fa

  0x0c107fff9
800: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c107fff9
810: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa
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AFL Timewarp

60Sorry for all those gifs
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DEMO[TimeWarp]

61
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TimeWarp mode 
lets the user 
enter the correct 
passwords.

→ AFL then finds 
the bug in 
seconds!

62

CnC: Start fuzzing

stdioAFL-TW Output
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O
O

PS
O

O
PS

63

==7276==ERROR: AddressSanitiz
er: h

eap-buffer-overflo
w on address 0x602000000034 at pc 

0x5563fa67a7dd bp 0x7ffc8bc12670 sp 0x7ffc8bc12668

READ of size 1 a
t 0x602000000034 thread T0

    #
0 0x5563fa67a7dc  (/b

uild/jhead/re
pos/community-x86_64/pkg/jhead/usr/b

in/jhead+0x1377dc)

    #
1 0x5563fa67aa88  (/b

uild/jhead/re
pos/community-x86_64/pkg/jhead/usr/b

in/jhead+0x137a88)

    #
2 0x5563fa672fb3  (/b

uild/jhead/re
pos/community-x86_64/pkg/jhead/usr/b

in/jhead+0x12ffb3)

    #
3 0x7f7aa19ec06a  (/u

sr/lib
/lib

c.so.6+0x2306a)

    #
4 0x5563fa572bc9  (/b

uild/jhead/re
pos/community-x86_64/pkg/jhead/usr/b

in/jhead+0x2fbc9)

SUMMARY: AddressSanitiz
er: h

eap-buffer-overflo
w 

(/build/jhead/re
pos/community-x86_64/pkg/jhead/usr/b

in/jhead+0x1377dc) 
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Introduction
FuzzExMachina

Findings
TimeWarp

Conclusion
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=================================================================

==102039==ERROR: AddressSanitiz
er: h

eap-buffer-overflo
w on address 0x63200001713e at pc 

0x55898bb98da4 bp 0x7fffe
449b030 sp 0x7fffe

449b028

READ of size 1 a
t 0x63200001713e thread T0

    #
0 0x55898bb98da3  (/b

uild/bash/re
pos/core-x86_64/src/bash-4.4/support/m

an2html+0x14dda3)

    #
1 0x55898bb7be6a  (/b

uild/bash/re
pos/core-x86_64/src/bash-4.4/support/m

an2html+0x130e6a)

    #
2 0x55898bb72706  (/b

uild/bash/re
pos/core-x86_64/src/bash-4.4/support/m

an2html+0x127706)

    #
3 0x55898bb714e6  (/b

uild/bash/re
pos/core-x86_64/src/bash-4.4/support/m

an2html+0x1264e6)

    #
4 0x7faf0db8906a  (/u

sr/lib
/lib

c.so.6+0x2306a)

    #
5 0x55898ba74719  (/b

uild/bash/re
pos/core-x86_64/src/bash-4.4/support/m

an2html+0x29719)

0x63200001713e is located 0 bytes to the rig
ht of 92478-byte region [0x632000000800,0x63200001713e)

allocated by thread T0 here:

    #
0 0x55898bb3cc81  (/

build/bash/re
pos/core-x86_64/src/bash-4.4/support/m

an2html+0xf1c81)

    #
1 0x55898bb71dfd  (/b

uild/bash/re
pos/core-x86_64/src/bash-4.4/support/m

an2html+0x126dfd)

    #
2 0x55898bb711f0

  (/b
uild/bash/re

pos/core-x86_64/src/bash-4.4/support/m
an2html+0x1261f0

)

    #
3 0x7faf0db8906a  (/u

sr/lib
/lib

c.so.6+0x2306a)

SUMMARY: AddressSanitiz
er: h

eap-buffer-overflo
w 

(/build/bash/re
pos/core-x86_64/src/bash-4.4/support/m

an2html+0x14dda3) 

Shadow bytes around the buggy address:

  0x0c647fffa
dd0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0x0c647fffa
de0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0x0c647fffa
df0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0x0c647fffa
e00: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0x0c647fffa
e10: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

=>0x0c647fffa
e20: 00 00 00 00 00 00 00[06]fa fa fa fa fa fa fa fa

  0x0c647fffa
e30: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c647fffa
e40: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c647fffa
e50: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c647fffa
e60: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c647fffa
e70: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

Shadow byte legend (one shadow byte represents 8 application bytes):

  Addressable:     
      

00

  Partia
lly addressable: 01 02 03 04 05 06 07 

  Heap left r
edzone:     

  fa

  Freed heap region:     
  fd

  Stack left r
edzone:     

 f1

  Stack mid redzone:     
  f2

  Stack rig
ht re

dzone:     
f3

  Stack afte
r re

turn:     
 f5

  Stack use afte
r scope:   f

8

  Global re
dzone:     

     f
9

  Global in
it o

rder:   
    f

6

  Poisoned by user:   
     f

7

  Container overflo
w:     

 fc

  Arra
y cookie:     

      
 ac

  In
tra

 object re
dzone:    b

b

  ASan internal:    
      

 fe

  Left a
lloca redzone:     

ca

  Right alloca redzone:    c
b

==102039==ABORTING

O
O

PS
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=================================================================

==17910==ERROR: AddressSanitiz
er: g

lobal-buffer-overflo
w on address 0x55b4d19e0910 at pc 

0x55b4d17a0d8e bp 0x7ffe57681c90 sp 0x7ffe57681c88

WRITE of size 4 at 0x55b4d19e0910 thread T0

    #
0 0x55b4d17a0d8d  (/b

uild/bash/re
pos/core-x86_64/src/bash-4.4/support/m

an2html+0x14dd8d)

    #
1 0x55b4d1783e6a  (/b

uild/bash/re
pos/core-x86_64/src/bash-4.4/support/m

an2html+0x130e6a)

    #
2 0x55b4d177a706  (/b

uild/bash/re
pos/core-x86_64/src/bash-4.4/support/m

an2html+0x127706)

    #
3 0x55b4d17794e6  (/b

uild/bash/re
pos/core-x86_64/src/bash-4.4/support/m

an2html+0x1264e6)

    #
4 0x7f93a799806a  (/u

sr/lib
/lib

c.so.6+0x2306a)

    #
5 0x55b4d167c719  (/b

uild/bash/re
pos/core-x86_64/src/bash-4.4/support/m

an2html+0x29719)

0x55b4d19e0910 is located 48 bytes to the left o
f global variable 'm

axtstop' defined in 'm
an2html.c:438:12' 

(0x55b4d19e0940) of size 4

0x55b4d19e0910 is located 0 bytes to the rig
ht of global variable 'ta

bstops' defined in 'm
an2html.c:437:12' 

(0x55b4d19e08c0) of size 80

SUMMARY: AddressSanitiz
er: g

lobal-buffer-overflo
w 

(/build/bash/re
pos/core-x86_64/src/bash-4.4/support/m

an2html+0x14dd8d) 

Shadow bytes around the buggy address:

  0x0ab71a3340d0: f9
 f9 f9 f9 00 00 00 00 00 00 00 00 00 00 00 00

  0x0ab71a3340e0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0x0ab71a3340f0: 00 00 f9 f9 f9 f9 f9 f9 02 f9 f9 f9 f9 f9 f9 f9

  0x0ab71a334100: 01 f9
 f9 f9 f9 f9 f9 f9 01 f9

 f9 f9 f9 f9 f9 f9

  0x0ab71a334110
: 01 f9

 f9 f9 f9 f9 f9 f9 00 00 00 00 00 00 00 00

=>0x0ab71a334120: 00 00[f9]f9 f9 f9 f9 f9 04 f9 f9 f9 f9 f9 f9 f9

  0x0ab71a334130: 06 f9 f9 f9 f9 f9 f9 f9 05 f9 f9 f9 f9 f9 f9 f9

  0x0ab71a334140: 00 00 04 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9

  0x0ab71a334150: f9
 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9

  0x0ab71a334160: f9
 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9

  0x0ab71a334170: f9
 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9 f9

Shadow byte legend (one shadow byte represents 8 application bytes):

  Addressable:     
      

00

  Partia
lly addressable: 01 02 03 04 05 06 07 

  Heap left r
edzone:     

  fa

  Freed heap region:     
  fd

  Stack left r
edzone:     

 f1

  Stack mid redzone:     
  f2

  Stack rig
ht re

dzone:     
f3

  Stack afte
r re

turn:     
 f5

  Stack use afte
r scope:   f

8

  Global re
dzone:     

     f
9

  Global in
it o

rder:   
    f

6

  Poisoned by user:   
     f

7

  Container overflo
w:     

 fc

  Arra
y cookie:     

      
 ac

  In
tra

 object re
dzone:    b

b

  ASan internal:    
      

 fe

  Left a
lloca redzone:     

ca

  Right alloca redzone:    c
b

==17910==ABORTING

      
      

O
O

PS
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000000000000 -e "\n\n\n\n\nYOU REALLY SHOULD BE USING ys.auto or 
better yet -sploit
BUT IF YOU MUST USE $0 at least use /S instead of just nc.
Packrat now has an option to do just that:
packrat -n /0000000000000000S
"
sleep 4
usage ()
{
echo "Usage: ${0}  [->Goes on like this for a bit, including CSS and more… (?)]

Man2html Crashing Input

67
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“This program is rather buggy, but 
in spite of that it often works.”

 — man2html.c:11
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O
O

PS
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=================================================================

==1596==ERROR: AddressSanitiz
er: s

tack-buffer-overflo
w on address

0x7ffdc30cdfe0 at pc 0x5620ecae914e bp 0x7ffdc30cddc0 sp 0x7ffdc30cd570

WRITE of size 259 at 0x7ffdc30cdfe0 thread T0

    #
0 0x5620ecae914d in vsprintf (/

usr/b
in/mkafmmap+0xa514d)

    #
1 0x5620ecae9487 in __interceptor_sprintf (/

usr/b
in/mkafmmap+0xa5487)

    #
2 0x5620ecbc74f5  (/u

sr/b
in/mkafmmap+0x1834f5)

    #
3 0x5620ecbbefd3  (/u

sr/b
in/mkafmmap+0x17afd3)

    #
4 0x5620ecbbb00d  (/u

sr/b
in/mkafmmap+0x17700d)

    #
5 0x5620ecbb881a  (/u

sr/b
in/mkafmmap+0x17481a)

    #
6 0x7f55bfe9cf49 in __libc_start_main (/u

sr/lib
/lib

c.so.6+0x20f49)

    #
7 0x5620ecabb739 in pthread_getattr_

np (/u
sr/b

in/mkafmmap+0x77739)

Address 0x7ffdc30cdfe0 is located in stack of th
read T0 at offset 288 in

fra
me

    #
0 0x5620ecbc722f  (/

usr/b
in/mkafmmap+0x18322f)

  This fra
me has 1 o

bject(s):

    [3
2, 288) 'm

sg' (lin
e 623) <== Memory access at offset 288 overflo

ws this

variable

HINT: th
is may be a false positiv

e if y
our program uses some custom stack

unwind mechanism or swapcontext

      
(longjmp and C++ exceptions *are* supporte

d)

SUMMARY: AddressSanitiz
er: s

tack-buffer-overflo
w (/u

sr/b
in/mkafmmap+0xa514d)

in vsprintf

Shadow bytes around the buggy address:

  0x100038611b
a0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0x100038611b
b0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0x100038611b
c0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0x100038611b
d0: 00 00 00 00 00 00 00 00 f1 f

1 f1
 f1 0

0 00 00 00

  0x100038611b
e0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

=>0x100038611b
f0: 00 00 00 00 00 00 00 00 00 00 00 00[f3]f3 f3 f3

  0x100038611c00: f3
 f3 f3 f3 00 00 00 00 00 00 00 00 00 00 00 00

  0x100038611c10: 00 00 00 00 00 00 00 00 00 00 00 00 f1 f
1 f1

 f1

  0x100038611c20: f8
 f2 f8 f2 f8 f2 f8 f2 f8 f8 f8 f8 f8 f8 f8 f8

  0x100038611c30: f8
 f8 f8 f8 f8 f8 f8 f8 f8 f8 f8 f8 f8 f8 f8 f8

  0x100038611c40: f8
 f8 f8 f8 f8 f8 f8 f8 f2 f2 f2 f2 f2 f2 f2 f2

Shadow byte legend (one shadow byte represents 8 application bytes):

  Addressable:     
      

00

  Partia
lly addressable: 01 02 03 04 05 06 07 

  Heap left r
edzone:     

  fa

  Freed heap region:     
  fd

  Stack left r
edzone:     

 f1

  Stack mid redzone:     
  f2

  Stack rig
ht re

dzone:     
f3

  Stack afte
r re

turn:     
 f5

  Stack use afte
r scope:   f

8

  Global re
dzone:     

     f
9

  Global in
it o

rder:   
    f

6
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Whatever Happened to the Bugs

70

fixed

no response
fixed
“no proper repo”(?)
was missing in Arch
-> see next slide
“send non-binary file”
fixed
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=================================================================

==7199==ERROR: AddressSanitiz
er: g

lobal-buffer-overflo
w on address 0x7f033ecd5f00 at pc 0x7f033eaae641 

bp 0x7ffd175b0520 sp 0x7ffd175b0518

READ of size 4 at 0x7f033ecd5f00 thread T0

    #
0 0x7f033eaae640  (/b

uild/fri
bidi/re

pos/extra
-x86_64/src/build/bin/../l

ib/lib
frib

idi.so.0+0x15640)

    #
1 0x7f033eaadaf4  (/b

uild/fri
bidi/re

pos/extra
-x86_64/src/build/bin/../l

ib/lib
frib

idi.so.0+0x14af4)

    #
2 0x55892c317357  (/b

uild/fri
bidi/re

pos/extra
-x86_64/src/build/bin/fri

bidi-caprtl2
utf8

+0x11a
357)

    #
3 0x7f033ecfa06a  (/u

sr/lib
/lib

c.so.6+0x2306a)

    #
4 0x55892c21a9c9  (/b

uild/fri
bidi/re

pos/extra
-x86_64/src/build/bin/fri

bidi-caprtl2
utf8

+0x1d9c9)

Address 0x7f033ecd5f00 is a wild pointer.

SUMMARY: AddressSanitiz
er: g

lobal-buffer-overflo
w 

(/build/fri
bidi/re

pos/extra
-x86_64/src/build/bin/../l

ib/lib
frib

idi.so.0+0x15640)

O
O

PS
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Date: Wed, 28 Mar 2018 20:51:01 +0000
To:Vincent Ulitzsch

Unfortunately, I just don't have time to work on it these days.

------ Original Message ------
From: "Vincent Ulitzsch" 
Sent: 2018-03-28 2:50:06 PM
Subject: Command Line Heap Bufferoverflow
> During my research, I have found a heap-buffer-overflow [...]

Bug Reports
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O
O

PS
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=================================================================

==7228==ERROR: AddressSanitiz
er: h

eap-buffer-overflo
w on address 0x602000000033 at pc 

0x55ac99925f1a bp 0x7ffc283a9b70 sp 0x7ffc283a9b68

WRITE of size 1 a
t 0x602000000033 thread T0

    #
0 0x55ac99925f19  (/b

uild/hyphen/re
pos/extra

-x86_64/src/hyphen-2.8.8/substrin
gs+0x11d

f19)

    #
1 0x7f215af5d06a  (/u

sr/lib
/lib

c.so.6+0x2306a)

    #
2 0x55ac99825c69  (/b

uild/hyphen/re
pos/extra

-x86_64/src/hyphen-2.8.8/substrin
gs+0x1dc69)

SUMMARY: AddressSanitiz
er: h

eap-buffer-overflo
w 

(/build/hyphen/re
pos/extra

-x86_64/src/hyphen-2.8.8/substrin
gs+0x11d

f19) 
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- Obviously, a trained human can still do a lot better.
→ Let the machines take over!
- Add more repo backends
- Scale to GitHub?
- Fuzzing is still shallow.

“We need to go deeper”

74

Future Work
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O
O

PS
O

O
PS
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==13817==ERROR: AddressSanitiz
er: h

eap-buffer-overflo
w on address 0x621000006110

 at pc 

0x7fe05d327ae2 bp 0x7fffa
20956d0 sp 0x7fffa

20956c8

READ of size 16 at 0x621000006110
 thread T0

    #
0 0x7fe05d327ae1 in

 soundtouch::TDStre
tchSSE::calcCrossCorr(f

loat const*, f
loat const*, 

double&) (/u
sr/lib

/lib
SoundTouch.so.1+0x2bae1)

    #
1 0x7fe05d316e04 in soundtouch::TDStre

tch::seekBestOverlapPositio
nFull(fl

oat const*) 

(/usr/lib
/lib

SoundTouch.so.1+0x1ae04)

    #
2 0x7fe05d316c5c in soundtouch::TDStre

tch::seekBestOverlapPositio
n(flo

at const*) 

(/usr/lib
/lib

SoundTouch.so.1+0x1ac5c)

    #
3 0x7fe05d31854e in soundtouch::TDStre

tch::processSamples() 

(/usr/lib
/lib

SoundTouch.so.1+0x1c54e)

    #
4 0x7fe05d31208f in

 soundtouch::SoundTouch::putSamples(flo
at const*, u

nsigned int) 

(/usr/lib
/lib

SoundTouch.so.1+0x1608f)

    #
5 0x562e10a4e41e  (/u

sr/b
in/soundstre

tch+0x12241e)

    #
6 0x7fe05c00306a in __libc_start_main (/u

sr/lib
/lib

c.so.6+0x2306a)

    #
7 0x562e1094d419 in _init (/

usr/b
in/soundstre

tch+0x21419)

0x621000006110
 is located 0 bytes to the rig

ht of 4112-byte region [0x621000005100,0x621000006110
)

allocated by thread T0 here:

    #
0 0x562e10a49ee1 in

 operator new[](unsigned long) (/u
sr/b

in/soundstre
tch+0x11d

ee1)

    #
1 0x7fe05d30d0bc in soundtouch::FIFOSampleBuffer::e

nsureCapacity(unsigned int) 

(/usr/lib
/lib

SoundTouch.so.1+0x110
bc)

SUMMARY: AddressSanitiz
er: h

eap-buffer-overflo
w (/u

sr/lib
/lib

SoundTouch.so.1+0x2bae1) in
 

soundtouch::TDStre
tchSSE::calcCrossCorr(f

loat const*, f
loat const*, d

ouble&)

Shadow bytes around the buggy address:

  0x0c427fff8
bd0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0x0c427fff8
be0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0x0c427fff8
bf0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0x0c427fff8
c00: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0x0c427fff8
c10: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

=>0x0c427fff8
c20: 00 00[fa]fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c427fff8
c30: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c427fff8
c40: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c427fff8
c50: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c427fff8
c60: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c427fff8
c70: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

Shadow byte legend (one shadow byte represents 8 application bytes):

  Addressable:     
      

00

  Partia
lly addressable: 01 02 03 04 05 06 07 

  Heap left r
edzone:     

  fa

  Freed heap region:     
  fd

  Stack left r
edzone:     

 f1

  Stack mid redzone:     
  f2

  Stack rig
ht re

dzone:     
f3

  Stack afte
r re

turn:     
 f5

  Stack use afte
r scope:   f

8

  Global re
dzone:     

     f
9

  Global in
it o

rder:   
    f

6

  Poisoned by user:   
     f

7

  Container overflo
w:     

 fc

  Arra
y cookie:     

      
 ac

  In
tra

 object re
dzone:    b

b

  ASan internal:    
      

 fe

  Left a
lloca redzone:     

ca

  Right alloca redzone:    c
b

==13817==ABORTING

   S
oundStre

tch v2.0.0 -  Copyright (c
) Olli P

arviainen 2001 - 2017

==================================================================

author e-mail: <
oparviai@iki.fi>

 - WWW: http
://w

ww.surina.net/soundtouch

This program is subject to
 (L)GPL lic

ense. Run "soundstre
tch -license" fo

r

more information.

Uses 32bit fl
oating point sample type in processing.

Processing the file
 with the following changes:

  te
mpo change = +0 %

  pitch change = +0 semitones

  ra
te change  = +0 %

Working...soundstre
tch: FIRFilte

r.cpp:194: virtu
al uint 

soundtouch::FIRFilte
r::e

valuateFilte
rMulti(s

oundtouch::SAMPLETYPE *, c
onst 

soundtouch::SAMPLETYPE *, u
int, u

int): A
ssertio

n `numChannels < 16' fa
iled.

Aborte
d
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TL;DR
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FuzzExMachina (FExM) 
● Automated fuzzing framework
● Clever tricks up its sleeve
● BYOB or fuzz distribution scale
● Found numerous bugs and crashes
● Free and open source

→ https://github.com/fgsect/fexm

https://github.com/fgsect/fexm
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O
O
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=================================================================

==35788==ERROR: AddressSanitiz
er: h

eap-buffer-overflo
w on address 0x607000000060 at pc 

0x5642f134346c bp 0x7ffd2eb17c70 sp 0x7ffd2eb17c68

READ of size 4 at 0x607000000060 thread T0

    #
0 0x5642f134346b  (/b

uild/sqlite
/re

pos/core-x86_64/pkg/sqlite
/usr/b

in/showwal+0x15c46b)

    #
1 0x7fad883db06a  (/u

sr/lib
/lib

c.so.6+0x2306a)

    #
2 0x5642f123ff29  (/b

uild/sqlite
/re

pos/core-x86_64/pkg/sqlite
/usr/b

in/showwal+0x58f29)

0x607000000061 is
 located 0 bytes to the rig

ht of 65-byte region 

[0x607000000020,0x607000000061)

allocated by thread T0 here:

    #
0 0x5642f1308491  (/

build/sqlite
/re

pos/core-x86_64/pkg/sqlite
/usr/b

in/showwal+0x121491)

    #
1 0x5642f133cd84  (/b

uild/sqlite
/re

pos/core-x86_64/pkg/sqlite
/usr/b

in/showwal+0x155d84)

    #
2 0x7fad883db06a  (/u

sr/lib
/lib

c.so.6+0x2306a)

SUMMARY: AddressSanitiz
er: h

eap-buffer-overflo
w 

(/build/sqlite
/re

pos/core-x86_64/pkg/sqlite
/usr/b

in/showwal+0x15c46b) 

Shadow bytes around the buggy address:

  0x0c0e7fff7
fb0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0x0c0e7fff7
fc0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0x0c0e7fff7
fd0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0x0c0e7fff7
fe0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0x0c0e7fff7
ff0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

=>0x0c0e7fff8
000: fa

 fa fa fa 00 00 00 00 00 00 00 00[01]fa
 fa fa

  0x0c0e7fff8
010: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c0e7fff8
020: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c0e7fff8
030: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c0e7fff8
040: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

  0x0c0e7fff8
050: fa

 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

Shadow byte legend (one shadow byte represents 8 application bytes):

  Addressable:     
      

00

  Partia
lly addressable: 01 02 03 04 05 06 07 

  Heap left r
edzone:     

  fa

  Freed heap region:     
  fd

  Stack left r
edzone:     

 f1

  Stack mid redzone:     
  f2

  Stack rig
ht re

dzone:     
f3

  Stack afte
r re

turn:     
 f5

  Stack use afte
r scope:   f

8

  Global re
dzone:     

     f
9

  Global in
it o

rder:   
    f

6

  Poisoned by user:   
     f

7

  Container overflo
w:     

 fc

  Arra
y cookie:     

      
 ac

  In
tra

 object re
dzone:    b

b

  ASan internal:    
      

 fe

  Left a
lloca redzone:     

ca

  Right alloca redzone:    c
b

==35788==ABORTING
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● Available today
● Would not have been possible without

○ All the projects used in the repo
○ Ben Stock, Tommi Unruh, rc0r, jfoote, zardus, 

lcamtuf
○ hack-the-beach.com

● Help is always appreciated. :)

Try out FExM Today

78

→ https://github.com/fgsect/fexm

https://github.com/fgsect/fexm
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“Simple memory corruptions are still way 
too widespread, even in popular software.”

“FExM automates, facilitates and scales 
the fuzzing pipeline.”

“There is no excuse not to fuzz-test 
software projects right from the start.”

S
ou

nd
 B

yt
es

79

0101
0100
0111
0010
0111
1001
0010
0000
0110
0110
0110
0101
0111
1000
0110
1101

→ https://github.com/fgsect/fexm

https://github.com/fgsect/fexm
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while (questions());

char buf[16];
strncpy(buf, ""
    "Thank you for your attention."
    "\n", sizeof(buf));
printf("%s", buf);

@ibags
@vinulium
@domenuk

→ https://github.com/fgsect/fexm

https://github.com/fgsect/fexm

