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Beating the Blockchain

Mapping Out Decentralized Namecoin and Emercoin Infrastructure

Kevin Perlow
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About Me

* Reverse Engineering, Threat Intelligence
* Spoke at SANS DFIR in 2016 and 2017

—  https://www.youtube.com/watch?v=DdkLY99HgAA (Yara/VT)
—  https://www.youtube.com/watch?v=1iwsouV8ouQ (Bitcoin Transactions)

* If you’re from the future and just need
the 10Cs:

—  https://qithub.com/kevinperlow/BlackHat2018 Blockchain

Breaking the Blockchain | Kevin Perlow


https://www.youtube.com/watch?v=DdkLY99HgAA
https://www.youtube.com/watch?v=DdkLY99HgAA
https://www.youtube.com/watch?v=DdkLY99HgAA
https://www.youtube.com/watch?v=1iwsouV8ouQ
https://www.youtube.com/watch?v=1iwsouV8ouQ
https://www.youtube.com/watch?v=1iwsouV8ouQ
https://github.com/kevinperlow/BlackHat2018_Blockchain
https://github.com/kevinperlow/BlackHat2018_Blockchain

4 . :
Objectives and Goals
o Understand “Decentralized” Infrastructure
- Namecoin (and Emercoin) Blockchains
- Transactions, Blocks, TTPs

o ITrack “Decentralized” Domains
- Scripting
- Splunk
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Decentralized Domain Name Systems

« Namecoin/Emercoin each sit on a “blockchain”

~ Distributed database
- Each block holds hash of previous block

—~ DNS Query via OpenNIC (typically)

Name d/worldmed (worldmed.bit)

Name d/bay (bay.bit)

Summary
Status

Expires after block
Last update

Registered since

Operations
Date/time

2018-04-1112:43:19

QN0 NA NG AQ:42:00

Active
429315 (20548 blocks to go)
2018-04-1112:43:19 (block 393315)

2017-12-16 13:50:36 (block 375462)

Transaction Operation

ecdd54add..

QD KIANAD

Current value

“ip”

OP_NAME_UPDATE

LIDDATE

"195.123.233.180@"

Value

{"ip":"195.123.233.180"}

black hat

[ AQs 499 999 472

Summary

Status

Active

Current value

Expires after black 444456 (35690 blocks to go) Rt rac S nccniony

Last update 2018-07-19 16:24:33 (block 408456)

Registered since 2011-07-05 20:39:50 (block 15337)

Operations

Date/time Block Transaction Operation Value

2018-07-19 16:24:33 408456 e5dédf8aef. OP_NAME_UPDATE {"tor":"uj3wazykSu4hnvtk.onion"}
DoAlANAC LInDATE
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Transactions

Owner

Owner Address 2 @nsactiD
Address 1 @nsaction

* Name_New Address 3
* Name_FirstUpdate

* Name_Update

Fee

* You can also use Namecoins as a normal cryptocurrency
 Domain names and IP addresses significantly reduce anonymity
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Example (Slavaukraine)

Name d/slavaukraine (slavaukraine.bit) ™ e

Expires after block 358723 (15159 blocks to go)

Last update 2017-01-12 17:20:10 (block 322723)
Operations Registered since 2016-06-03 20:43:10 (block 288%81)
Date/time Block Transaction Operation Value
2017-01-12 17:20:10 322723 159c17%a81... OP_NAME_UPDATE {"ns":["a.dnspod.com"'b.dnspod.com”'c.dnspod.com”]}
2017-01-11 20:45:33 322585 cc07584366.. OP_NAME_UPDATE {"ip™["0.0.0.0"1}
2017-01-08 19:37:33 322040 §25d5a6dba... OP_NAME_UPDATE {"ip":["192.52.166.14%"]}
2016-11-05 15:29:32 312309 £3848bé6d72.. OP_NAME_UPDATE {"ip":["103.199.16.106"]}
2016-06-03 20:43:10 288981 5cPadc978a... OP_NAME_FIRSTUPDATE {"ip":["103.199.16.106"]}
2016-06-03 17:51:04 288965 bd78adb5a8.. OP_NAME_NEW 8771927dd4534d0%c1292605c26ace7b210dd068a

http://researchcenter.paloaltonetworks.com/2017/01/unit42-2016-updates-shifu-banking-trojan/
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Slavaukraine Transaction

Transaction

Bottom transaction from previous slide Change, address used to make

second domain (klyatiemoskali)

Trﬂ;actiorlhcl?aacl b5a870bfdf2058556dbef?1a330d37b5be029cfb4bFcafé5c23ae/cdae I

—] NEbbTh2H730qVBYNGKI pBtBSReRUGUFa 24.1950952 NMC [NavikmapbrEs7sc
NHZDNG

241650952 NMC |
2t 00ZNMC

Initial funding address- can
we trace back?

Summary Name operation

Size 258 bytes Operation OP_NAME_NEW

Block 288965 Name

Total inputs 241950952 NMC (1 scripts) Hash 8771927dd4534d0%9c129605¢26ace7b210dd068a
Total outputs 241850952 NMC (2 scripts)

An address was used in a transaction that:
Sz 0.01 NMC -Made d/Slavaukraine

-Made an address that made d/klyatiemoskali

— Address NFbbTh2tH73pqVBYN3KLpBtJ85ReRuGuFa

What was this address used for previously?

Date/time Transaction Block Debit

Credit Balance
2016-06-03 17:51.04 bd78adb5a8.. -24.1950%952 NMC ONMC
2016-05-29 19:14:04 241950952 NMC 241950952 NMC

black hat Breaking the Blockchain | Kevin Perlow




(8] .
Comparing Infrastructure

Name d/healthshop Name d/slavaukraine
Operations Operations
Date/time Value Date/time Value
2017-01-1120:45:33  {"ip"["0.00.0"]} 2017-01-12 17:20:10 {"ns":["a.dnspod.com"'b.dnspod.com"'c.dnspod.com"]}
2017-01-0822:08:34  {"ip"["192.52.166.149"]} 2017-01-11 20:45:33 Fip"0.00.0°T)
2016-12-1022:20:00 | {"ip"["103.199.16.106"]} 2017-01-08 19:37:33 {"ip":["192.52.166.149"]}
2016-12-0115:35:28 | {"ip":["103.199.16.106"]} 2016-11-05 15:29:32 {"ip":["103.199.16.106"]}
2016-11-0515:29:32  {"ip"["87.120.37.85"]} 2016-06-03 20:43:10 {"ip":["103.199.16.106"]}
2016-05-2919:14:04  {"ip™["87.120.37.85"]} 2016-06-03 17:51:04 8771927dd4534d09c129605c26ace7b210dd068a
2016-05-2316:31:08  {"ip"["87.120.37.85"]} These two .bit domains have shared the same IP,

2016-05-22 16:13:59  OcSebaa3db71c6b83609273267d1facd2309805 | Were both updated and zeroed out at the same
time, and are associated on the blockchain.
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13 d/beautyforum 103.199.16.106 1 d/microurl 3/29/2016
14 d/foreveralOne 103,199.16.106 We can now show that 2 d/microurl 3/29/2016
15 d/foreveralOne 103.199.16.106 different domains on 3 d/microurl 3/29/2016
16 d/foreveryQung 103.199.16.106 103.199.16.106 are 4 d/microurl 5/20/2016
17 d/foreveryOung 103.199,16.106 related to domains on 5 d/healthshop 5/22/2016
18 d/healthshop 103.199.16.106 192.52.166.149, even 6 d/beautyforum  5/22/2016
19 |d/healthshop 103.199.16.106 if they only used one of 7 d/healthshop 5/23/2016
20 d/klyatiemoskali 103.199.16.106 the two IPs 8 |d/healthshop 5/23/2016
21 |d/klyatiemoskali 103.199.16.106 9 d/beautyforum  5/23/2016
22 d/slavaukraine 103.199.16.106 10 d/beautyforum 5/23/2016
23 d/slavaukraine 103.199.16.106 :I Similar IP Space 11 d/windata 5/23/2016
24 d/microurl 103.199.16.56 12 d/windata 5/23/2016
25 d/microurl 103.199.16.56 13 d/windata 5/23/2016
26 d/windata 103.199.16.56 14 d/foreveralOne 5/28/2016
27 d/windata 103.199.16.56 15 d/foreveryOung  5/28/2016
28 d/microurl 125.212.205.209 16 d/healthshop 5/29/2016
29 d/microurl 127.0.0.1 17 d/foreveralOne 5/29/2016
30 d/microurl 127.0.0.1 18 d/foreveralOne 5/29/2016
31 d/microurl 127.0.0.1 19 dfforeveryOung 5/29/2016
32 |d/microurl 127.0.0.1 20 d/foreveryOung  5/29/2016
33 d/windata 127.0.0.1 21 dfslavaukraine 6/3/2016
34 d/windata 127.0.0.1 22 d/slavaukraine 6/3/2016
35 |d/windata 127.0.0.1 23 |d/slavaukraine 6/3/2016
36 d/windata 127.0.0.1 24 dfklyatiemoskali  6/3/2016
37 \d/clusterdata 127.0.1.1 25 d/klyatiemoskali  6/3/2016
38 d/clusterdata 127.0.1.1 26 |d/klyatiemoskali 6/3/2016
39 |d/beautyforum 192.52.166.149 27 d/fforeveralOne 6/4/2016
40 |d/foreveralOne 192.52.166.149 28 |d/foreveryOung 6/4/2016
A1 dAlfaravarulung 107 B2 164 140 20 A/rmicranrl 10/17/90164

black hat
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Mapping Relationships

Identified Domains:

i * d/slavaukraine
g £ 8 © © » d/healthshop
YL N e 4 « d/klyatiemoskali
ST . J@ . * d/contentdeliverynet
* d/foreveralOne
¥ * d/clientdata
z ) = » d/foreveryOung
e ’ “ « d/beautyforum
* d/freedomfornadya
‘ e d /microu rl
< « d/windata
 d/osdata
® £ « d/ktoneskachettotmoskal
e d/clusterdata
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Using Splunk

(or any other indexing/searching mechanism...)
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Fields

* Block # * Domain

* Time * Data

* Hash * [P vs Non-IP
* Operation Type * Blockchain

"492989","2018-06-1410:
"492989","2018-06-1410:
"492986" ,"2018-06-1489:
"492986" ,"2018-06-1489:
"4@2975","2018-06-1488:
"4@2972" ,"2018-06-1487:

"4@2972" ,"2018-06-1487

"492967","2018-06-1487:
"492967","2018-06-1487:
"492967","2018-06-1487:
"492967","2018-06-1487:
"492967","2018-06-1487:
"4@82959","2018-06-14086:

22

48

35

35
35

:@@”,“11ba45ad268@?41511??a316F??Se823b986@55?e8e@aa?1992?F2b66F2983e5”,”OP:NﬁME:FIRSTUPDﬁTE“,”zadedov”,”Sl.lS.??.SS”,”iptype”,”namecc
22:
51:
51:
28
151", "8f8848d3el1901abd394f872bBcB5b2f4a96957deeBdf158b3135ebe35bedbbdl ™, "OP_NAME _FIRSTUPDATE", "hali", "{&#34;name&#34; : &#34; Aphrotroni
(48
(47", "dBcclacbbd7?3e99%acd8cbeacdc346%9adel2cbad9b9a3cB7a5adlal7acbbcld4@™ , "OP_NAME_NEW","@847976357357","f4240al8cc8cad7cb8eB3Bebabieeac]
35:
(47", "46cf95aaabfe77fAc50e%9af3aBbl38elca9c?6fBc906b5el8abl307deded346bb™ , "OP_NAME_UPDATE"™, "898878768567567653322","193.169.252.65", "ipH
(47", "3b7cded7df48d15c009330895efd3b327284b8Fe98571b2501725abd58F8276e1™, "OP_NAME_UPDATE™,"9387723658221","193.169.252.65", "iptype", "n3
35:
B2:

147" ,"3b7cded7dT48d15c8a5330895etd3b327284b8Fe98571b2501725abd58f8276e1 ", "OP_NAME_UPDATE™,"9387723658221","193.169.252.65", "iptype", "n{g

8e","11bad5ad268074151177a816F779e823b9860557e8eblaa7le9272b66T2983e5", "OP_NAME_FIRSTUPDATE", "zadedov","51.15.77.58", "iptype", "namecd
37" ,"3bb7cc4d6B0a730e3143664eac3T5d48596C0aBB0468227518@9598b407373724" , "OP_NAME_UPDATE", "connectionfailed”,"47.88.222.146","iptype",’
37" ,"3bb7cc4d6B0a730e3143664eac3T5d48596C0aBB0468227518@9598b407373724" , "OP_NAME_UPDATE", "connectionfailed”,"47.88.222.146","iptype",’
34" ,"4cBba3646d18T0cObT9371dc384a2adbce9046Tcb7441518e253T8c83542Fd59", "OP_NAME_NEW", "zadedov","7cadl@bc855ae625f@bfebedf fd89932051Y

51","28511c43d52d3c1e97dad@3edeb2cbB@7c485c8772a5a99c28d91F694e302627", "OP_NAME_FIRSTUPDATE", "melodie”, "{&#34;named&#34; : &#34; Aphrotrd

47" ,"46cT95aaadfe77T4c50e9at3aBbl38elcad9ciof@c986b5elBab3@7deded346bb” , "OP_NAME_UPDATE", "898878768567567653322","193.1659.252.65", "ip1

14" ,"5064fbb2c711698c8eB4861947bae51batb712e47b800939190e415d34526e3c”, "OP_NAME_NEW", "melodie”,"ad783a4023a0b9e89e8fbd94c9cfboabiBfa]

black hat
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Analytics and Pivoting

« Domains With Many IPs
« Close “Block Proximity”
High “Block Count”

. Odd/Rare Nameserver Delegation

***Key Technique: Splunk Subsearch
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Red Boxes

e Smoke Loader

» d/Makron (22)
* d/Makronwin (20)
» d/quitsmokings (17)

e Dimnie:

black hat

e d/sectools (15)

e d/vpnvirt (15)

megast 36
bay 23
I makr 22
bitcoi i iti 21
||“3-.| i I |

ZEXErNEL

bitshara
satoshidice

generationp

U [ R Y | R R e R e e ]
I8 BT i i i | i i R =]

ihnachte 13

in 14

black-market 14

hooseno 14

Eerevo 14

myblac! 14

I vpnvirt 14
dslt
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|dentified a malware
sample communicating
with this domain as well as
a similarly named
domain...

Now what?

raverse.it

cfa9el166e70ca46abd21bd7a30e5569bed)]

DNS Requests

Domain

vpnvirt bit

vpnrooter bit

IP Address Port/Protocol Associated Process
5.135.183.146 53 rundll32.exe

TCP PID: 3900

1112 80O rundll32.exe

TCP PID: 3900

Address

B [FE X

Registrar
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Shared Blocks “Close” IPs S
* 292242  103.208.86.*
* 298988 « 185.99.132.* >
299344 * 169.239.129.* st | e
+ 306131 o

Do we know s e

_______

Shared IPs

anything about .
. 185.61.149.70 these IPs?
. 185.128.42.237 o
 91.215.153.31 e
. 213.252.247.94
. 185.25.51.25

e 213.252.246.115 10 o
e 185.25.51.221 .
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Next Steps

* |IPs Appear in ESET’s “Read The Manual” Report
e 185.61.149.70
e 185.128.42.237
* 91.215.153.31

We will take a brief look at the malware shortly; in the
meantime, can we “fill in the blanks” on domain
relationships?
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index=* [search index=* [search index=* (103.208.86.122 OR 103.208.86.158 OR
103.208.86.254 OR 169.239.129.100 OR 169.239.129.25 OR 173.242.124.228 OR 185.128.42.237
OR 185.2.82.209 OR 185.203.118.168 OR 185.25.51.221 OR 185.25.51.25 OR 185.61.149.70 OR
185.99.132.10 OR 185.99.132.51 OR 213.252.246.115 OR 213.252.247.94 OR 91.215.153.31) |
table Domain | dedup Domain] type=iptype | table Datalnput| regex Datalnput!=""0\." | regex
Datalnput!=""10\." [regex Datalnput!=""192\.168\." | regex Datalnput!=""127\." | regex
Datalnput!=""1\." ] type=iptype| table block Domain Datalnput

* Blue- Domains mapped to the IPs we discovered
 Red- IPs for each of those domains
e Green- Domains for each of those IPs
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Relationships
* d/vpnomnet and d/vpnkeep
e Share IPs with each other
* Share block updates with each other
* Share IPs with d/vpnrooter and
d/vpnvirt
* Updated in “close block proximity”

More Importantly
* d/vpnomnet and d/vpnkeep
e Are listed in ESET’s “Read the
Manual” |OC table

black hat
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Examining the Malware

Why do we care?

Disclosed in 2017, reported to be narrowly scoped

Used same blockchain infrastructure through 2018

Targets accounting and remote banking software

Activity is still happening

 Late July: Sent to head of finance for government
organization in a Russian administrative district as
part of a larger campaign as well as three companies

associated with energy supply and transfer.

R wnNe
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Examining the Malware

How do we know we are looking at the same malware?

Key Facts from ESET Report:
* Targets specific list of accounting software, bank URLs
e Specific DLL Export

e Unique strings, configuration data
* Botnet-prefix, cc.url.1, dbo-detector-off...

* Functionality
*  Window titles, class names
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Decrypted Strings

Address | Hex ASCIT

ODBBCIBO| 65 GL 72 & |43 &1 62 62|65 00 00 00|LlE 00 00 00| eUricache.......

O0BEC3CO| 01 00 00 00|0C 00 00 00[4E 65 74 41|70 63 32 32|........HNetepizz . -
OOEECI00| 2E &4 &C &C |00 00 00 00|L1A 00 00 00|0L 00 00 00[.d1Teennes.eenns Decrypted Strings that Help Identify the Malware
O0OBBCIEQ| OB OO0 00 00|4E &C 74 5E |73 &5 72 4C|gE FE &0 00| ....MetUserEnum.

O0BEBC3IFO|22 00 00 00|01 OO0 00 0O0(10 00 00 00[4E 65 74 41| .uveesses. NEDA

OOBBC400| 70 &9 42 7C |66 &6 &G 72 |46 72 &5 &G |00 00 00 00|piBufferFree....

O0BBC410|1E 00 00 000l 00 00 00|0C 00 00 00[65 70 65 BC|.ueeneenenn. iphl keylogger.last-data
O0BBC420| 70 61 70 62 |2E &4 &C &C|00 00 00 00|22 00 00 00| papi.dil...."... .
QOBEC430| 01 00 00 00|10 00 00 O0[47 &5 74 4E|&65 74 77 GF | i uvunn. GetHetwo kevlogger.last-ﬁ.ﬂmd-ca ption
O0BEC440| 72 6B 50 61|72 &1 &0 73|00 00 00 00|1A 00 00 00| FKPAFEMS ... ee.. . .

OOEBEC4E0| 01 00 00 00|02 00 00 00|53 &F 68 74|77 €1 72 &5 |....u... Software bCﬂf]Et—DFEfU(

OOBBC4E0|EC 00 00 00|22 00 00 00|01 00 00 00(12 00 00 00| %. .. e rnnennn. .

O0BBC470|6B| 65 72 &C|6F &7 &7 65|72 2E 6C 61|73 74 20 64 |Keylogger.last-d botnet-id

OOBBC4S0| 61 74 61 00|24 00 00 00|01 00 00 00|14 00 00 O0|ata.%........... .

OOBBC490| 6B &5 73 &C|6F &7 67 65|72 2E 6C 61|73 74 20 77| keylogger.last-w cc.connect-interval
O0BBC4A0| 6E 64 20 63 |61 70 74 6%|6F &E 00 00|26 00 00 00| nd-caption..a... .

OOBBC4BO| 01 00 00 00|17 00 00 O0|6E &5 79 &C|6F &7 67 65 |.u..en.. keylogge scan-files

O0BBC4CO| 72 2E &C 61|73 74 2D 65|75 &5 20 70|61l 74 &8 00|r.last-exe—path.

O0BEC400|1E 00 00 00|01 00 00 OO(0F 00 00 00(59 GE 74 32| ...eeenn.e.n.. YRE2

OOBBC4ED | 6E 47 41 4F |43 &7 69 6E|§4 TS £0 00|16 00 00 00| nGAOCgindxF.. ...

O0BEBC4FO| 03 00 00 00|07 00 00 00|30 2E 22 2E|35 2E 34 00| suueecs.0.2.5.4,

OOBBCEO0|1E 00 00 00|01 00 00 00[0D 00 00 00[62 &F 74 GE|.euveennen.. botn

OOBBCE10| &5 74 20 70|72 &5 66 69|72 00 00 00|LlA 00 00 00| et-prefix.......

O0BECS20| 01 00 00 00|09 00 00 00|62 6F 74 GE|65 74 20 63| ........ bothnet—i

OOBBCE20| 64 00 00 00|22 00 00 00|01 00 00 00(12 00 00 00|d..." e unenn.. ce.url.1

O0BBCS540| 63 63 2E 63 |6F 6E GE 65|63 74 20 6% |6E 74 &5 72 |cCC.COMRECt-inter LT

OOBBCEE0| 76 1 &C 00|24 00 00 00|01 00 00 00|14 00 00 O0|wal.®.......e... 1.2

OOBEBCEE0| 47 65 74 53|75 73 74 65|60 44 65 66|6l 75 6C 74 |GetSystemDefault cc.url.

O0BBCS70| 55 49 4C 61|6E &7 75 61|67 &5 00 00|1E 00 00 O0QLUTLANOUADE

OOBBCES0| 01 00 00 00|0C 00 00 00|52 G4 40 SF |40 &F G4 7o) ........ RTM_Modu

OOBBCES0| &C &5 45 50|00 00 00 00|14 00 00 00|01 00 00 OOl 1eEP st sussnan,

O0BBCSAQ| 0A 00 00 00|73 63 61 GE|20 66 63 &C|65 73 00 00 ....5Can-T1165..
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Window/Class Check

o000z _dropped_d11.003C0545
Tea ea<,dword ptr ss:[ebp-10C]
Emoy ed=,dword ptr ds:[esi+1FC] ;3 [esi+lFC] " "E-Flaty'""
call oo00z2_dropped_dl1.2B35&0
mow eax,dward ptr ss:[ebp-10C]
moy ed<, dword ptr ss:febp-3] ;3 [ebp-8]:"=x32dbg - File: rundll132.exe - PID: FOS - Module: 0002_dropped_d11.d11 - Thread: &Fg"
call oooz_dropped_dl11.3E2504
test eaw,eax
ile oooz deopped dl] acpocas
~

4 | B ooooens I
E‘Plat referS tO d B&N _ ECx 00000001
Bank (EMHBAHK) platform e e ;7
call Dnaz_dropped_d11.9CC2CD DDSD;Egg Loz
test al,al =
for account and salary BT alkdl T ya N
\_ management. I/ —— v 1 “MDM” marker if E-Plat is found.
000z _dropped_d11. OG5 7E

Mo Eax dward g

o : [9090C4) This refers to MDM (MAM) bank.
dword ptr I:Is [Eh}( 124] B&N ach|red/merged W|th MDM

Mo edx, 25 3 251 "%

?:flg%egﬁnghdmpped dl1.2c0lzs between 2015 and 2016

o000z _dropped_d11.00220599

Tea eax,dword ptr ss:[ebp-1E0]

mow ed«,dword ptr dsi[esi+zoo] ; [esi+zoo]:

call oooz_dropped_d11.3E3560

mow eax,dward ptr ss:i[ebp-1E0]

mow edx, dword ptr ss:ffebp-3f ; [ebp-8]:"=x3z2dbg - File: rundll13z.exe - FID: FOS - Module: oo0o0z_dropped_dl11.d11 - Thread: &Fs"
call ooo0z_dropped_dl11.2B3804

test eax,eax

jle D002_dropped_dl1.2CDEEA
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DNS Requests- Method 1

@ 002C0FDA 0 44 24 1C Tea eax,dword ptr ssifesp+1C] [esp+lC]s&"192. 168,180, 125"
@ 002C0FDE c0 push eax eax:"dothitdream. bit"
@| 002Z0OFDF g4 02 push 2
®|| 002Z0OFEL A 01 push 1
@ 002C0FEZ SB 44 24 14 mowv eax,dword ptr ss:fesp+l4]
®| QO03COFEF ES 4C 27 FF FF call oooz_dropped_dl11.3B3738
@ 002C0OFEC c0 push eax Iaax:"du:uthitdr‘eam.h‘it"
EIF 28 O09COFED FF 15 =C B4 90 00 call dword ptr ds3[<&bnsQuery o]
@ 002C0FF2 S5 <o Lest eax,eax ea=:"dothitdream. bit"
REEEEEEESS @|| O02CZOFFE « 75 12 jne 000z_dropped_dl11.9Z100%9
i #@| 003COFFF 53 FC 24 0OC 00 cmp dword ptr ss:[esp+C], 0
e i e 00%COFFC| ~ 74 OB je oo0z_dropped_dll1.3C1009
b @ 002C0FFE SB 44 24 0OC mowv eax,dword ptr ssi[esp+C]
b ®| 0D0sC1002 £6 83 FE 08 01 cmp word ptr ds:[eax+5],1 eax+5: " eam. bit"
I N Eetiidt @ 002Z1007 v 7404 je 0002_dropped_dl1.2C1000
St ————»# || 009C1009 32 DB =or eh=, ek
I e 002C100E| ~ EB 02 jmp 0002 _dropped_dl11.3C100F
'--E---)ll ao=z1000 E3 01 mow bl,1
@ 00Z100F 54 DB test bl,bl
r—---®|( 00221011 v Fd 23 je 000z2_dropped_dl1.2C103&
. * R R EaFat N R SR 44 24 0C mow eax,dword ptr ssi[esp+C]
0 15 mow eax,dword ptr ds:[eax+15] eax: " dothitdream. bit"
24 08 mow dword ptr ssi[esp+s], eax
Sends d DNS reqUESt for 24 08 push dword ptr ss:[esp+2]
. . SE 20 00 mov eax,dword ptr ds:[209ELC] eax:"dothitdream. bit"
the b|t doma|n to a mu:ﬂi.f1eax,|:lwcur"d ptr ds:[eax] eax: " dothitdream. bit"
ca e a
moy ed=, eax eax:"dothitdream. bit"
hardcoded OpenNIC T4 A wirn s @Sy mnd omtrn e Tarme 40
server. Pretty standard.

\_
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DNS Requests- Method 2

black hat

O02EDO4E [ | mow eax,dward ptr ss:ebp+C] [ebp+Z] :L" fnameddothi tdream”
O03EDO45 | [ push eax i i
O0seD042 | | mow eax,dward ptr ss:[ebp-C] [ebp-C]:L"GET" Eﬁi gggiigsg A Do RS SBT3 e
O02EDO4C | | push eax Ecu 000000nn
O02EDO4D | | push edi " —
O09ED04E | |mow eax, dword ptr ds: [9D9ELS] EDx Dl4A300C namecha.in
O0SE00SE | [mow eax, dword ptr ds:[eax] EEF  0l04FE3E
GEERNGEA | call ea- EZE O1l04FES 4
O02EDOS T | |mow dword ptr ss:febp-5],eax< ea< i WinHCtpOpenrequest EZT 01442000
O09E005A | | cmp dword ptr ss:[ebp-2],0 EDI 01443100
O02E00OSE | | je 000z _dropped_dl1.2E02 0A
ODO02EDOE4 | | cmp dword ptr ssifebp+l4], 2 EIF 00SEDOSS o000z _dropped_d11.009ED00SS
O0SEDOEE | | jne 000z2_dropped_d11.2ED05
O02eDOEA | |mow dword ptr ssifebp-14],32200 EFLAGS 00000Z06
O03E0OFL| | push 4 “F 0 PF 1 AF O
O0SEDO72 [ | Tea eax,dward ptr ssif[ebp-14]
O0SEDO7E | | push eax OoF @O0 S50 OF @
002E0077 | | push 1F cF o TF DO IF1
O0SEDO72 | | mow eax,dward ptr ss:[ebp-3] [ebp-2]:L"dothitdream"
009E007C | | push eax LastError 00000000 [ERROR_SUCCESS)
OOSEDOZD| | mow eax,dword ptr ds:[9DFEQ4] Laststatus CO00007C [STATUS_WO_TOKEM)
OO09EDOSZ | [mow eax,dword ptr ds:[eax]
005EDOES | | EEIll eax mﬁmﬂl‘”@l”” m—
009BDDBE i SR T QI04FESSE | 0003AE74 |[L"GET _
oareoc| oooseass ||\ frame o/ dowbt carean:
The brute force approach... 04FEG4 | 00000000
O4FE&E | QOoooaaon
U104FEEC | 00800105
0104FEFO | 00DC3214 | L"dotbhitdream. bit"
O104FE74 [ 0104FF3C | &"192.168.180.128"
A aACCTol N 3an A4 [N P ol e Fdwﬁm b4 1
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Expanding the List of IOCs

We have four domains now:
1. What are the IPs for the additional domains?
2. What new domains share those IPs
3. What are the IPs for those domains?
4. Keep repeating process.

Alternatively:
1. We can do this using other known domains from the

ESET report.

We will take the alternate route to demonstrate identifying
false positive connections.
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Expanding the List of I0Cs (Query)

index=* [search index=" type=iptype [searchindex=* [search index=" cash-money-analitica
type=iptype| table Datalnput | regex Datalnput!=""0\." | regex Datalnput!=""10\." |regex
Datalnput!=""192\.168\." | regex Datalnput!=""127\." | regex Datalnput!=""1\."] | table Domain ] | regex
Datalnput!=""0\."| regex Datalnput!=""10\." |regex Datalnput!=""192\.168\." | regex Datalnput!=""127\." |
regex Datalnput!=""1\."| table Datalnput ] | regex Datalnput!=""10\." [regex Datalnput!=""192\.168\." | regex
Datalnput!=""127\." | regex Datalnput!=""1\."| table block Domain Datalnput

e Blue: IPs of Base Domain(s)
 Red: Domains for those IPs
* Green: IPs for the red domains
e Black: Domains for the Green IPs
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e xoonday, volstat, lookstat,
sysmonitor, leomoon, firststat,
fooming

 feb96eb2aab9 (previously
disclosed domain) connected

* Are these really connected?

black hat

323066

323066

323066

323066

323066

323066

323066

32281
3228717
322817
322817
322817

3228177

—
I

7

ri

ri

ri

—

318404

31581

4

315038

314935

xoonday
volstat
volstat
lookstat
ookstat
sysmonitor
sysmaonitor
Eecmoon
Eecmoon
firststat

firststat

164132 225173
164.132.225173
164.132.225173
164.132.225173
164.132.225173
4684423
46.8.44.23
46 8 44 23
4684423

fooming 46.8.44.23
fooming 46.8.44.23
feb96eb2aa59 109.236.82.150
feb96eb2aab9 5.154.191.225
feb96eb2aas9 91.207.7.69

cash-money-analitica

91.207.7.69
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Splunk Transforms

185.151.245.34 fooming _time block Darmnain Datalnput

201 6-10-09 20:14:449 308601  money-cash-analitica 188.138.71.117
185.160.220.42 cash-money-analitica —— — —— - S
) 2016-10-09 20:14:49 308601 cash-money-analitica 88.138.7 i

meney-cash-analitica

185 217 128.146 T — 20 T-07-22 21:44:29 352362  fooming 188.138.71.11

185 .43 773 28 ——— 201 7-07-2221:44.29 352362 fooming 188.138.71.117
188 116.40.44 firststat 20 7-07-2221:44:29 352362  leomoon 188.138.71.117
£0moon 2017-07-22 21:44:29 352362 leomoon 188.138.71.117

teztikname
|=tat 2017-07-22 21:44:29 352362  wvolstat 188.138.71.117
2017-07-22 21:44:29 352362 wolstat 188.138.71.117

18813871117 cash-money-analitica 308601

* Only one IP overlap between ESET

meney-cash-analitica .

volsta RTM domains and the newly
103.242 211137 fooming . ‘£ :

identified domains

* Newly identified domains created
nearly a year later
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Strengthening Assessment

Reverse Engineering

 Map out infrastructure
 Compare samples using unreported domains

Xoonday subset:

. “CHESSYLITE” from FireEye article

*  Shares code with SOCKS5 module in Trickbot, socks5systemz, SmokelLoader (huge
rabbit hole)

. Will brute force/connect to various APls (Twitter, Uber, Amazon)

“heyfg645fdhwi’ — RC4 key from “BackDoor.TeamViewer.49” report
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Xoonday References

* http://www.vkremez.com/2017/11/lets-learn-trickbot-socks5-backconnect.html

* https://www.hybrid-
analysis.com/sample/68c746df7df35b3379a4d679fc210abdb2032b3c076ec51a463
abele0el8345f?environmentld=100

* https://www.reverse.it/sample/eecfb451b2cf0f4043¢c8d27bed443f69164eae22e05e
ed098d7bc1f7¢90c692c9?environmentld=100

* https://www.fireeye.com/blog/threat-research/2018/04/cryptocurrencies-cyber-
crime-blockchain-infrastructure-use.html

* https://vms.drweb.com/virus/?i=8161714&Ing=en
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Emercoin
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. .
Emercoin Blockchain

e Similar concept

e Supports .emc, .coin, .lib, .bazar
e Significantly less active

* Not that exciting

 **Most well-known domain: Jstash[.]bazar
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Jstash[.]bazar

 185.61.137.166
 185.61.137.177
* 185.62.190.164
* 190.115.27.130

Pivoting

e cvv|.]bazar

* cvv2|[.]bazar

* dumps|.]bazar

e j-stash[.]bazar

* joker-stash[.]bazar
* jokerstash[.]bazar
* stash|[.]bazar

* track2[.]bazar

black hat

index=Emercoin "jstash.bazar”
| stats wvalues{dataimput)

28 events (before 7/18/18 1:43:07.000 AM)

domain

E]

R — R
. O o=

Flad i

JSTASH bazar

J51a5n.Dazar

etach ki
slasn. Dazar

Events Patterns Statistics (4)
100 Per Page ~  »# Format Preview
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Visualization
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Odd Nameservers, Other Tidbits

* crdpro[.Jemc, nsl.dnscontrolfff[.]to

* nomoreransom|.]coin, nsl.sinkhole.it
e Gandcrab C2 (nomoreransom|.]bit is also Gandcrab infrastructure)
 PCAP data: dnsl[.]soprodns[.]ru
* You can pivot off of this nameserver on both blockchains
* Failed attempt to sinkhole?

Source: https://isc.sans.edu/forums/diary/GandCrab+Ransomware+Now+Coming+From+Malspam/23321/

 Brownsloboz - .bit, .emc, .bazar, .lib
* You can actually pivot across both blockchains to find data here.
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i
Nameserver Delegation

* Gandcrab, Shifu, etc.
* Record looks something like:
e {"ns":["dnsl.soprodns|.]Jru","dns2.soprodns[.]ru"]}

* {"ns":["a.dnspod.com”, "b.dnspod.com", "c.dnspod.com"]}

* Simple solution: Map out infrastructure, script a twice-daily nslookup
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Concluding Thoughts

You now know how to:
1. ldentify potentially malicious decentralized domains.

2. Use two different methods to map out infrastructure on decentralized blockchains.
3. Search for 10Cs across two blockchains.

You’ve also learned:

1. About a group using malware that targets accounting and banking software users.
2. That this group is continuing to do this nearly a year after public disclosure.

I0Cs from some of the clusters I’'ve mapped out (including RTM) will be available in the white paper and on
my Github page (https://qithub.com/kevinperlow/BlackHat2018 Blockchain)
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