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1 Unix Domain Socket
• Aka UDS or IPC socket (inter-process communication socket)

• The API for UDS is similar to that of an Internet socket
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Types & Namespaces
Types
• SOCK_STREAM

• SOCK_DGRAM

• SOCK_SEQPACKET

Namespaces
• FILESYSTEM

• ABSTRACT
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Android API (JAVA)
• LocalSocket: creates a (non-server) Unix-domain socket

• LocalServerSocket: creates an inbound UNIX-domain socket
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Android API (JNI/Native)
• POSIX Socket API: <sys/socket.h>

• Android API: <cutils/sockets.h>
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Access control
• DAC - File Permissions

• Get peer credentials
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SELinux & SEAndroid
sock_file
• Permissions: create, read, write, open, etc

unix_stream_socket, unix_dgram_socket
• Permissions: bind, connect, listen, accept, connectto

Android te_macros
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2 Usage Scenarios
Main Usage Scenarios
• UDS in Diagnostic Tools

• UDS in HAL
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UDS in Log Management
Log Management
• AOSP logd + Vendor logd

AOSP logd
• Log Reader: when a client connects, log is written to the client

• Log Listener: receive logs written by the client

• Command Listener: listening for incoming logd administrative commands
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Vendor Logd Architecture
Vendor Log Daemons
• Responsible for collecting different types of logs

• Expose the management interfaces through UDS
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UDS in Exception Management 
AEE - Android Exception Engine 
• Catch exceptions

• Dump backtrack information

• Provide various diagnostic tools

Exceptions
• JE (java layer exception)

• NE (native layer exception)

• KE (kernel layer exception)
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AEE Architecture
• aee.aed: used to receive exception information (Java Exception)

• aee_aed32:  used to receive the path of the tombstone file (Native Exception)

• rttd: expose some interfaces for dumping run-time information
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UDS in HAL
HAL (Hardware Abstraction Layer)
• Hal Services: expose some standard interfaces for framework

• Daemons: implement functionality

UDS in HAL
• The main IPC method between Hal Services and Daemons
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GPS Architecture
GPS Daemons
• lbs_dbg

• mnld

• agpsd

UDS in Daemon
• exposes low level interfaces
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Features of UDS Service
Features
• running with high privileges

• responsible for some sensitive tasks
• operating system files

• Maintain sensitive information

• talk to driver

• expose control interface through UDS

• Is a node of a complete data flow
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3 Common vulnerabilities
Common Vulnerabilities
• Mis-Configuration

• Invalid Access Control

• Memory Corruption

• Logical Vulnerability
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Mis-Configuration
Mis-Configuration can lead to exposure of sensitive interfaces
• Internal debug tools are packaged into the distribution rom

• Diagnostic tools run in wrong mode

Example
• CVE-2020-11836

• AEE module is in debug mode

• Information Leak



#BHASIA @BlackHatEvents

Invalid Access Control
Invalid access control can cause UDS become an attack surface
• Downstream vendors may disable SELinux (Especially common in IoT devices)

• Verify in the SDK on the client side

• Wrong authentication method (e.g., just verifiy process name)

• Access restrictions can be bypassed

Example
• CVE-2021-0364

• Bypass SELinux

• Command Injection
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Memory Corruption
Often caused by Improper parsing and handling
• Stack Overflow

• Heap Overflow

• Integer Overflow

• UAF

Example
• CVE-2021-0353

• Integer Overflow to Heap Overflow
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Logical Vulnerability
Often caused by the lack of input validation
• Command Injection

• Information Disclosure

• Read/Write Arbitrary File

Example
• CVE-2021-39616

• Command Injection
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4 Case Study
Confirmed Vulnerabilities (up to 2022.4.20)

• Total 12 vulnerabilities are confirmed

• Covered 4 well-known vendors

• Obtained acknowledgements from 3 vendors

All Vulnerabilities have been fixed by vendors
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Case 1: Command Injection
Command Injection in Diagnostic Tool
• Command Injection + Bypass Access Restrictions = Escalation of Privilege

• Root cause: directly use unvalidated input
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Trigger Command Injection
Commands supported by mobile_logd service
• LOG_CONFIG CMD: config logd

• DEEP_START CMD: start log recording

• DEEP_STOP CMD: stop log recording

But SElinux blocks the request

trigger process
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Bypass Access Restrictions
Find peers

Forward proxy
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POC
Attack Paths 1. run exploit.sh with shell permission

2. result
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Case 2: OOB Write in HAL
OOB Write in HAL
• OOB Write  + Bypass Access Restrictions = Escalation of Privilege

• Root cause:  directly use unvalidated input
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Trigger OOB Write
Send UDS Request
• Send REG_CONFIG message to service

• But SELinux blocks the request
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Bypass Access Restrictions
Attack Paths
1. UDS

2. HWBinder (shell)

3. Binder (untrusted app)
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POC
Use Binder or HWBinder
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5 Automated Analysis Methods
Steps for Vulnerability Mining
1. Finding targets and information gathering

2. Mining Vulnerabilities

3. Finding a way to bypass Access Restrictions (if necessary)

How to improve the efficiency of these steps ?
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Information Gathering
Socket Information 
• Namespace, Type: using netstat or ss

• SELinux Context: ls –Z

Process Information
• Binary Path: ls –al /proc/pid/exe

• SELinux Context: cat /proc/pid/attr/current

SELinux Policy 
• Export: cat /sys/fs/selinux/policy

• Analysis: sesearch

Information Gathering
by Combining Existing Tools
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Information Gathering
Glue various tools together with python and adb
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Vulnerability Mining
Using code analysis engines 
• CodeQL

• Soot

Example
• Find command injection

• Using CodeQL to track the data flowing 
from recv to system 
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Bypass Access Restrictions
How to find a path to bypass access restrictions?
• Draw the complete data flow diagram

Key Point:  How to Find both ends of IPC ?
• Binder

• HWBinder

• UDS 
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Bypass Access Restrictions
Find peers of a given UDS
• https://stackoverflow.com/questions/11897662/identify-other-end-of-a-unix-domain-socket-

connection

Find which process can connect to a given UDS
• sesearch (https://linux.die.net/man/1/sesearch)

Find owners and users of binder service
• bindump (http://newandroidbook.com/tools/bindump.html)

• rely on debugfs

https://stackoverflow.com/questions/11897662/identify-other-end-of-a-unix-domain-socket-connection
https://linux.die.net/man/1/sesearch
http://newandroidbook.com/tools/bindump.html
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6 Summary 
Conclusion
• UDS are widely used in vendor daemons

• Vendors often ignore their security，because untrusted apps cannot directly access UDS

• Access control policy cannot solve all security problems

Vulnerability remediation
• All the vendors have worked diligently with us to remediate the security issues 

• All vulnerabilities have been fixed and patches are available

Future work
• More automated analytical methods

• The UDS service is not the end point, it is also an entrance to the driver
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Thanks


