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* Industrial Control Systems
« Control systems and associated instrumentation
« Continuous deployed operation
* Ex: PLCs, IEDs, SCADA, etc.

e Critical Infrastructure
* Vital assets
» Desalination plant, Power grids, etc.

 Reliable uninterrupted operation
« Scheduled maintenance — 5 years
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* Digitization Trend
* Integrating automation and data exchange

* Modern ICS
* General-purpose OS (Linux)
 Additional functionality
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* Digitization Trend

. ] . - INDUSTR;’ 9 _
Integrating automation and data exchange m 4.5
I . \";}’:3
T
» Modern ICS SE S

* General-purpose OS (Linux)
 Additional functionality

e IT threats into OT
 Runtime relies on standard libraries
» Qut-of-bounds write/read, OS command injection, etc
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« Qutdated OS/firmware + IT threats
. TLFE \ AN iéi!gsa.r'nm
« Unpatched exploitable vulnerabillities A W T

* |CS iIs not designed for security
 Vulnerabillities in process logic can impact the runtime

 Limited computation power
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 How can one protect agalnst an unpatched vulnerability in an
ICS device? B

 Just patch it

g%

 This talk: Hot patching vulnerabilities in control application
« Step 1: Extract process memory hexdumps
« Step 2: Initialize Angr with hexdumps and violation rules
« Step 3: Create patch based on the Angr instance
« Step 4: Get live base addresses from deployed PLC and patch

 Utilize LKMs for non-intrusive patching
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* Programmable Logic Controllers (PLCs)
A rugged industrial computer

Operating System

 Codesys Runtime /” CODESYS Runtime

R
* Collection of components necessary for proper A\J
execution of the application binary.

Control
Application

« Scan Cycle

« Continuously scan program, input scan, execute
program, output scan
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blackhat Codesys Runtime

 |EC Application
* Executes in PLC_TASK thread
« Shares process memory with the runtime

OPCUA Server
PLC Task

a
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CODESYS Runtime

Linux—RT Patch

GPIO CPU
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* What happened?
« Overwrote an important location on the Codesys runtime stack

 How?
 Using pointers in Structured Text

* Impact
* Runtime skips the execution of the IEC application
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;:) fecn.b811b818 (int32_t argl, int32_t arg_Bh);
¢ W y . ; arg int32_t arg_6h

: var int32_t wvar_8h
; arg int3iz_t argl
@xh611ba1a pod42ded push {s1, 1r}
|cat¢ 1 b@ Bdadabel mov s1, sp |
Bxb611ba 50002ded push ird, raj
BxbE11ba1C BR60aded mov ré, @
Bxb611b@28 186@caes strb ré, [sl, ex18]
Bxb611ba24 B160ade3 mov rég, 1
Bxb611bA2E BE485ae5 ldr r4, [sl, &8
1
1
1
1
1

o =

Bxb611b02c 53608cdes strb ré, [rd, @
Bxb611bA30 BEGB9aes ldr ré, [sl, &
Axb611b034 5240d6e5 ldrb r4, [re, @x52]
Bxb611b038 Bae054e3 cmp r4, o
Bxbol Thdic FEEREELE Deq dxbb1Tbuby
Bxb6110040 BR60a0e3 mow ré, @
Axb611b044 pE485ae5 ldr r4, [s1, 8]
Bxb611b048 5360cdes strb ré, [rd, @x53
| @xb611bd4c 0b000Nea b xb611b08e |
WX
!

Bxbe 1 Thasa I EERE] ldr re, Lsl,
@xb611ba54 284856e5 ldr r4, [ré,
Axb611b0a5E B20054e3 cmp r4, 2 ; 2
BxbE11ba5C p4opeaba beq aav.aav.0xbs11bB74
Bxb611boGa 20begfes ldr fp, [Bxb611LBESE]
Axb611bo64 B0609bes ldr ré, [fpl
Axb611bo6a pRRARA6A andvs re, ra, re ; argl
BxbE11baGC Bfefabel Mmoo 1r, pc
Axb611ba7Ta peEfaagel mow pc, ré

1-- aav.bxbe11be74:

Axb611ba74 BR60aded mo rg, @

Bxb611ba7TE BE4093e5 ldr r4, [sl, &]

Axb611baTC 5360cder strb ré, [rd4, @x53]
—  oxb611bosA 5000bdes pop {r4, re}

@xb611b0a4 B084bdes pop {s1, pc}

Bxb611b0oas Bcd424b6 strtlt r4, [r4], -ip, 1sl &

_ Bxb611ba8C BoEARa6A andvs re, ra, re
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* Why?

Demo - Thel®odesys Stack

e Shared stack

20

1

IEC Application
Stack

Codesys Stack

IEC Code

IEC Jump Table

IEC Initialized Data

Low address

High address
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* Why?

e Shared stack “ Low address
{

IEC Application Stack

« Control the runtime state [ ]
from the IEC Application W oo e

cee ) IEC Cod
* Vulnerabilities in the IEC . s
application require :
pp . IEC Jump Table

hotpatching

IEC Initialized Data

High address
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« Step 1: Extract execution state from Codesys runtime

| Development
| a Environment

_Extract application

execution state
CODESYS 1

Runtime Patch Server

Test PLC

* Hexdumps

» Codesys Runtime

* |EC application

» Shared library: Libc, Libm
* Register estimates

« PC

+ SP

_____________________________________________________________
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« Step 2: Rehost in Angr and execute the IEC application

| Development
| a Environment

_Extract application

execution state
CODESYS 1

Runtime Patch Server

Test PLC

Rehost [angr]

Locate
Vulnerability i

_____________________________________________________________
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« Step 3: Create a patch based on the Angr execution instance

O

' <
3] n
=] gollnE
_ Extract application_ — | . Getlive base = = nh=
execution state ! addresses S0z
CODESYS 1 . - O

Runtime

Patch Server

LKM Patcher
Deployed PLC

Test PLC

Rehost [angr]

Vulnerability

Calculate Offsets

Locate i

Patch Generation
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« Step 4. Get live base addresses and patch

O

Send patch

_Extract application

execution state
CODESYS 1

Runtime Patch Server

Test PLC

Rehost [angr]

Locate
Vulnerability

Calculate Offsets

Patch Generation

Server

information

Local Patch

CODESYS
Runtime

o! le

LKM Patcher
Deployed PLC

Q - Send patch information

- Patch the control
application binary
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* Where to patch?

 Vulnerability Localization with
DDG*

BLOCK DISASSEMBLY

@xb6193f64: sub sp, sp, #@x1@
@xb6193f68: ldr 4, [pc, #@x124]

C add r6, sl1, rd
str 16, [spl]
1dr 6, [s], #@x1@]
mow T4, #0
sub 4, 14, 16
1dr ré, [sl, #E8]
151 r7, 14, #3
add r5, 16, 17
str 5, [sp, #4]
1dr 16, [sl, #Bx14]
add 6, r6, #1
mow T4, #8
mul 16,
str 6, [sp, #8]
1dr fp, [pc, #@xed]
1dr 16, [fp]
andvs 8, @, e
mov 1r, pc
mowv oc, IH

o =
o

w0 w0
=M D

oo 00 00 00 =l
iy

[Xs]

2 T i T o s | o,

(L]
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o
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c
s
©
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L
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o
o

i
=

(e}
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I

[¥s]
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[Xa]
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i
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2 T o T s |

L

=
L

(=]
o
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[
—
[=]
=
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* Where to patch?

 Vulnerability Localization with
DDG*

BLOCK DISASSEMBLY
@xb6193f64: sub sp, sp, #@x1@
@xb6193f68: ldr 4, [pc, #@x124]
add 5, sl, rd
str [sp]
1dr [s1, #@x1@]
mow #0
sub T4, 16
1dr [s1, #8]
151 T4, #3
add 16, 7
str [sp, #4]
1dr [51, #@x14]
add 6, T
mow 4, #
mul r

[
[#3]

Lo B DL
LI =R S )

=

1

e
LA = O

WO 0D 00 03 00 =l
s = M 00 P

[ ]

[ ]

w0

c
s
©
kS
=1

Q
<
O
L

1dr [pc, #@xed]
1dr 6, [Tp]
x : andvs A P
- A%h5193fha: mov 1r, pc -

mowv
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* Where to patch?

 Vulnerability Localization with
DDG*

BLOCK DISASSEMBLY BLOCK DISASSEMBLY
@xb6193T64: sub sp, sp, #@x10 0xb6194800 push {s1, 11}
@xbB193fHE: ldr 4, [pc, #@x124] Axh61948h4 mov s1, sp
C add r6, sl, 14 rwhE1948 N TR
str 16, [sp] Pxb61948bc: 16, [sl, #0x10]
ldr 16, [sl, #@x10] 0xb61948¢0: Y6, #0
mov T4, #2 0xb61948c4 #0xb61948cC
sub o o S
1dr 6, [s1, #8]
1s1 7, T4, #3
add 5, 16, 17
str 'S5, [sp, #4]
1dr 6, [sl, #Bx14]
add 6, 16, #1
mov r '
mul

o =
o

(1] [ ]
0o 02 00 00 =
i T = TR =S o R s TR o s}

W

o
[ Ty F & I Ty K [y K T Iy T Wy K

[Ta it
SN o

c
s
IS
kS
=1

Q
<
O
L

Arelgi] awnuny

[Xs]
[ I =]

1dr fp, [pc, #@xed]
1dr 16, [fp]
andvs 8, @, e

- A%h5193fha: mov 1r, pc

mow nc, I6




wéxnat HotpatchingdSpecifics

ASIA 20=22

* Where to patch?
 Vulnerability Localization with

DDG*

BLOCK DISASSEMBLY

o

[ I R
T T S
[ -

L T v T 3 i)
== =

WO WD

c
s
©
kS
=1

Q
<
O
L

sub
ldr
add
str
ldr
mow
sub
ldr
1s1
add
str
ldr
add
mow
mul

ldr
ldr
andvs
mowv
mowv

sp, sp, #@x1@
4, [pc, #@x124]
5, sl, rd

16, [spl]

6, [s], #@x1@]
rd, #0O

rd4, rd, 16

ré, [sl, #E8]
Y7, 14, #3

rs, ro6, ri

5, [sp, #4]
16, [sl, #Bx14]
ré, ro, #1

rd, #8

r6, r6, r4

fp, [pc, #@xed]
16, [fp]

ré, r@d, r@
1r, pc
nc, I6

BLOCK DISASSEMBLY
AxbE1948h@: push {s1, 1r}
0xb61948b4 : mov s1, sp
T o
Bxb61948bc : ; 6, [s1, #@x10]
Axb61948cH: r TH, #@
@xb61948c4: ; #0xb61948ccC

BLOCK DISASSEMBLY
sub 12,
1dr

r3,
5, [rd, #-4]
#AxBA57400

Arelgi] awnuny
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* Where to patch?
 Vulnerability Localization with

DDG*

BLOCK DISASSEMBLY

o

[ I R
T T S
[ -

L T v T 3 i)
== =

WO WD

c
s
©
kS
=1

Q
<
O
L

sub
ldr
add
str
ldr
mow
sub
ldr
1s1
add
str
ldr
add
mow
mul

ldr
ldr
andvs
mowv
mowv

sp, sp, #@x1@
4, [pc, #@x124]
5, sl, rd

16, [spl]

6, [s], #@x1@]
rd, #0O

rd4, rd, 16

ré, [sl, #E8]
Y7, 14, #3

rs, ro6, ri

5, [sp, #4]
16, [sl, #Bx14]
ré, ro, #1

rd, #8

r6, r6, r4

fp, [pc, #@xed]
16, [fp]

ré, r@d, r@
1r, pc
nc, I6

BLOCK DISASSEMBLY
AxbE1948h@: push {s1, 1r}
0xb61948b4 : mov s1, sp
T o
Bxb61948bc : ; 6, [s1, #@x10]
Axb61948cH: r TH, #@
@xb61948c4: ; #0xb61948ccC

BLOCK DISASSEMBLY
sub 12,
1dr

I3,
5, [rd, #-4]
#AxEA57400

Arelgi] awnuny
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BLOCK DISASSEMBLY

¢ HOW tO patChr) @xb6193764: sub sp, sp, #@x1@

. . @xb6193f648: 1dr 4, [pc, #Bx124]
* First, look at branching

Bxh6193174; 1ldr ré, [s], #@x18]
@xb6193T78: mov rd, #0
@xb6193f7c: sub rd, rd, 16
Bxh6193TED: 1ldr ré, [sl, #8]
@xb6193fE4: 1s1 r7, rd, #3
@xb6193fEE: add r3, r6, 17
@xb6193TEC: str 5, [sp, #4]
@xb6193fo90: ldr 16, [sl, #Bx14]
@xh6193194; add ré, r6, #1
@xb6193fo98: mov T4, #
@xb6193foc: mul 16,
@xh6193Tab: str I6, . #E]
@xb6193fad: ldr fp, [pc, #@xed]
@xh6193Tas: 1ldr 6, [fp]
@xb6193fac: andvs e, r@, re
@xb6193fha: mov 1r, pc
@xh6193Thd: mow nc, I6

Address into the Jump Table

uoneoljddy O3]

s
[ T+ ]

—
[
= =
=
o

31
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BLOCK DISASSEMBLY

* How to patch?

* First, look at branching

a|gel dwnr

Function Address 1
Function Address 2
Function Address 3

Function Address 4

00000000 [Empty]

32

@xh6193f64d:
@xb6193f6E8:
@xh&193f6C:
@xb6193f70:
Bxh6193174;
@xh&6193T78:
@xb6193f7c:
Bxh6193TED:
@xh6193f84:
@xb6193fEE:
@xh&193T8cC:
@xb6193fo90:
@xh6193194;
@xh6193f98:;
@xb6193foc:
@xh6193Tab:
@xb6193fad:

@xh6193fas:
@xhb6193fac:
Bxb6193tha;
@xh6193Fhd:

Address into the Jump Table

sub
ldr
add
str
ldr
mow
sub
ldr
1s1
add
str
ldr
add
mow
mul
str
ldr
ldr
andvs
mow
mow

sp, sp, #@x1@
4, [pc, #Bx124]
r6, sl1, rd
6, [sp]
ré, [s], #@x18]
rd, #0
rd, rd, r6
ré, [sl, #8]
r7, rd, #3
rs, ro6, r7
5, [sp, #4]
16, [sl, #Bx14]
ré, re, #1
rd, #
Tre,
TG, . #E]
fp, [pc, #@xed]
6, [fp]

rég, r@d, ro
1r, pc
nc, r6

Dot
on 03 O

—
[
= =
=
o

uoneoljddy O3]
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BLOCK DISASSEMBLY

¢ HOW tO patChr) @xb6193764: sub sp, sp, #@x1@

. . @xb6193f6E8: ldr 4, [pc, #Bx124]
o F|rst, look at branch|ng oxb6193f6c:  add 16, s1, 14
@xb6193f70: str 6, [sp]
Bxh6193174; 1ldr ré, [s], #@x18]
@xb6193T78: mov rd, #0
@xb6193f7c: sub rd, rd, 16
Bxh6193TED: 1ldr ré, [sl, #8]
Function Address 1 0xb6193T84: 1s1 7, rd, #3
@xb6193fEE: add r3, r6, 17
Function Address 2 e 0xh6193f8c: str 15, [sp, #4]

Function Address 3 @xb6193fo90: ldr 16, [51,.#6114]

@xh6193194; add ré, r6, #1
@xb6193fo98: mov T4, #
@xb6193foc: mul 16,
@xh6193Tab: str I6, . #E]
@xb6193fad: ldr fp, [pc, #@xed]
@xh6193Tas: 1ldr 6, [fp]
@xb6193fac: andvs e, r@, re
@xb6193fha: mov 1r, pc
@xh6193Thd: mow nc, I6

Address into the Jump Table

=
o

Function Address 4

uoneoljddy O3]

s
[ T+ ]

a|gel dwnr

L]
I

00000000 [Empty]

BLOCK DISASSEMBLY
0xb61948h0: push {sl, 1r}
@xh61948b4 mov sl, sp
Bxb61948bE: push {re, r6}
@xb61948bc: ldr 16, [sl, #Bx10]
@xb61948cA: cmp TG, #@
@xb61948c4; bne #0xb61948cCcC

A
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BLOCK DISASSEMBLY
* HOW tO patChr) @xh6193fH4: :ub ;p, sp, #@x1@
. 0xb6193T68: ldr 4, [pc, #Bx124]
¢ BranCh tO patCh and le E‘I:::bt'il’:"i:'ifﬁ::: add Ih, 51:, rd :

@xb6193f70: str 6, [sp]

» Restore state and branch to the oxb6193f74:  1dr 16, [sl, #@x10]
Orl |na| fUﬂCtIOn @xb6193T78: mov rd, #0
g) @xb6193f7c: sub rd, rd, 16
Bxh6193TED: 1ldr ré, [sl, #8]
@xb6193fE4: 1s1 r7, rd, #3
@xb6193fEE: add r3, r6, 17
@xb6193TEC: str 5, [sp, #4]
@xb6193fo90: ldr 16, [sl, #Bx14]
@xh6193194; add ré, r6, #1
@xb6193fo98: mov T4, #8
@xb6193foc: mul r6, r6, rd
@xh6193Tab: str 6, [sp, #8]
@xb6193fad: ldr fp, [pc, #@xed]
@xb6193fad: ldr 16, [fp ,OFFSET]
@xb6193fac: andvs e, r@, re
@xb6193fha: mov 1r, pc
@xh6193Fhd: mov 6

Address into the Jump Table

uoneoljddy O3]

34
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BLOCK DISASSEMBLY
* HOW tO patChr) @xh6193fH4: :ub ;p, sp, #@x1@
. 0xb6193T68: ldr 4, [pc, #Bx124]
¢ BranCh tO patCh and le E‘I:::bt'il’:"i:'ifﬁ::: add Ih, 51:, rd :

@xb6193f70: str 6, [sp]

» Restore state and branch to the oxb6193f74:  1dr 16, [sl, #@x10]

c)ri if]Ei' .I:unc.ti()rl @xb6193T78: mov rd, #0

g) @xb6193f7c: sub rd, rd, 16

Bxh6193TED: 1ldr ré, [sl, #8]
@xb6193fE4: 1s1 r7, rd, #3
@xb6193fEE: add r3, r6, 17
@xb6193TEC: str 5, [sp, #4]
@xb6193fo90: ldr 16, [sl, #Bx14]
@xh6193194; add ré, r6, #1
@xb6193fo98: mov T4, #8
@xb6193foc: mul r6, r6, rd
@xh6193Tab: str 6, [sp, #8]
@xb6193fad: ldr fp, [pc, #@xed]
0xb6193Tas: ldr 16, [fp ,OFFSET]
@xb6193fac: andvs e, r@, re
@xb6193fha: mov 1r, pc
@xh6193Fhd: mov 6

Address into the Jump Table

uoneoljddy O3]

Function Address 1

Function Address 2

Function Address 3

Function Address 4 e

Patch Address

o
=
=

S
o
o
D
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BLOCK DISASSEMBLY
* HOW tO patChr) @xh6193fH4: :ub ;p, sp, #@x1@
. 0xb6193T68: ldr 4, [pc, #Bx124]
¢ BranCh tO patCh and le Ir':'lj:jbfilg:'iﬂ'i{: add Ih, 51:, rd :

@xb6193f70: str 6, [sp]

* Restore state and branch to the oxbo193(74:  1dr 10, [s1, #0x1o]
original function sbe1o3rrc b o4, 78, 18

Bxh6193TED: 1ldr ré, [sl, #8] Eq

@xb6193fE4: 1s1 r7, rd, #3 >

@xb6193fEE: add r3, r6, 17 S

@xb6193TEC: str 5, [sp, #4] =l

Bxbs193fon; ldr 16, [sl, #@0x14] o

e 0xb6193f94:  add 16, 16, #1 Q
5

-]

@xb6193fo98: mov T4, #8
@xb6193foc: mul r6, r6, rd
@xh6193Tab: str 6, [sp, #8]
@xb6193fad: ldr fp, [pc, #@xed]
0xb6193Tas: ldr 16, [fp ,OFFSET]
@xb6193fac: andvs e, r@, re
@xb6193fha: mov 1r, pc
Axh6193fhd: mov 6

Address into the Jump Table

s ©

a|gel dwnr




wéxnat HotpatchingdSpecifics

ASIA 20=22

BLOCK DISASSEMBLY
* HOW tO patChr) @xh6193fH4: :ub ;p, sp, #@x1@
. 0xb6193T68: ldr 4, [pc, #Bx124]
¢ BranCh tO patCh and le Ir':'lj:jbfilg:'iﬂ'i{: add Ih, 51:, rd :

@xb6193f70: str 6, [sp]

» Restore state and branch to the oxb6193f74:  1dr 16, [sl, #@x10]
" e - @xb6193T78: mov rd, #0
Orlglnal funCtlon Bxb6193f7cC: sub r4, r4, 16
Bxh6193TED: 1ldr ré, [sl, #8]
@xb6193fE4: 1s1 r7, rd, #3

@xb6193fEE: add r3, r6, 17
@xb6193TEC: str 5, [sp, #4]
D @xb6193fo90: ldr 16, [sl, #Bx14]
Q e @xh6193194; add ré, r6, #1

@xb6193fo98: mov T4, #8
@xb6193foc: mul r6, r6, rd
@xh6193Tab: str 6, [sp, #8]
@xb6193fad: ldr fp, [pc, #@xed]
0xb6193Tas: ldr 16, [fp ,OFFSET]
@xb6193fac: andvs e, r@, re
@xb6193fha: mov 1r, pc
Axh6193fhd: mov 6

Address into the Jump Table

uoneoljddy O3]

s ©

o
=
=

S
o
o
D
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wéxnat HotpatchingdSpecifics

BLOCK DISASSEMBLY
¢ HOW tO patChr) 0xb6193f64: sub sp, sp, #@x1@

. 0xb6193T68: ldr 4, [pc, #Bx124]
¢ BranCh tO patCh and le @xb6193f6C: add r6, s1, rd
@xb6193f70: str 6, [sp]
» Restore state and branch to the oxb6193f74:  1dr 16, [sl, #@x10]
" e - @xb6193T78: mov rd, #0
Orlglnal funCtlon @xb6193f7c: sub rd, rd, 16

Bxh6193TED: 1ldr ré, [sl, #8]
@xb6193fE4: 1s1 r7, rd, #3

@xb6193fEE: add r3, r6, 17
@xb6193TEC: str 5, [sp, #4]
D @xb6193fo90: ldr 16, [sl, #Bx14]
Q e @xh6193194; add ré, r6, #1

o

@xb6193fo98: mov rd,
@xb6193foc: mul 16,

uoneoljddy O3]

s
[ T+ ]

—
[
= =
=
o

t

@xh6193Tab: str I6,
@xb6193fad: ldr fp, [pc, #@xed]
0xb6193Tas: ldr 16, [fp ,OFFSET]
@xb6193fac: andvs e, r@, re
@xb6193fha: mov 1r, pc
Bxb6193Thd: mow nc, I6

Address into the Jump Table

----- BLOCK DISASSEMBLY ----- , #8]
AxbE1948h@: push {s1l, 1r}
0xb61948b4 : mov s1, sp
AxbE1948hE: push {r@, 6}
@xh61948bc: 1dr 6, [sl, #0x1@]
@xb51948ch: cmp 6, #@

Function Address 1

Function Address 2

@xb61948c4 ; bne #@xbH1948cc

Function Address 3

Function Address 4 e

Patch Address

o
=
=

S
o
o
D
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blackhat Qut-of-Boun@ls Write

ASIA 20=22

 How?
* Missing bound check : Low address
* Overwrite small buffer .ECApp.icLion p—
« Overwrites critical runtime | —

return addresses

. |mpact IEC Code
* Messes with the control flow :
e DOS IEC Jur.np Table
» Requires runtime reboot :

IEC Initialized Data

High address



4

blackhat Qut-of-Boun@lis Read

ASIA 20=22

* How?
* Missing bound check

 Reads from the shared stack
and code

* Impact
 Can leak secrets
 Does not crash the runtime

41

1

IEC Application Stack

[ |

Codesis Stack

IEC Code

IEC Jump Table

IEC Initialized Data

Low address

High address



bifekhat Demo — Patc'ﬁng OOB Read
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Experiment Setup
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blackhat OS Comman#l Injection

BLOCK DISASSEMBLY

¢ HOWr) @xb6193764: sub sp, sp, #@x1@

. @xb6193f6E8: ldr 4, [pc, #Bx124]
) Overwnte @xh&193f6C: add r6, sl1, rd
@xb6193f70: str 6, [sp]
Jump table oxb6193f74:  1dr 16, [sl, #0x10]
@xb6193T78: mov rd, #0
address / Bxb6193f7cC: sub rd, rd, 6

Function Address 1 0xb6193F80: ldr 16, [sl, #8]
@xb6193fE4: 1s1 r7, rd, #3
@xb6193fEE: add r3, r6, 17
Payload Address @xh&193T8cC: str 5, [sp, #4]
@xb6193fo90: ldr 16, [sl, #Bx14]
@xh6193194; add ré, r6, #1
Function Address 5 @xb6193fo98: mow rd, #
@xb6193foc: mul 16,
@xh6193Tab: str I6, . #E]
@xb6193fad: ldr fp, [pc, #@xed]
Axb6193Tas: 1ldr 6, [fp]
@xb6193fac: andvs e, r@, re
@xb6193fha: mov 1r, pc
@xh6193Thd: mow nc, I6

return address
on the stack

Function Address 2

Function Address 4

a|gel dwnr
uoneoljddy O3]

s
[ T+ ]

—
[
=)

L]
I

43
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blackhat 0S Commandl Injection

BLOCK DISASSEMBLY

¢ HOWf) @xb6193764: sub sp, sp, #@x1@

. @xb6193f648: 1dr 4, [pc, #Bx124]
1 Overwnte 0xb6193f6c:  add 16, sl, r4
@xb6193f70: str 6, [sp]
Jump table 0xb6193f74:  1ldr 16, [sl, #@xle]

@xb6193T78: mov rd, #0
@xb6193f7c: sub rd, rd, 16
Bxh6193TED: 1ldr ré, [sl, #8]
@xb6193fE4: 1s1 r7, rd, #3
@xb6193fEE: add r3, r6, 17
@xb6193TEC: str 5, [sp, #4]
@xb6193fo90: ldr 16, [sl, #Bx14]
@xh6193194; add ré, r6, #1
@xb6193fo98: mov T4, #
@xb6193foc: mul 16,
@xh6193Tab: str I6, . #E]
@xb6193fad: ldr fp, [pc, #@xed]

.. Axb6193fas: 1dr 6, [fp]
| ——
Ma“ClOUS Payload @xh&193fac: andvs e, rd, rd

@xb6193fha: mov 1r, pc
@xh6193Thd: mow nc, I6

address /
return address
on the stack

Function Address 1
Function Address 2
Payload Address

Function Address 4

=
o

-
c
=

©
o
(o}
D

| Payodddress B

Function Address 5

uoneoljddy O3]

s
[ T+ ]

—
[
=)

L]
I

BLOCK DISASSEMBLY
0xb61948h0: push {sl, 1r}
@xh61948b4 mov sl, sp

Bxb61948bE: push {re, r6}

@xb61948bc: ldr 16, [sl, #Bx10]

@xb61948cA: cmp TG, #@

@xbh61948c4; bne #0xb61948cc
]
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I"ng OS Cmd Injection

Experiment Setup
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blackhat Closing Remarks

ASIA 20=22

 Limitations
* Only tested on WAGO and BBB [4.0.0.0]
* Requires modification to the DDG for supporting more devices
 Slight change In patch based on the platform
» Offsets change on different devices
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blackhat Closing Remarks

ASIA 20=22

 Limitations
* Only tested on WAGO and BBB [4.0.0.0]
* Requires modification to the DDG for supporting more devices
 Slight change In patch based on the platform
» Offsets change on different devices

 Shared stack allows control over the runtime from a vulnerable
IEC application

* We successfully hotpatch IEC applications running in Codesys
runtime using an LKM patcher.

D 47





