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Industrial Control Systems

• Industrial Control Systems

• Control systems and associated instrumentation

• Continuous deployed operation

• Ex: PLCs, IEDs, SCADA, etc.
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Industrial Control Systems

• Industrial Control Systems
• Control systems and associated instrumentation
• Continuous deployed operation
• Ex: PLCs, IEDs, SCADA, etc.

• Critical Infrastructure
• Vital assets
• Desalination plant, Power grids, etc.

• Reliable uninterrupted operation
• Scheduled maintenance – 5 years
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Industrial Control Systems

• Digitization Trend

• Integrating automation and data exchange

• Modern ICS

• General-purpose OS (Linux)

• Additional functionality
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Industrial Control Systems

• Digitization Trend

• Integrating automation and data exchange

• Modern ICS

• General-purpose OS (Linux)

• Additional functionality

• IT threats into OT

• Runtime relies on standard libraries

• Out-of-bounds write/read, OS command injection, etc
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Industrial Control Systems

• Long operation life cycle

• Outdated OS/firmware + IT threats

• Unpatched exploitable vulnerabilities
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Industrial Control Systems

• Long operation life cycle

• Outdated OS/firmware + IT threats

• Unpatched exploitable vulnerabilities

• ICS is not designed for security

• Vulnerabilities in process logic can impact the runtime

• Limited computation power
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Industrial Control Systems

• How can one protect against an unpatched vulnerability in an 
ICS device?

• Just patch it
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Industrial Control Systems

• How can one protect against an unpatched vulnerability in an 
ICS device?
• Just patch it

• This talk: Hot patching vulnerabilities in control application
• Step 1: Extract process memory hexdumps
• Step 2: Initialize Angr with hexdumps and violation rules
• Step 3: Create patch based on the Angr instance
• Step 4: Get live base addresses from deployed PLC and patch

• Utilize LKMs for non-intrusive patching
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Codesys Runtime

• Programmable Logic Controllers (PLCs)

• A rugged industrial computer

• Codesys Runtime

• Collection of components necessary for proper 
execution of the application binary.

• Scan Cycle

• Continuously scan program, input scan, execute 
program, output scan
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Codesys Runtime

• IEC Application

• Executes in PLC_TASK thread

• Shares process memory with the runtime
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Demo – The Codesys Stack
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• What happened?

• Overwrote an important location on the Codesys runtime stack

• How?

• Using pointers in Structured Text

• Impact

• Runtime skips the execution of the IEC application
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• Why?
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• Why?

• Shared stack
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• Why?

• Shared stack

• Control the runtime state 
from the IEC Application

• Vulnerabilities in the IEC 
application require 
hotpatching
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• Step 1: Extract execution state from Codesys runtime 

#BHASIA @BlackHatEvents

Hotpatching

Test PLC

Extract application 

execution state

Patch Server

CODESYS

Runtime

• Hexdumps

• Codesys Runtime

• IEC application

• Shared library: Libc, Libm

• Register estimates

• PC

• SP

Development 

Environment

22



• Step 2: Rehost in Angr and execute the IEC application
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• Step 3: Create a patch based on the Angr execution instance
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• Step 4: Get live base addresses and patch
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• Where to patch?

• Vulnerability Localization with 
DDG*
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• Where to patch?

• Vulnerability Localization with 
DDG*

#BHASIA @BlackHatEvents

Hotpatching Specifics
IE

C
 A

p
p
lic

a
ti
o
n

R
u
n
tim

e
 L

ib
ra

ry

I

M

T

I

I

30



• How to patch?

• First, look at branching
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• How to patch?
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• How to patch?
• Branch to patch and fix
• Restore state and branch to the 

original function
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• How to patch?
• Branch to patch and fix
• Restore state and branch to the 

original function
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• How to patch?
• Branch to patch and fix
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• How to patch?
• Branch to patch and fix
• Restore state and branch to the 

original function

#BHASIA @BlackHatEvents

Hotpatching Specifics
IE

C
 A

p
p
lic

a
tio

n

Address into the Jump Table

1

2

3

J
u
m

p
 T

a
b
le

Function Address 1

Function Address 2

Function Address 3

Function Address 4

Patch Address

, OFFSET]

Patch

4

6

M

5

38



• How?

• Missing bound check

• Overwrite small buffer

• Overwrites critical runtime
return addresses

• Impact

• Messes with the control flow

• DoS

• Requires runtime reboot
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• How?

• Missing bound check

• Reads from the shared stack 
and code 

• Impact

• Can leak secrets

• Does not crash the runtime
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Demo – Patching OOB Read
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• How?

• Overwrite 
Jump table 
address / 
return address 
on the stack

#BHASIA @BlackHatEvents

OS Command Injection

J
u
m

p
 T

a
b
le

Function Address 1

Function Address 2

Payload Address

Function Address 4

Function Address 5

IE
C

 A
p
p
lic

a
tio

n

1

2

43



• How?

• Overwrite 
Jump table 
address / 
return address 
on the stack
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• Limitations

• Only tested on WAGO and BBB [4.0.0.0]

• Requires modification to the DDG for supporting more devices

• Slight change in patch based on the platform

• Offsets change on different devices
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• Limitations

• Only tested on WAGO and BBB [4.0.0.0]

• Requires modification to the DDG for supporting more devices

• Slight change in patch based on the platform

• Offsets change on different devices

• Shared stack allows control over the runtime from a vulnerable 
IEC application

• We successfully hotpatch IEC applications running in Codesys
runtime using an LKM patcher.
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