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Introduction:

Overview of APT attacks targeting media
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Why APT Groups Spy on Media

Information Collection Political Relationships Information Operation
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Security Issues in Media

Emails

Outdated Hardware and Software 

Social Media

Information Security Staff

Web Services
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APT attacks targeted Media
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CloudDragon

• Alias: Kimsuky

• Targeted Country: KR, JP, US

• TTP: Phishing, BabyShark, AFMail
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Operation Clairvoyance: 

APT attacks targeting media in Taiwan
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What's special about Taiwan

Geopolitics Elections Semiconductor
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U.S. House of Representatives Visit



#BHASIA @BlackHatEvents

Compromised Digital Billboard
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Compromised Youtube Channel



#BHASIA @BlackHatEvents

Clairvoyance

千里眼
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Timeline of cases targeting media in Taiwan
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Timeline of cases targeting media in Taiwan
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Timeline of cases targeting media in Taiwan
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Adversaries

Amoeba

aka APT41, Winnti
Goushe

aka APT23, KeyBoy

Huapi

aka BlackTech, PLEAD

SLIME25

aka APT24

SLIME50 SLIME51
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Amoeba

• Alias: Winnti, APT41, Barium, Wicked Panda

• Target Country: JP, TW, KR, US, HK

• Target Industry: Media, Gov, Telecom

• Multiple backdoors and custom loaders



#BHASIA @BlackHatEvents

Amoeba

Loader: 

• FunnySwitch

• ChatLoader (aka StealthVector)

Backdoor: 

• FunnyDll

• Natwalk (aka Sidewalk)

• CobaltStrike Beacon

• KeyPlug

• ShadowPlayRAT

• ShadowPAD

• Winnti_Linux_RAT
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FunnySwitch and FunnyDll

FunnySwitch

(WinPrintSvc.dll)
Self-modifying

shellcode loader

FunnyDll
Base64+AES

JS module

Config

Printnightmare exploit

(CVE-2021-34527)

Drop
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FunnyDll

• Packed with ConfuserEx v1.0.0

• XML configuration:
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ChatLoader

Service

SessionEnv

DLL hijack

ChatLoader

(TSVIPSrv.dll)

Decrypt payload with chacha20

c_20934.nls

Signed file

Create process

SyncHost.exe

Find target dll
in System32

Choose aclui.dll

aclui.dll

Payload
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Natwalk

• Alias: Sidewalk

• Hook Network Store Interface(NSI) API

• Abuse Cloudflare Worker for anti-tracking
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• Multi-protocol: HTTPS, TCP, UDP, WSS, QUIC

KeyPlug

KeyPlug version 2022 KeyPlug version 2023
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• PDB: C:\Users\Administrator\Desktop\name\2019.4.12\3.28\ccccc\Release\ccccc.pdb

• Set registry with name “Nvshow” for persistence

• Supporting functions:

• File operation

• Command execution

ShadowPlayRAT
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Huapi

Alias: PLEAD, BlackTech

Target Country: JP, TW, US, KR, HK

Target Industry: Gov, IT, Telcom

Malware

• Bifrost (aka Bifrose) 

• Dbgprint (aka Waterbear)

• TSCookie



#BHASIA @BlackHatEvents

Bifrost

• Modified RC4 Algorithm

1st modified_RC4() decrypts rc4_key with second_rc4_key

2nd modified_RC4() decrypts Mutex_name with rc4_key

Encrypts Mutex_name and rc4_key
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Bifrost
• Anti-analysis
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Bifrost

Backdoor Functions

• Command execution

• File manipulation 

• Process management

• Persistence

• Self delete
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Typosquatting domain

Domain Industry

udngroups.com Media

udntw.net Media

rutentw.com E-Commerce

linestw.com IT
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Goushe

Alias: APT23, Pirate Panda, KeyBoy

Target Country: IN, PH, TW, TH, VN

Target Industry: Transport, Gov, Finance

Malware:

• BxShell

• ReflectiveDigit (aka ChiserClient)

• SmilyCommand (aka Smilesvr)
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JpgRun

• Payload specific string “EHAGBPSL”
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BxShell

• Loaded by JpgRun

• Variant of QL_ASD_Shell found in mid 2021
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QuasarRAT

• Open-soursed Quasar RAT with custom loader

• Decrypt payload by DES key given by arguments
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Typosquatting domains

Domain Industry

libertytimes.net Media

udnnews.net Media

twfhc.net Financial

caaupgrade.com Transport

ppchrome.com E-Commerce

tw-facebook.com Social media
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SLIME25

Alias: APT24

Target Country: Taiwan

Target Industry: Media, IT, Edu, Gov

Malware

• Dropsocks (aka DropNetClient/Buxzop)

• LuckyTask (aka LuckDLL)
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Dropsocks

• Abuse Dropbox service as C2

• File encryption/decryption with modified RC4 in different modes

Decide to use xor or add
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Dropsocks

• Cmd execution and file operation

• 5 sub-folders

Folder name Purpose

001 Victim computerinformation

010 C2 command

011 Command output from victim

100 Files uploaded from victim

101 Files for Dropsocks to download
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Dropsocks

Signed file

2. Send commands 

to Dropbox

Actor

1. Connect to Dropbox & 

create folder

3. Get commands

4. Send output to 

Dropbox

5. Receive victim’s files

Dropscoks
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SLIME50

Target Country: Taiwan

Target Industry: Media, Gov

Malware:

• DropCloud



#BHASIA @BlackHatEvents

DropCloud

• Dropbox token information:

{"country": "HK", "locale": "zh-CN“}

• PDB:

C:\Users\sd\Desktop\Cloud_20170809\CloudServer\CloudServer\

obj\Release\CloudServer.pdb

• Victims:

3 Media, 1 Gov, 9 others
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AESPassword for filename encryption

ZipPassword for file compression

Registry path for Dropbox token

Sleep time
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• Function table

DropCloud

Command ID Function

00010101 List directories

00010102 Get system info

00010103 Get service info

00010301 Get process info

00010302 Screenshot

00010401 Upload file

00010501 Download file

00010801 Delete file

00012001 Run shell command

00012002 Kill shell

00014001 Change sleep time
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DropCloud

Signed file

3. Send commands to Dropbox

Actor

2. Connect to Dropbox & 

upload victim info to new folder

4. Get commands

5. Send output to Dropbox

6. Receive victim’s files

1. Store token in registry

Registry

DropCloud
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SLIME51

Target Country: TW, IN

Target Industry: Media

TTP: 

• Phishing RAR

• Python reverse shell

• go-icmp-data (Golang-based ICMP reverse shell)
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Phishing method

• Phishing with fake PDF icon

• Lure theme: Taiwan and the Czech Republic signed a semiconductor technology 

cooperation memorandum on the 23rd …
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C2: url2.ml

• Fake url shortening website



#BHASIA @BlackHatEvents

Case Study: Hacker's note
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Case study

• Dec. 2022, unknown actor exploited Taiwan media web server 

• Attack from Chinese actor: yanghai

• Simplied Chinese in note

• yanghai exploited sql vulnerability with sqlmap
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Case study

• Lateral movement and credential dumping: 

• feifeilove (custom mimilove, mimikatz for windows 2000)

• Neo-Regeorg

• impacket-secretsdump

• WMIHACKER

• dnscat
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Case study
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1. Sql injection

2-a. Credential dumping

• impacket-secretsdump

• Feifeilove (mimilove for windows 2000)

yanghai

2-b. Lateral movement

• Neo-Regeorg

• WMIHACKER
3. Login with credential 

to target PC

2-c. DNS tunnel for backdoor

• Dnscat

4. Deploy 

CobaltStrike

2. Deploy tools 

on web server
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Conclusion
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Key Takeaways

1. APT attacks targeting media is increasing and expanding

2. China-nexus APT groups have launched massive attacks during political events

3. TTPs in cyber kill chain
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Mitigation

1. Strengthening employee cybersecurity education

2. Implementing robust security controls

3. Updating and patching software vulnerabilities

4. Regularly conducting vulnerability scans and testing
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Thank You!

Zih-Cing Liao (duckll@teamt5.org)

Yue-Tien Chen (timc@teamt5.org)
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Black Hat Sound Bytes.

1. APT attacks targeting media is increasing and expanding

2. China-nexus APT groups have launched massive attacks during political events

3. Media companies need to take more approaches to protect their systems and data.
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