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Fitness Tracking Social Networks: Activities
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Endpoint Privacy Zones
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View of owner of activity View of user that doesnôt own activity

[2] GRUTESER et al. Anonymous usage of location-based services through spatial and temporal cloaking.
In Proceedings of the 1st international conference on Mobile systems, applications and services (2003)

[1] Hassan et al. Analysis of Privacy Protections in Fitness Tracking Social Networks -or- You can run, but can you hide?

In USENIX (2018)



Attack

üThreat model

Ÿ capabilities of regular user

Ÿ only based on public (meta)data

üTwo subproblems:

1. Discovering EPZs

2. Finding protected location inside EPZ
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Attack: Discovering EPZs
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Adaptation of K-Means

repeat

 assign each endpoint to closest fitted circle of cluster

 lsq fit new circle for cluster

until convergence criterium is met



Attack: Protected Location Inside EPZ

üTwo scenarios:

1. Inner Distance

2. Total Distance
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Inner Distance Scenario
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Inner distance scenario

Distance covered inside EPZ leaked



Total Distance Scenario

üdistance covered inside EPZ = total distance ï track distance 
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Attack

üTwo scenarios:

1. Inner Distance

2. Total Distance
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Total 

Distance

Attack

Inner 

Distance

Attack

Strava Ṋ Ṋ

Garmin Connect Ṋ

Komoot Ṋ

Map My tracks Ṋ Ṋ

Map My Run Ṋ

Ride With GPS Ṋ Ṋ



Attack: Finding Protected Locations Inside EPZ
Intuition of attack
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Attack: Finding Protected Locations Inside EPZ
Intuition of attack
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Attack: Finding Protected Locations Inside EPZ
Preprocessing
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Node resolution increased through chainingDownloaded road graph



Attack: Finding Protected Locations Inside EPZ
Identifying Entry Gates
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Attack: Finding Protected Locations Inside EPZ
Filtering outliers
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activity_id entry_gate type inner_distance

1 EG0 START 184.8

1 EG1 END 293.2

2 EG2 START 236.4

2 EG0 END 199.1

3 EG0 START 152.3

3 EG1 END 289.7

... é é é

N EG0 START 186.9



Attack: Finding Protected Locations Inside EPZ

üFor each node of interpolated road graph: 

LAD fit of N observed distances and M theoretical distances

Predicting Location
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activity_id entry_gate type EPZ_distance

1 EG0 START 184.8

1 EG1 END 293.2

2 EG2 START 236.4

3 EG1 END 289.7

... é é é

N EG0 START 186.9

Observed Activity Distances

node_id EG_0 EG_1 EG_2

0 Ὠȟ Ὠȟ Ὠȟ

1 Ὠȟ Ὠȟ Ὠȟ

2 Ὠȟ Ὠȟ Ὠȟ

3 Ὠȟ Ὠȟ Ὠȟ

... é é é

M Ὠ ȟ Ὠ ȟ Ὠ ȟ

Theoretical Distances



Attack: Finding Protected Locations Inside EPZ
Predicting Location
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Constructing Confidence Intervals
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activity_id entry_gate type inner_distance

1 EG0
START 184.8

1 EG1
END 293.2

2 EG2
START 236.4

3 EG1
END 289.7

... é é é

N EG0 START 186.9

activity_id entry_gate type inner_distance

1 EG0 START 184.8

1 EG1 END 293.2

2 EG2 START 236.4

2 EG2 START 236.4

... é é é

N EG0 START 186.9

activity_id entry_gate type inner_distance

1 EG0 START 184.8

1 EG1 END 293.2

1 EG1 END 293.2

1 EG0 START 184.8

... é é é

N EG0 START 186.9

activity_id entry_gate type inner_distance

1 EG0 START 184.8

2 EG2 START 236.4

2 EG2 START 236.4

3 EG1 END 289.7

... é é é

N-1 EG0 START 185.3

Observed Activities

Resamples

é

Confidence Interval



Privacy Metrics

üSuccess: prediction within threshold of GT

üAccuracy: # unique predicted locations

üReduction: Accuracy / # locations inside EPZ

üCorrectness: avg distance between predictions and GT

üUncertainty region: joint area around predictions
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Results

üSuccess: prediction within threshold of GT

üAccuracy: # unique predicted locations

üReduction: Accuracy / # locations inside EPZ

üCorrectness: avg distance between predictions and GT

üUncertainty region: joint area around predictions
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