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Running is enjoying a boom REUTERS

because Of the coronaVi rus SPORT SEPTEMBER 23, 2020 / 1:03 AM / UPDATED 10 MONTHS AGO
pandemic Exclusive: Brits on bikes as fithess app data
shows pandemic boom
By Allen Kim, CNN By Kate Kelland 2 MIN READ f 9
Updated 0953 GMT (1753 HKT) April 25, 2020
Bloomberg E c%%%l'ns\) IC
The Pandemic Bike Boom —
Hits in Some Unexpected Fitness apps grew by nearly
American Cities 90% during the first half of
2020, study finds

Los Angeles and Houston are hardly cycling capitals.
But both saw surges in biking after Covid-19 began,
according to new data from the fithess app Strava.

Carmen Ang

By Laura Bliss
September 23, 2020, 3:00 PM GMT+2
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Fitness app Strava lights up staff at
military bases

(© 29 January 2018

Garmin is slowly coming back online after a massive
ransomware hack

By Oliver Effron, CNN Business

Updated 1937 GMT (0337 HKT) July 27, 2020

@he ashington Post

Democracy Dies in Darkness

Fitness app Polar revealed not
only where U.S. military
personnel worked, but where
they lived

By Rebecca Tan
July 18, 2018 at 10:00 a.m. UTC

Cycling

Strava removes automatic
flybys after safety concerns

The ride-tracking app has now made the comparison
feature opt-in

BY ALEX BALLINGER OCTOBER 15, 2020



Fithess Tracking Social Networks: Activities

Strava User — Ride
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Thursday, May 20, 2021 - Ghent, Flanders
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<
-
ROOIGEM LA
2,
S
E
Ra0 5] o
8 <!
2
[~
(5}
ke
5]
o
@
Ooievaarstraay
o)
eY
Drongenseste

BRUGHUIZEKEN

Groenevalleipark

Give Kudos (./:j o o A
1.87km 5:55  Om
Distance Moving Time Elevation
Avg Max
Speed 19.0km/h 20.9km/h
Elapsed Time 5:55
> < T < HEILI
S N [ o
N (s\e’9 % <, Create Route = Standard Map ~ pq RS
sz S ] o XN
L o, g S
% 3 RABOT 2 ~
< > &
it 3
<
s
)
=
SLUIZEKEN
BRUGSE
POORT
o> WATERWIJ
PRINSENHOF
" ELISABETHBEGIJNHOF RALERSHOK
I xe Gravensteen
=)
Sl Burgstrad* ST. JACOBS
- Groenevalleipark

© Mapbox © OpenStreetMap Improve this map

200 m
150 m
100 m

50 m

5:05

Dist: 1.6 km
Elev:9m
Grade: 0.1%

4 Om
]

0.4 km 0.6 km

0.8 km 1.2 km

1.4 km

|
1.6 km




Endpoint Privacy Zones

View of owner of activity View of wuser that doesnot

[1] Hassan et al. Analysis of Privacy Protections in Fitness Tracking Social Netw¥ids can run, but can you hide?
In USENIX (2018)

[2] GRUTESER etal. Anonymous usage of lodadi®ed s ervices through spatial and temporal cloaking.
5 In Proceedings of the 1stinternational conference on Mobile systems, applications and services (2003)



Threat model
Y capabilities of regular user

Y only based on public (meta)data

Two subproblems:

1. Discovering EPZs
2. Finding protected location inside EPZ



Attack: Discovering EPZs
Adaptation of K-Means

repeat
assign each endpoint to closest fitted circle of cluster

Isq fit new circle for cluster

—

until convergence criterium is met




Attack: Protected Location Inside EPZ

U Two scenarios:

1. Inner Distance
2. Total Distance

Activity metadata Total activity distance
total_distance: 1.86, | 1 66 km 100 ] |
visible_distances: I:>
[0.16, 0.18, 016 km. 150 km | 020k,
T T e L T 0.36 km ----"""""
1.65, 1.66 ] 1 J m 4
=== Cloaked distances Visible distance

. . ~ Inner distance scenario: 0.16 km + 1.50 km + 0.20 km = 1.86 km
Avalilable distances.

Total distance scenario: 0.36 km + 1.50 km = 1.86 km



Inner Distance Scenario
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Total Distance Scenario

U distance covered inside EPZ = total distance 1 track distance
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Attack

U Two scenarios: Total Inner
1. Inner Distance - DiASttZQEe D,Liiiﬂﬁe
2. Total Distance N N
N
N
NN
N
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Attack: Finding Protected Locations Inside EPZ

Intuition of attack
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Attack: Finding Protected Locations Inside EPZ
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Attack: Finding Protected Locations Inside EPZ

Preprocessing
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Inside EPZ

Attack: Finding Protected Locations

Identifying Entry Gates
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Attack: Finding Protected Locations Inside EPZ

Filtering outliers

==

1 START 184 8 280

1 EG1 END 293.2 260

2 EG2 START 236.4 E 240 —
5 ESO B 199 —— 220

3 =GO START — 192.9 = 200 ®

3 EG1 END 289.7 180 —

é é é 160

N EGO START 186.9 : 1 2

Entry Gate
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Attack: Finding Protected Locations Inside EPZ

Predicting Location
U For each node of interpolated road graph:
LAD fit of N observed distances and M theoretical distances

activity_id | entry_gate |type | EPZ_distance
Qp Qp Qi

EGO START 184.8

EG1 END 293.2 Qp Qp Qp

EG2 START 236.4 Qr  Qp Qp

EG1 END 289.7 Q Qp Qp
s = E é e &

EGO START 186.9 Qr  Qpf Qj

Observed Activity Distances Theoretical Distances
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Constructing Confidence Intervals

B
1 EGO START 184.8 Eco =
293.2 a
1 EGO
EG2 START 2364 / =
é
EGL oo 289.7 G0 e
é é é
EGO crART 186.9
Observed Activities \

Confidence Interval

19 Resamples



Privacy Metrics

20

U Success: prediction within threshold of GT
U Accuracy: # unique predicted locations

U Reduction: Accuracy / # locations inside EPZ

U Correctness: avg distance between predictions and GT

U Uncertainty region: joint area around predictions



Results

21

0

0

0

0

0

Success: prediction within threshold of GT
Accuracy: # unique predicted locations

Reduction: Accuracy / # locations inside EPZ
Correctness: avg distance between predictions and GT

Uncertainty region: joint area around predictions



